A T

HiHHE HHHHHE <de@rreBsDo0
HiHE 43126

I 1 1 HHHHRHHE SRR T HH R R

SHHHE Hit HEHHHHHHHIHE T HTHHHRRAH SRR 7 S fHH-
I

HHIHHE, THHHAHHHE, HEHHHRRAHHE, #3806, H#480, tHAHHHHE, HHHHH, #iH#
FHHHH HHH HHHHRTRAHH HH R HHHHRAH R -
THHHHFHT TR HHRAHRAHRATE HH 1 TR R R R
R

THHHE H1 THIEE HHRHHHRAT HHHE T AR TR
IR HHHHHE HRRR R HH R R
THHHHE THEHHFHRAHE TR HE R R, #H R
I HEH HRHRH 3 TR TR R, T R
THHHE HHFRHTE AT HH HEH TR R AR

201 3#11HOT #H# HHHH#HE.

HHHHHHAHE

THIHHH Hit HH HHHHHHE HHE R T AR T (T
THHHHHHHE) HH THHE HHHHHEHHE S R
THETE SRR, T T RRAT B TR FRET SR ATRHT. T T
THHHE HIRHHHFHH HHE TR R HH A HH TR R
T TR AT BIRAT 1 THHETRAT SRR EHHH T 1 AT 167 1=
HHHE H HiHE HEH HHHAH

 HIHHIHH HHHHHE HE HHHHHRH HHT R T (-
THHE HHHHHHHHHE) THE HHHE A AR I S
THHERRHER T (T SRR T A TR 1 10T
THHHHFHH TR R HHHRH A TR R R
TR TR, BIRATHE RTRAT A (1 1A § A i S
HHE HHE HHTHHHHRE R HR TR
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A BERFHER BRE BRFRIAE 4
5. HHHHHHHHHIF #HHEHHRFRAFE 5
O, BRFRRFEFBRERIFIE 8

1. £ T 8 TR S

THHERE T AT THERRATRTREE, SRR THE (T SRR A 1 AT T AR A
THIHHHHHHIHHT (HHHE) HHHE HHHHE HHTHHRE T R TR A -
HHE, W TR G PR T R SRR 24 ST 117 24 11 A 1
(FHHTHHHHHHE T HHE H HHEA i 2) HE . i SRR SRR 3 T
THHERRAHS T TR 1T SRR AT (T AR R 1 A i i
HHHE HHHHAHE THEHERRE, (1 TR TR T T S T TR 1 1 1
THERTHHRR, T T T SRR (A, T TR T 1 (e 197 i p i —
TR TRETRHHEHT T 1R 01 1 TR TR 1 AR A TR,

B HIHHHHHHHHRHAHE HHFHHRE R TR PR TR TR R
THHE HHHHE HHHHHHHHE HHHIHRAR R THHE AR R,

2. HHHE R R

THHHHHT THHHHHE HHHRAHHAHRAH B R AR 1 TR AR R A5
THHHHHHE HHE T R TR TR TR TR H R TR
THE HHHHHT THIETE R, HHHFHHAHR T TR 1 TR SR H TR R
THHHHHHHHRAHE # HHHEE HHHEHH TR SRR R

HHHHAHHAH

A DO NOt #H#HH it WHHHHRHHHHRE 1 R exdludes #i
HHHH HHE, TR S R S 1 T
HHHAHH,

THHHHHT HHHHET HH, T HHHE THE HHHE 15 AL HHE PR TR TR PR
THHHHHHHHHE HHHHE HHE HHAE THEHHRHHE HHE HRAHHRHTHRA, TR R TR 5
T HHHE HHTHHHHRHR, HH HHAH A T HHHE PR P T R TR

THHHHHHT THHE TR TRAHHRHRAHHR T R TR H T T TR 15—
THHHHE THHHHFHTRE HHE HHHHHHRHE HHE R TR TR 1 TR TR,
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2. 1. tHHHHHE HHHHHHHHRHH

i A HIHH TR B TR R B H B HHHRR AR (AR HiH
FHHHHH, B T HH R T HHHHRH HHH 1 SRR AR A

options BRIDGE
options |PFIREWALL
options IPFIREWALL_VERBOSE

THHTE HFRHHE TR 17 TR T R SRR, HHE R T T TR
FHHT HHHE THIEHHE THIEE HH HEHE TR HRAHHRA TR R

R T BRI 1 TS T SRR B T R, HH R TR TR i —
FHHHHHHHR HH T SRR T TR 11 T TR AR i -
RS PRI

2.2. HHHHHHHE HHHHHH

FHE HIHE T TR 1 HH HHHE HA HHHE HAR AR TR, HH R R
T HHE HHE HHE TR HHE AR ## Iboot/|oader.conf:

bridge_load="YES"

HHE AT HHHE, SRR T TR AT, 17 bridge ko THERTRAT TRET 1HE AT BT
HHHEE BT THERAT. THE T S AR 17 0 7 Tt fe 5 iptw.ko ARAHHS,
THEERE T L TR AT AR A 1 AR 1 i 167 1
THHTHETRT AT

3. T B

THIHHHHE HHHHHHIHHE T TR T HHHE HHHE T T AR R (-
THIHHHHHE THE T TR R ST ), T T
THHERAT 171 1 letchre.cont AERAHHATRTRATRT HHHHT. THET TREHRET HEHT 17 1 ST 1
HHE BERATRT ST $HE SR THERATEE 1 fHHAT AT 17 7 open TRETRIHERT, 1HE HEHT 1
THIHHHHE HHH HHHHHHHEHT T HHHE HHHTHHE R TR TR (T
HHHE AT T ST AR AT B HHRA, T AR AR T ST
THE THHHHHH HHHHHIHRTE HHHHE HHHE HHHERE)  HHH T SR lecvc.conf:

firewall_enable="YES"
firewall_type="open"
firewall_quiet="YES"
firewall_logging="Y ES"

THIHE HHHHHE THHE THHHE THHHHH THH TR (FHH A HHHHE A ipfw ko 1HE 1 #E HEH
THHHHHHHE THE HHHE ), H TR THHE HHE T 1 open HiHHHE (HHE HHHHHHHE Hi
letclrcfirewall), HHH HHHHHE HHE HiE H THHHE HHEHHE HHHHHHHE TR THH 1
THHHHHHTE HHHHHHE .
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HHHHEAHH HH HHHH

THHHHE HHHE TR HHE TR TR HHEHHRHHE, TR R R R
HHE HE HE THHHE TR HHE R HHTHEH TR, THEE HHE THEHHAE HHHRE T SRR T
HHE HHHH THHHHHARASE THE T T THHHHHERAA HE 1 THHHE ()
THHHHHT TR TR 1 TR HHHE HEHRH, THE SRR T R
THHHHFHTHE HH, HHHE HHHHE TR TR TR T HHRHE H HHRHE TR AR
THHHHFHE HEHHHHRE HHHHAH, HHHE TR R SRR 17 R T R
HHHHHHHHHE. Hi HHHHEE IO HHHHHHHHHE (HH THHE HHH) HHHH THE T
THHHHHHT HHHHHHE HHHE eciro.cont HHHEHE, TR HERE XI0 HEE HIHE. THEHHRHRE A
THHHHFHTHAHHE THEHHR R TR R R R

THEERE T TR AT THHAETRAT AR 1 T T SRR 1 T S, s
THHTE SERTRHETE T AR TR 10 7R 31 1, T (i i A 3
T HHHIHHHHHHI HHEHHHE HH THEHHHHE T 1 HHHE HHHHE HHHE R T (T ).
HHEERRATE B TR S SRR THHRRHE B S THETRHHTRT 1 T AR,
T THHRAE THAHE T ST T T T T, i SR 1 1
TR THE T $HE SHRTRAT, B S (AR TR T THE TR PERHRHE. (T I
TR TR AR 1 1 (R T ST 1 e A
THHERTRHAE T 1 SRR TR L.

THHE 1HE HH THEHE TH R HHHE TR HHE A HH T R TR HHHE TR
THHHHFHT HHHH HHHE TR HHE HHHE HERHEHRA, T TR SRR TR R
FHHE HHH THEHHFH, HHHRHEHH open HEHEE, THHHE HIHE HHEHHE HHHE HRHERH.

THE TR R AT TR, TR TR (R TR (T T TRAH T TR .

4. FHHEHAHAIT T AT

TSI TERTRAE, T TR T TR, T T T AR S TR AT AR A
(FHHHHHHT THHE HITTHEHHHEHE T T A T R R X0
HHHE X\0 HHHH HHHTE HE HHHE).

# sysctl net.link.ether .bridge.config=Ffxp0:0,x10:0
# syctl net.link.ether bridgeipfw=1
# syctl net.link.ether .bridgeenable=1

FHHT HHEHH HHH HRFRHR T TR PR T TR 13 T AR,
FHHEHRHI TR HHHHE HEHAT R PR H R AR HH HRHART B TR fR
FHIEHHH HITH B
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3
FHE HHIE BRI BRI D, LRI THE TR TR HH i —
s O

HHE HHEHE HHEHHE THHE T T T T T T T TR HHHE HHHHE
HHHHEHHHE T HHHE TR TR HHHHEHE (. (5,
HHHHE HHE 1 netlink ether bridge [Dlah|=[blah] HHEHHHHHE HHE tHEHE HHHE HHE HH lecisysctl conf
HHHHE, HHE THEHHE 10 T HHEHE T 1 .

O. HHHHHHHAHRH HHE R

THHE HE HE HHHH H HHEHHE HRAE T TR HHPH HRAEHR R, 1 R
THHHHHT HHE HEHHHHE R, TR R R TR TR R
THHE HiHE 1HE HHH TR SRR R HH AR R HH—
THHHHHHT, THHHHE HE # HEHPHRAHHE SR HHE RSP T T R
THHHHE HHHHHHHITE HHE TR DA T HEHPH TR T TR SRR 7
THHHHFH, HHHHHHHE TR TR TR TR TR TR HHHE R, HH R
THHHHHHT HHE HHHE, THE THEHEHHTHE T THEHTHRH R TR TR, TR TR
OUL HH Xiit HHHHHE HHHH THHHHE. THEHHHHHRH, # 1A invia THHHHE HH TR R, #H
THHHE HHE 1 TR HHHHE HHR HRAE . TR PR TR TR R
HHE HHH T pacs HHE drop THEHHFH THHE HHRHHHBE PR 1 TR, SRR
HHHHHIT HHHE divert, forward # reject #HHHE HHE THEHHHHTRE. HHRHE TR THEE BT HHE

FHHT #HF THAHRA A0, # THAE FRAHRAE 1 TREHR TR W 1155 f e —
THHHE T THHE TR, THEH R T 7 A ST 0, Rt s
TR T 1 TR ST R ST B TAT R T AR AR T TR i
HHE THAHRATRIT, TR 11 THAHTE 31 T T T B TR T T SR i #
IR SHTRHHRE. THHE T 1 TR T TR 1 ST 1 s
THHT, THH T HHAT R SRS, TR TR AT, TR AR (T SR AR (e .
THHTE THATRHR PR B T T 01 T AT SRR T T THAT TR T i
THHE THHEARAL. T BT T 1 ST BT TRATRHTE B ST SRR TR
THHHRE THAHRE, T R T BHRATRIHT BIRAH FHRAT TR TR T PR T .

THHHHE THHHR HE 1HE HHTTHAH THEHHE. HRAE HHRH A HH R #R lecicirewd | HFHIE
THHT HIHHHTH HHHFHTHE TR HHR TR SRR 100, H1 H#1F THEHHBE
THE HHHE HHHE THHHE THHHHHIE. HHHHEHE SHHHHE T T T T 1 TR (e
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HHHHHHHHHRA T AR

refirewalllocal) #HHE HIHHHHE HiE HHHHHHE HHHHHHE, H THEFRASH HH HE H acc.conf #HEHHE
HHE HHHHFH - open HHHFHHHHE.

firewall_type="/etc/rc.firewall.local"

HHHHAHHAH
A HiHE T T R 1 T O, TR 1 T 0
HHHHH HHHHE T T HHE T T T T,

FHHHE FHHE HHHHE HHAEHEAEHEHHE S HHHE TXPO FHEHHHEEEE SIS HHEEH HHAEHE
(FHEHHHHE) HHHE HHHE X\O HHHHEEH HHAEHE HHAEHEAEREHE (FEEEH) . ML S HEAEHE HEAEH 10 1234
(FHHE HHHF HHHHE HHHHEEEEAEHE HEAEHEHE HEAEHHEE FHHSE S FHHEE A 0 FHEEEELEAEAEHS HEAEHHSHE HHEHE HAMAEE HEAEHE HEAEHE
HHHHE HHHH ) 1)

# Things that we have kept state on before get to go through in a hurry
add check-state

# Throw away RFC 1918 networks

add drop all from 10.0.0.0/8 to any in viafxp0

add drop all from 172.16.0.0/12 to any in via fxp0
add drop all from 192.168.0.0/16 to any in via fxp0

# Allow the bridge machine to say anything it wants
# (if the machine is | P-less do not include these rows)
add pass tcp from 1.2.3.4 to any setup keep-state

add pass udp from 1.2.3.4 to any keep-state

add passip from 1.2.3.4 to any

# Allow the inside hosts to say anything they want

add pass tcp from any to any in via xI0 setup keep-state
add pass udp from any to any in via xl0 keep-state

add pass ip from any to any in viaxIO

# TCP section

# Allow SSH

add pass tcp from any to any 22 in via fxp0 setup keep-state

# Allow SMTP only towards the mail server

add pass tcp from any to relay 25 in viafxp0 setup keep-state

# Allow zone transfers only by the slave name server [dns2.nic.it]

add pass tcp from 193.205.245.8 to ns 53 in via fxp0 setup keep-state
# Passident probes. It is better than waiting for them to timeout

add pass tcp from any to any 113 in via fxp0 setup keep-state

# Pass the -"quarantine" range

add pass tcp from any to any 49152-65535 in via fxp0 setup keep-state

# UDP section
# Allow DNS only towards the name server
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add pass udp from any to ns 53 in via fxp0 keep-state
# Pass the -"quarantine" range
add pass udp from any to any 49152-65535 in via fxp0 keep-state

# |ICMP section

# Pass -'ping'

add pass icmp from any to any icmptypes 8 keep-state
# Pass error messages generated by -'traceroute'

add pass icmp from any to any icmptypes 3

add pass icmp from any to any icmptypes 11

# Everything else is suspect
add drop log al from any to any

FHEHHE 1 THAT HIFR HHRHETE HIH BRI TR TR HARR R TR HARA . 1
TR, THAH TR SRR TR, 1 BT R Ot H

add deny all from 1.2.3.4/8 to any in viafxp0

THHHE HHE, THHTHE R TR T HHRHE TR THET TR HHTRAHRE (TR
THHHHHHE. THHHR 1 TP A T THEH TR R T HHHRE TR
THHHE HiH HiHE THE THEHH HHE THEHRE DI, TP SR HHAHR
THHHE HHHH THHHE HHH THHHE HHH TR T THEHHHHE T T T at least
THHT HHTHE THE THHTE HHTHHHHE THEHHRAHHE T A THE TR HHEHE T TR THH R
THHHHHHE, THHTE HHT HHHHHRHHEE T THETHRE TR, T T TR T T TR T
HHH.

FHHT T HIHH HHARE T T TRATR TR H R TR SR, T 1, 1
FHHTE TR HHE T T TR TR, HR AR 1 R
FHHT HHHHRHAHH TR HH 3 AR

THHHHE HHE THHT TR T TR HHHE T TR TR TR TR
THHT HHHH TS, THE HHEHHR TR, TR HHH R T TR HRHHE R
THE HHHHHHHHE THHHE, T HHE T TR S (HHHHE T T -
THHHHHHHE Hi HHE HHH(S) THHE HHHHE) . HHHH HHHE THE T HHH THEHHHHE T,
HHHHE HHHHHHHA HHHHHH S DEfOr e HHt HHHHHHE tH HHHHHH. THIH H T
THE THHHTHHT HHHE THEHTE HHE TR T R 1 T TR SRR TR AR
THE HHHHHHHHE THE HHHHHHHE THHE 1 S HHE T T T (T

FHHHHRE THIAHE HA R T TR T TR TR SRR R TR R
THHHHHE H reset #H # Torward HHHH HitH THHHHE HEHEHHE (HH T 113). tHERARAHHHHH,
T HH 7 THAHRHRAT TR T AR HHR, H T T TR 10 T R i
FHHHE HHE HHR TRAHHRHRH. 17 T T T AR TRAHHRT T R 1
TR TR, THR T HHARAR TR, HH SRR AR SR —
THHHHE Hi THHHE 113, HHHHHE TR THHHE S R T HHHHE (T
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BRI

HHHE HHHHE THHHHE TR TR HE# HREHE TR THEHE HRE TR R TR
THHHHE 1HE H HHTHE T HH TR TP TR HEHE, HHE TR SRR TR
THHHHFHT HIHHTE HHHE THE TR HHHE T T THE TREHHRH HHHE TR SRR R
THHHHHHE THH TR T TR T SRR TR, HH HHTHEH T TR HH TR
THHHHRE, HHHHE T TR R HHHHE I HH T 1 R TR TR
THHE THEHHE T TR HHE PR THEHR. TR inviatxpO HHHFHE THEHE THEE TR TR
THE HHHFHR, TR HHE Invia TR THTRHHHRHE HEHE SRR, T HRAE R HHEE
THHHHHHTH THHE TR HHHAHHRH TR, TR A TR R 1 A
HHE HHHE HRHHHFHR.

6. HHHHHERTRART

THHHE HEHHHE HE HEHHTE T HRAE R TR, HHHPHR TR R THEH TR
THHHHE HERHHHFH, TR T L TR 3 TR TR TR T -
THHHHHHE H HRHHHPH TR TR

B HHH HHHHHHE HH TR TR HHT TR TR H T SRR TR 3 R
HHHE T TR TR HH T R HH 3 TR HH 3 15 TR SRR

H HHHHHHHTE HHRHE HHE I HH T HHE T TR HHHE HE A T TR T
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