HHBARAHTT
HHHBAHHHHHHHH R

FHESTHB TR SRR
HHRHHHE: 43126

HiHHHHHH © 2001, 2002, 2003 #HHHHHHH HEHHHHHHH HHTHHHRRHH], 5.

THHHE FHRAR T BRI I B SR BT ST
THE HHHE HIHHHHRE R SRR, R R
THIHHHHHHE HHE HHHAHH HHTHHRRHHHE, T T R
HitHHE #HOO00LHOLHHB035 (HHHHHHH), HH HtHHE Hit HH HHEHHE HHHH
IR R

THHHHHHE HF # HERHHHRHHE SRR T TR R
THEHRE T3 TR AT HHHHHRA 1 A .

THHHHE, HHH] L, HHH THHHE HHEE T S -
FHHHH HHH HHH HHHE A B AR 15 T TR R
FHHHHR HHHHAH HHE TR SRR

HHHE, HHH HERHHIHHRR, HHH, T SRR HHRR, #0H, HH, 3,
FHHE THAHHHHAT HH R HHHRRA R SRR,
FHHE. i HHE HHHHHAE THEHHHE SRR AR

R 3 T HHHRRRRR FHR 5 BRI T AR
THIHHHHHHHHHT HHHHE SRR PR R,
R HHTHRRRHRR BT HE I SR, i 1 iR
THIHHHHHE HiHE HEHHHE HHE T AT HHHH, T R
TR HHHHE HHHRRHT I T T HHE .

HHHBHAAH

THHHE HIFHHTHET HHTHEHRAT HHH THEHHRAHR TR R
THHT HHHHHHHET HH HE THETHRHTHE TR, T R PR T R
TR, HHE THAT T HRE R R

HHHHHT T AT


http://svnweb.freebsd.org/doc?view=revision&revision=43126

2. HHHHHE HHHE HHHBHHARE oo, 2
3. HHHAE (L 5
O HHHHHREEEE ..o 9
5. R HH HHHE L 12
§. 1 HHHHHHHI R (., 15
T. 4 SR R | 15
B HHHHE SRR o 15
B B HHE L 19
B HHHHHE HHEE TR B 23
R HHAHE |, 25
1. tHARFRATREHE

THHE HHHHHHHHH THHHHHHAR AT T (HHHE) HHHHHEHE HHE R S -
THHHHHHHHAHHRHHHAHRE AR TR P R TR # HH HH
THHHHHHTHHHHFH HHAHHRE TR TR T R, HHE R -
THHHHHHTHAHHE THEHHRH T TR HHPHRAHR R TR

FHHT $HE TR T PR 11 1905 ## THATHT TR (i A e f 5i fi—
TR, TR AT TR R R 115 1007, #HHE T S T 1
T HHEHHHE HHHHIRT (FHHHE) TR TR, HHHH R
THHHE $HE AT TR, TR TRATRRARR T T B T BT T .

THHHHHHHE HHHHE HHEHHHHE HHHTHHRRE SRR SRR S8, HHHAE HHHH R,
THHHHHE Hi THEHHHHE HTHHPHHHHH R A5, THEAHE A TR, $HH HHH A
THHHHHHE HEHHRHH HHHHE R TR ™.

2. HHHTHE Hitt HHHHHHHHHE
2.1, HHHHHHH

THHE THHHHRAHHR AR T 17 R AR, R A fR
FHHHHHHH HHHR T HHE HH AR T TR T R TR
FHHHHE HHH R HHTRHH TR HHHE TR TR A, R TR TR
THE HHH (HHH THE HHH TR T TR SRR THHE . THHE T
FHHEHHE 11 HHHHHRA H HRHR T HHRHRAR TR 1 R —
THHE HHHHHHHE 1HE HEHHHE #, (R (A HE R #1990, HiHH HERRHHH
FHHHHI HH HHHRAR T 3 TR T R, HH T HHRR TR
THE TR HHHH. HH IR 13 T AR, TR HAHRAR H R, # -
FHHHE HEHHHHTRE TR HITRHHHRA TR T T TR AR TR (AR .

R IR HHf I TR T BRI i -
IR B T AR,



PRI TR SRR

HHHHR THHE HHHE THE TR R AR

A THHT HHTHE THE TR HHHE HHE TR R
THHHHHT Hi HHTHEHE TR TREHHRAHEH AR
THHT THHTE THHHHHHHIE THE HHRAHE TR R R

BRI B HHHHHHFR A HIH A T R #
BRI HIE 1 HHH THEAH. TR TR BT
IR B R HHHHE HH B AT
T HHHHRE, B HHHRAHT 1 B T,
i HE BIREHHHR T TR

R HHHE AR AHTHEAR AT BHHRTR AT (T R 1
THHEHAHRAHTAT AT 0 Tt e fer #i—
THHEHAE T T TR THAT e fi—
THHERR AR TR AR S .

IR THHT HHF HH THAHE TRAT HIR T AR
TR . AR, FRAR -
THHHHIH, THEHHRAT AR R —
THHHR B B,

IR H HHHHHAHHHH 1 H 1 HREE SRR R
FHEHHHHHRAHHE 1 HHHRAHHR R -
THHHHHE, HHHHHHHHE THHHE # TR (T T
THHHHHHHI HHHHHHHEE) HHHHHE T 5
HHIEHE 1 1 TR .

HHHHHH THHTE THHHHHHHE T 17 HRAHHRAHA AR
THHHHHHHAT HHHE IR 1 TR
THHHHHHHHRAT HHHAHAE. AR SRR HH-
HHHHHE 11 THRHH HHRAHE, THE HHE HHEE SHER A,
THHHHHT HHHE HHRAHHRE TR I HHE TR -
HHHHHRHAH.

HHHHHH THHTE HHHRHHAH HRAH H R H -
THHHHHHR HE HHHHHRAE R TR, -
THHHHH HHHHHHHHHRHHHE R, SR
THHHHHHHHRHHE HHHHHRHHHR T R
HHHHHHE.

R B TR R R -
T TR T BRI HHR -
RERIHHRRRAE. TR AR W R 8 7
RERIHHRIRRAE HIFRR, HHE AR TR B R
RS HH AR SR TRt SRR R
R I



HHHIH T

HHHHRH HHHE HHHHH HEHRH HHRAH SR T TR
HHE HHHE THEHHHEH T R, TR 1 HHEH
THHHE THHHHAHHAH, HHEHRE SRR, 57—
THHHHHT TR HHHE AR HHE T -
THHE HHTHE HHHHE TR

HHHH T HHHHHT THE HHHHHRHHHE SRR R A
THHHHE, THHHE THE H HERHEHRHE T PR, HHEH
THHTE HIHHHHHHT THHH TR T
HHH.

THHHHHHHHH T HHHHHHHT THE HHEHTHRHTE TR T AR
THE HIHE HHHTE TR HHE T T R,
THHHE HITHE HHTHAHHRHTHAHT R A R
THHT HHHHHHE HIFHE HHRAHE A

2.2. HHHHE HHHHHHHH

I TR HHE T R TR H A HH T TR TR T
Tt B B 1 BRI HH TR SRR

2.2.1. HHHHHE HiHE HHHAHE HH HH

THIH HHHHHE HEHHAHH HHHH dice #H(L)#HHAE # root.

% whoami

dlice

% Is--| ‘which su®

-r-sr-xr-x 1root wheel 10744 Dec 6 19:06 -/usr/bin/su
% U -

Password: xi3kiune

# whoami

root

o THAE HARATRAS ## dice.

o THAE HHHRAHHE H root.

B (L) I HHE S TN S 1Y,

o B HHHHHHHHHHE R Xi3iune.

o B HHEHHHHIE HHE OO, T T HHHE 1) S root.
2.2.2. HHHHHHE HHE HITHHIE i HHEHHH

HHEE HHEHHHHHT HHHHEE T eve T #1E THERARR (L) HHESHHH##H # oginexamplecom,
R BHE B B Do, I TR, HHHE HHHHHRE TR HHAHR 1 R TR

% whoami


http://www.FreeBSD.org/cgi/man.cgi?query=su&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=su&amp;sektion=1
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PRI TR SRR

eve
% ssh bob@login.example.com

bob@I ogin.example.com's password: god

Last login: Thu Oct 11 09:52:57 2001 from 192.168.0.1

Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994

The Regents of the University of California. All rights reserved.
FreeBSD 4.4-STABLE (LOGIN) #4: Tue Nov 27 18:10:34 PST 2001

Welcome to FreeBSD!
%

o HHE BRIRRAAR AT eve,

o B A (L) SRR

o fHHE HHHHHH HH HHH HHHE(B) HiHHAHH HH login.examplecom

o HHHE HEHHHAHHE HH Do,

o HHH HHHRRAAHAHHHHHE R god.

o HHEHHHHHHE HitHE THE HHE THHAHT HH T HHHHHRRE, #HH SRR 3 oot
2.2.3. HHAHHH B

FHHTE HHHHHHHIH H TR TR A sshd

sshd auth required pam_nologin.so no_warn

sshd auth required pam_unix.so no_warn try_first_pass
sshd account required pam_login_access.so

sshd account required pam_unix.so

sshd session required pam_lastlog.so no_fail

sshd password required pam_permit.so

o HHHH HHHHHHE HEAREH A sshd PRI (- SRR

B HHHE 1 O) HHHH.)

* auth, account, session 4 password #HHE HEHHHHHHEHE.

* pam_nologin.so, pam_unix.so, pam_login_access.so, pam lastlog.so #4# pam_permit.so #HE HHHHHHIE. #H
THE HHEHHE HHEHE HHEE R pan_unix.so HHEEHHEHETE $H HRHHE HEE R

3. HHH HIHHHHHHTH
3.1 HHHEHHHEHHE R

THHHT HHT HIHE T TR R AR HHAHHRHHE TR

THHHHHHTR, HHHHHT HHE AR .


http://www.FreeBSD.org/cgi/man.cgi?query=ssh&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=sshd&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=sshd&amp;sektion=8

auth
Authenti Cati ON. #HHH HHHHHHHE THHHHHHI HHHHHH HHHHE HHHHHHHHHHR R
THHHE HHE TR T TR TR 1 TR T R

o HHHH HHHHHHHHHHH3) HHHRAHHHHHHHHT HH HHHHRAR, R
T TR HHHHE B HHHRRT 1 R R HHHR 3 H T
B HRTHRAH R B BRI TR,

o HHHHHHH(S) HHHHHHHHHIHT THHAHHH HHHHHRAHHH HHH S T,
TIHHHRARRE T AT R

acoount
Account management. #HH HHHHHHHHE fHHHHHT HH—
THHE Tt HHHHHHHE SR, T HHE R R T T
HHE HHHE Hit THEE HHHEHHRE HHHE T HH A R T

o HHAE I HHHH(I) A HHHHE T ST TR HHE AT
sesson

SeSSiON management. i HHHHHEHHHE TR HHTHHE R T R

HHHHHHT T HHHHTHHHE, T T S, T T HHHE T

o i HHHHE HHHHHH(3) HIHHHHHH HHHHE HHHTHRAHHHH HHHH R T Hi
HH AT 1 HH Utmp # wWimp FHAFRIERRE, TR 13 3 R,

o HHH HHHHHE HHHHHHA () HHHERRER HHHHHE S R T
HHHE HH HHAH 7 R Utmp $H wimp R, HHEHE TR IR, R

password
Password management. H HHHHHHET Hit HHHHE HHE R HHE AR -
HHH HHHHHHHHHHE HHHHE THE R, T R T T
HHIHH HHHHHHE THE HHHHHHE HiE. T THEHHHHHE B A

o fHHE HHHHIHHHH(I) HHTHHTHHE HHE HHHHHHEHHHR S, S R
HIHHTE 1 7 THATRIT AR AT B THAHH, 1 T S T TR, .

3.2, HAHHAHS

FHHHHHHH HHHE 1 HHH HHHHR FRAHHR T, SR, HHR T T R 7
FHHT R 1 3 TR HHRAH T TRAHH R R R (A
FHHHRHH HHE HHE T HHH TR HHHE TR TR SRR, SRR A —

3.2.1. HHHHHHT HHHHA

HHHHHHHE HHHFHARHHT HHHH T T 1 T SRR, #HE#HH# pam_mechanism.so (FH#


http://www.FreeBSD.org/cgi/man.cgi?query=pam_authenticate&amp;sektion=3
http://www.FreeBSD.org/cgi/man.cgi?query=pam_setcred&amp;sektion=3
http://www.FreeBSD.org/cgi/man.cgi?query=pam_acct_mgmt&amp;sektion=3
http://www.FreeBSD.org/cgi/man.cgi?query=pam_open_session&amp;sektion=3
http://www.FreeBSD.org/cgi/man.cgi?query=pam_close_session&amp;sektion=3
http://www.FreeBSD.org/cgi/man.cgi?query=pam_chauthtok&amp;sektion=3

PRI TR SRR

THHHE HHHHHHRT TR TR SRR HHEHHRHE, R SRR
THHHE HiE HHR HTHHHRAHE HHHE TR TR TR 1 TR T HREHERE, HERRHRT™
# pam_didl_auth.so. 1 HHHHHEE HHRHH HE THIHHEH TR THRHRAHRA TR TR

3.2.2. HHHHHAT HRHHHHH

FHHHHHHHTHE R T SRR, TR R, TR R
TR HHE T HRAHH. TR TR TR TR TR TR HR R R
THHHHHH, HEHHH THEHHE T TR SR R SRR T R TR,
HHE TR HHHE H1 T HH R 3 TR THEHHR R R SRR

FHHHHHH, T THHEE AR TR, FHRHE TR TR HRHE HHRHEE FR R R R
HE HHH HiHE TR (AR 2), THHE T THHHHE R T
FHE HE HEHAHHRIHE TR TR T . HEHH R TR HHH 1 R
TR 1 HHH TR HHRA TR

T HHTHHRE T HHHE R TR TR 1 A H, R R R -
FHE TR, FERAHR 1 AR HH TR AR TR T HHH T T R
R e

3.3, HHEHH T HH AT

FHHHE 1A SRR T T SR, B A R s f i i i —
THE T HHH HHTHHEHT HHHHHRRAH T R (S) tHEH. HHE HHHHH R
TR HHRAT TR THEHE T TR AL, (0 TR 1 1 A
THHHE. HHHRE T T THAH TR AR HHE S THEE SRR R B T i
THIHH HHHH T FHHHRRHE TR (HH T T T T HHHE) T -
HHHT I T A

T IR TR T T TR, 1R 1 SRR B T T SR SRR
TR THE 3 THEHETRT T SRR IR, Gt et 1 s 1
THIHHHHE, T (HHHHHHIHE) HHHHERHHE HH TR T T, HHH R T
THHERIRETT T 1 AR (i TR fHHRAT T T f.

IR TH HHR R HH R T R T SR
FHHHH HHHHH. HHHH R R TR TR AR

binding
HHE Hitt HHHEHES THHEHEHE THHE HE HEHEHEE THHEHEE 1H 1 TR 1 R, it
HHEHIE 1 HITHEHEHIHIE HIHEHEHERE Tt 1R 1 1R, 1 1 T
HHEHIE, 1 HHIHHE 1 H HIEHEE HHE HHHEHEHE, Hith Hith HIHEHE tHE TR -
HtHH,

HHHHE HHHHHHH THHH T THHRARARHT R O (FHHHH™ 5.9), #it #i
R TR 1 TR


http://www.FreeBSD.org/cgi/man.cgi?query=pam_start&amp;sektion=3

required
HH HHH T HHHEHHHE, T T T T R, HEHH T S HE
HHHHHHHE HHHHHE T T S . i HHHHHHE T, HH A 1
HHHHE HiF HEHHE T, T A THE ST HHHHHE.

requisite
HH T THEHHHE HEHHHHHE, HHHE T THE HEHE S THE T, T T
HH HHEHEHE HEHHHH HHHHE THETHE HHHHHHE L. T T T, i HHH HE
HHHHHHHHHHHT HHHHHHHHH HHH T T T HHHH.

aufficient
HHE T HEHHHH THEHHRAH R R THEHHR HHE R TR TR R,
THHHHE H1F HHFHRAHR (AR TR T R R H
FHHHHE, HH TR HH HHERE T TR A HHRAT R

THE HHE THEHHRA HHE HEHR A 5 R HRHR, HHRRRA
THE HH T T TR TR HHERAE 1 1 R, T R 3 binding
FHHHHHH HHH HH R R 1 TR AR TR

optiond
FHHT T T TR, T H TRt T, T T R 1HE # S
HHHE HHHHE optional, HEHE FHEHHHHHE HHEHT HHHHHHE HiF HHHHTH.

TR T HATHAHE SR THHT T S B T SRR A, 1 (R T TR
HHHE TR S T SR 61, T R R 3 T TR (e 1
THIHH 1 HHHHHHH HHTHHEHHHHE SRR (R TR # binding # sufficient #HHHHHH
THIHHHHHHHE, HiE HHHHHR # requisite HHHHHHE THHEHTTL.) HHH HHHHEH T HTHRAHH
T A R T BT T SHRAEE, G R BT R,

THEERE RIRAT 1HE 1 THETRA, TERATRT THAT SR TR, 1 AT S T s i
THHERTRAT A fHE THAT T THTHE. THAT ST, 3 FHRET ST AT 1 Rt
THEE THHEATRATHT 137 SHRAR AT TR T 1T T SR A i -
THHERIRE BT AR BB AT TR AT TR 1 AT, /s s
THETRIRATHT HHRAR AT 1T G SR ST 1 T T T fi Frm ai, 1 —
THHER TR

3.4, HAHHRHHHR

HHHE THIHHHRIE 1 3 AR B TR HH AR . R B
HHE HHIHHE HHHH TR, I TR TR TR R SRR SRR 1
I HHH R T SRR

L. A HHFRRRE, TR BHRRA FHRRR BRI TR R # R
BRI 1 BT TR T SRR 1 BRI BRRE HEERRR 1 oot, #4
B HRTRI HHHE oot



PRI TR SRR

2. HHHH HHHHHHE THHHHE () H HHTHHHHHHEHE THHE T HHERARE T T
THHHHHHE HIRHE HIHE HHE THETHRE HHPHRE, TR SRR TR SRR
HHHHHHHAH.

3. HHH HHHHHE T T HHHHH T T THE 1 S (R
HHHE M THHHE T T THHE T 1 HHHE T S THHHE 1) H
HHHHHHHE 1 1 R HEHE S (D).

4. HH HHHHHE HTHHA T SRR (D) 1 IR SR

5. i fHHEHE HAH HEE R SHHE(S) #H R . i IR T
HHE HEHHHHHAH tHEE AT T PHHEHHEE SRR B R R,
T HHEHE T (S) HHEHE AR PAM_NEW_AUTHTOK_REQD ##H#HHH#HE ## PAM_SUCCESS.

©. H HitH HHHHAHE tHEHE HEAHHH PAM_NEW_AUTHTOK_REQD, ### #HHHHH Hith HtH#
HHHE HHHHHHHAR (D) 1HE HHHHHE THHE SHHHHHE THE HHEHHHE THHE SHHHHHHHHRRAA AR
THHT HHHHHHHRT HHH .

[, T HHHE TR TR TR TR HEHRHRAE THEHRAHHRHRA, R TR R
it HHHHHHHH(3) HHE HEREHHHHE HHEE THHHHHRERRE SR AR
THHHE HHE HHE TR HHRAHHFE H7 TR 5 R T SRR, HHHE A
THHHHHHHHFH TR,

B. it HHE T ST R T TR, B T
HHHE HHHE (D) HH THHE 1 B

Q. FHHTE IR 1HHT TRATTREHE RHRRHE RTRAT (T TR R AR S,
IR T BRI T 1 .

VO T THERAET T S SRR THE SRR, R 0 _HERAEARIS) #8
HHHHE TR HHH .

L1 HAHHHHE, HHH HHHEHR HHHHHE R (D) HiE TR HHE S T
THHT HHHHE HiE HHE B TR TR HHEHHE TR T R
HHHE HHHRHHHHRHHE.

4. HiHH tHEHBHHHRAHAH

A1 HiHE T
4.1.1. ### [etc/pam.conf #iHH

THHE THHHHRHHR TR TRAHHR SRR 17 lecipam.conf. HIRHE FHAA THATRIE HIE HHE
TR HHE THEH TR HH TR R TR TR H HRAE T T,
HHE TR T

login auth required pam_nologin.so no_warn


http://www.FreeBSD.org/cgi/man.cgi?query=pam_start&amp;sektion=3
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http://www.FreeBSD.org/cgi/man.cgi?query=pam_close_session&amp;sektion=3
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HiHE B HHHH

THHTE HHHFH HHHHHHRH. TR R R TR HH AR -
HHHE HHHHHHRAL.

AR (T G A T (R | SRRt A 15
T 1 A B TR R S AR T SRR HHHHR 7 R,
HHHE HHHH 1 HHHH HIHE HHHHRRE TR HHE R HHH TR R
R HIE B HETHAFH HH TR BRI HHHHHRHAHR HHHHR 1 AR,
R HHHHAIH T HERAE parn.conf BHRHHT HEHE HIHHR, HHHE HHAAHHRRRT SRR SRR
HHHHHE HETH AT R HH HHHR . BT B T, HHAH TR R TR
A,

4.1.2. ##H [etc/pam.d #HHH#HHIHH

R T TS TS T Tt HHHH R Y
FHH} HEHHHH HHHHE HH HEHHHD. 1 T, HHEH T 1 S 11
H HHHHHHE HHHHE HHHHE T TS T HHH) THHEHE T THHHH 1, HHE T 1
HHHH HH ladpan d.

R HHFRRR R TR TR HHHE TH TR HHRRRS TR 39 pam confi #HHEE
RS HHFRRRT HHHHE BRI 1 BRI TR, SHRRAT 1 B R pam.conf #ERH
RS PR DR, T A (R R SRR (R #H Jecoam.d/login:

auth required pam_nologin.so no_warn

T TR THE TR TR TR AT, 1HE 157 THAH 11 T A T S
THEE TR AT TR 1HE TR T R BT (97 5 1A TR T iR, i i—
HHHERIRE, THE TR BT AT BT SR TR sU BT sudo THIHERTRAT, 1HT TR 11 1 T

# cd -/etc/pam.d
#In --ssu sudo

THHHE HHHHT HERHHHFT TR HRAHHE TR TR R TR TR TR R TR
THHHHHHTHE HiE T R TR, H THH THRH THRH TR HHE TR TR HERRHR SR
THHHHHHHHRAHE TR

BRI HHHE TR A 3 TR B 7 BRI (R, #H pam.d HHEHRRE
FHHHH HAHHHE HH R HHHHE T AR HHHHRH TR HHH HR A R
I

A 1.3, HHHH HHEHRST HHRAT A

THE HHE HHTHE HHHHE THAHHE, HHH TR TR T 3 TR R TR
THHHE HH THEHHHHHE HHHE TR THEHE TR TR AR A

B R 5 BERRARRR BRR BRHTE TR R B R
ey

10



PRI TR SRR

4.2, HIHHHHHHHE HH H# HHHHRHHAHRHHE

THE HHHHHHHATE TR AL, T TR R, SR acipam.cont HH-HHHHH
HHE T HH HHHHE HEHFHHE HHHE HERRHR TR, THEE TR HRAE, HH TR,
THHHHHT HHHHE, HH HHHE THE T THEAR AR

THHHHFHTHE HHHHHEHE HH. HE TR T SR, TR HH TR SRR SRR
FHHHHHHHHRAHHRT HH HHRAHHAH HHPE R TR A

THHHE HEHHT HH HHE AT leclpam.d] HHHHEHE HH letcipam.conf, #HE HHEHRHEE HH-HE - T
THE THHTE HHHHE T T TR HRAEE, TR R HHRAT HH SR THEHHRAHR AR TR,
THHHHE THHHE HIRHHE HRAE HHH TR AR

THHE HHHEHHHHE T HHH HE T THEHE THEHHHHH SHHPRHHH SR T 3., #i-
HIHHHHFH HHE AR

THHHHHHHE, HiHE HHHHEHHE HHHE 2 T THEHE ST HHTHHHER R 3.3,
HHHHHHI R HHFRHH, SRR HHHEHH TR HHHE R T
HHHE. HHHHHRAHHAT HHHRHRE HHE R HRAHH TR TR HRE SRR T
HHE TR TR TR AR THERAE T, HHE TR HREH T TR
HHE HHHHAHHHHHHRAE TR HEHRHHR HHE T T TR HHR R SR
THHHHE (HHHHHE THHHHER HHHHHHHE THHHE T TV S R 1) fHHH -
FHHHHHHTHE, TR HHHE T HERRHR TR

4.3, HiHHHHHHH

HHE HHHHRHHHIH T HEHRHHRA, 1 1H SRR 1 PR T TR 1 -
IR

THHHE HH HHEHHHHHHHI HHHHHE (), T HHHE TR T
THHE HiE TR HiE THEHHE THATHIT HH TR, HHR R {1 R
HHHE HHH other HHHFRHHHE THAE HHRAHHAEHHE.

FHHHE T HHTHAHHRH TR A T TR TR, TR R
FHHHHFHTH HHHE THEH HHHE I SRR HHEHRA T R T TR
FHHHHFHH TR THE HHHE SR TR R TR, 1 T TR 5 R T
THEHE HHHHHRHAT T HHE PR, T HHHE AR R HHRAHR, R -
FHHT HHHHE HH T HHHHE HHR TR TR AR A TR
THHHE HHHHE HHHRHHHE HHHRE. HHHE TR TR, A 3 R R, HHE -
R HHHHE HHR A

T L. 11 SHERH SR A
PAM_SUCCESS PAM_IGNORE other
HHHHHH it (|HHHH) HiHHH, | # HHH = HHHH,

11
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HHHHEHH HHH HHH

PAM_SUCCESS PAM_IGNORE other
R # # Bt = HHHH
R # # Bt = HHHHE
TR (VD) HEEH | # #
T # # #

HHE Tall HHE HHH B T HHE 1 RS, T TR 3 HREHHR HH R, B R
I HHH HRAR HHH AR B HHT B SRR B R AR, HH
HHHHHH#H# PAM_SUCCESS.

i HHHHHE R fHE HHHE R #HH# PAM_NEW_AUTHTOK_REQD
i HHHEHHE HHHHE o R, T S T R T, T
HiHE R R PAM_NEW AUTHTOK _REQD, #H# HHHHHHHHH HHHHE T
PAM_NEW_AUTHTOK_REQD.

HHHE BT AR T A T () HHEHRAE binding #HH sufficient #HEEEHHEHE #H1E
HHE HHHHE HHAHE required.

THHE HHHHEE 1 HHHHT AR 1 B (U THEHARR (D) HHHH S R
FHHHE (FHHHTE T R S H HHEHE T PR 1 1 SRR 1
THHE THEHHHHHEHTE HHHH A binding #HHH sufficient FHHHHHHE H1E HHE HHHHE #EHHE required.

5. tHHHHHHE HHHE tHEHHHT
5.1 #H# HHHH(S)

HHHE Hit HHHHI(B) HHHHHE Hi HHH HHE THHE HHHHHHHE HHHHHH SRR, $HE T
HHHE HHHHHHH T PAM_AUTH_ERR. # H HHHHHH HHH HHTHHHH T R (H
THE Hit HHE HHHE HH TR THHHHE), H A HHHHHHHERAA T Uffident HHEFRAHE.

5.2. #H# HHHH(S)

HHHE HHE HHHHH(B) HHHHHHH HHTHHHH HHHHHE THHE THEFHAHH HH SRR T
HHH PAN_TEXT_INFO FHHHHHHT. B HH BRI BRI TR AR, B i A
B B B R TR B 5 R BT
HERFHHHRT B SRR SRR

5.3. #H# HHH(S)

HHHE HH HHHH(B) HHHHHE HIHH HH THHHHE T T T 1 TR
IR, B T HHTHRTRT BRI T HRHTRR T T BRI T SRR
RIS, B TR R (13 T T 1 B 3 AR 3 T i
R HHTRR B B R BRI
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PRI TR SRR

5.4. i} HHHHEHIEH(S)
FHHE HHHE HHHEEHHO)
5.5. #iH HHHHH(S)

THHE HHHE HHHHH () HHHHHH HHHHHHHE HHE HHHHHHH HHHHHHHHHHE S
THHHHHHE HE # HHHHHHHHHHE HHHHE R (R Whed #HHE #(L)). #H 1HE A -
THHHHHE THHE TR HHH TR (L), HHH T
THHHE, HHHHE T HHRHHHRA R TR HH HHE R H R TR

5.6. #HH HHHHH(S)

HHHE 1t THHHHH(S) HHHHHHE HHHHHE THHHHE SHHHHHE T T S S, R
TR T T HHRAH A R, TR R R HHRERA R
THHE HHHHHHHEE HE THHHE THE THHE T THHHE THE T THE 1 S THHHHHHE, HHH ()
FHHHHH HH HHRAHHE 1 T T SRR HHHRARA A TR

5.7. #H ##5(8)

T HH HHH5(8) HHtHHHT

5.8. #itH_#H#(8)

HHHE HH H(O) 1ttt

5.0, #itH HHHHHH(S)

HHHE HHH HHHHHH(B) HHHHHH

5.10. #HE I HHHHHS)

AL T AT Q) HHEHHRHTE SRR 1 HHHHRHHHATRHE 7 T St -
THEFHIHE HHHEHEHTR (A TR B . TR (A (1 1

(D) HtH,

511 #HH HHHHHH(S)

FHEE L _THHETEI(S) HHHHHH THHAR TR S HHH vadrainologin B,
FHEE T SR HHE T (B) S FHHEE THE HHHE R HHE
HHHE THEHHHR TR .

5.12. ##H# HHHH(S)

HHH A B O) HHHHHH A R HHEEEE(0) HEEEHEAEAEE A R Q)
HHHHHE 1 HH AN S T HHAEEE HEAEHEIEAEOEOEH: HHF S A
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e T )

HHE 1 HHTHHHE TR T HHE SRR H TR, 11 1R TR
THHHHF HEHHHHHHE TR T TR R SRR T HHHHHR A, TR
HHHE HiHHE HHHE HEAHHHT AR S, R Q) HHEHHE T # R
THHHE HHE HHHHE TR SRR, #7 HETHH AHRHRAH TR TR R

5.13. #t HHHHHHHHHNS)

THEE HHHE HHEHHEHHHN(8) T HHE 1 AT A T HHHE(8). HHH T
THE HE TR ST ST fH (D), #HiH T
HHHHHHHHHEE HHHHHE HHHHH # HHHH T T SRR R R
THHHH(A) HHE T HH T T T, HHHHE T T T AT
HHHE HHHE HHE R ST T SR fHEHHE.

T HHHEHE 1 AR, $HH 1 AT (B) tHIAHHHTE #HE tH AT 1 requisite

HHHHHHHHAR A # sufficent #HEEHE #5 THIT_IHEEI(D), HHHE HHHHHHE HH SHTHTHTH e,
HH HHE auth HHH#HE

5.14. # HHHHHHH(S)

FHHE HHHE HHHHEEHHO) HHHH

5.15. ## HHHHH(S)

THEEHH () HHHHTHE HHE HHHE HHE T T AT T, T T
HHHTE HEHPHHA R PAM SUCCESS, # 1 HHHEHHTE 1 # HEHHHHRHER $HH ST
HHHE HHE HHHHE R AR SR AL

5.16. ## #HHHHH(S)

HHHE HH R (S) HHHHHH

5.17. # H#HHHH(O)

FHHE HHHE HHHEH(S) HItHH

5.18. ## HHHHH(O)

HHH HHHE THEHHI() HHEHHHE HHHHTHE HHHHHHE HH fHHE HHEE 7 T T
HHEHHEH HIHEHHH HE (T 1 AR 1 T T ) #H 0. H#HiH H

THIHHHHHE HiHE HHPHHHHHRAH SRR (L) #H HEREH(L), AR #H oot
FHHHHI HHHHE THAHHAR AR,

5.10. ##H HHHHHEHHNS)

HHH HHH HHHHHHHH(S) Hittt

14


http://www.FreeBSD.org/cgi/man.cgi?query=pam_opieaccess&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=opie&amp;sektion=4
http://www.FreeBSD.org/cgi/man.cgi?query=pam_opieaccess&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_opieaccess&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_opie&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=opieaccess&amp;sektion=5
http://www.FreeBSD.org/cgi/man.cgi?query=opie&amp;sektion=4
http://www.FreeBSD.org/cgi/man.cgi?query=pam_opieaccess&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_opie&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_passwdqc&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_passwdqc&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_permit&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_permit&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_radius&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_radius&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_rhosts&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_rhosts&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_rootok&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_rootok&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=su&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=passwd&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=pam_securetty&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_securetty&amp;sektion=8

PRI TR SRR

5.20. #H#_#HH#H(8)

THHE HHH HHHH(B) HHHHHHE HHHHHHHE HHHHHHIE HHE T HHHHE THE T A
THHHHFHE THHHE T T HERHHHE R, 15 1 HHH R HHH R TR
HHHHE HiE HH (L), HHEHH THHE HHHHHHHHE HHE TR THHE R R

5.21. #H H#HH#(8)

HHHE HiHE HHHH() HHHHHH HIHHHHH HHHH THHHRARHHHHHHHE HH HERRR AR,
THHHHHHHHHHHRH HHRHRE TR HHAH HHE T THATHEHHRHHRHRAR -
THHHE HIRHE HIE HIRRHE ~ ssh HEHFHERRE H THEHHRHHRA TR HHE R SR
HHHHHHHHAHE. HHHE HHHHHHEE S S S (L) HHHE T T
THHHE HHHHE HEHHE HHRAHHEH T HHRHHHPHRAH TR, TR HHPHR R
THHHHE HHHHHHE HHHE HHHHHE T, SHHHHHHE HHEH (L) T T #

5.22. ittt fHHttHHH(8)
B . HHHHH(B) HHHHH

5.23. #Ht H#HH(8)

A ST 3) HHE T T A TR T fHH s i
HHHE HHHE T HE A TR, HHE T T SR (R
(HHHHEHHH T HHHE AT TR ) #HH e -

THHHHE. THHHE THE HHHRHHHET HHE A TR TR HEHRH, 1 T TR R
THHHHHT HHHHE THHH THE TR THEHHRAHHET HHAHHRAE T TR T R

O. HHHE HHHHHHEHTHET AR

THHHE HIFHTHFT HHH T T HRHEE R

[ HHE THHRHAE SRR

THHHE HIFHTHFT HHH T T HRHEE R

. THHHHET T SRR

T HHHHHHHHAH HE 1 T AR H7(L) THEAH HH HHHH T T
HHHE TR R HHHHHHH(S) HHHHHHHHRRAR S, T -
HHHERIRAT #F securitylopenpamuh. THE HEHE THERTE THERTRE HHEHT THETRAHAET 15 1 (A
B HIHHHHHHH HHE HHAHRE, HHE TR HHEHE T HEREHERE (A HH HHRHHRHHR -
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FHEHHRT HHHE TR

HHHHE, # HHTHHHE HTHHHHHHHTH T THE R T HH ST,
HHHHE HHH HHHAHHE A #, Sample PAM Conver sation Functi on ## # #H HHHHH—
HHHE HHHHHE, HIHE TR T HHE T T P HHH T,

[*-

* Copyright (c) 2002,2003 Networks Associates Technology, Inc.

* All rights reserved.

*

* This software was developed for the FreeBSD Project by ThinkSec AS and

* Network Associates Laboratories, the Security Research Division of

* Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-C-8035
* ("CBOSS"), as part of the DARPA CHATS research program.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, thislist of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, thislist of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. The name of the author may not be used to endorse or promote

*  products derived from this software without specific prior written

*  permission.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “ASIS' AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR -
PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR -
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE -
GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, -
STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN |IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*

* $P4. -//depot/projects/openpam/bin/su/su.c#10 $

* $FreeBSD: head/en_US.1SO8859-1/articles/pam/su.c 38826 2012-05-17 19:12:14Z hrs $

*/

#include <sys/param.h>
#include <sys/wait.h>

#include <err.h>
#include <pwd.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
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. HHEHAT 1A A

HHHE HERAHHHHE THE # T HHHHRRARHHHE (1 HH(B), HERRRRE HHH #H—
R AL, B R TR T R AR HRR T SRR —
FHHHHE, T TR HRAHHRAR H SRR SRR 17 SRR R
HHHE HHE HHHHHH(S), HHHHH HHFRARHHHT HERARART PR T
HHH.
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PRI TR SRR

#fdef PAM_MODULE_ENTRY
PAM_MODULE_ENTRY ("pam_unix");
#endif

H. THIHHHE HHH AT TR

THHTE TR HRAHHRA AR T TR TR R
THIHHHHHHI HHHHHEH HHHERH(S). HH T TR, R SR
T HHHHE HHHHE HE R 1 AR AR SR R, TR R R
THHE HRIRHTHAHT THAT. T 07 TR B T B THATHETE, THH T T TR A
THHHHHE HHHHE HHHE HHHHHE T HEHHHH(S) HiE AR T R
THEERIRE T 1 AR TR R R TR AT AT R it 1.

/*-

* Copyright (c) 2002 Networks Associates Technology, Inc.

* All rights reserved.

* This software was devel oped for the FreeBSD Project by ThinkSec AS and

* Network Associates Laboratories, the Security Research Division of

* Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-C-8035
* ("CBOSS"), as part of the DARPA CHATS research program.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, thislist of conditions and the following disclaimer.

* 2. Redistributionsin binary form must reproduce the above copyright

* notice, thislist of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. The name of the author may not be used to endorse or promote

*  products derived from this software without specific prior written

*  permission.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “ASIS' AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR -
PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR -
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE -
GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, -
STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN |IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*

* $FreeBSD: head/en_US.1SO8859-1/articles/pam/converse.c 38826 2012-05-17 19:12:14Z hrs $
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PRI TR SRR

}
}
*resp = aresp;
return (PAM_SUCCESS);
fail:
for (i =0;i<n; ++i){
if (aresp[i].resp -!= NULL) {
memset(aresp[i].resp, O, strlen(aresp[i].resp));
} free(aresp[i].resp);
-}
memset(aresp, 0, n * sizeof *aresp);
*resp=NULL;
return (PAM_CONV_ERR);
}

HHHHHH HHHHAHHE
HHHHHH

[1] Making Login Services Independent of Authentication Technologies. ####H# HtHH Hith
THHHHHHE THHE, HHHE .

[2] X/Open Single Sgn-on Preliminary Specification. ##H# #H# #itHH. 1#85912#14446.
HHHE 1997.

[3] Pluggable Authentication Modules. ##H#HH# #. H#HHHHA. 1999#10#06.

HHHHE FHEHAHH

[4] PAM Administration. ### #HH#HHHHHHHHHE.

HHAHHT T THAHH

[5] OpenPAM homepage. #HHHHHHHHHE HHHHHHHE. HHHHHRH .
[6] Linux-PAM homepage. ##H#H#HE #. HHHHE.

[7] Solaris PAM homepage. #H tHHHHHHHHHH.

25


http://www.sun.com/software/solaris/pam/pam.external.pdf
http://www.opengroup.org/pubs/catalog/p702.htm
http://www.kernel.org/pub/linux/libs/pam/pre/doc/current-draft.txt
http://www.sun.com/software/solaris/pam/pam.admin.pdf
http://openpam.sourceforge.net/
http://www.kernel.org/pub/linux/libs/pam/
http://wwws.sun.com/software/solaris/pam/




	Pluggable Authentication Modules
	Table of Contents
	1. Introduction
	2. Terms and conventions
	2.1. Definitions
	2.2. Usage examples
	2.2.1. Client and server are one
	2.2.2. Client and server are separate
	2.2.3. Sample policy


	3. PAM Essentials
	3.1. Facilities and primitives
	3.2. Modules
	3.2.1. Module Naming
	3.2.2. Module Versioning

	3.3. Chains and policies
	3.4. Transactions

	4. PAM Configuration
	4.1. PAM policy files
	4.1.1. The /etc/pam.conf file
	4.1.2. The /etc/pam.d directory
	4.1.3. The policy search order

	4.2. Breakdown of a configuration line
	4.3. Policies

	5. FreeBSD PAM Modules
	5.1. pam_deny(8)
	5.2. pam_echo(8)
	5.3. pam_exec(8)
	5.4. pam_ftpusers(8)
	5.5. pam_group(8)
	5.6. pam_guest(8)
	5.7. pam_krb5(8)
	5.8. pam_ksu(8)
	5.9. pam_lastlog(8)
	5.10. pam_login_access(8)
	5.11. pam_nologin(8)
	5.12. pam_opie(8)
	5.13. pam_opieaccess(8)
	5.14. pam_passwdqc(8)
	5.15. pam_permit(8)
	5.16. pam_radius(8)
	5.17. pam_rhosts(8)
	5.18. pam_rootok(8)
	5.19. pam_securetty(8)
	5.20. pam_self(8)
	5.21. pam_ssh(8)
	5.22. pam_tacplus(8)
	5.23. pam_unix(8)

	6. PAM Application Programming
	7. PAM Module Programming
	A. Sample PAM Application
	B. Sample PAM Module
	C. Sample PAM Conversation Function
	Further Reading

