HHHHR HHHHRHA AT

##-## W <kurin@causa-sui.net>

HiHAHHHHE 43126
i © 2007, 2008 A IR AR e

THHERIRHTE 1 7 AT AR TR 3 G .

TR T AT AR TS 10 SRR AT 1 SRR 1
THHHHHHHHAHE HRAHE HRAHHRH TR SRR, R
TR THAHRHHH AT AR THE R SRR, T 1 st
THHHHHHE HHE THEHHE TH HHE TR TR, HE TR
THHHE RHRET SRR AT 1 1 THET 1 BT R A
201381 1#07 ## HiHHE.

HHHHHHHE

THHHE HIHHHHIHE 1 TR TR R R 1
T HHHH T (AR HH TR ) i -

THHHHHHT HE TR HHHHE T TR HHHE TREFHRHHA A
THHIRHRAT THH T BHRAT TR THERA, FHRE IR i § pn -

B A,
Lo HHHHHRE ..o 1
2. HHHHHBHHEE HHHHE ..o 2
3. HHHHHR HEHHHBEEE oo 7
B HHHHHHRE SR oo 12
B B (Lo 15
H. TR SR H00 HHHR 15
1. A

FHHHE HIFHHHRAT HH HHHRHHHR T TR R SRR 1 R
HHE HHHHRHHHAH 1 HHHE HHHEHE. HEHRE SRR TR TR H SR 1 R
HHHHE HHE HHHIHH HHHHE HH HHHHHRR R T T R R -
HHHHHE THHTE HHHE THEHE HRE T TR


mailto:kurin@causa-sui.net
http://svnweb.freebsd.org/doc?view=revision&revision=43126

BRI

THHHE TR, T P TR T R TR TR H R R
HHHHE HIHE THHHE HE HHRHEE HHRAHRA, THEE HH HHHRHHR TR TR A
THHHHE THHTE HHFHHHHHHRTE SR T TR

TR THHERTRAE R T AR AT TRE G AT TRATRE (T SRR, Rt —
IR, THT L AT SRR A (I TR A fH THAE T -
TR BHHRAT B R (0 R TR T 1 1 R R e,
T TR ST SRR HE SRR TR AT TR 3 TR AR T R
THEHERTREHHAHE T T T TRATR R AT THERE, T I A i —
TR THERHHT 1 B AR T 1 R TR AR .

2. R R

TR IR T BT ATRTA R A AT 7 01 A i 1
1#.500 FHATHHHHHE FHRAHT . G T SR R it i 714510
HHHE AR AT, SHRATHTE R 1 3 BRI TR TR T T (i 1 T v
THIEHE i THT TR 7.

THHT THHEHE HHHHHHTE TR HHHE H TR A R, HRA
THHHHFHTHIT HHHHE TR TR TR TR H T THEHHRH AR, T
HHE HHH THEHHRHHE THEHHRAHHRHRE TR, (A TR HRAHR
THHHHHHHE THE HHHHHE, THHE THHHHHHE S AR, HHHHHHE S
THHE HHHHHHHHHHHHH SR 2 AR HHRR AR,

HHHE HHHHT B HERAH T A 1 SRR (TR AR TR AT, THEE T
HHE AT BHHRAT THE THAT TR AR 1 T SR I g 10 i
TR AT

2.1, HHHBHART H TR FHAERA TR HHRR

@
FHHHT TR HH HHRA A RS 3 R R R R —
HHE T, T HHHE HEHHE TR TR TR R TR —
HHHE.

2.1.1. HHHHHHHHH TR

THHHHE, HIFHHHRT HHHHRHHE


http://www.ietf.org/rfc/rfc4510.txt
http://www.openldap.org/

R HHHHR

AR 1. AR SRR

# cd -/usr/portsnet/openldap24-ser ver
# makeinstall clean

THHHE HHHHHHRE TR dapd HHE durpd HEHHHHRHE, HHRAHE R TR THEHHRHE R -
HHHHHHH.

2.1.2. HHHHHHHHHHHE HHHHH
THIHH H HHHH R R,

THHT TR HAHHRE T R BRI 13 AT TR H T R AR, -
THIEHRI THAHE HEHRAT TR R B SRR 1 TR (R, TR -
TR THAHHRE. TR TRAR THE T H TR SRR fR HRATE TR TR 1
TR, T 1

FHHTE TR HHE HHRHHRAHHAR HHR TR SRR T R 1 R
FHEHEHHRAH HH TR SO HHEHHE H1F T TR TRATHH TR TR TR R
THIHHHE HHHHHHA T THEAE THEHH T R 7 25, HHi #H H#iHH fHRH
T HHHHHE ## 380.

THHTE HHHHHE HHE TR SRR TR, T HHRHRRE HHHE THEHRR 5 ## not
THHHHRE 1H THHE HHHHE HERAHE T R SR HHRHRAHR. T R SRR
HtHHE AB5 (#iH A5), HHHHHE HHHHHHE HiE A43, HHH HHHHHE i 636.

THHT HHHHHHT HHHE HHTHE 1 TR HHREE TR TR H T R R
HHE HIHHH THHHE, TR HERFHHRATE T R THAHEH TR R STARTTLS HHHHHEHTH.
THHTE HHHHHHFHHRHATE TR HHRHRAHE TR TR TR, THEHHE HHEHE T R 1R
THHHHHHHAH HERFHHRAHH B

@
T HEHHT THHHHHT SRR R, T R -
HIHHHHH.

THHHE HIHHHHET HHE HHHHHEHHH T T, $HH T T T
## Just/localletc/openldap/dlapd.cont 1T HitHHHE HHtt:

security ssf=128



I HHE HIHE HHHHR T SRR

TL SCertificateFile -/path/tolyour/cert.crt
TL SCertificateK eyFile -/path/to/your/cert.key
TL SCA CertificateFile -/path/to/your/cacert.crt

HHHAE, sI=108 HHHHHE HTHHHIEHAT #H HHHHHAE | 2BHHH HHEHHHHHAH T TR,
THHHE THHHHHT HHE HHHHRAHE. HHEE SRR T THE R TR TR TR
THHHHE T HHI HHHP, TR TR HHH TR T R 1, 11 T TR TR AR
THHHHFH HHFHH TR

HHHE cartort, cartkey, #H cacert.crt HHHHEF HiHE HHHHHHHAT HiHE HHHAHHE HE - you
THE HHE HHHRAH TR HRAHHE. 1 TR R T R TR TR, HH R R #
TR HHRAHR HHHH R

HHHHHHHHE 2. HIHHHHHHHAE H HHH

% opensd genrsa--out cert.key 1024

Generating RSA private key, 1024 bit long modulus
G o o o o o
eis 65537 (0x10001)

% opensd req --new --key cert.key --out cert.csr

HHE HHHHE HHFHE TR HEHRE HHE HRAEHRH TR HEE SR THEE R TR TR
THHHHRE THHE TR, HHHHREHHE, HH TR TR THAHHRH SR T H7 i HHEH
HHHE HIEFHHHE HH server exanple.org. HEHHHHFHHHIT HHHHHHE HHHE HHH R R R
FHHHE HHHHE TR HRAHHPHRE. HHREE T A TR TR AR,
HHHHE HIH HHHHHHAE HHRAE R AR

FHHHHIH, HHH HRHHRA HHH TR TR TR

HHHHHHHHE 3. HEHHHHHHHHHHE T

% opensd X509 --req —-in cert.c --days 365 --signkey cert.key --out cert.crt
Signature ok

subject=/C=AU/ST=Some-State/O=Internet Widgits Pty Ltd

Getting Private key




R HHHHR

THHHE T HERHHHE 1 THTRAHRA TR HHAE T T TR AR
H#H dapd.conf, HHHHHE cert.ort HHH# cacert.ort HHHE HHF HIHHE HEHHE. HHE HHHE HEHE HHHAE H#] 5 HAH
HHHHHHHH T (HH HERHHHHE S durpd) HHEE HHHHE HHIEHRE 1 A H,
OpenSSL. Certificates For LDAP ## HitHHHHH # 1HE Hith HHtH HHH tHE 1HE HHHE S
THHHHIT HHHHHHRAHAL.

THHHE HIFHTE HE HERHE, THET HHE TR letclre.conf

slapd_enable="YES"

HHHAE HH#H lus llocalletcirc.didapd start. HHHHE HEHHHHE HIHHEE HHEHHHHEE, HE-AHR BHHEE HE
HRIHHHR #7389 #HHAH

% sockgtat --4 --p 389
Idap slapd 3261 7 tcp4 *:389 x o

2.1.3. HHHHRAHRIHR HH fHA

HHHHHHHE T RO AMHHHHHHE THHHE T T THERAA S, T
THHHHHH HHHE THEHRAE HHEHE TR AR R TR HEE SR
THHHHHE HHEHE HHHE HHHHH HHHHE S, HE T T

T HHHHHHHHHHHIRE HHHE T T R SRR lus ocalletc/openl dapll dap.conf. #—
BT THIHT HH HHH B BRI R

base dc=example,dc=org

uri |dap://server.example.org/

sdl start_tls

tls_cacert -/path/to/your/cacert.crt

@
FHE HH BRI HHHH HHHR TR HR HHH T cecertont, #AHH—
FHHFHT HHIHE TR B B B 3 B,

@
HHHHHE 1 T HHHHHHE (Copoonf. HHE HHEHHE 1 T T,
HHEHHE 1 T T S T T
HEHHHE 11 HHEHE AN, S 414 ISt ocallete/ dap.conf, #EEEHE HHHF #HAEHE
HHHE HHHH.




I 1 HHH A

THE THHHE HHFH HHE HERRHHE R |dapsear oh -Z HH# HH HIRHEHE TR, -2 HEEH
THHHE HHHHE. H HHE HRAHR R, TR PR 1 SRR SR,
HHHHHHE HH HE HHEHE HHRARARHE, (L) s dient ## s saver HHE HHHERA HH
THHHE HIRHTE HHHHHHFH T R R

2.2. HIHHHHE Hit tHHE TR

FHHHHFHHHHHHFH HRAHH HHE TR TR R TR 1 R
FHHT HE HIHHE T HEHE HERFHRAH T TR THEHHRAHR TR TR R T R
T HHHFHHHE HHHRE H TR AR R HRAHHR. T R
HHHHE HHRE Uil HEFHHE 1 THAE HHRE HHHEHE TR R A userPassword FHFHHFHHHE TR
THHTE HHHHHHHIT HHHHHRE, T R T TR,

FHHTE T HHHH 1 HHHE HH 1 TR T HH T SRR HR
HHHH AL

FHHT HHHT R HH T SRR T domexample,de=org. HHE HEFHHAHRT TR Hi
FHHHE HIFHE FHRAHR TR HE TR 10 TR R oumpeoplease, 1 HIHHT 1 THIHH
FHHHE HHF T R TRATRH R H R R TR TR,

T A AT AT BT people TRAFRTHTRTRAHIAE HREE T T

dn: ou=people,dc=example,dc=org
objectClass: top

objectClass: organizational Unit
ou: people

THHT HHTHHTE HHHHE 1 HHRAHHE T TR R R T

FHHHE HHHH R 1 HH 1 S I HHH HH HHE T T 10
FHHH HHE HHHHE R I DoOple, HHHHI HHE HHHH) T 1 HHEHS HEHHS HHF HEAHH
FHHHE HEHHHE HHHH 1 T, HHHE 1 HAEH T HEAEHE 1 SO St
FHHHEHHE 11 HEEHE HHHHE 1 HEEHE HEAEHE A HEOEHHH HHH #4 HHH inetOrgPerson,
HHHE H HH HHH) THHEEHHE. 1 T HHE S THHH T 1
HH HEHHE #4 Sapd con.

FHHTE T THATHH 17 HERRE TR R person HHRHHEHE HHHRHEE. H1E T TR TH--H ingtOrgPerson,
FHHT HHHHHT HEHE TR AR, TR T T sn HERARAH 1 TR

T HHHE SR testuser, HHHTE SHRTHT AT 31T

dn: uid=tuser,ou=peopl e,dc=example,dc=org
objectClass: person

objectClass: posixAccount

objectClass: shadowA ccount

objectClass: top

uidNumber: 10000

gidNumber: 10000


http://www.FreeBSD.org/cgi/man.cgi?query=openssl&amp;sektion=1

R HHHHR

homeDirectory: -/home/tuser
loginShell: -/bin/csh

uid: tuser

cn: tuser

A 7 R R i R 10000 B HHEHHR THAHHRTRRETE B SRR R,
FHHE FHHE HIFRRRAHIR HHHRR BT TR B B, T B R Rt R 65536.

FHE HHHHE HIHR HFRR THERTRIT. TR HIHR 1 BRI 1 GRS, fH i i
RS FRE TR B

dn: ou=groups,dc=example,dc=org
objectClass: top

objectClass: organizational Unit
ou: groups

dn: cn=tuser,ou=groups,dc=example,dc=org
objectClass: posixGroup

objectClass: top

gidNumber: 10000

cn: tuser

HHE HIRHHE TR HHHEE TR SRR, TR R TR dapadd #77 | dapadd ## # HHHHE HHHHHRHT
THHHHE HHHHHHHE. THEHAR A, THHE T R R

HHHE |dapsearch HHFHHHIT HH T T HERAHHR TRAHHET T R R R
FHHHE, HHHE THEHHRHHE HEHRAHHR HHRAHRA TR SRR
HHHHHH.

3. I TR

HHHE HHHHHE HHHHHE HEHHHHE A SRR HEAHHHHR HHH R 2.0.3, -
HIRHHE HHE HRAHHA, HHE T T TR PR R TR TR HH
THHHE HHE HHHHHHH TR AHHHHHHE H R T

THHHHHH HHHHHHH TR HHRHTE R TR TR TR
THE, HHHHHAHHIHH HHHHE R A,

3.1, HHHHHHHHHHAH

HHHHHHHHH I HHHH THE A sl ocallete/ dap.cont.

HHHHH

Hittt # # different file #HHHH HH HEHHHHHE HHHHHHHE ST
HHHHHHHHHEHEHE HHHE, lusrllocalletc/openl daplldap.cont; #HHHHHHE, Hit tHHH#E



HHHHHHHRAR

HHRHE HHE HHHE TR THETHAHE, THE HHHE HH B R #
HHHHE. THHT HHH HEHRT T T HHRHEHRE, SRR I dap.conf #HHH#
H#HH#HE lusr/localletc/l dap.conf.

FHHHE, 11 T T T R TR HRAHHT TR AR openl-
dapl/\dap.conf ## HHH HHHE |dap.conf. HHHE HHHH HHE HHHE, THE HHHHE HH THHHE HHHHHHHH T
THHHE HiF T 1 15 SRR TR

FHE ST (LS T HHH OO HHHHEHHEE, HE SR S (P 1
HE HiHH HEHHHH), #HH #HH#E pam_login_altribute H#HHH#H#HHH#H ## |dap.conf:

###’5’#’ 4 #ﬁ#’#?#ﬁ pam_login_attribute

pam_login_attribute uid

THHHE HHHE HHH, THHHHEREHH HHHH T T R SRR base
FHHE #HHHH HHEHRE Uid=username. HH #H A HHRF TR TRAE HHE HERHRE, 1 TR SRR
FHHHE 1HE HIHHE HIHHRE HHRE HI SRR T 1 HHREE. HE 7 TR AR, R
FHHHE HIRHH HRAHHE. SRR A T R

3.1.1. ##

FHHE, HHHHHTE TR HHE HHRHHR AR R, 13 HH R R
THHHHFH HHHRHHHAHHREHE T HHE R SRR 17 T TR T R 5
THHHE HIFHHHE, H#1 T HHE HH 1 TR R AR T R

B 1111 T A AR 4 Ietcipamcisshe, HHH 4 HHHEHEH H140 HHOEH
(FHHHHHHHHHE 11 FHHE HEEEEE FHHHHHHE AN 4 ISV confiqy, FHHHHHHHHE T HHHHE i
B ).

THE HHH HHE THHE HRHHHRAHPHRE, T R

auth sufficient -/usr/local/lib/pam_ldap.so no_warn

FHHHHHHE I HHHHE T TS THE 1 T THHE T THHHHH T 1 1
FHHHHHE FHHHHHE HHHHHE HHE HHHE HHH HHE S P B, 1t
HHEH(5)

IR TR R B BRI H3E R HE SRR 1§ R T
IR BRI, T BT SRR 1 R HHH HHH HHHRRRAR, B iRt
R HHHE HHHE HHE HIRRE BT,


http://www.FreeBSD.org/cgi/man.cgi?query=pam.d&amp;sektion=5

R HHHHR

THHHHFHE HHE T HHHE 1 HHHHE HHHHE T HETHR CVET Y HHHHE HHE T HITHHHHAH TR every HitHH
THHHHHH. HHHHE THHT HHHHHRE TR, TR R TR I -
THHHHE Hi H HHHE THEHHE. HHTHHHHRAHHE SR 1 R T TR HHH TR

dlap.conf HEHHHHFH # pam _groupdn FHHAHHFHHHE, HHHFE HHFHHHE HHEHE HHERAR R
THIEHHE TR T HH H HIRHEE HH T HHR AR TR TR HHRA, 1

pam_groupdn cn=servername,ou=accessgroups,dc=example,dc=org

HH dap.conf, FHRHAT HEHHRF HHATRAHE 1 THAH SR BERAT T 1T 1 1. PR T o
FHHHRH HH HEHRE H HAH, PR,

I HHE HHHE HHHHE HHHE R T TR memberUid HHHBFHIFHHHE, HHH
RS HHH R TR FHHH R HHH R TR HE memberUid: someuser
R HHH HHHE, HHE R

memberUid: uid=someuser,ou=people,dc=example,dc=org

THHHHHHHHAHHE, HHHE TR TR T TR T PR, ]
THHHHHHE HIHHHHTE HERHHHRE THTHHAHHRH, 15 T A THETH 1§ HHEH TR A
THHHHE HIHHH account. HHHHR HHHHE HIFHHTHRE, T T, VY THHHTE HHE THE HITHHHT H T T,
THHHHE HiF HHE HHHHHRAHHEE (A T TR THE TR HERAAHRH TR TR
THHHE, HH HHRHHE AR ignore_unknown_user HERHHHHHTR. HIHHHHHHE, HiHE HEHHBE T
H#HHt ignore_authinfo_unavail HHHHHHHT Hit HHTHHE HitH HHH T THHHHT THEE HHE T HHEHEHR T
THHT HHHHE TR HEHRAHRHRAL.

HHHHE pam.disshd HEHHHHE HEHHE HHE HHF TREHHRH R

HiHHHHHE 5. #HHH# pam.d/sshd

auth required pam_nologin.so no_warn

auth sufficient  pam_opie.so no_warn no_fake_prompts

auth requisite  pam_opieaccess.so  no_warn allow_local

auth sufficient  -/usr/local/lib/pam_|dap.so  no_warn

auth required pam_unix.so no_warn try_first_pass

account required pam_login_access.so

account required -/usr/local/lib/pam_Idap.so  no_warn ignore_authinfo_unavail -

ignore_unknown_user

HHHHH

R FF GBI THERREE SERTRAE (AT TR 1 pam.d/ssho,
RERHT RTRAE RTRAE BT R TR HE R T TR (i it i




HHHE BRI HHEH

Hit HHHHHHE THE T 11 HH TR TREHER. H7 TR TR R,
HHHHHHT THHE HHHAE R 157 (cipam.d #HHE THEHHIFE THE HR-
HHHH.

3.2. HHHE HIHHHHHE

HHHE HE HHHE HHTHRHHHE TR T THEHHRAHRE 1H TR HH, THEE TR, A
FHHHHE 1 HHEE 1001, HH TR THEHH R T TR LO0L, HiH 1 HHHH
HHHE bob H# ted H# THHHHFHT T HHHEH HHE .

THHT HIHHT HIHE HHTHE HHTHRHHRAHHE HHEHHRAE R TR, H7 T HEHHE HHE HE HREE HREH
HHHH HIHHHHH.

FHEE ST S S AR G G L HHHE SR HHHE A i —
FHHTHEE FHEEE, HHHE HEHHHEE HHE T HE L FHHIL THE T =
R, HHH HH HEHE HH TR 3 lecinsswitch.cont B4 HHHHHE HHHAFHHHHERT 1 1 30—
FHHHHHHE. HHHHHHE TR HERRA SR

group: compat

passwd: compat
THHE

group: files|dap

passwd: files Idap
THEHE BHETHT THEHHE T T L SRR THE SHEHE SR TR THE .

TR HHH TR T R R TR AR,

3.3. #HnHH

FHHHHHHHHHHHRE, 11 1 T T TR H TR R R TR R TR
THHHE HHHHHHHHHE THHHE HHHHHH(L). HHERAR T, T HHE
THHHHFHHTHE H HHHFHH AR, R TR TR SR S A
FHHHHE HAHHE HEH HHRAHT TR R, TR HHR T HARHR SR
THE HHHHE THEHHE HH, HHE HHHHHE 4.3, HHEHHHHRA HEHHHHH

AR 6. FHHAHT THEHTAT THH THHERHTHE SRR

#1/bin/sh

stty --echo

10


http://www.FreeBSD.org/cgi/man.cgi?query=passwd&amp;sektion=1

R HHHHR

read --p -"Old Password: -" oldp; echo

read --p -"New Password: -" npl; echo

read --p -"Retype New Password: -" np2; echo
stty echo

if [-"$npl" -1=-"$np2" -]; then
echo -"Passwords do not match."
exit 1

fi

|dappasswd --D uid="$USER",ou=people,dc=example,dc=org \
-w -"$oldp" \
--a-"$oldp" \
--s-"$npl"

AN
THEHE HHEHHHE S ST T T T, i -
THEHHHE 11 1 T FHHTHHHHE HHHHHE T 1 R T -
HHEHE. TR T i, A e
security.bsd.see other_uids #HEAHHHHE HHHHE.

# sysctl security.bsd.see other_uids=0.

1 HHHHE HHHHHHHHE (HHH HHHHHHHE THHHE ) TR HHHE HE TR A
FHHTE THAHHFHH, 11 R 1 R, HH HERRHHRA HH R 8 TR R

TR T T THERRRT T (AR R

require -'ldap'

require -'base64'

require -'digest’

require -'password' # ruby-password

Idap_server = -"Idap.example.org”
luser = -"uid=#{ ENV['USER']} ,ou=people,dc=example,dc=org"

# get the new password, check it, and create a salted hash from it
def get_password

pwdl = Password.get("New Password: -")

pwd2 = Password.get("'Retype New Password: -")

11



HHHHIHHHH HHHHRHHRRH

raiseif pwdl -!= pwd2
pwd1.check # check password strength

salt = rand.to_s.gsub(/0\./, -")
pass = pwdl.to_s
hash = -"{ SSHA}"+Base64.encode64(Digest:: SHA 1.digest("#{ pass} #{ salt} ") +salt).chomp!
return hash
end

oldp = Password.get("Old Password: -")
newp = get_password

#WEell just replaceit. That we can bind proves that we either know
# the old password or are an admin.

replace = LDAP::Mod.new(LDAP::LDAP_MOD_REPLACE -| -
LDAP::LDAP_MOD_BVALUES,
-"userPassword",

[newp])

conn = LDAP::SSL Conn.new(ldap_server, 389, true)
conn.set_option(LDAP::LDAP_OPT_PROTOCOL_VERSION, 3)
conn.bind(luser, oldp)

conn.modify(luser, [replace])

HHHHHHHHE HHE HHHERAAFHT T HHHHE T S (SRR T
HHHHHHE, HiH THHHHHHE) T THE HHHHEHHE R TR T H R o B

A THEHBHRTT TR R

THIHE THHHE HHHH HHHHHHHHE (HHH PR HHHHHE S HHH R T
IR FHIHE AR, T R HRRR B R AR T A R fad
mester. passwcl B T T 1 HHHHHR SRR, FH SRR HHHHE HHH HHE R 1
HHE B T BRI HHHRR TR TR ST .

HERIHHHRTR, HHH BIRRAH B B PR, B TR BRI, T
R T SRR TR TR,

4., HIHHHHH TR R

R TR B HHE BRI T HHHRRIR. HHE B AR 3 HHE R,
IR, H B HHHE R T UidNUmber SRR 1 O HAH HE root HHHHH

HHF HRRHT B, HH UserPassword TR BRI HHHE HH TR HH R,
HERIHHHE T HHE HHARERS B T SR SRR TR TR T SRR, 0
IR, HET B SRR 87 dapd.conf!

12



R HHHHR

HHHHHAHE 8. HIHHE HIRHHAHHH

access to dn.subtree="ou=people,dc=example,dc=org"
attrs=userPassword
by self write
by anonymous auth
by * none

accessto *
by self write
by * read

T TS PRATREEHE T S 3 userPassword TRAFRIFIRAE, THATRATE THRHRE BT
HHHERE T THERRAT HRTRAT T TR AT

THHHHHHHHHHHE, HHHHE HTHP T TR HREE R TR T SR
THHHE. 1HE THHHHH, THEEH HHH S A (HHHHHHE T T S
THHHHHH HHHHHHHHHE THHHE AR, T UidNUmber, # HHEHHE HHEH HHHH, AR
HHHHHE

THEHHAHT Q. HHHBHHTIRT tHEHHH

access to dn.subtree="ou=people,dc=example,dc=org"
attrs=userPassword
by self write
by anonymous auth
by * none

access to attrs=homeDirectory,uidNumber,gidNumber
by * read

accessto *
by self write
by * read

FHHHE FHHRAT HEHRE HHRE HH TR TR TR T TR TR

4.2, Root AT TR AT AT

HHHHHE HEHE 100t HiE HHHHHTHHE HIFHHHET THHT TR HHEHE HRAHHEE TR HH R HE
THHHHHHHIT HHE. HRAHHEHE HHPHRAE T, SRR, HH A, HiHE

13



RoOt HHHHHHH HIHHHHAHHH

THHHE HiE HHHHRAH HH dapd.cont #HE HHHFHHHHHRHE. 1H TR THE THEHRE R TR
THHHHHHTHE THHHRAHHE THEHE HRHEE, TR P H oot HEHHRHHHE TR

FHHHR THEHHI 1 15 HR TR HH HH R R, T #RE# root
FHHHHH TRAHRHHHE. THAT TR, HRH R B HARAH T AR fHR R
HHE HHH R, T R R SRR THAH H BRI 13 R .
FHIEHE # HEFHHHRAT HHTRAH B T HRRRAT A TR R TR

4.2. ). HHHHHHHHAT # HHHHHAHH HHHH

THHT HHT HIRHTE HHHE THE THAHAHRATE HH AR P R SRR R R,
THHE HHE HHHHRHE HHHE TR 15 TR T T HH R R THAEE
THHHE HiF 11 TR H HHHRAE HH TR TR

AT L0, $HEHHHAHT #f R AT T

dn: cn=homemanagement,dc=example,dc=org
objectClass: top

objectClass: posixGroup

cn: homemanagement

gidNumber: 121 # required for posixGroup
memberUid: uid=tuser,ou=people,dc=example,dc=org
memberUid: uid=user2,ou=people,dc=example,dc=org

FHHT HHHHE HHHFHT HHE TR SRR D apd.conf

AR L1, $HEHE HHE 3 TR SRR TR
A

access to dn.subtree="ou=people,dc=example,dc=org"
attr=homeDirectory
by dn="cn=homemanagement,dc=example,dc=org"
dnattr=memberUid write

HHHT tuser #AT User2 THATE TR REHE A T R,

THE HIHHTE THEHHHH THEHHE HEHPHE 1 HREHH T THHRAHEHRA R 1 R HHH
THHHHHH HHHHHTHE HHHE T HHE BT TR T HRATE T R TR SR T
THHHHHH HHIH T HHHHET T H 1000 HEFHTHE, HiHE HTHFHE T THEHE T HHE TR 5 R
THHT HHHHE, T 1000 HHTHHHR THEH HEHHHHE THHHAHHRH TR P TR

14



R HHHHR

4.3, HiHHHHHHE HHHHHH

FHE TR THATHRHHE T TR HR AR userPessivord HRHHIHFHAHI HF HEF HIRHET
T HHHHHE THHAE. HH HHH R, TR HH T HH T OA HHHHHHIE, THHHH HHHHHAHH
FHHHHHT HRHHHRA A AR HRR AR TR TR T R,
FHHE HHHRH HHH.

HHEFHE 1 THATRE TR, ST, THTE SR B THE 1 BT B S, it i s

H. HEHHH HHHH

THHHHE THIEE # THHE HHHHRHE HHTRAAR TR TR TR, HERRHHRHHEH
THHHE TR BRETHE T BT 1 BRI AR AR TR T,

THHHHHHHH I HHHHHHHHHE HHEH HHH T T, HHHE A HHE
R I HHHHHRRH B HHH BRI TR . 1 R TR R H
THHHHHE TR HH HRHEHRAE H R, 7 R SRR HHE R TR
FHHIHHHHE PR HHHH T R TR R SR

FHHHHHHE HHHE HHE H HH(O) HHHHHHE HHHHHE A FHHE HE THHHE 1 HHEEEEAEAEH HEAEHHHE
FHHE (HHHHE HHEEEE - HHEEEEE) HEEEHE HEOEHE (HEHHHHEE).

THHHHHHHHTHIHAE 1HE H HHHHEE AT T R A R
HHHE, $HHE SHEHEHARAT (5 THERAREAEEE 1HE S IHRREHEHE) 5 I (A e
HHHHHRE H#iF #HHE EDITOR HHHHHHHHHHHE THEHHAHHE. THIHE TR HHETRE 5 R R
FHHEHH HHHHHHI 17 T TR TR THRARH 1 R

THHHHHHHH AR THHE THHE ST THE TR R R T
THHT HHTHE. HEHHT T HHHAHHRHE HHHR T HTHET HHEHE THEHHRATE A A
FHHHE HHRAHHE THAH THRAR TR R

. THEHHE TR (HH R

HHE AL T RTARE G TR THAT (L THATRHE, THHT T G i pRet i
THHHHFHHHAHE THRAHHAHHRE, HHHRHE HHEE R TR HRAE T SRR
THHER HHT IR, B SR T R, TR 1) B st prmit it i —
FHHHHE HHRHTE HHHE PR SRR, HHE R HRAE SR SRR
TR HHHHT.

T THHHHT HHHH HHH HHHHHRRHT TR T T T T SRR AT
THHHE H HHHHE HHAHHHHHHE THHRRARAHHT THHE A (L) HHH S

HHE BT 1 AT SRR, T R AT 1 A (R i 1
FHHE. THEHT HHHH HHE TR TR TR
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http://www.FreeBSD.org/cgi/man.cgi?query=pw&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=openssl&amp;sektion=1

HEHHIHH HHHHHRHHR T 5

AR 3. L. THEREHEHE IR

% opensd genrsa--out root.key 1024
% opensd reqg --new --key root.key --out root.csr
% opensd X509 --req --days 1024 --in r oot.csr --aignkey root.key --out root.crt

R BT T TR BT HE R R TR HHH HH PR HHH 0
THHE HiHE HHE HHHHHE H HHE H T, HHH HHHHHE, A S SHHERH T 1 A
R B B B TR .

THHHE, THHHHE THEE THEHHE THEE TR TP HRAH # A | dap-server-one key HHE BRHHHFHHHH
FHHEHHFH HHFAH |dap-server-one.csr. HHHHE THHT HHHE THHATE HIHHRHH THEHHRH HHPE rootkey, #H#E
HHHLH Hit THHHE H# AT |dap-server-one™ # HitHHE HHHH THEHHHH.

S
Hit R L T TR SRR TR (R
HHHE TR TR HETHRHH TR HHRR R T TR
FHHHHHHIT THHHHR, THAAHHAHR SRR TR R R

HEHHE HHHE, HHHE 1 T 1 R HRRT HH .

HHE 1 T R R CA I CAKey HHHHEHHE #H Sgnkey

IR 1.2 FHEH T T 3 ST R

% opensd X509 --req --days 1024\
-in Idap-server-onecs --CA root.crt --CAkey root.key \
-out ldap-server-onecrt

THHT THHHHHHTHE AT THEHE T T THEHHRAHHRHTE TR HHHE T HHE TR T R

THHHHHHE, HHHE THHHHHHE R S, S rootort (##H# certificate,
T HHHH HHHE) H HHHHE A, HH A R TLSCACCertificateRile HHHHHHHH Hit

Idap.cort.
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