HHHAH TR

HiHHE HHHHHE <de@rreBsDo0

HiHHAHH 43126
THHHHHHE HiE # HERHHHRHHE TR HHE T TR R

SHIFT THHE FHTHETRATRAL T AR TR fH St -
HHHHHRAH.

R, BRI, R, H300, HA80, FHFFHHE, T, R
THIHH T HHHHHHHAHHE HHT HHHHHHR R R -
IR B R PRI HH T R BT HHE
HHHHHHHHAE.

THHHE 11} THIETE HHTHHHHRHHT HHHE T PR TR
TR A FAETRAT T AT 1 AR, frm
THHHHE THHHHFHRAHHE TR HHE R R, #HE T R
THHHRRAT T THATR T T SRR B, T AR A
THHHE HIHHTE AT HE 7 7 A R
2013H11HOT HiH HHHH.

HHAHHT

THHHHHHE 1HE HHH T THE TR TR (R

THE HHHHHHE HHTHEHHE) $H T R TR THHHE
THHHHE THHTE HHHHHHEHTRAE, 1 R B A HH
FHHHR FHRAHHH. HH HARHHRA B HHRR T R R i
THHHHE TR HHE TR HH . THE SRR HRAHR T
FHHHHI HHHHH T TRATHATR T TR 1 T TR R

HHE HHHHE THEHHFHHHIT HH HHRHHE TR TR
(FHHHHHHH HHHHHHHE) HHHE TR TP H R R
FHHHHHH THEHHHE T HHHE TR R R R
THHERTRAT HHE B THEERTET 1T T SRR T TR 1 161
FHHHHFHE HHFHHRAHE. HHHE TR T TR R
THIHHHHHHIE 1 1HE HEHHRAHHHR (FHTHHEE) HHHHHR R
HHHHE HHHHE.

Version frangaise de Marc Fonvieille <blackend@FreeBSD.org>.

HHIHHT T AR

1. HHHHHHHI HEHHRRHHE R D
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2. HRRRFREE SRR 2
3. HHHHHHHHE HHHHRFHAE 3
A FHRRHFRR B SR 5
5. HHHHHHHHHE #E HHFRE o 5
O, BRFRRFEFRRIRIFIE 8

1. EHEEHH IR TR S S

HHESHRE B SRR SRA AL, HHTRAT 1 T THEREE AERE B T e e —
T HIHHE HHHHHE (HHHEE) 1HE HHHHHE HH TP THE TR T R A -
HHHERIE, BEETRE T SR G (AR A # i 24 s g 24 4
THIHH HiHE (HHHHHHHE T T T TR HHE 2) THHAHHHHRRE . HHHE R
T THHE FHAHTHE GHHTET REAR 1 SRR (e AT i (R S 1
THEFRHHE A T S SRR, THEHE 1 SRR AT T AR i s f—
HHE T T TR SR T SR T AR, RIRAT BRI TR TR 1
T THERTRATRT 1 R T SRR AR THAT (T SRR AR AT THAH
TR B TR AT SRR

THEHHHHHHHHHTE THIEHE TR HEHHTHE HHR AR TR T A TR IR
HHE HHHHHE HHHHHHHHRAR A S S T R R
HHHE.

2. IHHEHEHE tHEHAARIR AT

THHHHHHE HHH HHHRHTRAE TH HR # HE HHREHE HHPHRE TR HH R -
THHHE HE A SHHHEHHRE 1 HHHE HHRHEE TR HRHHHBE T HHEE SRR
THHHHE HiE HHHEHE T TR HHTHRH TP THE TR, TR R
THE HIRHHHFH . TR HHHE PR SRR SRR A R
THHHHHRHHHRHHRAL.

HHHHAHHAH

A N DaIS HHHHHHE HitH HHHH T T TR eXCl Ue HIHHH.
HHHHHRHHHE 1 HHEHH 1 T 1 0 R
HiHH.

THHHHE HHHHHRHHE THEHE TR, HHHHE HHE T PR T R THEHHR TR -
THHHHHHE 1HE THEHE HHHFHTHAH R T HHPHRE H 1 TR, TR HHH
THHHHHHE THHE HHRHTHRE IR 1 HRAHRE THEHRAEE HHHE HHREHR A A



BRI HHHHHRAH

THHHHHHTHE THHHHE THEH HRHHHRA SR THEHRHRAHRTY HHH, HHEHR R

HHHHE HHHHH 1 HHHHHHHRR S (T T R
THHHHHHHHE) HHHHE HH HHHHHHHHHHE T THHHHH TR R
THHHE 11 THHHHFT HHHET HHE TR T R,

2. 1. HHHHHHHHHHAHE 1 HHHHT

FHHHE HEHH T TR THEHHRA TR R R (AR, 1R
THHHHHHTRE, T HRHHE SRR HH TR AR R HHRR R
HHHHHRE T HHHAE

options BRIDGE
options |PFIREWALL
options IPFIREWALL_VERBOSE

THE THHHHHHHE THEH TR TR HRAHHE AR T T, HH R TR R
THHE HHE HE THEHHRAHHE THEHE R TR H R TR

FHHHHFHHIT HE T HHRAHHRA T TR T R R R 1
FHHHHHH TR HH HHRHHAREE AR TR HH AR HHHRRR 1 -
HIRHHHE 15 HHHHT HHH HHRAR HH A 3 R

2.2. HHE HIHHHHHHHHE HE HHHHAT

FHE HATHE HATR TR FHARHEHR TR TR TRAHHHA 1 R R, 1 R
T H HRHHE TR R HRHRAR 3 SRR SRR H AR Iboot/| oader.conf:

bridge_load="YES"

FHE TS TR, HHRR FHE R T SRR 1 SRR Dridge ko B BRI TR
PR, 7 T B THRRRRRE HE AR fHH B H B BRI ipfuvko,
T BERIAE B BRERE HHRR HRRRARRA HHH HHAHRRRA HH BRRt
R HHHE HH HHHRR TR

3. HHHHHIH AR

R 1 BRRAHRRR BRHE B R 3 SRR TR T TR BRIt —
THHHHHE (HHHHH HH HHHHEHHE TR T IR, T
R BRI R S R 31 AR che.conf. #H HHIFEHE Hi
R HHE AR R R HR B BRI $HE. 3 HTR B iR —
R G TR TR, HHHE B TR HH R G R
HHHHHHHE HHE HHHHHHHHE T (HHHE T T TR,
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I HETRAHHR

HHHHHHHHHHE HHH etcrc.conf:

firewall_enable="YES"
firewall_type="open"
firewall_quiet="YES"
firewall_logging="Y ES"

THE HHHHHIH HIHHEE PR (AR (R # T ipfwko #HHE
THIHHE HHH HHHHEHRE T HE ), R T TR T # -
T (HHHHHH HEHEHH SR leccitewal), T HHEHHHHIR HHTHHE A T R
TR THEHRHHET T ST,

THE THHHH HEF HE R T HEHPHRAHE SR, HH A H R
HHHE HHHE THHHHRHHTE HH THEHHRAE HHE# I SRR T HEREH THEHERE, TR H
THHHHFHTHAHHE 1 HHHHHRAHHR T AR SRR H R HHAH R
THHHE HHHT TR TR TR TR TR TR TR TR H HRER A,
THHHE HHTHHHT TR HHRAHHET TR T TR TH 1 HHHREHE HH SRR R
THHHHHT THEHHHHTE THE HRHE. HERPHRE, HHRAHE T THEHHRHTR H R, SRR -
THHHHHHE HEHE TR HHFHRAHE TR, THHE PR TR TR TR
HHHHE HE THHTE THE HHE HRAHHRHHE HERAHRA PR TR TR
(HHHHHE HEHHHHHHE H# HHHHHHHERA T HEARE T ), A i S
THHHHFE H HH R HH HE THEHHHTHE PR HHHE AR TR 00
(HHHHE HHHHE HHIF) HHH TR THHHRRRARHE R T A SR S 2
FHHHHFHE [etclrc.cont, HHHHE HERE XI0. HIRHHHFHE HHE THEHHRHE HHE HEHE TR SR TR
THHTE THEHHHH HHE TR, # TR HHE, THEHRHTE THE HHRHRE 15 TR, 17 R
THHHHHHE HHFHHR TR 1 R R TR TR TR HREHR .

HHEA R AT A ST AEEEREETR 1 R T S SRATRE AT S A —
T, HHE 7 I T T BT AR AR SRR S S L, TR
HHHE TR, THAT TRETRI THE TREHHRRAT 17 R THE e S 1t 10 iR
THIHHHHHHE (T HHAE) . T SRR R R T -
T THHE T BIRAT, THE T SRR B A T TRAHR AT T Rt 119
THHERTRHATT TR T BT TR T T (9, AR AT R A
THHERTHHHATAT 1 T T (AT (AT (T THmnT tm e —
T RERHET SR, B 1 00 SRR T Bt TR 1 1 it -
.

THE HIHE HERHHHHRHHE HHPH T HRRAHR 7 A T TR TR -
THHHHRE. HE 7 HHHH 15 HHPHRAE SRR SRR TR T TR,
THE HHHHE HE THHHE THHE TR HH T PRI, HHHRHEE 7 TR SRR, AR
FHHHHIT HHHHHHR.



BRI HHHHHRAH

HHE HEF H # HE THEHHRHHR SR, SR TREHHR 1 SRR THAHRHRAE (R
HHHHHRHTHE .

A, FHHAHR T A

B HHE S, HHHHE T HHHHE T S HHHE S T
(FHE I S HHF HHHHHEEEAEAEAEHS S FHHMAEEE SEAEHE HEAEHEES A HEEHHE xpO 4 XIO #EEEHEH
HHHE H)

# sysctl net.link.ether .bridge.config=fxp0:0,x10:0
# syctl net.link.ether bridgeipfw=1
# sysctl net.link.ether .bridge.enable=1

T FHHHHH TR TR SR R BRI R HHHH HH T,

FHE FHAHHH TR HH AR G 57 T B TR T BRI HHERR
.

@
Tt HIHHT THEHHHRHHE AR D, LHHHHHRHATE 1H 1R TR R
HHHHH, HH HHFHRAHE TR HRAHHRA. SRR 5 1R
HHHHHHE HHHHHHA) T THHHE 1R

B T 1, T T 1 1 N HHHHH T HHHH T HH
I T T SEHHHEEHH H HHH ) 10 I S .
I, HHHHH) HHHEHE T SHHHHHE 1 S netlink ether bridge [Dlal=[bla] #4 #H
I T HEHHE [SCIS)SCt CONT FHHHHE 1 HHH HEHHHI T HHHH,

O. HHHHHHHHHHT 1 tHEHHHH A

T HHH TR HRAH T HHHT HRH TR R R TR 1R
HHE TR, T T TR HHE HEH TR R SRR R —
FHHHHE H THIEHHE HARE HEH T TR T TR 1 AR H A
TR T TR T T, 1 1 3 HH SRR HRH T R R
HHE T 1HE THATRAHIRA 1H TR HHRAHH T S TR T R AR
HHE HHHH, HH TR TR SRR HHE HHRHRA SR A R, 1
FHHEHR TR HHHHT HERFHHRA R 1 T TR TR 1 R, H -
THE HH TR HHH TR TR T R TR TR, R,
FHHHHHHHTRE FH THAHE HHHE R T SRR HRHEHRE, HE T T T R i
FHHHHE. R HHEH HHHRAHHA TR T TR TR 3 TR AR R
FHHTE HEHHHHHRAHE TR T AR TR R TR TR 15 H R T R


http://www.FreeBSD.org/cgi/man.cgi?query=bridge&amp;sektion=4

FHHIHHHHRIE 1 TR

THHHHFHTHHHHRT TR HHRAHHR, SRR TR HH AR
THHHHHT HIHHHHR HEHHHHRE SRR TR PR, TR THRHHR 1 1 R
 HHHHHHHHHHHE HH TR THEHHHHE S (HHHHE R ).

T HHHHHHEHHE i SRR A.0, HHEE HH HETHAHHE TR THAHE TR T TR
FHHT HHH HHHHHHE H1 T, HHEHR R HHAR T TR R A R
THHHHHHHE HHTHHHHHHHHE THE THE 1 T (HHHHE THHHE T R 1 T -
FHHHHE, HH TR 1 HRRE R AR 1 AT T A TR 1 1 R
FHHHHHHH. HAHH HETR HHE TR HH HHA HH R HHH R T R
TR, HHATRHHR TR AR TR TR 1 AR 1 TR
FHHHE HHHH T T HHHR HHE. T R TR SRR SRR SRR
FHHTE HHHH HH HHRA H HRH TR SR, R TR R
THHHHFHHRT H HHH T R TR AR

TR HHHAH T HHHHRH R HHHH R R TR R
lewc/rctirewall HH H # BRI THIH THEHHH HETHAFHE SR TR R St
100, HEHHH HHHH HiE HHHTHFIHH HIHE H A TR, T HRHR R -
FHEEHHEE THEES THEFFEE FHH R SR lechcTirewdll Jocdl) #H HHEHHHHH
HHE BRI 17 TR, HHEHHETRAR AR H3 lecic.cont i HEHHE THEFHH #EREH
HHE BRI BRI

firewall_type="/etc/rc.firewall.local"

HHHHHHHAH
A HHHHE TS TS 1 TR COMDIL, A HHE 1 R HH
HHHHH HHEHE 1 HHHRE HHE T S 0 R,

B T S S B T HHHR R 100 S
R () 1 SR X\O B S (HOEH). 1 M S
B B 10,30 (5 HEEHHHHE 1 HEEHHHHEAEAEE HHOEHE O AR AR A
B S 1S {0 S 1 S SN, 0 S AR U
).

# Les choses dont nous avons gardé |'état avant de
continuer
add check-state

# Rejeter les réseaux RFC 1918
add drop all from 10.0.0.0/8 to any in via fxp0
add drop all from 172.16.0.0/12 to any in viafxp0



BRI HHHHHRAH

add drop all from 192.168.0.0/16 to any in via fxp0

# Autorise lamachine pont a communiquer si elle le désire

# (s lamachine est sans adresse | P, ne pas inclure ces lignes)
add pass tcp from 1.2.3.4 to any setup keep-state

add pass udp from 1.2.3.4 to any keep-state

add passip from 1.2.3.4 to any

# Autorise les hotes internes a communi quer

add pass tcp from any to any in via xI0 setup keep-state
add pass udp from any to any in via xl0 keep-state

add passip from any to any in viaxIO

# Section TCP

# Autoriser SSH

add pass tcp from any to any 22 in via fxp0 setup keep-state

# Autoriser SMTP seulement vers le serveur de courrier

add pass tcp from any to relay 25 in viafxp0 setup keep-state

# Autoriser |e transfert de zone seulement par le serveur de noms esclave [dns2.nic.it]
add pass tcp from 193.205.245.8 to ns 53 in via fxp0 setup keep-state

# Laisser passer les sondes d'ident. C'est préférable plut6t que d'attendre
# qu'elles sarrétent

add pass tcp from any to any 113 in via fxp0 setup keep-state

# Laisser passer lazone de -"quarantaine”

add pass tcp from any to any 49152-65535 in via fxp0 setup keep-state

# Section UDP

# Autorise le DNS seulement vers |e serveur de noms

add pass udp from any to ns 53 in via fxp0 keep-state

# Laisser passer lazone de -"quarantaine”

add pass udp from any to any 49152-65535 in via fxp0 keep-state

# Section ICMP

# Laisser passer -'ping'

add pass icmp from any to any icmptypes 8 keep-state

# Laisser passer |es messages d'erreurs générés par -'traceroute’
add pass icmp from any to any icmptypes 3

add pass icmp from any to any icmptypes 11

# Tout le reste est suspect
add drop log al from any to any

FHHHE HEH TR BT HIHE BT HARRT T HARAH SRR TRAHR SR
TR HiE TR . AR, #5131

TR TR, 17 HHH TR R DaS HFRHHE

add deny all from 1.2.3.4/8 to any in viafxp0

R, HHHHHRS T HHEHRTR ORI 1 B B HHHHR SR 1 R
FHE HHH HAHRR . HHH HHARR ST FHH HH HHHR SRR TR T
R HHH HHE HHRRRH HHRRIT T R BRI HHHR BTt R, 0 -
R BRI HFRRRH B TR HHH HH HHHRRR B HHHR AR . B HHRRR T



BRI

HHHHE HHHH HHE HEHH # # AU MOINS #i HHHHE H HHHHHHHHHHHE HHE THHHE HH T
THHHHHH. HiF THEHHRAT. TR TP, T SRR TR R
THHHHHHT THIET HHRE HHHHPH, HHEHE HRHE A TR T TR TR HHH
HHHE.

HHE TR HHHHE TR R HHT R TR T HE R T R, T
HHHIHHE HRTRIHATE HHHHE T 3 HHHE HRRR HHE HRRARRH BHHR. 3 #  H
IR T HH T HRRRH AR

HHE H # A TRAHHR R SRR HHHHRAT TR T 3 R R PR
TR T T R 1 AR, R T 10 HR. TR R 3
FHE HAHRATE BRI T HHARAE TR HAH HHART TR, T TR R
THIHHHHHHIHHT (FH HHHHHHE HHHE T T HHRRH TR T TR AR
T FHEHHRIHHRAT HiE A TR HRRAR Quant # H HHRE TR SRAH. R
TR HH HRAE T T AR T AR AR 17 B 1 TR
FHHHHI . HHHHHTRHHHR R H AR TR 3 HR

FHHHE I S HEAEHE SO T S HEAEHE A HEAEHE HEAEE
FHHHHHHHH HHHHHHHHE HH HHHE T HHHHHI T T S THHH HHHH HH
FHHHHE HHE (HHE T 113). HHHHHEHHHHHIE, T T 1 TS
HHHHE HHE HHHHE, THHHHE 1 S THHHHHHNE T 1 T HH S HHHHS T
FHHHHHHHH, HHHHHE S S HHE T HHE S 1 HHHHE TR
FHHE S HHHHE, T S HEEEIEAEHHHEE HHEE S FHH S S
FHHH HEHHHHH HHH A FHHE L3, B0 ) S S A H A
(FHH A HEHHEHHHE T ).

HE FHHRHTE SRR TR R R 1 T Rt R TR AR B
T 1 3 5 DR BRI BRI R BRI, 1 T TR HT T Rt
R R HHT T B T HH R B (0 BRI i —
R T HHFRR BRI 1 B (HE R 1 BRI A HR R AR i i
R TR B H PR 1 HER, BRI S HH BRI TR TR 1 T
T HHHHHRER HHHHE BT FHR T R HAHR HAHRRRHT T TR R
IR HHE R DO FRAHFRRRT B T TR BRI 1 TR, # T i
IR HHHE TR HHE HHFRR BT TR HT HERRE, HHRR BRI SRR TR R
R T HHAHR HHHRR TR, BT R B B T HHHRR TR
R BRI

O. HHHARRAR AT

RIS HHRRH T R HHHRRER SRR, T3 HHHHR HHH 3 HHH 0 HRR T
R HHHHR TR B T HHHRR, BRI HHE SR HHR. 1 SRR B IR
IR SRR TR HHE T SRR 3 BT .


http://www.FreeBSD.org/cgi/man.cgi?query=ipfw&amp;sektion=8

BRI HHHHHRAH

THE THHHHE THHHHE 1 HRHHE HEHEHE R SRR 15 1 TR R TR
THE HHHHE THE TR TR 3 TR 3 SRR TR T HRAHHR 1 R

FHE TR TR 3 T HHHHR HHH H HHHRH R TR 1 SRR
FHE T (T SHEHHEEEEE SHE ST 3 SRR,
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