AT THAAAARAAHRRRT
i THEHHRHRAR AT
A T THARAAAT

-#-h# -#-h# <honig@sprynet.com>
HHHHHAHE 43126

THHHHHHE H # HERHHHRHHE SRR T TR SRR

THHHHE, HHH] L, HHH THHHE HHEE A S -
TR R AT AT T TR THE T T pe v it
FHHHHFT HHHHIH HHE TR SRR

THHHE 11 THHTE HHTRHHHRHT HHHE T PRI TR
THHERTRAHR TR GHHTRAT R TRERRHE 1 AR . i
THHHHE THHHHFHRAHE TR HHE R R, #HE I R
THHERTRHTE R THATR T T SRR G, i s
FHHHE HIHHTE A HE 3 1 R R

3 ### 1999 #iH .

HHHHBHE

T R HRTRATRTT TR THE SRR TR SR, T
THHHHHHHHAHT H T 1 THERHH R T AT
THHERHHRAHR AT 1 SRR AT TR

Version francaise de Marc Fonvieille <blackend@FreeBD.org>.

HHHHHE # THAARHAE

LB JHHHRRE 2
2B HHEFHHE 2
S HHHHERRA 3
A HEHEHE - 3
S B B BAFARAFRIIE 3
©. HHHHHHHHHHFAE R 4
7. HHHFHHHHIBOHHHHHHHHHH oo 4

8. HHHH HHHHHHHHHHHE HHTHHHHHHHE H THHHAR (T A8 ) ... 4


mailto:honig@sprynet.com
http://svnweb.freebsd.org/doc?view=revision&revision=43126
mailto:blackend@FreeBSD.org

i HRHAHH

1. 1 HAHERAH

THIH HEHHHH, HTHHHAHHHE T SR AR | PSCC. HHHHEHH THRAHHHHER A
THHHHHHHEHE? HHHHE HHHE, THEHH THHRHHHHH HH SRR HHHE T 2 -
THHHHE, HiE HHHHHHRHTHRATE TR TR R T SRR R -
HHHH(L) HHE HHHH THHHHHRAA. SRR TR R R ?

2. FRAH T
HHHE T, R T T T 1 1

1. A THATRIHEE HRRATRTEE T R s, #ar., iH fe i
IR B TR,

2. HiHE THEHHHHE THEAHH, HHE HHHHRAHHHHE A R SRR, #4., HHHH
HHHE HHH TR HRAHR.

THHERIREHE T T THATHE TR SRR (i Rt i et i 11
THHERTRAHAE THE TR ST T, S A Rt e 15 A
TR AT AR (R AR A SRR T fHHE T T 1 —
THHERIRE THAT HHEREHTE A AT ST TR T R (i A
THEHRE R THEFRTRAT, T THE SHHHE (I ST S,

2.1, #HH

s (e W
HHHE, HiE THHHHET 1 HHHHE HERAHIRARE SRR T R R
HHE IR, THHHHRAE TP SRR TR AR, R HHEH
THHHHHHTHHHHE HEHHTRAHHRHHE. HH R R

2.2. HHHHHHE

HHHERE B TR AR R TR B A TR 1 TRAHR T TR R T AR .
THE HHHHHHHHH TR HHHHAA(L) T R T TR T, T fHHH
A Berkeley Packet Filter (HHHHHE HHE HHHIF Hit HHEHHHHIE) HHIH HHHAH -
THHERTE TR TR AT T 57 S

HHE TR

tepdump --¢ 4000 --s 10000 --w dumpfilebin

R AQCO FHEHERE FRAHE (AR 1 RAHRAT durpfilebin, THATR R BERETRIET TR
10000 #HEAHHHT 1 AT R B,


http://www.FreeBSD.org/cgi/man.cgi?query=netstat&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=netstat&amp;sektion=1
http://www.geocities.com/SiliconValley/Code/4704/universal.pdf
http://www.FreeBSD.org/cgi/man.cgi?query=tcpdump&amp;sektion=1

PRI HHHHRAHR 3 R
AT HHHRAAH TR R

3. IHHEHERTRART

THHHHE THHHHRHHHRHHE

1. TR S TRETREE S T A SRR T A A T I R T .

2. THHEHHARRR R R AHEEET TR AH R

3. HHHHE HiE THEAHHHE THEHHHHHRR, HHHHHE TR R (L), HEE HiH -
FHHHH 1H HHTHHRAT y. 5 HEH R R, TR . TR AR

A FFHHBRRI HHHRR THTHT G B SRR HHRR. R SRR HH

HEHA B AR 3 R T HHT. R R T R R i
Hit HITHHHHHHH i AR # O3% (6,7) #H HHHHHH HHHHHARAR (1,18), #H ##
HHHHHHHHHE HHHHHHHH # 2000 (2,1) ## HIEHHHHE HHHAHHHE.

% tcpdump --c 4000 --s 10000 --w ipsecdemo.bin
% uliscan ipsecdemo.bin

Uliscan 21 Dec 98

L=8 256 258560

Measuring file ipsecdemo.bin

Init done

Expected value for L=8 is 7.1836656
6.9396
6.6177
6.4100

A, FHEHT TH A

THHHHE HHHHHHHHHHE HHHHHE AR Sembl e HHHHHHHHHE HiH AR HH#H# unifor-
MEMENt HHHHHE Hi THHHHHHHHHH THE HHRHHHHE, HHHHHHH, SRR R 1 e
PEUL PaS HHHHHHHE HH HIFHHHHHHE THHHHHAHHE THEHE HH THEHHR TR SR
HHE THEHHHHHET 1HE AP A 1 THEHHRE, HHE PR 1HE TR HHAHRA T
THHHHHHR, HEFHHHHHRHHE R AR, TR T A AR, . -
THHHE HiHE HHEHHHHE, HHHRAHHR R

S, HHHHHT # TR

TR HiE BRI 3 HHARRTRT AR PR, TR HHH RO, Hi #i—
THHHHHE HHHH THE HHHHHHHHHHE T PR HHE TR 1 (1 ).
THHHHHH THEHHRHHHET HHH TR R, TR AR T


http://www.FreeBSD.org/cgi/man.cgi?query=yes&amp;sektion=1

R AR

THHHE, THHTE TR TR TR AR TR R SR R
THHHE HIRH THEH HEEE

O. IHHEHFHATREHT TR

HHE HIHHHHHE HHE HHRAHHE SRR THE HERHRE T TR TR R HHEH
THHHHHHE HHE HHHHE. R HHHE TR THEHRAHHPHR HHAHR AR |PSEC #HHH#H
HHHHHE THHHHRHHAHRE $HE A 1, TR 17 THHHRHHR 1 TR
THHHHE, TR HHH THHHRRRA TR T AR HEHH(8).

FHE HHHHHRE HHHHT TR TR TR HAHE R T A BT 1 -
T TR

1. HHHHHHH 380 HHHHHH HHHHHHHHH

HHE R B R R IR TR 1 HHARAR 1 HHARAHR AR HHRA T
THE HHHHHHHT THEHHHHHE HHHE R THRRHH T (). R 1 R
THIHHHHH(B) HHHHHE HitHHF THHAHHHE HiE HHHHHT HHHHRRHHE, T T R -
.

device bpf

8. HHHHE HIHHHHHHHHHE HIFHHHHHHE HiE HHTHHE (HHH
HIHHHHHHE HHE HIHH=8 HiHH)

THEHE RERATRT TRATHEE 1 R S s 0.

/*
ULISCAN.c ----blocksize of 8

1 Oct 98
1 Dec 98
21 Dec98  uliscan.c derived from ueli8.c

This version has -// comments removed for Sun cc

Thisimplements Ueli M Maurer's-"Universal Statistical Test for Random
Bit Generators' using L=8

Accepts afilename on the command line; writes its results, with other
info, to stdout.

Handles input file exhaustion gracefully.

Ref: J. Cryptology v 5 no 2, 1992 pp 89-105


http://www.FreeBSD.org/cgi/man.cgi?query=setkey&amp;sektion=8
../../books/handbook/ipsec.html
../../books/handbook/ipsec.html
http://www.FreeBSD.org/cgi/man.cgi?query=tcpdump&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=config&amp;sektion=8
http://www.geocities.com/SiliconValley/Code/4704/uliscanc.txt




HHHH TR HHHRA
(HHHHE HHH TR THE 8 HHHE)




PRI HHHHRAHR 3 R
FHHHHHRHHAT HHHAHH TR R







	Vérification indépendante du fonctionnement d'IPSec sous FreeBSD
	Table des matières
	1. Le problème
	2. La solution
	2.1. MUST
	2.2. Tcpdump

	3. L'expérience
	4. Mise en garde
	5. IPSec - Définition
	6. Installation d'IPSec
	7. src/sys/i386/conf/KERNELNAME
	8. Test statistique universel de Maurer (pour une longueur de bloc=8 bits)

