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1. tHARFRATREHE

HHE HHHHHHRHHREE HHE R TR TR HHBHRAHRE R R AR
THHHHHHHHHHHFHHRAHE TR IR SRR SRR TR
THHHHE HHHHHHE HERHHHRHHHAHHRAR AR AR T HHREHR SR,
THHHHE THHT T HHHRHTHE TR HHHPH SRR T TR TR
HHHHHRHHHAHH.

THETE T RHE TR T SRR 1 1005 HIfF (it S it S i ot e fi—
THHERTRHAL, T T T ST R (.t 1007 tHEHHE f s i
THHERHHHT SRR AR AHE AT TR R AR R T ST (e i —
THEERHTE, T3 AR A SRR THAE 1 TR ST .

HHHHE T HHHE HEHHPHEE HH THRAHHHHH SHHRRHHHHRRAH R DA, HiH HHHHH
HHHHHHHE, T HHHHRRAE THEAHHHHR SR SRR # R A3 HiH R fH—
THHHHHHE, HIHHHE THEHE THEHHEHT TR HHRAHHRHEHR HHR R -
.

1.1, HHHHHHHE HHHHH?

THIE, HHE PR, TR SR A TR SRR 1 R R —
FHIEHHE 11 T HRAHRA, .

THHHE THIHE THHE THEHE TR HHHE AR THE THRHHPHR AR A
HHHHE

FHHTE THIEHHE AT T TR TR R 1 T TR 7 R
T HHFHHAHH HHAHRA 13 TR AR SR

2. THHHHH 1HE HHHHHHHHHE
2.1

TR B HHE T BRI HRAHRR. 0 HRRRRA R i —
IS HE T T TR HI HH AR G HHRRR R,
R BT I AT 1 B R HHTRRRR T R, HI BT At
THHHHHHHA (HHHHE 1 HTHHEHHHHR ) HHHHE HHEHHHHE THHPHARRAE R -
R TR HHRRERT HHE TR (TR FH T HHRR TR 3 BT
THHHHE HiH TR . HHEFRE (AT PR #1900, HHHHE HitH i HHHHH
HERIHHHE BRI 0 RS HE B SRR, B HHT TR HHE R HRAR H
HHE HH BRI G HHT B, HHAHRRRH (R BT TR, T B HHE 3 R
HERIHHHRTRIT 1 BRI IR B HHE TR R SRRt AR T
R .



PRI TR SRR

THHHHHHHAT THE HRHHRAHRE TR T AR
FHHHHIH # HHFHHR.

TR HE HHARAT R SR —
TR,

FHHHHHHHRIHHH T HHAHHR R H
I TR TR HHRR H HRRT
HHE HHHHHHRIT HEHR HHHE PR HHR AT
HHE B HETHIHHE HIE .

THHT THAHHFH HH TR PR
THHHHHH # HHE THEHHRH . A R
THHTE THRAHHAHHRH AR TR TR
THHHE THHHHHHH TR PR, THEE PR R
THHHHHT T HIF HHHRAE THERAHHRARE TR R
HHHE.

THHHHRHHRAHIR AR (R R
FHHHHRHHRAHHRAHA HHE R R
FHHHHRHHRIT HHARHAR A SRR
TR,

Rt BRI W A A TR SRR
R HiE HIFRRTRAHRRR T TR HHE
RERHHHHRRAHARRR, R R, -
RERHE . RIRAEER T TR B A B R
R,

HHHE THHHHFHEHRT TR HE THEHHRR AR
THHHHHHHAHHE HHE TR SRR R
THHHHHHHHRAHE, HHRAHAH TR R -
HHE HHHHHHEHIT HHH TR R

THE HIHE R 1 HRHRR A HHA R -
FHHHHIRH HERATH TR HHE TR 0
THE HHRRAH TR, R AR RS
THHHHRAHRAH T R PR, R
TR HHARAT, TR R TR R
TR H T T B,

RERIHHRIRRA TR B R
R AR . R, R
R THIFHRRRRA SRR, f—



BRI HRHRHAHRR R

2.2. HHHHHHHHE HFHHHHHHH A

HHHHE HHE HHHHEHE HEE TP 17 PR
THHHHHH HE -

THE THHHHBHR 1 HHHAHHEH R
THHHHHHHAHE HHTHRATHAH 57 HEHR -
THHHHHE HiH THHHHPHHRAHRHTH A, 5
THHHHHT HHE HHH HRATE A R R
THE HHHHHHAHH, A A HHHE R 5
THHHHHHTHE HiF HHHHE TR P AT
HHHE HHHHHT HHHHATH.

THEFHRATTRAT THEH T AT T
HHE SHHHETRAH THEE T AT TR 1 IR
THHERIRATHAL $HE THHE, 1 TRATRHEE 19 T, i
THHERIRE THTRTHEHHARTRAT 1 T TR 15 T 1
HHETHHHRATRITHT (1 1107 TR

HE HHRATHIE TRAHHRRR R R
FHHHHI HHE HHHHH HH HH TR 1 R
FHHT T HHRHHHRH HAH HRAHH TR R
IR

HHHE THHHRAHHE $H FHRAHRH A T -
FHHHHFH HHHHE 1 HHH THEHHRAT TR R,
FHHHHFHHT HHRHE TR A
HHE HHHHHT HiF 157 HHRAHE 7 SRR R
FHHHHFHRE 1 HH HHRH.

THHHHE HIHHHHHE H T HH R HRAHR T T TR TR R
THHHE # HIHHHHE PRI HHHAHR.

2.2.1. HHHHH Hit THEHHHTHHE HE HHAE HHEH

T THIHHHHE S HHHHH dice HHHHIHHHHE H#1H(L) HiHHE HHHAHHHE root.

% whoami
dice
% Is--| “‘which su

-r-sr-xr-x 1 root wheel 10744 Dec 6 19:06 -/usr/bin/su

% su --

Password: xi3kiune
# whoami

root

o HE HHHRAHHH HH# dice.
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PRI TR SRR

o HHE HHHHHTE HIH# root.

o H HHHHARAHHE (L) HHH H HHE R T

o 1R HHHHRE HHRAHFHRAHR AR HHP 3K une.

o HHHHHHHHHE HHE 100, HiF HiHE HEHHHHHHE HHHHERHH (L) HHHH P oot
2.2.2. TREHHRATE 1 TR fHHH PR,

THIHHHHHHI THEAHHH R eve THEHHHHIE THRAHHHIG T AR (L)
loginexemple.com, ## HHHHHHHAHE 1 1 HHFHEH 7 HHFE BT Dob. HH BRI SHRAHAR. HH
THHHRRE HHTE HRA T3 AT A |

% whoami

eve

% ssh bob@login.example.com

bob@I ogin.example.com's password: god

Last login: Thu Oct 11 09:52:57 2001 from 192.168.0.1

Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994

The Regents of the University of California. All rights reserved.
FreeBSD 4.4-STABLE (LOGIN) #4: Tue Nov 27 18:10:34 PST 2001

Welcome to FreeBSD!
%

o HH HHHHHHHHHE HH eve.

o fHE HiHHHAL tHieve HiHE HIHHIEHRAHIHE HHE #HHE HHEREHHHHE (L)

o HHE HHHEH T HH RS HHR(8) ##H#E login.examplecom

o H HHHHHH #HH#H bob.

o H HHHHHE HEHHHHHHRAA # god.

o THAHE AT IR THE T SR TR T R SRR, TR T root.
2.2.3. HtHHHHE Hit HHHHHE

THHT HHHHHH HHHE TR TR HHE R R R sshd:

sshd auth required pam_nologin.so no_warn

sshd auth required pam_unix.so no_warn try_first_pass
sshd account required pam_login_access.so

sshd account required pam_unix.so

sshd session reguired pam_|astlog.so no_fail

sshd password required pam_permit.so
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B

o B HHHHH SHHHHHE S Sl (FHEH HEAEHEHHE S T 1At~
HHHHHHE 1 H(B))

e auth, account, session # password HHHHHE HiHE HHEHHEHHHHE.

e pam_nologinso, pam_unix.so, pam_login_accessso, pam lastlog.so ## pam permitso #HHH HiHH HH—
FHHHH, HHE T T S T TR HHE pamn_unix.so HEHEHEHE HHE HHEHE T -
FHEHHHS (TR HHE TR ).

2.3. HHHHHHHHIH

THHHHE THHHHFHE HHE THAE R TR R

3. HHHE HiHHHE H HiHE
3.1 A

THHHHE HHH TR T SRR HHRAHHR AR AR R
THHHE HIFHHHE THAHHEHRTE HH TR SRR HRAE R TR

auth
Authentification. ## #HHHHHHHHE HEHHHHHE HHHHHHHHARASHHHH R
THHHHHHE HHE THAHHET HH HHRH HH AR TR

o HHH HHHHHHHHHHHH ) HEHHHHHHHHE THE HHHHHHHHHE, S
THE HHHHT HEFHHHFHHRHHHRH T PR TR SRR R
THHH Hit HIFHHTHET T HHTHHHHE (AT HH P R TR SRR,

o HHH HHHHHHHI) HHHHHH HHHE AR T TR,
THHHE HHE HHTHEH T T T HHE TR TR TR T TR,

account
Gestion de compte. ## HHHHHHHHE HHHHHHHTH THE HHHHHHHHHHHHHE H T T
THHHHHHE THEHHHE HH TR S R TR R
THHT HFHHHET HHHHHHRHT R R T HRHHR R R

o HHH HHHHE HHHHE(S) HHHHHHHE HHH THE T S R,

sesson
Gestion de SessiON. ## HHHHHHHHETE HHHHHHHE HH HHHHE HE HHETHEE HHE HE T HHE
HHHHEHHHHETE, T T T HHE T SR T T T
HH THEHHHHT HHEHHE R

o HHHH HiHHE HHHHHHHH(3) THHHEFHAHE T T THHHHERAR #
THHHHE THEHHHRAT | T HHE TR R R A Utmp #8 wimp, FEHHEH


http://www.FreeBSD.org/cgi/man.cgi?query=sshd&amp;sektion=8
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PRI TR SRR

o HHH HHHHE HHHHHHAH(S) HHHHHHHHE HHH THHHHRE T B
THHHHE HHHHHHHE | HHREHHRE TR TR HRAE TR THEH amp 33 wimp, HAERHHE

password
Gestion des Mots de passe. ## HHHEHHEH Hi HHEHHHE HHHE HHREHHEE #H7E T
HHHPHHTHHHHHHHHHH ST I, i T e # i,
HHHHHE HHHE T T R, 1 T HHHE T R

o HHH HHHHHHHHH () HHHHHHH 1 THHHHE R, T
THHHHHHT TR THEHHFRHAHE HHHE R HRAHHR TR R TR HHRER
THE THHEHHE THH HHE TR TR

3.2. HHHHHH

FHHE HHHHHIH FHHE TR HHIHE 3 HH, BRETE TR R R 3 H
FHHE. HH BRI TR B HHRHE PR 3 B A HHR R HHH R
R HiE BRI HHHRRA B R TR TR TR,
FHHE THEHHHHHE, HHH HHAE B B HHH HIH R R, HHH R

3.2. 1. #HHE HiHE SR

THEHHHAE R SR SRR i HE THEHH AT
pam_mécanisme.so (HHHH HHHHHHHHHE pam unix.so HHHHE T THEHHHRHHE tHEHE ) HHi HEHHHE
THEHHHHHHE ST T T AT TR T T TR AT
T HHHHTHHEE HHEHEE T T T T TR T AT THE SRR T #H] T
HHEHHEL, Hi SR S R pam did_auth.so.] #HE HHEHHEHE T HHHE SHEHEHEE i
THEHHHHHHHHHE T SR TR

3.2.2. HHFHRAH TR R 7 R

TR HHHHR 1 B HHT R, TR H TR, R
FHH HE B T HHERRR R HHR TR HHT. HHHRR HHHE TR B AR TR
R HHRRIHHRS HHHH T SRR RS HHR HH DR, R
R, HHFHRTRIAT T 1 1 AR B SRR 357 TR HH R
B HHHR.

FHHHE H HIRHE, THEHHRA HHRAH F TR TR T TR HH SR
THHHHHE HHE (HHHHE H THHHHHE 2) HH HHEHHEHEE HHH T HHHHEHE T SRR T -
FHHHE HEHH THEHH HHE TR R TR HHR TR R HRAR R
FHHHHHH THIEHE THEE TR AR, TR 1 R # -
IR,

TR TR TR SRR B A HHRRRTH B HHHRR R T R 1 T,
R HH HIHR B AR BRHRRRR T BRI SRR 3 HHT R
RS BRI HIE A TR BT HHHR T R,
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A 1 HHHHR

3.3. HHHHHHHH Hit HHHHHHAHHH

THHERIREHT ST A TR THHRR A T, f A (e s
THIHHHHHE HHHE TR HHHE TR R R e (3) | #H
THHERTRHTT THRRHHT R 1 TR SRR R T T S 1
T THEHE BT THE HHHRAR G SRR AL, i G At i A A
HHETHAT | 1 SRR A T SRR 1 R A (i e f f—
TR TR THATHHRT 1 AR AT A BT T .

THHTE HEHHHHHHHE TR B TR HREHRE, TR R T TR AR
THE HiHE, HHHHHE THTHHHE THEE TR TR HH TR T PR, TR R
THHHHE HiE HHHHHHTE 1 HHTRAHRE, HH R, THEHHRE, 1R R -
THHHE 11 THEHHFHH TR T HHEHR SRR 1 TR T TR HH R

THHERTRAHAE THE BT T R T AR T SRR 3 AR
T IR AT T 1. A THAH T ST 1 A AT

binding
HH HE HHHHTHE HHTHEHHE HHE HHEHHHHE ST PP T T T T,
HHE HHHHHET THOHHHHTHHHET FHETHHHTHHHTT T HHE HHEHHHE S T, HHE 1 -
HHHHE HHHETHHE HHE HHHHHE (7 1 T T T, T T i
HH HEHHE.

THE A T AERRATRIAEE 11 S TR AR S A G e i e 9
(FHHHHHE 5.9); i Hith HiHHHE HHIEHHHHI T R

required
HH THE HIHHHHHE HHHEHHE, i HHEHE A T R, T
HHHHHHHHHE THE T HEHH T T T, HHE T T,
HH THE HHHHHHE HEHH THEHEHE, T THE T T T I S

requiste
FHE T HHAHHTR TR T SRR T A AR T R, B S S
FHETHARTH HAH THE AT T R T 7 TR TR ST
FHET HEHFHTHTHHTT AT 1 1 R T

sufficient
THE THE THEHHHE THEHHEHTE HHE TR HHRE TR AR TR R
THHE TR AR R HHHE TR H7 R
HHE HHHE HERHHHE THE HEHHRHE HH TR T AR

THHERTRAT 1 SHHHRATAT f 115E HREHTHT THE T 10 1 TR, i
TR THETHIT THE TERTRATE T SRR TR AT 1 1 R, R SR
THHERIRAHAE (HE BT binding 1 71 TRATRIE 31T SEREHEHRAT L 1 A 1
TR HH AT T TR A
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optiond
HH HHHHHHE T T T T T . THE T HEHE T
HHHHHHE HHEHE TR optiond, HEHHHHHHT HIHE FHEHHHHHE THEHHHE TR S

THHERRHEHT FHHRATH BT R 7 T R T, S0 S 111 S
HHE THEHRAHTRE 1 THEHRAHT (0 A SR 10 s fn e 15t 1
TR THATR R TR, BT 11 70T THE TR R TR 1 S
THIHHHHHH HHHHIHHHHHHHH THEHHHE R (HHTHE TR R SR
## binding ## sufficient, HHHE # THIHHE HiE HHHHHI THEH HHHHH requisite). ##E HIHHIHHT HHH
THHERREE TR THE SHAEEHRA B 1T ERRET 1 THATRIEE 3F T TR, HE BT It i
THHERRAT R TR T T L.

THHHHE HHHHHTE TR TR, TR TR TR TR, R T HHR A R -
THHHHHT HHHHE TR HH HHRE TR, T TR TR TR TR
THHHHHH HiE HHE HHE HHE AL 1 HRAHHE SR TR HHRAHR R R
THHHHFHTHE HEHHTE THEHE PR R TR S TR
THHTE THEHHHHHHHE HHH HHHHRHHH R HHH R A T R
THHHHE THHE HHHHRHHHE THAAHAHRAE HH R

3.4. HHHHHHHAHHH

FHE HHHHE 1 TR HHHHHE FHEHHRRHE B HHR T TR HHHR. HHH
FHE HHHHHE 1 TR HHHHHRS HHHH, 7 BRHEH TR TR 3 R HHHRT
FHE BHHAH HHE HHHHR 17 AR,

1. 14 THHHHFAHHE, T THEHHRAE HHREH TR TR HEHRHRA HH 15 R
THHH HHHHFHHRIT TR T R HHE R R oot
T 11 HHHHFE HHHHAH oot

2. HH A I (3) T HHHH R fHE R S 1 -
HHHHHH HH HHHHR 157 157 TR HRHRR, T TR TR R R —
HHHH THERHHHR.

3. Hi HHHHHHE HHHHHHHE R AR R HE R (2
THE HHE HEHHHHFHHH HHE R T R HH 1 TR TR R 3
THHHHHE HHHHHHTE) HHE HHH TR 1 TR HE A HHHH(3).

4. HH HHHHHHE HHAH T A S) 1 THHHHERRAR T

5. #it HHAHHHE HHHHE HE A S R (3) 1 S (3 S
HiH TR R, HE B R R R TR R #

HHHHE, HHH R HHE(3) HHHERAHH PAM_NEW _AUTHTOK_REQD # ## #HHHHE ##
PAM_SUCCESS.
6. Hit HEHHHH HEHHHHHHE # HERRH##H PAM_NEW_AUTHTOK_REQD, ## HHHHHHHE HHHHHE

HHHHHHHHHH HHHE THHHHHAAA (D) HHHHE HEHEH HEPRARHHHHE ST R
R H R R
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HHHHHHHHHHFRAH HIEHHH

(. HHHHHHHHRHE T T THHRAHR 1§ HH THHPHRAHR TR, 157 R -
HHEHHE HHH HHHHHHH(S) THHHE HHHHHHHE HHHE A T R 3
THHHHHHHE T THEHHE HHEE TR HHHRAE THEHE HHE TR THE TR HHHE H HHRE
HHHE HHHHHHRH.

8. HHHHHAHH HiHE HHHHHERAH HHHERHHR A HHHERH HE THHAHE R
HHHE HHHHE HHERAHH(I) HHHE HHHHHE HH TR

O. FHHHHHHHRATE 1 THEHHRAT AR T R AR 1 R f
TR HIRAHHE 1 HHAR 1 R,

VO HHHHHHHH HiE HHHHHHHE 1 HHH HH HTHHERE HH R, T T R R (3)
HIHATE 1 BIRBTRIHETE 1 B

L1 1A HitHHE, 1HE AR T D) THHH T AR 2
B T TR T SR T R TR B T TR s
B TR T TR T R,

A, FHEHHHHBHHETHT tHE 150

4., HIHHHHHHHHHTE HIHE HERHHRR TR

THE T THE TR R TR AR (eclpam.conf . # HHHHHHH
THHHHHHT HIHHHHE HHE THRAHAHR THE TR TR R TR THETHRAE R -
THHHHE THHHHET HHH TR TR HHE TR, TR TR SR T TR

login auth required pam_nologin.so no_warn

FHHEHHHHR, T 1 T T R R H TR HH T SRR
TR T TR 1 R,

FHEE HHHHHE HHFHHHRE S (A THEEE S HHHHE SHE R,
I, BRI HHHE HHHHHRR HHT T TR TREFHR SRR A #
FHHIHHHHE 1 TR, TR HHHHE SRR TR TR SRR 3 -
FHHIHHE HHTRAHHRR T T # SRR R HH 1 R other, #HH
R THEFHHRR TR A 1 HH BRA THEEH . AR 3 SR
I HHHE HIHE HHHTRRRHE HHH A R (R SRR
I pam.cont #7 HRHFHHEHE HH THERE TRIFHRE, R R THHERE T TR Hi
IR HHH B, SRR H R I HH 1 TR TR
HHE HHHE BRI HHHRRRHH R 3 HHH

THHHHHHE HHE THEHHEHTRE TR 17 TP AR PR
THHHHHHHAT HERHE HRAHHEE HHEE HHE HHRAAHR SBT3 AT
THHHHE HiH TR, T PR A R TR (ecpam ol # HiE TR
THHT THHHHHE HIFHHHHE 3 HE TR T 3 R HTHEHHRA HE T R

10
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PRI TR SRR

THHHE. HE HIRHHHE H HEHE HEHE HREE R TR A5 THEHHE IR e
pam.conf HHHHHHE Hit THEHHFHHE THEE THRHHHPHRAHE T IR HHHEE R
THHE HIHHHT HHE HHE HERFHIRAH AR T (cipam.d, HHHE THEHHE HHHRAHR
HHHHHRH.

HHE HEHHT HERHHHRA # (ecipam.dl #H leid/pam.conf HH HHEHHE HiHE HHFAER SHRHHRR
THHHE THEHHIHRT HHHR HHRAHHRA BRI T HRT SR R T R 3 i
FHIEHHE 1 AR, HHE PR HHR AR 1 HAR SRR A
FHHHHRHA U 7 sudo, FHHHE HERFAHHFE HHHR HHR

# cd -/etc/pam.d
#In --ssu sudo

T THERTRHTRTRHE THAE T 11 3 SRR T SRR 7 T 61 1 1 1
TR AR 0 R HTHERR AT $HE T 1 AR, e o e f—
TR TR BIRAT TR THATR R TR T e .

FHE HEHEHHH) HHHHEEAE HHAEHE HHEEEEEEHE HEEEEEOHHEEEE FHHEEEEEE HHEEEE A FHEEEH FHHE HEAHH—
FHHHE 1S HHE THHHEHE HHHHE HHEE R HHRHHHE [ecipamoont. FHHHE HHEHEHHH
FHE HHHHHHE 1 HHHEEEAEH BN HHHEEHHHE HHHHE st ocalletclpam.dl HEFHHH HEHHHHEH:
FHHHHE 1 HEERHH I, THHE T HHHIEE I S HEAEHEHE FHF HEEEEEHHH HEAEHEH,
FHE HHEHHHE HHH Itcipam.of #£# /etc/pam.con.

FHHHHHHTHIT, HHRAH HHHHE TR TR SRR, 1 R # -
HHHHHE # other HHHF THHHHFHHT HIHE THEHHHE THEH HHEHE T SRR R TR R A
FHHHHI TR

4.2, HIHHHHHHHE HH H# HHHHRHH AR

FHHHRHE THATRAHHE THER AETRAT 4.1, 1 THETHHTTH T TRAT AT (i A arn it 1,
TR AR THE pam.conf TREFRIFEHE HF TRATRIHE BT 10 THEHEE T 1 1 AR,
HHHTE T THEHREERRE, 1 SRR A, 11 THET 7 THERRAT 7 31 ST f
THHERTRAHRAH FRAT 1 S

HHE HiHE Hi HHHHAHHE HHE HHBHHRAHHR, HHAE AL TREEHRHR, 17 HHE R AR
THHHHHH THE TR HHHRAHHEHRAE. HHE R SR T T, SR T -
THHHHHHHHAHE HiE HHHHHHAHHRH R TR T R TR R

THHHHE THHT H HEHHE HEHRHR (cipam.d) # # HHHEE HHE leclpam.cont, #H HHHE HEE HFHEHRE 7
THHHHFHT HHE H1 HEHE 7 HERRHR T THRHREHRA 1 HERRHE HHE R TR

T TR THAT HHRE TR HRRAHE R S SR TRA TR 3.1, i IR
THETHEHHRTRAT .

THE HHHHE, THE HHTHHHHE T HHRHHEHE T BT HHHE T TR TR SRR HHEE -
HHRHE 3.3, 1 HHTHRRETE 1T AR 1 1 R TR R B TR

11



A

THE HHHT HHE HHTHHHE TR, SRR HRAHHRH TR TR AR R
THHHHF HERHHHFH TR TR 1 R T TR HHRHHRE, TR
THHHHHHE T TR THEHHRAH TR R TR HHRHRAE SRR 5§ 15 HHEH
THHHE HHHHHHHHH TR T TR (HHH T A HHE T -
THHE HHHHH HHFHHE.

4.3, HHHHHHHIH?

THHHE HIRHHHHRHHHE THAE HHHPHREHR, T T PR T AR SRR 5
THHHHFHHIT HHHE TR AR

HHHHHHHHIH THHPHARHHHHE S HHHHE(S) HH AR T -
THHHHHHE HiE THHHHAH HHEHHHHHE HH TR AR TR R (B
THHHHHE HHHHHHHHHE) . HH HHH HE T S R, 1 R -
FHHHHFHE Hi HIFHHHAE other THIH HIHHHHHHHE.

THHHE HHHE, HIFHHHR THAHRHHRAHHA TR R SRR TR, 1 -
THHHHHHHAT THEE HTHRATHE 1 HHEH H AP HHHHHHRAHR R
THHHHFHT HHHHHHHAH R TR TR R A SRR R R
THHHHE THEHHAHHE TR P, H7 TR TR HH TR TR HRAE R
HHHTE THRAHHHH THEHE THAHRHHREE TR TR 1 TR HHHEHHRA TR, TR
THHHHFHTHE T T, HHE R R HHR AR

THHFHHHE L. HHHAR 17 1 HHHRA THRRREHRAA
PAM_SUCCESS PAM_IGNORE other

s (VD) | # i =
Y # # Bt = HHHH:
R # # Bt = HHHHE S
TR HH (VD) HEE, | # #

T # # #

B Tl HHHE TR B 3 I TR, 1 HHAHRRETE # AR H T B, -
I TR HH T TR R HHT HH BHR BRRR HH # HAET.
HHHHHHHHH PAM_SUCCESS #H HHHHHHH.

HiE R SRR O R R PAM_NEW_AUTHOK_REQD
HHHHE PR (R (R, i (T R R #HE
HIHHHE R R PAM_NEW _AUTHOK _REQD ## #HHHHHHHHHHHE HHHHHHHHHH
PAM_NEW_AUTHOK_REQD.

THE HHHHHHHE HHHEHHHHE THEE HHHE T A S) HHHHHHHAHE A binding ## suffi-
Clent HHHHHF HHHHHE HHHHHHA required.
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PRI TR SRR

THE THHHHHH A HH HHHHHHHEE SRR (D) THHHHH A T
THE HHE HHHHHHE HHHHE HEHE (B SR THHHE T SRR T
THHHHHHHE HHHE AR HE 1) T HHHHE TR SR
HHHHE HiHE HEHHAH binding ## sufficient FHHHHH THHHHE THEHHFHE required.

5. HHH HHHHHHH HHE HHE T

5.1 ##H H#HH(8)

HH RS T ST (8) HHET AT T THATHHE SRR T (AT, 15—
HHHHE 1 T S R PAM_AUTH_ERR. # $HH HHHHHT HHHH HEHHR

FHHE HHHHHE T R sUfficient.

5.2. #H H#HHH(8)
FHE P T THEHH(8) HHHHHE R HHH TR T P HHE T —
HHHHE HHHTHHE HE SRR PAM_TEXT_INFO. ## HiHH HHHHHTHHHHHHHE HHHHTHHE T #HE -

THHHHHT HHHHE THE T T HHRHE H AR 1 TR HHE TR 3 TR R -
THHHE HIRHHE THHHAHHRAHE 1 R THEHRAHE TR TR SRR

5.3. #itt #HHH#(8)
H TR T TT(O) TR THATH HHREHHR THERRET f 1HH H SHEHRR # -
FHHHEE, HHHE T ST T T S SR SR SR

TR THHE THATRE AT TR (T SR THE AR T iR 15t f—
TR (1 THAHRH TR T 1 .

5.4. #itH #H#H#(8)

HHE A HHH(8)

5.5. #iH} HHHHEHHTH(S)

HHH HHHHHI B HHHHH(O)

5.6. #itH HHHH(S)

THE T T HHHHE(8) HHHHHHET T AT TR AT (T -
FHEHHE 1 1 TR AT (BT whed #HHHHE (1)), 1 # #HEHHE HHE -
FHHHE HHE PR 1 AT ST (L) i A s

THHHHHHHHAHHE HHHAE TR TR SRR R R SRR R
THHHHHH HERHHHRAHAL.
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HHH HH5(9)

5.7. #iH H#HH5(8)

HHE HHHHIE HHE HHH5(8)

5.8. #HH #HHY8)

HHE HHHH HHEE HHE(S)

5.0. #HH} HHHHEHIS)

HHH TS 1 HHHHHRH(S)

5.10. #HHE FHHHHE HHHHEHYS)

HHE TS T HHHEE HHHHHH(S)

5.11. #H HHHHHIH(8)

HHE HHHHH T SHHHE(O)

5.12. #HH HHH#(8)

HHE T T THHETH(S) THHAHHAHRT T THRHHH SRR T (A). 1 -
FHEHR T A) T HHERART T SRR TR 1 17 TR 3 S e —
FHHHHT HHHE HHHE TR TR HH R T TR HE R, $HHHHE -
FHHHHT HHHETE TR HHHHE TR 1 HHE T R # T TR T
FHHHE HE HHHHHEE HHE HHHHHE HHE R PR HHE TR T fHERHH A T, #H

T, THHAHHHE HHHH(Q) HH TR HHHTHH T T TR
TR, THE S T TR AT (R TRAHREHT B B T (.

5.13. #H HHHHHHHHHHN(S)

FHE S 1HHE_(HRHHHERT() i HE A T (). T i e
FHHEHHEAS S R S S EIHTEITD), HH S (i S —
I TR TR 17 SRR B SRR R R
FHEE EHTI(AY SHHE T £ S ST L, HHEHE A S A T —
R PR THEFHHR BHARHHRAHR T 10 T B R SRR 1 R
R HH AR,

FHE THEHE S TR S I HHTTHHI L (O) HHHHE

requisite HHHHHHHHHHHHHH HHHHH H HERR sufficient B IHHEIRITI(O) #HF HHHHHE HHHHE HHHHH
I, THIFHT HH AR auth.

5.14. #H# HHHHHHH(S)

HHH HHHHHHE HHHE HHHHH(S)
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PRI TR SRR

5.15. # HHHHH(S)

HHE HHHHHH HHHE () Hith HHE HHE HEHHHH AR R,
THHHHHE 1 HHFHRAHE HHRAHE A HH PAM_SUCCESS. ## #HH# HHHHHE 1HAH HH HH—
FHHHHE 1HE HHE H1 THEHREHE TR HHRHRR SRR R

5.16. ## #HHHHIH(S)
HHE HHHE HHE (D)
5.17. ## #HHHH1(S)
B TS 1 HHHHHH(S)
5.18. ## #HHHHHIH(S)

HHE HHHHHHE HHH HHAHHH(B) HHHHHHHHE THE THEHHER HH HH T (R
TR T R TR H O. HH HA HHHR BT TR B
THHE TR HHE THE PR HHHE T (L) HH (L) T HHERHHHHHHHHE root HHEHE HHH
T HHHHR AR

5.10. #H HHHHHHHH(S)

HH HHHHHI 1 HHHHHR(O)

5.20. #H_#H#H#1#(8)

HHE HHEHRAE T (D) HHHHHAHE T IR 1 5 SRR 17 15 i T SRR

THHERRAHRE T I 7 R TR B (T T T B SRR (R TRt i
THE T HHHE T (L) HH HHHHHHE T T HHHE SR SRR

5.21. ### #HH(8)

HHE HHHH 1 HHH(S)

5.22. it HHHHHH(S)

HHE Y 1 (D)

5.23. ### HHH(S)

T A (. (D) SRR A (T SRR i
HHHE T HHHHHE, 1 TR T (3) P ST 1 T 1 T 1 TR i i
HHE T TR R T T HHE R, HHE R T R R

HHHHHHHE THE HEHHHE (HHHPRHTHHHHHE HH T R THERARAAHHH) S
R HHH HIE TR B T HH BRI HHE TR HHTHHRHRR T A i

15


http://www.FreeBSD.org/cgi/man.cgi?query=pam_permit&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_permit&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_radius&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_radius&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_rhosts&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_rhosts&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_rootok&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_rootok&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=su&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=passwd&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=pam_securetty&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_securetty&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_self&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_self&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=su&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=pam_ssh&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_ssh&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_tacplus&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_tacplus&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_unix&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_unix&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=getpwnam&amp;sektion=3

IR HHRAHHRR A

THHHE T THHTE H TR HHHE SRR TR AR HH SRR
THHHHHHTHIT HHHE TR AR

O. IHHEHFHATRHH T HHHHTRRTR AR

THHHHE THHHHFHE HHE THAE R R TR

7 HHEHERBIRAH 3 TR

THHHHE THHHHFHE HHE TR HH TR R,

H. HHIHHHHHTE TR

THE HHEE S S R SRR (L) R (T
THEHHHIE HHHHHIHE T P (ST T T (3) T #
FHHEHHEE $HEE T SR HHEE seouritylopenpam b, HHE HHHH THEHEEEEE SHEHHHEHERE S
THHHHHIHI T THHE HHE T S R R -
THE TR T R 3 SRS, S R T (e —
THEHE HHHHHHHE THHE T ST 1 T, P -
#H## #, Exemple d'une fonction de conversation PAM ### 1 tH HiHHHE # HHEHHEL, i
THE HHHHHHHE HHH T P HHEHE HH R R,

f*-

* Copyright (c) 2002,2003 Networks Associates Technology, Inc.

* All rights reserved.

*

* This software was developed for the FreeBSD Project by ThinkSec AS and

* Network Associates Laboratories, the Security Research Division of

* Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-C-8035
* ("CBOSS"), as part of the DARPA CHATS research program.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, thislist of conditions and the following disclaimer.

* 2. Redistributionsin binary form must reproduce the above copyright

* notice, thislist of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. The name of the author may not be used to endorse or promote

* products derived from this software without specific prior written

*  permission.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS "ASIS' AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
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I HHHHE B

}

pamerr:
fprintf(stderr, -"Sorry\n");
er:

pam_end(pamh, pam_err);
exit(1);

}

H. THEHHHH HH A

HHE HHH HHHHE HHHE T THHHHHHRAAAR HERARAE (] HHHE(B) HHIERHAAH B
I AT BB R AR, T HRAT THHRER 1 A i
HHE THHHHHHE HHE THEHHRAHAHRA HHE, HHEE T T TR R
THE THIHHH HHHE T | TR HHHTHHRAHHHRR T R (S) i #HH -
THHHHR HHFHHEH HHHHRAHHRH 5 PR HHRAE SRR 1 1 R #
THHETRHTRTR AT

f*-

* Copyright (c) 2002 Networks Associates Technology, Inc.

* All rights reserved.

*

* This software was devel oped for the FreeBSD Project by ThinkSec AS and

* Network Associates Laboratories, the Security Research Division of

* Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-C-8035
* ("CBOSS"), as part of the DARPA CHATS research program.

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, thislist of conditions and the following disclaimer.

* 2. Redistributionsin binary form must reproduce the above copyright

* notice, thislist of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. The name of the author may not be used to endorse or promote

*  products derived from this software without specific prior written

*  permission.

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “ASIS' AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR -
PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR -
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE -
GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
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THHHHHHE 1 HHHH THHHHHE HHE R R HHHHHE(S) # 1 AR, -
FHHHH HHHHHRH HHHE AR TR HHRH R AR 1 AR
FHHHHHH T HHHE TR
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THEHHR SRR HHHR R TR R R
HiHt

* Network Associates Laboratories, the Security Research Division of

* Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-C-8035
* ("CBOSS"), as part of the DARPA CHATS research program.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, thislist of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, thislist of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. The name of the author may not be used to endorse or promote

*  products derived from this software without specific prior written

*  permission.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “ASIS' AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR -
PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR -
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE -
GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, -
STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN |IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*

* $FreeBSD: head/fr_FR.1SO8859-1/articles/pam/converse.c 38826 2012-05-17 19:12:14Z hrs $

*/

#include <stdio.h>

#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#include <security/pam_appl.h>

int
converse(int n, const struct pam_message ** msg,
struct pam_response **resp, void * data)
{
struct pam_response * aresp;
char buf[PAM_MAX_RESP_SIZE];
inti;
data = data;

if (n<=0-||n>PAM_MAX_NUM_MSG)
return (PAM_CONV_ERR);
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I R TR T TR

HHHHHH TR R AR
THAAAHHHAT

[1] Rendre les services de connexion indépendants des technologies d'authentification .
THEHHE HHEHE H TR T i SRR,

[2] X/Open Single Sgn-on Preliminary Specification. ### #HH# #i#HH. 14#85912#14446.
#HHHE 1997.

[3] Pluggable Authentication Modules. #HHH #. #HHHH. 1999#10#06.

HHHHAT TR

[4] Administration de PAM . ### tHEHHHHHHEHHE.

HHHHT HiHHHHHHE

[5] La page d'OpenPAM. #HtHHHHHHE HHHHHHHE, HFRAHH HE.
[6] La page de Linux-PAM. #HHHH #. tHHHHH.

[7] La page de Solaris PAM. #Ht HitHHHEHHHAHE.
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