A T

HHHHE HHHHE <de@rreBsD OG>
HHHHHHHHHE: 43126

THHHHHHE H HE HERHHHRT HHHRHREH SR SRR AR

St 1 TR BT TR SRR B SR e —
I,

HHIHHE, THHEHHHE, AR, #3806, #4806, tHHAHHHE, tHiHHH, #
FHHHH HHHH HHHHR 1 SRR R R TR R
H HHHHHE THIA HHTRHHHR TR TR TR 3 15 R .

THHHHE THHT HHHHE HHHRHHHAHRAHE SR R SRR
IR T BRAHRAT 31 I THATRA A A A .
THHHHHT HHHFH HHET HHTHEHRE T HHAHE, # R AR H
T IR THAT THRATR, TR T T B I it
# H#HH.

2013H11HOT H HHHHHE.

HHHBHAAH

THHHHHE 1 HHHHH HHEHARH T HEHE T (HHHHE T ) HH
FHHE THEHHHH BIRAHRHH, A SRR TR HHR 3
HHE HHHHRHTE HHE THEHHRAR HHR. TR TR
FHHE T HHHHHR B BRI HHHH 3 HHHRT HHHH H AR
FHHHHFH HHE THAE HHRAHHA 1 TR 1 TR AR
R A,

T HHFHRAT HERAHH AR HHH PR B R i
(HHHHHHHHHE HHHHHHHHE) HHEE HHHHHHHHHE S R -
T R HERHHHRAH 17 1 TR H R 3
THHHE HIRHE HE HE TP H T THRAHRHHRA AR
FHHHHE TRAHHRHR. TRATH TRAT TR 1 R R # AR
HHE 1 THHE HIHHH THEHHRAHE R TR T .

HHHHAT

1. HHHHHHE HHHHE HHE TR SRR 2
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2. HHHRRR SRR 2
3. HHEHHHHHHHHEE - 4
A BRI JHE TR 5
5. HHHHHHHHHHRAHE R 5
O, BEFRFFFBRRE 8

1. e ST T R

TR THAT TR, TR T AR AR T TR SR e —
HHE # HHEHHE T (HHHHE) # # R T TR HHHE T AR A
THHERTRHHA, TR SHRAE R R SRR T TR 24 fife 1 24 5 31
THE HIHHIH THIHHHE (H T R HHH A T 2) HiE TR T TR -
T TR AT B BRI A S 1 AR AT 1 AR B A 1
THHERIREHE 1F TR T T SRR 7 1 ST THATH R, T R A T
THHERE TR T TR R 1 SHEHE (T B Bt S,
THHERE T HERAHTHT THE TR AT (AT SHRHRE, T A f fra # 149
THIHHHHHH HiHE HHHHHHHHE T TR (FHE), HHHHE T HE T R -
T THEHRA. 11 THE R (A R G 5 (R i i
THHERTHHT AR

THE HHHFHHRHT HHEHHHE H TR HR R R H HRAHR TR
THE HHHHHH THHHE H THE HHHHHHE T TR S TR S S
HHHHHE 1HE HHHFHRAE

K
T AR GHRRAHRR HH RRARR H HR HE —
HHHE, NON IR HHE HHIFRRE HRHE BRHR TR, . TR
HHHRIHAHHTRA, HHAFRRR, (R 1 R A s
FHHI TR DR THE T T T R TR H i —
HHRHHHHE

2. HHHHHT HHAHRHRHRAR

THHHHHHHAT HiE HHRHHHRHRAHE TR 3 TR TR 7 TR
THHHHE THEHARHE 4.5 # THEHHRHTHE TREHRHT SR HHRHHRHTHRE T TR R
THHHHE HHHHHAHHPHT THE A, HHRHHAHRA T T TR HRAHR. HHEH
THHHHHHT THEHHRAHHRHH TR TR A T R,



FHRHHHHHR AR

NON HRIFHHHE HHIRATRIHE 7 IHHATHET. 1 A Ham a
€SCl US| ONe. HHHHHHHHH I HHHHHIHHHHHIHE HHHE TR T
R AT § B,

A

T 1 R H B SRR T HHRR HHHRR S R 1 T
TR HHH TR T R TR B B R HH i R —
T, IR GRS TR T SRR 1 TR HHR R TR (R R —
RS BRI, HHHE HHHE T I PR, H TR HE T TR, 33 B
R HIFRRRT 1 R TR HHE BRI, PR B TR R
T PRI T HHE B HHR SRR SHOHA THIFHHH HHH. H R
T R B HHTRRR R BRI B R T R 1 BT
HHHHHHHHAH (HHHE T THERARA HHHHHHHHER) T T AR AR
R HHFHRRHHTR T BRI B BRI 3 TR R SRR .

2. 1. HHHHHHHHHHHHHHE HH ]

THHHE HHHHF HHRAHE T PR TR TR 1 R R 15 R
FHHHHHH. HHE HHHR HHE HHRHR SRR AR TR 15 R -
FHHHHHHRE HHE HRHHE

options BRIDGE
options IPFIREWALL
options IPFIREWALL_VERBOSE

FHE HHHHHE HHHE TR 1 HHHHHRIT HH HHHRR HHHE R, T B 3 R
B HE HHHHHE T BHRARH AR HIH A,

THHHHHT # HHHRHHAH THTRAHIR # HHTHRHHR 17 TR A T AR HH—
HHHHE THE HHHHHHHRHR T A THHHEH T THEHRAHRE # R R
HHHHHRHHHAHH.

2.2. HHHHHHHHHHE HH

T HAHHHT FHHRAH HH R A 1 TR TR TR T TR, R
FHHHE H1 THIEHE # TR T SR TR 3 i Tboot/| oader.conf:

bridge_|load="YES"

HHE THEH T R AT GHHH SRR AT HHHRAT TR THARHE 1 SR A B
SR Dridgeko. AERE HE TRATRTREHHE GHTHHHT R HT R T TR T T T ipfw ko
T TRAH T HHE R AE BT AT [etche network FEHTE T TR
R TR AR AT R,
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3. IHHEHFRATR T AR

T 1 T T PR TR AT 1 1 TR TR (1 T
FHHE TR FHHE PR T T PR | P TR AT ST
HHE HHHHE Ietcvc.conf. HHE AT T HHEHHT HHEE HEHHHTHE 3 1 T e 4 -
HHEHHHE T, T ST T ST 1 T open, #H H#HHHH #H -
T HHE T PR T SR TR 1 T T (HHHH
HHIHE TR T ST T T, T R 1 -
FHHHE HHE THEE THETHHHE TR (AR A (T ). TR T
HHHHHHE HHE HHEHE [ecire.conf

firewall_enable="YES"
firewall_type="open"
firewall_quiet="YES"
firewall_logging="YES"

THE HHHHHT HHHE HHHHHE T SRR R (B # R ipfwko #HH
THIHH HiHE T HHHE HHHHHHIHHE HHHE ), 1 R SRR HH R open
(FHHHHE A T TR leccitewall), #E HHHEHHE 1 HiHE HHHERAHHHIRT HHE T
TR THEHR 3 13 T 3 R TR AR ST 1 A,

HHHTE THHHHET THEHHRHHE HE THHTHAHHRHHA R SRR 1 A, R
THHHHHHTHHT H HHHHHHE HH R T TR TR R TR AT, T -
THE HHHHHHTHE TR HHEH TR TR R HHPHRA H HH HH—
HHE HHHFHE HEHHHHRHHHPH TR TR T R SR SR TR
THE HHHHH 1 THEHHRHE HHHE TR TR 1 SRR TR R # HHEH
THHHHHHTHE THAHHE TR PR TR THEHHRH H HHEHR R R, 5
THHHHHHE THHTE T HHRHHHFHRT TR HH TR HEHE 1 AR TR
THE THHHHHHHAHHHHHHE THHHHHH (HHHHHHE SRR T, T -
THHHHHE HHHH THHHE HHH THHHHHRRAFH X0 (FHH HHHHHHE ) THEH R
THHHHE HHHHHHE HERRHHRAE TR TR lecie.conf, HHEHFHE T X0 H1. THEHHFHRE R
THE HIHHHHE HIE HHTHE R R TR, 3 T T TR HH TR 1 HRA
THE HHHHHE HHHHHHHHE 1 THEHHRH R HH PR H AR R

THHE THERT THAT SRR 1 THAEE. R TH TR f A R 11
TR T TR SRR AT 1 THAE. T3 0, THERHERE 37 T ST T i i —
THIHHHHHHE HHHHIHHHHHHHAH T HHE R T T HHHRHH R (R
THIH). HHHHHHIHE HHH SRR TR T T AR TR
T SRR 1 G SR SRR T i AR . AT TR TR 1
TR TR HHHHAHE THE, TR S A SR BT (1 S R AR T R
T TR TR TR AR A B SRR 111 3 A G # A 1
T TR AR 1 T SR TR A .



FHRHHHHHR AR

THHE H HHHHHHIT HE HRAHRE HH PR TR AR T R
THHHHHHHAHE HHH HRAHE SR TR H7 HHRH # T SRR, R
THHE THHHE HHHFHHE # 15 TR, TR T HRAHRAE open, HIHE HHFHHHHH THEHRHH
FHHHHHRHHAE.

T I BRI THETHHE B SRR, 1 1 TR TR (AR A 1 T I Rt
T TR AR TR THE R

4. FHEHAHAAHAAT [ AR

BRI BIRAHE, T SRR T TRAHE, AREHEE SRR 7 R i
(FHHHHHE HHHHHHHHRHHHE HHE SR 1 T A R R p0 # XI0
Hit # HiHHAH).

# sysctl net.link.ether bridge.config=fxp0:0,x10:0
# sysctl net.link.ether .bridgeipfw=1
# syctl net.link.ether .bridgeenable=1

FHE HHAHHRE BT HHRRRA F TR BRI H SRR 0 BRI, H T
R $HE TR HHE R 3 BRI HE HHE SRR 3 HHE.

@
HHE AR SRR O, LETHRTRATE 1 RERAHHEET f R -
Hit HHHHE TR T TR, R (L) i #
HEHIRTIAL.

B HHHEHIE HHEHE THHEHHIHE THIHHE THHEHHEHIE THHHEHIE T IR 10 T
HHE 11 HHIHE HHEHIE THIE THIEHE THHEHHTHIHHE THHHHEHIE T THE
HHE 1 HE HHIE HHE 1L, 1 HHEHHEHIE THHEHE 1 HHHHEHE 10 TR 1
netlink.ether bridge [blat|=[blah] #1 HHHHHIE HIHIE Hit T lecisyscll.cont, HHF HHHHE HtE HIBHIHE
FHITHHEHIE HHHHEHIHHE HIHIE TR

S. HHHHHRHAHR TR T T T

FHHE H HHHHHAAHH HHE TR HH HHHHR HE R B HIHE B FHAHR T AR,
HHE HHIHE T HHHHR HHHHR T B R, R R AR -
HHE HIHHHRE, THAFH HHTE BRI B HHHRHH HHE TR R R
FHHHHHHRG BRI HH HRRART. SRR, B B SRR B 1 R
R T HRHAHHHHE TR HHHE SRR 1 R AR T HRRR i
. HHE BRI, 1 HHHHHRAH TR SRR T SR T AR 1 -
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BRI HHH TR

THHHHHT HHHE HHE T, T THEE HHHE TR, HERHHHRE SR R R
THHHHFHT, HEHHHH SRR R R out HHEHHHE xit HHEE HHHRHTE HEHE TR
THHHHHHHAHHR TR Invia TR # HEHE HERHHHRHT TR TR, H7 H T TR HERAH
THE HERHHE. THEHHHHHE TR H T R HHEH R TR pass # drop #H#
B HIHHHHHHHE HHRHHHEE TR R, A AR A divert, forward # reject #1H HHHHH
THHHHHHTHAHE. HHHHHE HHHHHHE HHEH A TR HHEHE, T R
e e G s e

R T HHRRRT 4. # H HHHHRTRAT HH R HHHRRRAT. BRI 1 R fi—
THHHHHHHAHE HHE HE T HHHE, T TR HRAHRHA T TR ]
THHHHHE, HIHHHHHE 1 HHE TR T TR TR HHHE TR HRAE R
HHE HHE 1 HHHHHHE THE THHHE (HH HHH A 1 SRR ST, HEHTHHTHH).
THHE # HHHHHHHHE (AT HHE AR T HHRAHEHRAE T, TR R R -
THHHHE HIHHHHE T TR THE T SR THEE TREHR AL T 15 SRR
THHT HiHE HIHHHHPHHRAT ] HE HRAHHRH TR TR TR T TR
THHHHHT HHHAHHRH, HHEHE TR T H HHRHAL, SRR AR T
THHHE HIHAL, THE THEHHHE TR PR HHEH AR . SR AT
THE THEHHHHT TR HHHE TR TR T TR TR TR AR, HH
THHHHHHHAHTE 1 THEHH THEHHRHE SRR AR A

THETRIRAT 17 (R T TR ATRAR AT, AT AT T A s it |
etc/rcfirewall i HEHET THHE TERATT SHTHAH THHETRAT THH SR ATHHET 7 HRAIET 100,
THEERIRE HHHE T 31 SHHRATHAT THAT 0. 0 TRATRHTE R AT R A TR
THE HHE T # HHEHHE (B T (ecrcfitewal|local) # HHHHHHHHE HHHHHAHHHHE THERAHHHER T
HHE I BT T lechc.conf THERTE TRET AT HITRATRTHTE THE HTRATRAT open THHH:

firewall_type="/etc/rc.firewall.local"

HHHHHHHHH

A HHHHHE TR 1 1 COMDIELO i 1HHH:, HHHHHRH
HHH R T R S W
HHHH .

HHHE HHE HIHRH THRERAE R R HHRRRAR T00 R
HHHHHHHHAH (THHHHHERE) 11 X0 HHHHH HEHHHHHR () . 1HE TR T
THHHHE HHHHE 1.2.3.4 (H HHHHHHAAHHH HHHE HHE AR THHE R T
H HHHHHHE, 1HE HHH AR ).

# Le connessioni di cui abbiamo mantenuto o stato vengono fatte passare subito
add check-state

# Esclude lereti locali definite nell'RFC 1918
add drop all from 10.0.0.0/8 to any in via fxp0



FHRHHHHHR AR

add drop all from 172.16.0.0/12 to any in viafxp0
add drop all from 192.168.0.0/16 to any in via fxp0

# Permette alla macchina bridge di connettersi con chi vuole
# (se lamacchina e IP-less non includere questi comandi)
add pass tcp from 1.2.3.4 to any setup keep-state

add pass udp from 1.2.3.4 to any keep-state

add passip from 1.2.3.4 to any

# Permette agli host dellarete interna di connettersi con chi vogliono
add pass tcp from any to any in via xl0 setup keep-state

add pass udp from any to any in viax|0 keep-state

add pass ip from any to any in viaxIO

# Sezione TCP

# Permette SSH

add pass tcp from any to any 22 in via fxp0 setup keep-state

# Permette SMTP solo verso il mail server

add pass tcp from any to relay 25 in viafxpO setup keep-state

# Permette i trasferimenti di zona solo dal name server secondario [dns2.nic.it]
add pass tcp from 193.205.245.8 to ns 53 in via fxp0 setup keep-state
# Lasciapassarei controlli ident:

# € meglio che aspettare che vadano in timeout

add pass tcp from any to any 113 in via fxp0 setup keep-state

# Permette connessioni nel range di -"quarantena’’.

add pass tcp from any to any 49152-65535 in via fxp0 setup keep-state

# Sezione UDP

# Permette DNS solo verso il name server

add pass udp from any to ns 53 in via fxp0 keep-state

# Permette connessioni nel range di -"quarantena’’.

add pass udp from any to any 49152-65535 in via fxp0 keep-state

# Sezione ICMP

# Abilitale funzioni di -'ping'

add pass icmp from any to any icmptypes 8 keep-state

# Permette il passaggio dei messaggi di errori del comando -'traceroute’
add pass icmp from any to any icmptypes 3

add pass icmp from any to any icmptypes 11

# Tutto il resto e sospetto
add drop log all from any to any

THHHHHT HiH THEHHE THTRAHRH T R T R THAHHRHRE R R
THHE HHHHHE THEHHFRHE. 1 THHTHBHRA, T T HRE SR 1 HHER, -

FHHHHE NON HHHHHHHE TR

add deny all from 1.2.3.4/8 to any in viafxp0

R, HIHE B HHERRR HRHRTRAAR AR R AR . B #—
HHE HRHE BRI, IR B BT B DR TR HHRR S HRRR f—
R I HHRRRARHRAE 7 SRR 3 TR 3 TR AR, TR T -



A

HHHHHHE HHH THHHHHHHR HHHHHHE AR AR # i almeno ##
THHHHFHHTHAHHFHHHE TR TR HHE T T TR 7 TR THEHRAHR,
THHE T HHHHEHRE T HRHHHRHT R TR TR 3 TR HR
FHHHHE THHHHRHHRT.

THHERTRHHT TR THEHRAT B SRR AR ST AT 1 SRR, (A THAT fiHE -
THEHE TR T TRAT R R R TR A T (A 1A BT -
THHRHHE. THRRAT 1 BRI SRR AT T L.

THE HHET HHE HEHHHHE HHH TR TR HRAHHRHT TR 1 HH TR HHHE R
THHHE HHHHHE, THE . THEHHRHHHRT THEHHRAHE HH R TR AR R
THHHHHHE HHH HH HHHHHHHE HHHHHHHHE, HHHHHHE THHE TR T TR (HH
THHHHHHE HHHHHE R 1 AR AR A T (). #HHH -
THHT THEHHHE HHE, THEHHRHH TR 1 R TR TR AR, HH -
THHHHHHHHE HHHE HHEH HHHHE AR OV HHH THE HHHHHTT THHE HHHHHHHHE, S
THHHHHT HHTHAHHE TR HHFHRE HHRHTHRHRAT TR R TR AR -
HHE 1HE THHHE. HHE HHTHFHHRAHHE 1 HHEHHRH SRR TR AR
THHHHHHE 1HE HHHH T (HHH THHERERAR T 1R S

THE TR B AT TR AT SRR T SRR AT SRR T -
T HHHHHE HHH A resst # forward HHH # HHHHHHHIHE HHERE (R 113 #iH). HiHH -
THEFRHRHEHL, ST ARE T G TR TR A (31 T T, TRAE 3 T f—
TR T TR AT TRATHE T R R AR, ST (7 A 1 et —
THHERIRAT 1 1 T HHRAHE RTRAHE A, THHRAH R 1§ S .
THHERTRAHRATA 3 RHHHHRH T AT e e 113, fRAist it -

THHHHHHE THHHHE HHHHE i HHE SRR HHHE TR TR TR 11 TR T -
THHHE HIHE THHHHHHE HHRAHHRH TR R TR H TR TR TR HHEH
THHHE THHHHHH. HHHRHTHRH TR HEHRH 3 HHTHRH T HHHREE HHE TR
THHHHHH THEHHRHH THEHHRHHHR HHTHAHRA TR SRR R
HHHE HiE HIHHHH TR, 1 THEHE HEREHRE SRR SRR 15 R, R
THHHHHHT HHHHHE T T TR T T HHAHHRAHAE. THEHRE TR R
THHE HHTHHHHE THHTE HHHHE TR HE R inviafxpO #HHFHHHH R # -
HHE. HHE THAHHEH, 1H HRAH R 0 via THEHHFHRE T HHPH A, TR
THHHHHHHHHHE T 1 TR SR R, HHE R R HHEHR
HHE HHHHHH TR,

6. HHHAHBIRHHT

THHHHHT HIHHH THE HHHHHE TR T TR HHEH, SRR TR 15 HHEH
HHHE HIHHHHE, HRHHHRHREH TR SRR HH TR TR A, #
HHHHE 11 THEHE HERHHE # P PR


http://www.FreeBSD.org/cgi/man.cgi?query=ipfw&amp;sektion=8

FHRHHHHHR AR

THE HHHHH HIRHHHRHHHAHR HHE R P R AR HRAH SR
THHHHHT 1 HHTHHHHR 7 A H TR T TR R
THHHHFT HHH TR H R
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