HHEH T

##:»# ##h# <sysadmin@a exdupre.com>

HiHHAHE 43126
2013#11HOT HHHHHHHHE HEHHH .

HHHHHHHE

THHERTRHEAE A T, B TR SRR T s i —
HHHE HRRHER, 1§ G TR TR 1 T . -
FHHHHIT HHHHIHH 1 T R R PR T TR
HHHERRAHE 7 BRI TR R T AR AR B et i
THHHHHHHHAHE HRHHHRH R

THIHHHHHHE HHHEH T HHTHHRAHHHR TR (T
HHHHHHHHE) HHEAHAHHHHH HH TR SRR T
TR FHH RS, AR TR TR
THHT HHHHHHE HHHHHEHE HHEH HHEHE, T R R
FHE HHH HHHIHE HRAHHRATR. HAH TR HHRAHHA R R
THHHHHHTHHHE HERHHHRHE SRR R R

HHE HHHHH

1. FHHRATR SRR (0 THRAE HAFRIHET? 1
2UHHRHHHHHFE 2
3. BIHERREHHERT THE I 3
A HHHFHHRHHARE R o 4
S, BIHHHRHHRA BIRAFTIT 5
O. HEHHHHHHHFFHHE (..o 8

1. FHAERAET TR THT AR AT AR

THHHHH THHHHHHAHAH T TR AR S SRR (),
FHH HHHR H AR HHTHRH TR TR SRR A, SR R
R T, HHHHE BERRRRTR TR SRR TR, B R
R T BRI TR HHARS B 3 R TR BRI SRR B fi—
R HHRTRHR BRI T 1 B, 8 TR SRR, i
RS HHHR TR, T BT SRR 1 SRR TR (R 5 -


mailto:sysadmin@alexdupre.com
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A

THHHHE THEHHRHHHFRH TR PRI A, TR TR TR R AR
THHHHHHE HRHHHRHHHAE. TR TR TR TR HHRHHRAHR # R SR
HHHHHHE.

I HIHHHR HHRHHHRR SRR TR B R TR HR
T T S, S S T AR TR R
R THEFHHR .

2. HiHHHHHHHHE

B HHHHHH HHHHRHHE TR A HH TR HRR R TR R
HHE HETHRAHE 4.5 HHHE AT TR T TR TR TR, T TR HH -
RIS HHHAR, T R TR T TR T
H##.

JAN
Nienale#y#h######%#ﬁ#%####&#### HitH—
##%###########wklucza#ﬁ#ﬁ####%##.
HHHHHTE HHHEHHETE HHEHHHEE HHT S P H S

THHHHE HIHHHHHHHHRHTE TR HRHHEE T, TR AR TR
THHHE TR TR HHE R H P AR PR T -
HHHE, HHE 1 THEHHHAHE, THETHE T TR TR HHBHRA THRHTHAR A
THHHHHHT THEHHHH. HE TR, THE TR TR THTHRHTHAL, TR R R
THHTE THHHHHHHHRHT HHHHTHAHR AR, A A A TR SR
HERFHHE T, 1 TR R ST 3 TR SHOR. T SRR H R R fi—
THHHHHHE HHTHHHHHHHE AR TR TR T TR PR AR
(HHHHHHHHHHHHHHE # HHHHH HHHHHHHHHRRE), HH HHERAR THHHE T T -
THHHHHHE HiE HEHHHE T TR HHBHHRHHE  HTHRA HHRHHAT

2. 1. HHHHHHHHHHHHHH HHH?

THEFRHRHHE 11 HHHTE R BT, i AR . S TR TRAHE ST iR —
TR TR B TR SR AR AT TR

options BRIDGE
options |PFIREWALL
options IPFIREWALL_VERBOSE

THHHHHHT HHTHHHE TR HH TR PR, HHEH TR TRAHHR R, # R
THHHHHHE HHHHHRAHHRH R



R HHHHR

THHHHE HHHHHE TR TR HHH . HHHRHR A HHHHE
THHHHE THHHHAHE TR 1 THAHHRAHAH SRR, # TR SRR HRE R
HHHHHRE R

2.2. HHHHHHHHHE HHHHHH

FHE HHHHHHE HHHHRHH HHH TR 1 R, R R 7 R -
HHHHHE HHHHHH A #H# [boot/|oader.conf:

bridge_|load="YES"

B HHHHAH THEHHHE HHPHRAHE THEHHRAE HEHPE TR TR SRR HHRHT
bridgeko. HHH HIHHHH THHHHHHE THEHHPHHRAHHR HHHEHHE R R ipfw.ko, HHHE HHH I
THHT THE IR HTHPHHRAHRH T PR TR SRR AR
HHHHHH.

3. HHHHHHBHHHHR T TR

THHHHE TR HHHRHHHAHRAHE R T R TR R T -
HitE (H# HHHHHHHARHA tH THHHHRA IR HERRAHH) | R T
THHHHE 1 HHHET HHHAHHPHRAHHR [ohc.cont. HHHEFHHHHHE TR PRI P SR
THHHHHHE THEHHRHTHIT FRHHHEH TR SRR AR AR otwartego,
s s sl G
THHHHHT THHHHE THEHHRHT HHEHHRHTHE § HHPH, T R AR § HERAHRA, T
HHHHHHHHAHHH THHHHHRARAAH T ). # HE (ache.conf HHHHHHHH -
HHHH TR HRH

firewall_enable="YES"
firewall_type="open"
firewall_quiet="YES"
firewall_logging="YES"

THHHHHHHE HHEHH R TR (HHHHHHHHE S S pfwoko, #H—
HHHE i HHHHHHE HHHHHHHHHHRR D), # T PR S otwarty HHHH HHH
THHHHE (HHHHHEHE 1 TR H 1eoicTitewdll). HHHHHHHH HHHHHE THHHER HHH T
FHHHHFHT TR, # H HHHRR TR TR TR

R TR B R DR (R, R S i
IR $H TR (R B, BT T TR TR R HERRR -
FHE, FHHE TR BRI 1 R BT T TR B TR 1 T H.
# HH HHHHHHHE HHERARAA (B ) TR S TR T S T
R HIFRRRE, HHHHE TR BRI TR 1 BT, BT 1 SR R BT
R BRI T SRR TR SR R T . R
R B TR BRI HHTHE BERARR FHRR R HHHHR T -
R, B BT B BRI TR R, R R R 2 ARt


../../books/handbook/kernelconfig-building.html
../../books/handbook/kernelconfig-building.html

PRI HHH

HHHHHHHHAHH HHAHHHHHHHE SRR (HHHHHE A, TR AR T -
THHHHHHHE, HHHHHE HHHHEHHHE THHE HHEHHHE THEE), HHHHEHHHE SHHHE SHHHHHE SRR -
HHHHHE # HHHHHHHH HHHHE HHFRAAHHH S, S, 1 TR 00 (HH
 HHHHHHHHHHHE) HHHHE T AR H TR A (ece.conf, # HHHHHH -
THHHHHHTHE HE THHHEHRAE 0. THEHHRHTHAHRE PR R TR SRR
THE HIRHHHE HHHH, TR, THE TR TR HHR A R TR -
HHHHHE 1HE HHE HERHHHRA TR

TR T T, T 95 SHHHE 1 TR 1HE AR AR ST 1 I —
TR T BHEHAET AR TR TRETARRAT 1HE, JHE AR (. e -
THIHHHHE HHHE HHHHE SRR ST T SR R (-
THETHRRHT ATRATRE HET, HERET G S (i At et TH. -
THHT TR THEAT A TR AT TR 10, IR AT SRR TR T, 1
THE AR T THATR SRR SRR AR R TR AR 1 st f—
THIHHH THIHHHHE T, HHHE A HHHTHHE (7 TR 1) TR SRR
TR G TR, SR TR R SRR AT T
TR HRTRAT.

THHHHE HHHE HHRHHHFH R AR R 1 SR R SRR
THHT TR HHTHHHHFH HHRHHH R R, TR TR T TR R
THHHHHHT, TR TR R TR H R otwartym, HHHH HHHHRHHHRHR
HHHHHHRHTHHE.

TR SRR T SRR AT TR, THERRAE T 1 S e s -
THHERTRAE THT A B S,

4. FHEHAHHAAAHE A

THIHHHHHHHHHHH T HHHHHR SRR A TR ST (T
TR AR R SR tp0 1 XI0 TR AT R HHR I T B
HHIHHHHHHHAHE).

# syctl net.link.ether .bridge cfg=fxp0:0x10:0
# syctl net.link.ether bridge ipfw=1
# sysctl net.link.ether bridge=1

TR HHTHHRT TR R TR SR SR, R
RIS, FHRAHH R TR R R .

FHHE HHHHHEHHH HEEHHHHE TS HHEEHE T HEAEHHHE HEAEHEH HHHEEH
H HHHE HE A I HHEEHE HEAEHH S R S HH A HEAE
FHHHE, HHHHE HEEHE HH HEEEHE IetclsyScH] conf #EEEHHHHE e link ether [COM=[Co] FHHHHHHEEH H HHHHHEHH—
HHE 1 HHHHHH HH HHHHHHS HHH.



R HHHHR

o, HHHHFRRIHHHE AR

FHHHHHHHE HHHHHHHE T 1 HHHHHNE T S, T 1
HHHHHHI, T HHHE 1 S T, T T T S
HHHHHE HHHHHEHE S 1 T, HHHHHHHI HH
FHHHHE HHHHE. S HHHE T, HHHHHE S T, 1
HHHHHE HHHHHE THHHHHHHE THHHIE T T T, (S T
FHHHE S HHHEE TS HHHS, 5 HHE HHHE HHHHE HHEEE 1 HHEEEAEAS Y S b
FHHHHHHER, 11 A A, S HHEEE S, T HEAEHEHE S HHAMEAHS out
HHHHE Xt HEEEHEHE AN, A A S A HHAAEEAEAHHE in Vi, HEEEHEHEH HEbEH—
FHHHHHHE HHHE T T TS, T T T HEA
FHHHHE HHHE, B HHHHE S HHEHHHEN Doss HHHEHE Crop. THEELEHEHEHHHHE HHHHEEH: Y,
HHHE divert, forward HHHE reject i HHHHIHHHHHE, HHHHHE # 1 TS HHHHH #
HHHHHHE T HHHHHHHE HHHHHE I S TS T 1 T HH
(FHHHHE LIS 11 HHHEHE A HHH)

R H HHHHR 4O HHHH THEFHHRT 1 TR TR HHH 3 R
PRI HHFRHH TR HHH HH, HHRRA R 157 -
R BRI, 1 1 R SRR SRR, TR R SRR -
FHHFEHHE HHHEHE (FEHHH FHHHH FHHHHE H A T S SR —
FHE) . HHEHHHEHHHES SHE (R FHHE SR FHE R HHHE SR SR,
PRI HHE TR T R SR R SRR
I HHHE TR HEHRRAH SRR TR TR #H R
FHE HHBHAHH H HHHRR B TR B, HHRHR TR TR
R THIFHHE HAH HETHRAH TR FHE HH R, HHHHRT AR . #H—
R HHHT HERAH HHRT T, SRR 1 TR R R R
PRI TR HHH TR R, SR TR R
PRI HHH R .

HHHHHHHHE THE HHHHHHHHHR T, HHHHHHHT T, 15 #H i it lad
rcfirewal| HEHHHHHHHHHT HHHHHHHHT HHHHH HHH T AR |00, T HHTH
FHHE T T TR THHTHHH. R SR (AR T R 3 R
T (1. letcrcfirewall.local ), HHEHHEE TR TS T TR T -
HHE HEHHHHHE H HHEHHE [eclrc.conf HEHHT HEFHHHHHE, H HHEHHHE T T T TR
HHHH otwarty:

firewall_type="/etc/rc.firewall.local"

JAN
THHHHHE H HHHHEE DEHNG HHHHHAHHE, # TR HHHHE
HHHHHHHHE TR, HHE HHHHHE TR T




TR SHAH R

THE HIHHHHHHTE TR HHTHRHRAHE, 17 HRAHRA T00 HHRHHEHE TR R
T, HHHHHHAARE X0 # AR HHHHERARRE (). HHHHHE HHE HERARE R 1234 (#
THHHHHHTHAHHRE TR T HHHHRHHAHRA TR TR AR HHHAH
THHHHE #, HHEHHHE HHHHHHHHE HHHHHHE HHH T A ).

# Szybkie przepuszczanie pakietow, ktorych stan zosta# zapami#tany
add check-state

# Blokadasieci z RFC 1918

add drop all from 10.0.0.0/8 to any in viafxp0

add drop all from 172.16.0.0/12 to any in via fxp0
add drop all from 192.168.0.0/16 to any in via fxp0

# Maszyna b#d#ca mostem mote wysy#a# co tylko zechce
# (jettli maszyna nie ma adresu | P, pomi# poni#sze wiersze)
add pass tcp from 1.2.3.4 to any setup keep-state

add pass udp from 1.2.3.4 to any keep-state

add passip from 1.2.3.4 to any

# Stacje sieci wewn#trznej mog# wysy#att co tylko zechc#
add pass tcp from any to any in viaxlO setup keep-state
add pass udp from any to any in via xl0 keep-state

add passip from any to any in viaxIO

# Protoké# TCP

# Przepuszczanie SSH

add pass tcp from any to any 22 in via fxp0 setup keep-state

# Przepuszczanie SMTP jedynie do serwera poczty

add pass tcp from any to relay 25 in viafxp0 setup keep-state

# Informacje o obszarach mog# by# przesy#ane tylko przez podrz#dny
# serwer nazw [dns2.nic.it]

add pass tcp from 193.205.245.8 to ns 53 in via fxp0 setup keep-state
# Przepuszczanie zapyta# ident -- takie rozwi#zanie jest lepsze

# ni# oczekiwanie na przekroczenie czasu

add pass tcp from any to any 113 in via fxp0 setup keep-state

# Przepuszczenie zakresu portéw dynamicznych

add pass tcp from any to any 49152-65535 in via fxp0 setup keep-state

# Protoko# UDP

# Przepuszczanie zapytat#t DNS jedynie do serwera DNS

add pass udp from any to ns 53 in via fxp0 keep-state

# Przepuszczenie zakresu portéw dynamicznych

add pass udp from any to any 49152-65535 in via fxp0 keep-state

# Protoké# ICMP

# Przepuszczanie -'pingow’

add pass icmp from any to any icmptypes 8 keep-state

# Przepuszczanie komunikatow o b##dach generowanych przez -'traceroute’
add pass icmp from any to any icmptypes 3

add pass icmp from any to any icmptypes 11

# Wszystko inne jest podejrzane



R HHHHR

add drop log al from any to any

TR HEHHHE TR TR 3 H R R T AR
THE HE HHHHE HHHH TR 1 TR, TR HHEH SRR HH -
THHHHHHHE HHHE. THHHHARAHHH, THHHHE S NLe DYHO HHHHE

add deny all from 1.2.3.4/8 to any in viafxp0

TR 1 TR TRAHHR, R AR § AR, # R, 1A
FHIEHHE HIHRAHHRHR. R T TR SRR R TR fi R
TR THEHHRHARAHRAT TR T AR, AR TR -
TR TR, TR A A 3 TR TR R,
HE HHH CO NajMINI €] HHHHHE HHHHHHE THHHHHRRT H THHHHHRRRAR TR, R
FHHHHE TR, TR R T SR TR R TR AR
TR TR TR HATRAHR HH TR T TR TR, R
FHHT HAHHE T FRAHRHR.

I FHHHHHE TR R HHHR HHE R R HHHRRRE, A -
R TR, HH T HH TR, TR R R -
FHE, HHE HHHHE TR, HHHE R .

THHHE THAHHIT HRHHHRHRAHR T SRR R R R R
THHHHHT H HHHHHHIT HEHE, 3 HH TR HRAHR HHE HEHPH TR R HH
THHHHIT TR HHRAHRA R, T TR TR R R
THHHE (HHEHHHHHE HHHHH THHHE HHHHHHHEHE AR 1R R HHHH(S)).
THHHHIT HIHHT i TR, HE T SRR TR R 3 R, SR
HE HHHHHHIHHH HHHE T 7200 M TR T T
THHHHHHTHE, HHHE HHHIT T HRAH R R R SRR R
THHHHHHHE HHHHHHHHHHHHE T S T T (T
THHHE HHHHHHHHHE H HHHAHHHHH, HHE T 3 ).

TR, TR T TR TR R SRR HHRRA R,
THIHHHHHHHHHHE H T reset #HF forward #iHHE HHEHHHAAE SR (i
# HitHAHH 11.3). HHHHHAHH, # HHHFAHHHH TR T SRR T T HH,
TR T HE TR AR i AR 1 HR TR, -
FHHHHHH HRAHHRAR, T AR B FHARAR R (R T AR RS
THIHHHHHHIAE # HHHH 103, # HHHHHRAT THEAH TR . # A T (R

IR HHHE R B HRHRRAH AR R, TR T fi—
R i BRI R R R, TR GRTRHR R T
TR, HIHHR HHH BRI, $H HHHH HIRRTRT PR B TRt —
R HIE HHRTRAAT TR TR B HRAHR HRH 3 HHH TR 3 R
R TR BRI T, BRI TR HHHR SRR SRR (i
T HRFHA. BRI HAHRR PR BRI B AR, # R e fi—
RS inViatxp0 BEHREHE B T T SRR SRR HHHRR HHRR, Bt


http://www.FreeBSD.org/cgi/man.cgi?query=ipfw&amp;sektion=8

HHHHAHHRH A

FHHHHRE in via THEHHFT THEHHHE THRHHETE THHEE TR SRR TR R,
THHHHHHH T HHH TR SR R AR,

6. IHHAHFRATREH

HHHHE HIRHHE THRHHHEHHRAE SRR SRR TR T TR AR #
THHHHHHE HERHHHFRHH THEHH TR SRR R R SRR 1
THHHE HIHHEHE TR THEHHE TR SRR

FHHIHHHE HHTTRAH HHHHRH I B SRR HH TR TR, 1 -
FHHHH HH TR IR 1 AR 5 SRR

FHHHHFHHT HHH HHHIHE R, HHHAH R R R AR
THHHE HHHHHHHHE H TR (H T T HHHE ) R
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