HHHHHEH A TR
HHHHHEHEH AR ()

FHESTHB TR SRR
HHHH: 43126

HiHHHHHH #HEA © 2001, 2002, 2003 HHHHHHH HHHHHAHHH HHHHARHHHHE, HH.

FHHTE HHHHHHE HHRHTE HHFHE TR R TR
FHHEHHHHE 1 # HHHHHRRT AR HHHR AR, SR
FHHHHHHT THRHHRAHE 1 TR SRR, . AR R
it HHHHHHHH #0000 L0 L8035 # HHHHIHHHHHE (HHHHHHH), HitH
FHHHHE THAHHFHHRHHHFHHRAE SRR HHE R

FHHEHHHH HH AR HRAHHR A R
HHHHHHHTHAL.

FHHHHE THHTE HHRHHHFHHRAHHRHH SRR A TR TR

THHHHE, T L # HHHH THHE TR R R, #
FHE B H HIHE R HRR T R TR T R 3
THHHHHHHIHE HIFHHH 1 TR R

THHE, THHHHE, HHHAHHBE, THEHHRHE, TR TR R A
TR AR R AR, H. #
THHHHHHTHAHE HERHHHE 7 TP R

FHHHHRE HH HHRHHHFHRE, SRR SRR -
R HEH HERHR TR TR, AR
FHHHHI HHHAHR TR, TR TR TR R 3
R HHHHRRAE, § HHHRHT R SRR § SRR HHR, #
FHHHHFHTHIHE HFHHHRAHH HHHHE A A

2013#11#07 #HHHHH.

HHHHHHHHHHE

H HHHHE HIHHHHE TREHHRAHH HHEHRAE AR, TR -
THIHH HHHHHHHHRH HHTHHERHHH A SRR (3
HHHHHHHHH THHHHHRHAFHHHT ), # R, i -
THHERIRATE 1R, ST TR AR T 7 R i
HHHHE HIHHHHE 1.
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HHHHHHHHHH

LB e 2
D, SHHHHEHE 1 BB e 2
B B e 6
A HHBBR B oo 10
. IS S S S 13
6. MBI, MBI B W ) 16
7. S S B 17
5, M A e 17
A S 21
15, SR S SRR B0 e 24
S S 26
1. HHHHHHHHH

THHHHE, THHHHHHHR # AR, TR TR SRR SRR
THHHE HHHHHHHHE HHHRAE TR HHRAHRHR SRR AR R R
HHHE, # HIHHHHFH HHHHHHRE TR SRR TR SR
THHHHHHHH R,

HHHE FHHRIRE 1 PERATT AT AR TRAHE 3 R 5 1 1 S At 1 1995
THEHRE, 1 RERE I SRR T THEERREE. 31 1097 #HT T s e et —
THIHHHHHE HHHHHHHRHHHH HE I T SR (HHHE), HiH SRR
T Hith H HHHHHHHHE HHHHHHHE T TR (HHH TR TR
THHERHHE. T AT B TR TR AR I R TRt BT 1 —
TR 1 BT

FHHHE FHH HHHRAH TR PR R D 1, H HH R HHR R R,
THHTE HHHFHHRE THEE TR A A, THEHHRAHHR AR, 3 TR AR -
HHHHE, HHHHIE, THAE HHRATE H HHREE T

2. THHHHHHE # HHHHHHHHT
2.1

R, HHRRRRR 1 1, BRRERR R, T SRR, At
R, HH R TR HRR TR TR SRR TR
R HIHHE HHHRRTRT HHAHRRR 8 AR 1 T R, § R, St
THHE HIHHHHHHHH (HH T HHHHHHHRRHE) T PR, HHRR
RS BRI HHRRRHRRT PR AR SR R, AT
THHHHHHE HHHHHHE #. HHHHHHE (HHHHHE ) #1900 HHHE. HHH HHHHE S,



PRI HHH SRR

(#H#)

THHHHHH TR TR, HHE HRAHR HERAHR TR, R, 17 TR SR -
THHE HHHHHHE, THE TR T THEHHRHTRAHE. HHHRHE HHHAHRE R, # R
THHTE T H TR TR R, TR TR H TR TR
THHHHHHH T HHHE THTRHEHR R

HHHHHHHE S ()

HHHHHHHHE ()

()

HHHHHHH (B

HHHHHHHH (R

FHIEHHE HIHHRHHHRH, TR TR HR A —
THIHHR 1 TRAHHARA.

FHHFHHRAAH R B, SRR
FHHIHAHHHRA AT

THHHHHHHHAHHE T TR, THEARAE SRR,
THHHHHHHHAHE T IR SRR -
THHHHE # THEHHE HHRAHPHIRAE TR SRR -
HHHE.

THHHHRHHRAHHRAA R, A RS
TR 1 TR 1 R TR H R -
THIHHE HHATRHHRAE # R -
THHTE HHATRAHE, HHATRHHRA, TR R -
TR, # # T, HRF TR AR SR —
I

RIS, R B -
R 3 TR T R SRR #
R H T TR H TR —
R HHAHRRR.

THHHE H HHHHHHHE HHR R R AR AR
THHE, THHHHRHE HHHHE TR THAHRRAHR, TR
THHHHE THHHHHRAHE HFHHRA, TR A 3
FHHHHHHHIT HHHAHE HRAHHR AR

I H HRAE . HRAER R
THHHHHHR AR, AR R —
THIHE AR AR, RS #
T (HHHHIH HHHHHHRAHH HHHHHHR) #HH
FHHT HHHHE, FHHHRAHHRAA 3 .

R HHHRRE BRI B,
RERIHHRIRRAT, B BRI AR 7
R R R R R
T HHRTHIFHE HHHHRRS, HE T HH R A —
R, HHHE TR TR R 3
R HAHRRE.



HHHHHHE (M)

HHHHHHE ()

HHHHHE (HHHH)

HHHHE (HHHH)

HHHHHHHHH (R

2.2. HHHHHHE HIFHHHHHHHAH

THHHHE THEHHHHEHE, THTTRHHHRHHRAH TR 5
THHHHHHTH THEHHRAHHAHRAE, # AR -
THHHHHT THEHHRHHRAHHAH. AR HHE R
THE 1HE THHHHHE HHHFHRE, HHE THEE R TR
THHE, HFHHHHHHHAT T 1 HEHAE T TREHRA, HHREH
THHHHHHTHIAHE HERHE H AR,

THHHHFH, # THEHHEH HHHHHE R R
THHHHE THEHHHRHHE. HHHHE THE TR PR,
THHHHHHTHAT HRHHHRE, R SRR

THHHHHHHAHHRHHAH AP HE PR A
THEHHTHHHHHHT 1 TR H TR T R
THE H HHTHEHE TR, HHRHEHE R
T HHHHHHHHHHR HHAHHE R R
HHHHHHE.

THHHE HHHHHH HHHHHHHHHRH PR TR AR R, S
THHHHHE HHHHE, HHE TR HHRAEH TR

2.2. 1. HHHHHHHHHHHE HIHHAHE # HHHHA

1 HHHHE HHHHHAH HHHHHHHE HHHHHHHHH R A dice, THHHHHHAHHH HHHHHHHE #HH(1)
THHT HHTHE, THRHH T TR oot

% whoami
dice
% Is--| “‘which su®

-r-sr-xr-x 1 root wheel 10744 Dec 6 19:06 -/usr/bin/su

% su -

Password: xi3kiune
# whoami

root


http://www.FreeBSD.org/cgi/man.cgi?query=su&amp;sektion=1

TR THHHHHE
(##)

o IHHHHHHHRHH SR dice.

o THHHHHH HIHHHHR A oot
o HHHHHHHE HH(L) HEHHHHHE HHHE T, THHEH R,
o THAHHFHHRHRAH SR R xi3kune,

o HHHHHHHHHAHHT THHAHHHHIF (001, # HEHHHHT THEAHHHE H SRR (L) SRR T
FHHHHRHH # HRHA root.

2.2.2. THEHHRAT I HHAH TR

# HHHHHHHE HEHH R TR ove, HHHHHHAHHHE HHRRAHH HH(D)#
AT # oginexamplecom, # FHAHRHFHE PR THEE HRHHRAHHFH bob. #HHT HRHEHE
THHHRHHE S BT

% whoami
eve
% ssh bob@login.example.com
bob@l ogin.example.com's password: god
Last login: Thu Oct 11 09:52:57 2001 from 192.168.0.1
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
The Regents of the University of California. All rights reserved.
FreeBSD 4.4-STABLE (LOGIN) #4: Tue Nov 27 18:10:34 PST 2001

Welcome to FreeBSD!
%

o B R ove.

o HHEHHHHHE T R HHH(L) P HHH.

o HHEHHHHHE I R HHHH(S) HH HHHHHH |ogin example.com
o HHHHHHE R R bob,

o HHHHHE R SR god.

o B HHHHIE S 1 S 1 HHHHHA Y HHHHHHH root,
2.2.3. HHHHHHE A

THHHHHHTHE THHRAHHE AR, TR AR A sshd

sshd auth required pam_nologin.so no_warn
sshd auth required pam_unix.so no_warn try_first_pass
sshd account required pam_login_access.so

sshd account required pam_unix.so


http://www.FreeBSD.org/cgi/man.cgi?query=su&amp;sektion=1
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HEHHIHH HHH

sshd session required pam_lastlog.so no_fail
sshd password required pam_permit.so

o S A sshd (HEE SHE S TP S
HHHH(8)).

e auth, account, session # password HHHHHHHHHE HHHHHHHHHHHHE.

* pam_nologin.so, pam_unix.so, pam_login_access.so, pam_lastlog.so # pam_permit.so HHHHHHHE HHHHHHE—
HHE. HH HHEHHE HHHHER R, HHE pan_unix.so R H#HE HHEHHH T -
HHHHHE (HHHHHTHHRHHT 1 TR ST ).

3. HHHIH tHiH
3.1 R R

HHHE HiHE THH HRAHHRHRA TR TR HHRHHHRR TR AR,
THHHHHHHRHHHFH 1 HHRHHHE THTHAHRA, TR HREHR AR

auth
THHHHFHTRAHHF. T HHHRHHRA, HHHRHRE A, HHR R R
HHHE HIRHHHFHRE H HHPHRE TR AR SRR HHE R
HHHE HHHHHHHRA

o HHHHHHHE HHH HHHHHHHHHHH () HHHHHHHHHHHERR TR, T
THHHHE TR T 3 TR I R, SRR
FHHH HEHHHHE TR HARHRA 1 TR TR

o HEHHHHHT HHH () HHHAHHHHRRHT TR SR T, i,
FHHH AR AR, AR 1§ TR § R #
TR AR,

account
THHERTHHRRT T THATRTRAE. BT SR SR T TR SR A —
THHE BHTHERRE R, 1 SRR I SRR AT, T, T R A
T HHHERRAT 1 HHRAHHE AT T 1 THETRE AR, 15 R A
THHERHHHRAT AR

o HEHEEEEE TG HANI(3) SHHHERRR, SRR 5 HERRRHH S
HHHHAH.

sesson
HHHHHHTHEHE T, HHHE TR SR S, SRR -
HHHHHHHEE # TR S, T, T i R SRR,
T HHHE T


http://www.FreeBSD.org/cgi/man.cgi?query=sshd&amp;sektion=8
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PRI HHH SRR

(#H#)
o HHHHHHHE tHHE THHHE () HHTHHHHHHHE SHHHHHH, S R
THHHE HHHHHE THRAHHPHRE TR # R R aimp # wimp, R SR
HHHE # HHH HHAH.

o HHHHHHHE i HHHHHE HEAREH(S) HHERARHHH HHTHHHHH, R
THE TR HHTHRHRAHE SRR H T SRR Otmp # wimp, HHEHR-ARAH SR
THIHHHRE HHE # HHE .

password
HHHHHHHHHH HHHHHHE, HHH T T R S
HHHHHHHHHE, R 1 HEHHHE T, T T HHE
HHHHHHHHE HiHE TR HHHHHHHHHH T 1 HHE T
HHHHHHHHE T

o HHHHHHHE THHE HHERARHHH(I) HHHHHEHHE T, SHHHHHHH R
THHHHE, HHE 1 TR HH TR, T AR A .

3.2. HHHHHiHE

THIHHHI TR TR SRR T, 1 R TR, R R —
FHE AT T 3 TR HHHR . R T AR TR TR AR
TR TR HHAH, HHR AR AR SR (R R -
FHHHRH BRI HIF AR AR, 1 R (AR R -

THE HHH, HHHE HHH TR
3.2.1. HHHHHHHH tHHHHAH

e HRHAHT I BERAT AR AR e I

TR IR SRR SRR (i e A, 7 1 11 fe et —
TR, I AT AR, 1 T SRR i i, 1 ™ i
HHERE pam_did_auth.so.L, THERTFHRTE SR HEHEERAT THAT R AR S —
THHHRE, TR AT TR TR T 1.

3.2.2. HHHHHH HIHHIHH

T PR T HHE TR, TR HHHE TR AR, Hi
I TR HHHHE HHE HHHR . B R TR 3 R
FHHHHIHE TR HHHHRHH, SR HRRR R R 3 T
R TR HHHRRH, T R TR TR -
R PR TR H

R, H HHAHTR BRI, HHAHE AR, SRR R TR 3 R e S,
THIHE # HHHHHHHHHHE HHH (HH HHHHEHE R 2), #HHHHHHHHE T T, ST
R HHHR 1 BRI BRI T B PR, R HHE R TR


http://www.FreeBSD.org/cgi/man.cgi?query=pam_open_session&amp;sektion=3
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I # HHHHRAH

THHHHHHRHT HHHHTE HHRHHHAHREE TR HHAHHRH TR R

TR HHATRAT T 1 HHHRAER T S TR TR, TR SR R #
T HHTHHRAHRAHHRAT, AT 1 AR R R R R R #
IR

3.3, BT 1 AT

R TR HHHHHRHH HHHHHRAHR, SRR R SRRt
THHHHHE HHHE ST, HHAHHEEHEE T HHAHEE S 1R (3), At —
R, HHH TR TR TR HH AR, # R -
IR HHAHE. HHHE HHRHRA HRRHT AR TR A -
FHHHHHES HHRHEH T (R (T AR (s (1 e
FHHHHHHE 1HE AR (T ST R .

THHHHHH HHHFHR HHE TR HRAH, TR T TR SRR 1. HH-
THHE HHHHE HHHHHHHFHRAE HHHHREE SRR SRR R
THHE, HHHHHHHHE THHHHAAAHH HHHHHHE, S (HHHHHHHHHHHHE) S -
THHHHIE H HHHIHE, H HHHHHRAHE T, HHPHRAR, TR AR AR
FHHHHF HH HHFH A

TR HHHH HHHRRHHRA (A R T R SRR —
FHHT HHHHAH HHHE. PR HHRE TR SRR R

binding
HHIHE THHEHIE HHHHEHIHE IR, # 1 TR 1 TR (R 1
HHE HHIHHEHIE {HHHEHIHHIHI, 1 T T, 1 TR .
HHILHE 11 HHHIS HHHEHITHHE HEHHHI, 1 HHHIHHHIS T HHH
HH1, HHEHIHE THEHHIE T,

THHHE THHHHHHHHHH HHHHEHHHE A THER AR ™ O (HHHH#™ 5.9),
H THHHHHFHHHFHHRATE H HHHRE

required
HHTHE HHTHHHE TR SRR T, S it
HHHHHHHE, HEHHHHT TR, T ST T T
HHHHHHHHIHH. HHHE T T HHHHHHHHH TR HHHH, HHHHH -
HH THEHE TR, #1 T .

requiste
HHHHE HFHHH TR TR R, AR R
HHHHHHHE, HHHHHHE TR, HHHE TR TR HHHHH HHE T
HHHHHHHHHHHEE, T i SR SRR R, 15 TR H-
HHHHH THEHHHHH TR, 3 HHHHH R
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PRI HHH SRR

(#H#)

sufficient
THHHE HIRHHHE THEHHFHHE SRR AR, # 1 TR TR R
H HHHHHHHE THE HHHPHRAE AR, TR R AR HH -
THHHHHHTHE, 1 HHHH TR T HHEH TR AR, #H
THHHHHHTHE HHHRAHHRHE 1 TR HHPHR AR A

THHT HHH THEHHHRHAHHE TR A THEHHE THEHHRAH TRATHRHTRA, A 1
THHHHHHHHRHHHIT 1 HHTHAHHH TR TR, SRR A R -
THHHHHHTHHT HHHHHEHR R Dinding, FHHHHH THEHHHAHHRE HHE R

optiona
HHHHHHE HHHHHHHAHHHHRE, 1R SR SR, S -
HHHHE H HHHHHH TR HHEE optiondl, HHHE HEHHHHHIHHHHIHHE HHHHE T T,

TR T BHERTRAH THAH 11 S AR, i e s
THHERRHHRAT, 1 AT AT A SRR, 1 R A ST A, et —
THEERHE T AT #F R G AR, T e 1 T T f—
THE HHE HHHHHE TP, THHE R SR TR (B T -
HHHE THHI, TR R AR SR i st binding 7957 aufficient, #HER
THIHHHHHHIHHHHE H HHHHHHHR requISite). HHHHHIH THIFHHHHHIRHHHHE, HHHE T S R
T THATRHHE AT TRAHE R, 1 R A B R A
L.

TR, HHHE AR, HEE TR R, HEHRAHHR R # HE #H
TR HHATRHAR T A SRR TR, TR, TR -
T # HHARAT TRAHHRHARA 1 TR TR AR THAH T AR fH 7
TR AR, TR R R AR 1 R,
FHHHHIH TR AR HARAE R 3 R B TR # 1
FHHHHHARAT HATRAHR.

3.4, fHEHH A

FHHHHHHHTHE HAHH HHRAT HRHHHRRR TR . TR, 0 R, 1R
FHIEHHE 1 HHRHHHRAH HRH TR TR, HHHRH TR R -
FHHHE HHRHHHRHRAHHRAT HHHRARE TR AR TR

1. HHHH T THEHHRHRAT, HHHEH R SRR PR SR R
HHHE 1HE T THEHHFHHHPHR TR HHE T THAHHA R root H#iHE # HHH -
THHHHHHHHE AR oot

2. HHHHHE AR AR THHE R (S) Hit HEHHHHHHHHEHHE T
THHHH HIHHHE TR H TR TR HHRAE, § R R R
THHH HIHHHHRE R

3. HHHHHHE T S Y, T B (Y,
B A I HHEEE S HEHE HHHHHH B HEAEAEAEAEE) B
B A TS HH ftt Htt (D).
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HHHIHHHR $H

4. fHHHHHE HHHHHHHHE HHHHHHE () HHH HER R

5. HHHHHH HHHERAHE HHHHRRH T R (S) i TR (R, fHE R
HHEE T R R # ST, T (T i, f i i
HHHHAL, HHE R Q) R R PAM_NEW_AUTHTOK_REQD, # ##
PAM_SUCCESS.

O. HHHHE Hit HHHHHHRHHHE THHH HHE AR R PAM_NEW_AUTHTOK_REQD, ##
HHHIHHE HTHHFHHHE TP T HHHTHHRA(S) T T, HHHH R
AR FHRAT AR T R AR A AT .

7. R, HHHHHE HHHHHRHT FR R R, HHHHR TR R
TSI () T HAHHHEHHE TR SR HHHHHE S
T HHIHHHRH, HHHHHHE HH 1 TR HHHE TR, # R T
HHHHIH HHAHRH .

B. HHHHHE M S I, S B B
B I (D) T HHHHHHHHH .

O. HHHHHHE HHHHHE HHHERHHHH HEE SRR, HHHHHR SRR AR,
THHHHHHHHFRHHE TR R

LOFHHHHE HHH, HHH U T T T, HHE T T
HHHE HHHE (D) HHHE HH T

V1 HHHHHHL, HHEHHHE THERHHHHE A () T HHHHERAH R
#HIHE, BHE A T S SRR A SR AT SRR AT 1 A
IR AT AR

4. HHEHAHHAH HHH

4.1, HiHHH HHHHH HH
4.1.1. ###H# letc/pam.conf

THHHHHHTHHHE HHTHEHE R PR (ecipam.conf. HH TR HHE H-HEHEH T
THHT HEHHHE THEHHRHT. A TR HHTHAT HTHRHHRH TR TR, THT R
HHH

login auth required pam_nologin.so no_warn

HHHEH HHHHHFR H HHHHH AR T TR, T R, HHHRR A, 5
FHHHHHHE H HHHHHRHA HHHHHRE, SRR AR TR AR -
A HHHHHRRH .

THHE HHHHHE THHH THEPRHHRAHHH R R T, # R -
THHHHHHR, HHE, THHH TR THEFHRAE HHEH T SR T A -

10
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http://www.FreeBSD.org/cgi/man.cgi?query=pam_acct_mgmt&amp;sektion=3
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TR THHHHHE
(##)

THHHHE HHHHHHRT HHRHHHRH, HHPHRE HHPHHRHHRH THEHPHR PR R #
THHHHHH HE THHHHFHHRAHHE TR T TR PR PR
THHHHHHHRAHE, H HHFHHRAHHRH TR SR pam.cont HHEHHRE HE # IHEHEH, ] #
THHHHHHHHHHE TR SR R TR TR SRR R
THHHHHHT HHE HHTHAHHRE. HHHPHRAE TR T HHAE TR, i HHAH
HHHHHE.

4.1.2. #HH#HHH## [etc/pam.d

THHHHFHE # HHTHPHHHRAT HHHAHHRHHRE TR SRR SR, T
THHT THHHHHH TR HHRHHAHHRHHE. R A TR AT
T HHHHHHHHET HERHHE T, HHRHRHHHRHHT HHAHHRE, 3R R
THHT HHHHHT HIHHHHHEHTR A (ecdpamd).

HRHHHHHE HEHHHE HHHEHHEE, R PR, TR R R R, -
HHHE HHHHE T # R pam.conf: HEHHE HERHHE HHHRHHEE SR, SRR R S
HRHHHHHET R HHHHE pam.conf HiE THEHEHHEHEHE SR R SRR
# H#HHHHE letc/pam.d/login:

auth required pam_nologin.so no_warn

THHE HIHHHHRAHE THEHHRE R SRR, HHHAR AR R #
HHHE HiE THAHHRH T R SRR, SRR TR TR #
FHHHHE HHHHRH THEHHRAT. # HHEHR, TR SR R
FHHHHRAHE sU # sudo, HIFHHE HIRHHHIT HHHHAHRAT.

# cd -/etc/pam.d
#In --ssu sudo

RS BIRAHARR, R G B BRI R IR R, 6 2 -
R BRI HHRRERIEE, T T B 3 R BRI HRR TR,
R HHHHRRR § BRI SRR,

FHHT T TR HRAHHA TR SRR H R TR, R pamd
THHHHH HHHHHHRHE HHFHRHRA A HH SRR TR AR
FHHHHFHHTHHHHR HHHHR R R

4.1 3. HHHHHHHE HHHAT AR

THHT HHE HHHHR HHHHE, TR HHT T HRAHHEHR TR TR 1 R,
THEHE HEHHHHIE THE THEHHHE H R T HHHR HEH?

TR HATRAHR, T R TRAHHH AR TR AR 7 TR

A2, THETHATHTHE AR R

FHHE HHT R B BTHAAAT AL, THRAHHE BRI BT, SR SRR R fec/pam.cont
R 1 R B SRR TR PR SRR SRR, HIHR H—

11



HHIHHR

THHHHE, TR HHEHE, SR R 1 R PR R, -
THHHHE THHHHE THFRHHHRA.

THHHHHE THEHHRAHHRH. TR T T TR, SRR H R 7 R
FHHHE HFHHHFHRE T TR AR R AR

THHHHHHHE, THHE HHHE AR (acpam.d] HHFAH lecipam.conf, ## HiHE HEHFHH-E #H—
FHHHHIE HHHHHE HHHR AR, 1 AR TR R, R
FHHHHR HHHRHR 1 AR R

HHHE TR SRR AT AT 10 SRR SRR e, e #
THHEATHE 3.1, HIRATHTH AT 31 TR,

FHHHHH R HHHHRHH TR HHRH TR TR TR FHH, R
B HHIHE 3.3, HHHHHHHRT # THEAHTR, # HHHRR AR, HHH TR
IR HH TR HHH. 3R TR SRR -
HHHE, TR HHHHRRAH TR R, SR § R R
I, HiE HIHHH TR SRR, HHH HHE R SRR # fHH
FHEEHHE T HHHHHHE S I SHEFHHE (3 SR (3 i =
FHHEHHE S THE T HHHHH A F ™ G SRR |
IR FHH TR, B 1 R HHHH HHRH R,

A3, HHHHR

THHT HIHHHHHHHHE TR HHH TR AR, T TR AR
HHHHHHH.

1 HHHHHHE, THHHH HHHHHHHHHHE AR (), THERRARHHHT
THHHE HHHHHHIE T THHHARARHT S A S S R (HH
THHHHE HHH THHHHHE HHHHHHHHEHE) .t HHHHE T AR T T -
THHHHHT HHTHAHHE, 1 TR HETRHRHT TR THEHHHHHRAHR SRR
THHHHHHT HHH HHHFHE other.

HHHHHE THIEHH THRAHRAHHR SRR TR HHRH SRR T, TR 5
FHHHHFHT HH THAHHIH TR TR R AR, R
HHHHE, # TR HHTRHE, HEHPHRAHHR 1 AR, # T HRER, A -
FHHHHRH # HHRAHHAHRAHE. 1A SRR TR R R, T
H THHHHFHTRAH 17 HHHHE TR TR AR SRR AR -
FHHHHHHRAHE HRHH AR

SHHHHUE L. HENH R IR SEERN
PAM_SUCCESS PAM_IGNORE other
HHHHHAE H (\HHHH) #HHHHE | # HHH# = HHE,

12
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PRI HHH SRR

(9

PAM_SUCCESS PAM_IGNORE other
R # # Bt = HHHH,
T # # Bt = HHHHE
TR (VD) HEEH | # #
T # # #

I HIFHHHAAH Tl TR AR AR H R R R,
T HIHHHRAHHE SR, TR R B, SRR ST
BRI, HHHHHR A BRI TR TR SRR PAM_SUCCESS.

HHHHHHE TR SR HH, i #HH R PAM_NEW_AUTHTOK_REQD #HHHH—
T HHHE T S, T R, T R T T —
HHE, # HH T TR T R SRR PAM_NEW_AUTHTOK _REQD, #HHHH HitH—
HHHHH HHHERHER R PAM_NEW_AUTHTOK_REQD.

HHHHHHE T SRR, A THETHRHTTHI(3) HHHHE, fHH AR binding #
sufficient HHHHHHH I THEHHHHHFHHHH# required.

HHHHHHEE # T SRR AT, 5 R AR (D) -
FHHHHHERRT SR S T (P 1 T TR A (AT, # 5
HHHE B FHARHHHEHE (T TR, # 1 HEEAHHHT R T T,
A binding # sufficient FHHHHHHHE HHHFHHHHAFHH required.

5. HHHHHHT #HH #HH tHHHHAH
5.1 #H HHHHS)

THHHHHE HHH () HIHHHHHHE HHHHH Hi THHHHHHRAHH HHHHHHHHH AR, T -
R AR SRR PANM_AUTH_ERR. #H S HHHE HHRRRT TR
HHHHHHH (HHHRRAHH THHE AR T HHHEHHHE) THHE T S T
aufficient.

5.2. #H H#HHHH(8)

HHHHHHE HHH HHHH(S) HHHHH HIHHHHHH HHH THHRRARH # R AR
R FRRAAARR PANM_TEXT_INFO. # HHHFHHHH AR T (R, 1 AR R
FERHHFHRTRH T R AR, T B TR TR ft
IR HH HHHR B TR

5.3. #H H#HHH(8)

HHHHHHE T HAH(S) THHHHAHHHHHHE HHHHHE HHHHHHHHH T HHHHARA -
R HHHE HHAHRRRA, B R AT TR TR TR # -
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HHH HHHHHHHH(O)

THHHE HATHHHHHH HHHPHHRAHE HHHRAHE. THETHE T SRR SRR HHAHRA 5
THHHHHHHHHHHRT TR P R R HHAHR TR TR
FHHTE HHHHHHHFH HHHPHREE AR,

5.4, i HHHHHIH(S)

HHHHHHE 1 HHHHHHHI(S)

5.5. #itH_fHHH###(8)

FHHEHHE (HE () HHERAHRHEE 15 RGeS # HERRHEaa i #H5
FHHHHHH # HHAHE A (R ST (R whed #50 111(L)) . # SRS HHEHEEE
FHHHHHHARART 1 ST AR AR HRaH i (L), 15
T 1 HHHHIE TR HHIHHR, TR TR TR TR HHH -
RIS 17 TR R

5.6. #H HHHHS)

THIHHHE HHH THHAH(B) HHHHHHHIH THHAFHHHHRHH TR R # R
THHERTRAHAERRT (TR (HTRAE #F THAHEE. S TR SR (R T (R A
THHERTHHRAH, T SR 1 SRR T G R S i f—
THIHHHHHHIHHH T, HHHHH R R SR T () HHitHHH
TR TRAHRHHHHAT T SRR G At 15 1.

5.7. ##H #HH5(8)

HHHHHHE HHHE #H5(8)

5.8. ##H #HYS)

R 1 HH(S)

5.0. #HH} HHHHEHIS)

FHHHEHE 1 ()

5.10. i FHHHHE HHHHEHS)

AT HHHE T T (S) HHHHHHHHHHIH HHHHHHHHHTE TR T T

FHHHHHIHE HHHHHHHHNE, TS S 1 1S TS 1 T T #
HHHHHHIE S S ().

5.11. #HH HHHHHH(S)

HHHHHHE HH HHHHHHH(B) HHHHHHHHE HHHHH AR HH R A, T -
HHHHHHE HHHHE varlruninologin, HHHHHHE HHHHE HHHH HHHHHHHHHE HHEHHHHHE THHPHAAH(B),
BT TR HHHHE SRR HHRRRT HH R B,
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http://www.FreeBSD.org/cgi/man.cgi?query=su&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=pam_guest&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_guest&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_guest&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_krb5&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_krb5&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_ksu&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_ksu&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_lastlog&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_lastlog&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_login_access&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_login_access&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=login.access&amp;sektion=5
http://www.FreeBSD.org/cgi/man.cgi?query=pam_nologin&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pam_nologin&amp;sektion=8
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TR THHHHHE
(##)

5.12. #H H#HHH(8)

FHHHHHE T HHHH(O) HHEHHHHHHHE TS HHHHHHHH 1 (4). S HH(A) -
FHHHHHE HHHHHE HHHHHHHE HHE HHHHHE S, HHH S e A
HHHHE HHHHHE S HEAELEAEOESHHE HEEE AL HF TS FHAELEAEH, A HEOEHE FHEEAEIEHE SRR
FHHHHE HHHHE 1 B HEAEHEAEHEHHE HHEEEEE HEOEHEHHHHHS HHAEEAAEAEHS S, HHEEHE B #11
FHHHHHHHHHHE S T, S HHHHE, T 1 L) HHH T
HHHE S HHHHHE, S HH HHHHHE HHHEHE N S, S HHAEAEAEH HEAEH
HHHHHE HHHHHE 1 1, HHHHEH 1)t T,

5.13. #4t HHHHHHHHHN)

THHHHHT T HHHHHHHTR(G) THEHHHHHE HHHHHH i HHHHH(8). Hit HHEHHHT T
H T TR, ST T AT (S), HHHt
THHHHHTHE, HHHE T T, T T TR -
THHHHE HHH(A), HHHHHE T ST T, T T -

TR HHE HHHRAHH SRR AR 17 A R 3 R -
FHHHHR HHHRA.

THHE HHHHHHHHHHHHHE HHHHHHE T HHEHHHHHHH(S) THHHHHE HitHHE R # HHHHHH ath

HHHE requisite HHHHHE THE HEHHE HIHHHHE SUficient #HH HH HHHHE(B), HHE HHHHHE HHTHHHHE HHHHHHH
IR

5.14. #H HHHHHHH(S)

R (D)

5.15. ## #HHHHH(S)

AL T TR 8) BRI AT 1 1R AT 17 TR, 17 T -
HHHE PR PAM SUCCESS. #1f #HHHHHHE H HHEHHHHHTE R ST i i

THHERTRAHE, T T R SRR AR AT 3F THEHHAHE SRR T —
TR TR

5.16. #ittt #HHHH(S)
FHHHHE HHHE HHHHHH(S)
5.17. #ittt #HHHH(S)
HHHHHHE I )
5.18. #ittt #HHHH(S)

HHHHHHE HHE HHHHHH(S) HHHHHHHHHHE HHTHHHHHHHHHH HHHHHHHH # HE # R #
THHHHHE, HHHHE HHHHHHHHE HHE TR S, T (HHHHHHHHHHHHH,
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HHHE HHHHHHHH(S)

THHE HHH HHHHHHHHHE HAHHHHHHH) O, HHH TR i THHHHHRA TR, T
Tt (L) HHHH HHHHHH(L), # HHHHHHE SRR 100t THEHHHE THHHHE HHHHERAA R
HHHHHHE.

5.10. #H HHEHHEHIYS)
FHHHHE HHHE HHHHHHHRH(S)
5.20. #iH#_HH#H(8)

THHHHHE HHHE HHHH() HHHHHHHHHHH HHHHHHHHHHHHHE THHFHARHH HHHHHT T, -
HHHE HIRHH THTHAHHRE SRR HHHPH SR TR R R 5
HHHHHHHHAH 1 HHHHHHHHE AR, (L), # HEFH AR -
THHHHHHT TR TR H R R

5.21. ##tH HH(8)

THIHHHH HH HHHE(S) HHHHHHHHHHHHHT T HHHH TP, T R, S
THHER TR AT TR AR AR AL, AT T B 1, et —
THEE HRRAH, T A THHTRRHTRT ~ ssh, AR AT AR SRR A f—
THIHHH, HHHHHHIHT HHHHH R (L) # HHERHH TR, T
THHERTRAHARE THE T SR A, AT HRAHTR AT, 1 SRR, A
T HHHHHHIHHE HEHEHE H R, T R # (R (L) i HHR
THIHHHHHHHHHT HHHHHHE, HHTHHERH HHHHHR 1), T 3 SR,

5.22. it HEHHHH(S)

FHHHEHE 1 HHHHIHE(S)

5.23. #iH# #H##H(S)

FHIEHHE, AR AT (THTHHT(3) THE TR R R TR
HHHHEHT # TR HHE # HHHE, HHHE TR TR, $H T S
T TR THEHRATRET RO HHRAHH (TR T IR
THIEHHHE 3 THEHHHE) # T (R, SRR, TR TR HHHHA TR, A

THHERTRHHR R BT AT SRR AT AT SRR AR f i —
TR AT T T R A B

. HEHFHTHH R (R 3

T IR THAT THE AREHRHE.
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TR HHHHHH R
(##)

7. IHHEHERARRTR AR (R

THHHE HIHHHHE THH H TR,

H. THIHHIT AR

THHHHE HHHHHHHE HHHHHHHHHEE R (L) # TR . -
R, HHH 3 T HHRRARR TR AR R R
HHHHHHHE HHHHHAH(3), HHHHHHHHEHE SHEHHHHE SRR # #HHH# securityfopenpam.h. ###H
HHE HHHRRIHAH HHIRRT T R 1 HHRRR 1 R TR T,
THEHHHHHRAT HHHR AR TR R AR, R -
TR HHRR R R TR G, B, T TR H TR AT 1,
HHRAHHE TR HHARAHHAARR PAM, SR TR SRR R, 1537
R AR PR B B

[*-

* Copyright (c) 2002,2003 Networks Associates Technology, Inc.

* All rights reserved.

* This software was developed for the FreeBSD Project by ThinkSec AS and

* Network Associates Laboratories, the Security Research Division of

* Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-C-8035
* ("CBOSS"), as part of the DARPA CHATS research program.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, thislist of conditions and the following disclaimer.

* 2. Redistributionsin binary form must reproduce the above copyright

* notice, thislist of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. The name of the author may not be used to endorse or promote

* products derived from this software without specific prior written

*  permission.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “AS|S' AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR -
PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR -
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE -
GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, -
STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN |F ADVISED OF THE POSSIBILITY OF
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TR HHHHHH R
(##)

H. HHIFHHHE HHHAHHA

THHHHE HHHHHHHHE HHHHHHHHHHR SR S HIH(B), HHHHRRARHHHHHHH T
THIHHHHHE THEHAHHHHAHHHHHE. HHHE T AR R # SHHERHHHHRR HH—
IR R, HH TR R R R, i i -
THIHHHHE. HHEHHHHH HHHPHHHHHRAHH R S (D), T HHHRRH -
B SRR TR R TR

f*-

* Copyright (c) 2002 Networks Associates Technology, Inc.

* All rights reserved.

*

* This software was devel oped for the FreeBSD Project by ThinkSec AS and

* Network Associates Laboratories, the Security Research Division of

* Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-C-8035
* ("CBOSS"), as part of the DARPA CHATS research program.

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, thislist of conditions and the following disclaimer.

* 2. Redistributionsin binary form must reproduce the above copyright

* notice, thislist of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. The name of the author may not be used to endorse or promote

*  products derived from this software without specific prior written

*  permission.

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “ASIS' AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR -
PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR -
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE -
GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, -
STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*

* $P4: -//depot/projects/openpam/modul es/pam_unix/pam_unix.c#3 $

* $FreeBSD: head/en_US.|SO8859- 1/articles/pam/pam_unix.c 38826 2012-05-17 19:12:14Z hrs $

*/

#include <sys/param.h>
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THHHHHHE HHHHHHPHHHHRRE, HHHHHAHHHHE T, A SRR SRR $H -
THHHE HHHHHHE HHHHH (D) 1HE HEHHHHE. THHE TR, # R
THHHHHHHHE THEHHHHRRATE HHHHE # T, R T TR R,

THHHHHHE, T TR S R S (D) # -
HHE HHHHHE, HE HHHTHERE, HHH THHE R THEHHHE H HHTHRR SRR TR -
THHHHHHHHAE 1 HHHAHHHHHRHHE R
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FHHIHHHE HIHHHR AR

HHAHHHHHHHHAHARE AR

HAHHH

[1] Making Login Services Independent of Authentication Technologies. ####H# #HHiH
THETHHHHE HHEE HHHE .

[2] X/Open Single Sign-on Preliminary Specification. ##H #HH# #iHH. 1#85912#14446.
#1997,

[3] Pluggable Authentication Modules. ###H#H#H #. #HHHHE. 6 HHHHHH 1999.
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TR THHHHHE
(##)

HHHHHHHRHHH TR

[4] PAM Administration. ### #HHHHHHHHHHHE.

HHHHHHHAAAAT TH T AR

[5] #HHHHHH i OPenPAM. HHHHHHHHR#H THHHHHRAL. HHHHHHE .
(6] HiHHHHHE HiHHAHHE LINUX-PAM. HHHAHHH #. HHEHH.

[ 7] HitHHHHHE iR SOlaris PAM. #HH HHHHHTHHIH .
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