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#£fa: Sergey Lyubka#7: intron@intron.ac.

1.1 A

03X —ZE X 5| S A AR R AR« XS F2 04 T BIOS(&E 14)POST, B2 55—~ S e
3. HT RGBSR SEAERHERR - 2 R8EEAR, XEAIA-32(Intel Architecture 32bit 14
YERBIT -

1.2 B

00— &2 T FreeBSOH BN LFE| B . X E S E R RE S I, e 25 T8 RS E
#E51S . 5SS LR

e BIOS POST
e boot0 MM Ex
e boot2 MM Ex
o loadeft Bt
o NEZHILEIL

Oboot0 Flboot2 BB Ffitboot(8)H # 1 Mybootstrap stages 1 and 2 &FreeBSOH3M BL5 | St FEKITT4A -
B —MEHEESMEENERERERRE L, R SE TR HXEPE . FEEEFRNERAZE
AT BERHENLES BN [F T — L2 X )

ENERIE BIOS(&l)1H 5
F1 FreeBSD F2 BSD F5 Disk 2 boot0
>>FreeBSD/i386 BOOT boot2 a

Default: 1:ad(1,a)/boot/loader boot:



D01#0 57/ P ES AP

BTX loader 1.0 BTX version is 1.01 loader

BIOS drive A: is diskO

BIOS drive C: is diskl

BIOS 639kB/64512kB available memory

FreeBSD/i386 bootstrap loader, Revision 0.8

Console internal video/keyboard

(jkh@bento.freebsd.org, Mon Nov 20 11:41:23 GMT 2000)

/kernel text=0x1234 data=0x2345 syms=[0x4+0x3456]

Hit [Enter] to boot immediately, or any other key for command prompt
Booting [kernel] in 9 seconds..._

Copyright (c) 1992-2002 The FreeBSD Project. N
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992 , 1993, 1994
The Regents of the University of California. All rights rese rved.

FreeBSD 4.6-RC #0: Sat May 4 22:49:02 GMT 2002
devnull@kukas:/usr/obj/usr/src/sys/DEVNULL
Timecounter "i8254" frequency 1193182 Hz

FiE:
a. XFRIR{FEbooto MY B ik BRI E R GG T (R B A o — B o .

1.3 BIOS POST

OHPCINFEE, HERRHF AP0 AT EH - ERXEFFRT, B aT raapixns2fl
{HOXfHfff0 - TR TRE A AR LB AR ZHUTIIE SN - et , — P 32(ifEdlF e, ENIFI{E
#i% 0. crifJPE(Protected Enabled R = HE) (i FI A FE /R AL AR F A0 T PR AR a2 SE I A
BT REIRHAABEENL, B AT U5 S« A, Setibht S Y B RSE R -

D{HOxffffff0 Bg/NFAG H M BN HAGT TYHNE, XA 22— MERAINF L« TR R
XA BIOSHE 3R «

OBIOS# 7~Basic Input Output System (EAF AR H 25%) - FEFRE, ERENAE—MENEER/DNH
BLA7fif 2y (Read-Only Memory, ROM) BIOSEL & & Fif iy AR LF E I ZHIAE - BxXiE, AHEZRE %
TR 17 H I BIOSH i s I HIIEOXO - E % X MU E A& —&BETES, R BIOSHIPOSTIE -

OPOSTX <Power On Self Tes(hll il Hi%) - XERFEFBNFRE, ARALAREMEECRZTLE, N
FERRCPURES WAL B B T EANL . X—MBFE -1 EEPE, BEMET FIE - IANEIBIOSA L
VPP LRSS0 - IRATDUNEGE - Jedilizhas - E% &5 .

OPOSTHRSG — 2 HUTINT 0x19 84 o X MEL NG| SR & — 1 X ILEG127 T, FEAH
1EOX7c00: SE—NFp X U e AR TR &L 40, RS s TEIEEE - ARERS, R
EHE S h— B H R E R ETE - O5PERERNRINE, 15HIKX, F—1BXELE - HEH
MO GRS, Tk X NG9 5) BERRIER, © X #H N F 515105 (Master Boot Record, MBR)
BRI B X EEAEA.



D01#0 57/ P ES AP

1.4 boot OfT B

OLFATE —F X fF/boottbootd o« 3X A& —MUSL2ZFTT /N - W AEFreeBSDEHE T FEH 1%
£ “bootmanager , X3 RINZARH S AEEMBR

OWIHTATIA, INT 0x19 54 FHMBR, HitiZbooto HINZ 2 NFHINEOX7c00- FFFE L
:sys/boot/i386/boot0/boot0.S , ATLUEREX A A T 4- X 25 SEHEE, —BHRobert
Nordier?s 5 14 NALALIFE T B -

OMBRE, tplitbooto B, MIHHEOXIbeTIHH — MFIRIILHE, PP XE . HAFAZACREN D
XiIE¥), BFRILKI6TT « 2 KICFFREETHRI T, EFreeBSONIATESF, 1XHH Fuslice(d): 167
THE - MREFTREX NP EEEA TG - BARE 0 KA EX & . B, booto MU
RRFEBIRENAT -

O—"r KigFE M

o 1FWMHRGIRA

o 1FA[GIHHRE

o 6FTTCHSIE AR

o 8FTLBAMSEIHIATT

O—"M KIE R & — 0 XAEME FYINEEE - LBAFICHSH MifATF e mRNEE, H
BHRFTEAE: LBA (BT 4E, Logical Block Addressing7r 43 X AL A B X F4r [X KB

T CHS(FE Ik B33 X ) F6 7R B B X R X

D5 SEHSAMD XK, HERE LR RSR, UM LOERER T35 SImEM S X . ARE E#
THIRF#E, booto AT NENE:

o PRCIEFMID X NG| T, HERLAHTH AT SR
o IDHEAVGERER I X LU TR SEE R SiE Tl
o REIEPHKIE-TRX, HPFRHIITZ

O A BIRSEET — A5 55 X (X B f5FreeBSOH X)) AU — M X BIE? IEAIRESLERNN, FHt
JEboot2 -

1.5 boot 2fT Bt

OV RAEAITE, T 4boot2 & fEboot0 Z /5, TMAZTEbootlZ 5 - HEEE L, A — 15127 AL
fbootl FFHUE HR/boot H, FREHRMN—IKEKESI T RGN - WIKES|FH, bootl EEbooto FfiEALT]
SHEERIER E4Eboot2 HIZITL -

OfRATREC 2B EIE — X fF/boot/mbr - X Eboot0 HIREAKRAS - mbr LI AS BoRSE L ki,

T & 5 | SR E R X

05 boot2 KL HTE H K sys/boot/i386/boot2/ B XN R AT HUT e oot BL o fE/boot LIS
boot0 Flboot2 NEFES| S FEFHEH, HEbootOcfgXiff) TEASHHTA]- booto FINZRL
TEMBRH A BEAERL - boot2 AL T A 5| [ FreeBSDY X FUFFIR o SXLLfr BN U RO H], BT LEATAR]
Flls Z KPR EE -
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Oboot2 H)FEZALFREIE L Hibootloader , ARG S FERIFE =M B - fEboot2 H HUTHS ANRESEH#
Wopen() Hread() 2 EAIBFIFE REL BN NGB B HINE: - Wﬁréﬂ?ﬂﬁaﬁf RBUCCH R GTAE, $eE
W ffIboot/loader , FABIOSHITHEER EIRANF, R MNEAL I EIITZ -

OFRILZ %M, boot2 i A[H&/RH P Ti%#E, loadem] DINHEWEL - RETETT - 4K FEH -
Oboot2 i) ki (R AR ERAY 7 2077 4

sys/boot/i386/boot2/Makefile

boot2: boot2.ldr boot2.bin ${BTX}/btx/btx

btxld -v -E ${ORG2} -f bin -b ${BTX}/btx/btx -I boot2.ldr \
-0 boot2.ld -P 1 boot2.bin

03X 1~MakefileFr 187 2% B btxId (8)# F e i 2 — it X% . BIXFERFIFY %aﬁ(sooTeXtenderﬁ%ﬁ R
% P (client) AR RIAEE . H 5K P REFHETEREN—BRE . fillboot2 &— PBTXE T, ff
FIBTXIRMEAIARSS -

0L Ebtxld 82y, BRI SR AE—#L - btxId(8)FIId(1) A X A2 Id 38 & R i 1~ B AR S5
B — o B FE B AT T SO, Tibtxid MPRF— A~ BFR SO SBTXRER LR, M AE A THIE S K EER
B EHIRES, ISR SES -

Obooto HUTBHEEBTXIIA LG - 5, BTXRACBGIHMERIEA, Hies — MRARIE, REH
P e XA

o EH18086%HT - IXEIKEBTXIE 808G I IFESF - A= F54, Wipushf, popf, cli, sti, if ¥R #E
WA -

o FEILHITIEIATF 3 (Interrupt Descriptor Table, IDT) {45 FH fIRE 4 HH 7 A] # 54 FOBIOSTE P Ab 3 - 57
HrOx30, XJE R K D -

o Wi ZGTH Hexec Fllexit AIE XUIR:
sys/boot/i386/btx/lib/btxsys.s:

.set INT_SYS,0x30 #  HE

#

# System call: exit

#

__exit: xorl %eax,%eax # BTX  RLUEAHOX0
int $INT_SYS #

#

# System call: exec

#

__exec: movl $0x1,%eax # BTX  HRIUHAHOXL
int $INT_SYS #

OBTX#E .4 /5 1A 73 (Global Descriptor Table, GDT):

sys/boot/i386/btx/btx/btx.s:

gdt: .word 0x0,0x0,0x0,0x0 # DI HAH
.word Oxffff,0x0,0x9a00,0xcf # SEL _SCODE
.word Oxffff,0x0,0x9200,0xcf # SEL_SDATA
.word Oxffff,0x0,0x9a00,0x0 # SEL RCODE
.word Oxffff,0x0,0x9200,0x0 # SEL_RDATA
.word Oxffff, MEM_USR,0xfa00,0xcf# SEL _UCODE
.word Oxffff, MEM_USR,0xf200,0xcf# SEL_UDATA
.word _TSSLM,MEM_TSS,0x8900,0x0 # SEL_TSS
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0% P RIS FIEEE A T HiEMEM_USR(0xa000) 12547 (selector) SEL_UCODES [1] 25 7 FIER B - 4%
FFSEL_UCODEH 5 3¢ i 7 H R (Descriptor Privilege Level, DPL) iX /& fARHALR - {HSZINT 0x30 f§
S HEREFEE TR B E, X BA%EFEITFSEL_SCODE (supervisor codé)s & & HA R . 4t
P SLIDT(HR T HE A 1F ) I FEA T OB ERRRE:

mov $SEL_SCODE,%dh # B REAT
init.2: shr %bx # B A A HIET?
jnc init.3 # i
mov %ax,(%di) #  RELHEFRSE
mov %dh,0x2(%(di) # KRBT ES
mov %dl,0x5(%di) # 1%E P:DPL:type
add $0x4,%ax # N AT EREF

OFTLL, HEFEAR__exec() B, AR LIS SARIT o X (015 AT DU MR PR B R 4518, W
43 T15E (page tables) 4 /iR TF#(GDT) FWIATF#(IDT)% -

Oboot2 & X T — PN EEREIELEH: struct bootinfo - X PEEF Hboot2 WIATL, IRIEBEERE
Flloader, ZJ5 MR AN o XL AHER T H Hboot2 %€, HRAIHloader® & - X MEHHHIE R
BN - BIOSHRBERRE AT /ME k3 XA HE B, - BIOSIRMEHIG Sk Bk shasdn S, AT
PIBANFE RN, envp TEEFEABETEEHSE - & XLWT:

Jusr/include/machine/bootinfo.h
struct bootinfo {

u_int32_t bi_version;

u_int32_t bi_kernelname; / * FH—NFHERR « + ]

u_int32_t bi_nfs_diskless; / * struct nfs_diskless * %/
I+ PLERE G «/

#define bi_endcommon bi_n_bios_used

u_int32_t bi_n_bios_used;

u_int32_t bi_bios_geom[N_BIOS_GEOM];

u_int32_t bi_size;

u_int8 t bi_memsizes valid;

u_int8_t bi_bios_dev; / « S BHIBIOSH LIRS «/

u_int8_t bi_pad[2];

u_int32_t bi_basemem;

u_int32_t bi_extmem;

u_int32_t bi_symtab; / * struct symtab * o/

u_int32_t bi_esymtab; / * struct symtab * %/
I+ LURI H{XE%bootloader  $2fit +/

u_int32_t bi_kernend; / * NZZSTRI ARG «/

u_int32_t bi_envp; / * INE «/

u_int32_t bi_modulep; / * TSR «/

h

Oboot2 #HA—"MEAERFHH WA, RiEEHcad) - WHRASAMUEAEA, TEEREE— KR G5
W, load() RFE&IEEHRE M (/boot/loader ) - PK%Lino_t lookup(char «filename)  Flint
xfsread(ino_t inode, void *buf, size_t nbyte) FHRRE SN ZEANFFE - Iboot/loader  S&—
NELFRS S S0, A B BRI AL T a.outg =X Wstruct exec 4519 - load() 1
filoadefIELFLER, F#bootloader  ENTE, REHEEADHITZ:

sys/boot/i386/boot2/boot2.c:
__exec((caddr_t)addr, RB_BOOTINFO | (opts & RBX_MASK),
MAKEBOOTDEV(dev_maj[dsk.type], 0, dsk.slice, dsk.unit, dsk.part),
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0, 0, 0, VTOP(&bootinfo));

1.6 loader BBt

Oloadertl /g —1"BTX &, EXEAMEFEAR. OH—HHNAE2HPFHoader(8), FHMike SmithHi5 -
[tloaderH &K 2 FIBTX AL O & 2L i i 8T -

OloaderfI EZEFHZG| SN - BANBHERANTE, Rl loaderH:

sys/boot/common/boot.c:
/= Mloader FIFHNIZHN N exec FEFF +/

module_formats[km->m_loader]->|_exec(km);

1.7 NEwIIRt

OiEFARE — TEERNZAa < o XBER BIEA] T #floaderf& 245 LA MERRALE. - XML E RN E
SN DUNEP

sys/conf/Makefile.i386:

Id -elf -Bdynamic -T /usr/src/sys/conf/ldscript.i386 -ex port-dynamic \
-dynamic-linker /red/herring -o kernel -X locore.o \

<lots of kernel .o files>

OfEX— 1T E —SHBRRE - B8, WZE—PELFSISEERE #6030, AT ah SR H
SElred/herring , — PNEIUVERISUE - HIR, B— N Fsys/conflldscript.i386 . AT DU PR AR Y TN
BRI FETE — SRR A - FRERELT, FR8

sys/conf/ldscript.i386:
ENTRY (btext)

OF RN D S5 btext’ « iX M5 FElocore.s  HEX:
sys/i386/i386/locore.s:

text

/ * * * * * * *% * kkkkkkkkkkhkkkhkhkkk

*

* This is where the bootblocks start us, set the ball rolling..
* AM

*/

NON_GPROF_ENTRY (btext)

OB e F 7 2SEFLAGSH N — Tl E L AT{E0x00000002 SR JE WAL B af fEan:

sys/i386/i386/locore.s

I » REAEBIOSA HIEFLAGSE «/
pushl $PSL_KERNEL
popfl

| *
* NEMEBIOSH HH1%fs « %gslH - HE5| ST fEH % E%cs. %ds Y%es- %ssfH



*/
mov %ds, %ax
mov %ax, %fs
mov %ax, %gs

O btextfE F {5 #£recover_bootinfo() ,identify_cpu()
fElocore.s  ZH o iXLLFIFERTIREL T :

recover_bootinfo

identify_cpu

create_pagetables

O N2 BVME(WHRCPUE XTI EE):

testt $CPUID_VME, R(_cpu_feature)
jz 1f
movl %cr4, %eax

orl $CR4_VME, %eax
movl %eax, %cr4

ORE. Esh T

/* Now enable paging */

movl R(_IdlePTD), %eax
movl %eax,%cr3
movl %cr0,%eax

orl $CRO_PE|CRO_PG,%eax
movl %eax,%cr0

D01#0 57/ P ES AP

create_pagetables() o JXLLFIFE E

XFIRES T 5 FREFE AL NI SE. 5|5
WAZE 3M 7 = Hloaders | 5 (A1HT FTid), FHE &
51355 &SI SN . X EEIRESI ST
2, B4R struct bootinfo FHEENZNG -
X RETNICPURTY B as A AR

£ cpu o

XA BRI ECH 3 TURAE R N A7 25 (A THE T o0 B — RS
|, HES—ENE

load ptd addr into mmu */
get control word */
enable paging  */

and let's page NOW! */

A

*
*
*
*

OfTo IR, RICRSEat Tk 75 ABERI KRR« B =47 (CRE R B = Ut it

pushl
ret

$begin

/| + jump to high virtualized address */

[+ HIfEBKER ZKERNBASE AR 2 E AR NG ELENALD «/

begin:

OK&nitase()  #EA; BESEUERRIRE— R, BE— TSNP - BEEHT

fTmi_startup() - init386 & SIEMRGUEREIRIAILEEL, mi_startup() B S RGTCRMIE
(R4 mi_’ & RMachine Independent MEFI THLER) - WA Mmi_startup() IR E]; XL

J&, WRZSERE] S

sys/i386/i386/locore.s:

movl physfree, %esi

pushl  %esi [ * £%5init386()
call _init386 /

call _mi_startup / *

HIEE—ZEL «/

* E386 0 2 EMUNIX LAE «/
HEnBE BT, RS RS, & «/
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hit [ x ANEREERXE!D «f

1.7.1i ni t 386()

Oinit386() & Y {Esys/i386/i386/machdep.c i, EEIntel 3868 AT IR WAL - loader?,
HCPUYIM E LRI - loadeTD 2 HE . T HEHMES -

BEE 8MESHESHE 5% MMM AHITIANR . 52 BRI, X8 H 2R AR s Tl
R T LEEM - X Fintel 80x86/L55 MR, 7 WIntel A F] 580386 CPUKJFLE™ fh I BRE, BB EFEK
22 BIE (http://www.lib.tsinghua.edu.cn/) FEFBGL R A FH"80386"1F 7 SR B T 3 1) R 45 T E I H B -

FEXMESH, WIS TAE . e EARIEET, FoR A BEESA T RIFRCU SE R — R MR TAE—
1 H:

o VIR THESE, XESHH5| SRTFHER

o WEGDT(2R/HIAFFE)

o WEEIDT(HITHIATFR)

o VIRLRGIEHIG

o VIMRLDDB(NAZ M)A IHIRER), WR B WS FH L
o WIHAILTSS(ESIREER)

o WELDT(RHHIATTE)

o 3 procO(05#HHE, RIPNZAHAR)Mpch AR HIE)

Oinit3se() B WG LNZII AT ISR, XSS H5 I FRTFER . R BIAERE (environment
pointer, envp)d . FE VA Hinit_param1() - envpfEEl E HloadedF it S fbootinfo  H:

sys/i386/i386/machdep.c:
kern_envp = (caddr_t)bootinfo.bi_envp + KERNBASE;

I+ TIRIEATT R, Whz %G «/
init_param1();

Oinit_paraml() & X fEsys/kern/subr_param.c ZH e X B —sysctlil, iAH B
#, init_param1()  Ainit_param2() - XN EEEINt38E()  FIAA:

sys/kern/subr_param.c
hz = HZzZ;
TUNABLE_INT_FETCH("kern.hz", &hz);

OTUNABLE_<typename>_ FETCHI ik B 25 & f(H:

lusr/src/sys/sys/kernel.h
#define TUNABLE_INT_FETCH(path, var) getenv_int((path) , (var))

O0Sysctkern.hz /& RGHTEPHIR o [FHT, X Lesysctlii#init_paraml()  1%7E: kern.maxswzone,
kern.maxbcache, kern.maxtsiz, kern.dfldsiz, kern.maxds iz, kern.dflssiz, kern.maxssiz,
kern.sgrowsiz
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O%RJGinit3se() 1R 4 RiiATT % (Global Descriptors Table, GDT) #:x86 I & MESS#LET1E B T IR UL
bk (A B, XA A Bk RS & BT FEAE - 2, AT E R TR S 7ECSEIP,
IR LIXEIE L ISR E REBEELBMIECS + EIP. 7y T, BRI TR Mo, &1k
THRIRAGTFT - FTLL, EXMEIFH, 5Lt EREIPHIE - Br?i 78y, WICS. DSH &L
P, B2 RiAfrR PRI CERRRU, RIDHEEEFEE, MRS P IINDEXE ) -

P& %1 180386, EIFEFHEL6MI, INDEXER /& A HE 1311 -
FreeBSOH & RfiiARF £ MBI CPURGFE L5 IR FAF

sys/i386/i386/machdep.c:
union descriptor gdt{NGDT * MAXCPU], /* ZRiiRfE «/

sys/i386/include/segments.h:

| *

* 2 RRIAFE(GDT) FIIA D

*/

#define GNULL_SEL 0 [ * ZHEATF +/

#define GCODE_SEL 1 |+ NEARBHRRF «/

#define GDATA_SEL 2 [« NEEIRHIRF «/

#define GPRIV_SEL 3 | * WRZLHE(SMP) BB T HEIE «/
#define GPROCO_SEL 4 | » Task state process slot zero and up, SRS
2o/

#define GLDT_SEL 5 |+ EHERNRIIERTER «/

#define GUSERLDT_SEL 6 I = FFEEXRERTR «/

#define GTGATE_SEL 7 | x ARSI O */

#define GBIOSLOWMEM_SEL 8 I* BIOSTRIG N FF I Al ( DA TZIX B N E)
#define GPANIC_SEL 9 I+ SREHERGEFEHILTENESRE «/
#define GBIOSCODE32_SEL 10 |+ BIOS#2M (32 Niftid) =/

#define GBIOSCODE16_SEL 11 | = BIOS#z(16 NifLtiE) «/

#define GBIOSDATA_SEL 12 |+ BIOSE (R =/

#define GBIOSUTIL_SEL 13 I+ BIOSEO(TE) =/

#define GBIOSARGS_SEL 14 |+ BIOSEEO( BZRE, 530 =/

OEER, X Erdefinesdt ISR AL, MHEEFFFINDEXSE, FILETIERERFRFRF MR
5l i, WA RERERF (GCODE_SELYI{E H0x08-

O N —Z 2R WA FF 2 (Interrupt Descriptor Table, IDT) 3X 7k F7E & A= {4 ol i {4 T isf < 1 b 38
Rl M. B, ST RGOFHR, AP HATEFIRICINT 0x80 84 « iXE—TEFHIr, ABERHRS|

g%ijﬂ%i%ﬂ%ﬁﬁ%ﬂFﬁﬁiﬂio XM A AL ELX A T AR - FEXMEERBIEF, XN
/\,J[,in ; [

BHLE: Intel 8038630 “WMI]” . AT LA F e ol —FcallfE < LA AN H B fiRE - AT
FEFreeBSDH AR AXRLA], iRy KR O ] S5 shASREEAURBUE . A SMIE — I RIT
4k AEfiELinuxibs, 2 i85 FreeBSDARE AR S AR BIE R GURA MR, AAZ ER—EHEEE,
XERREFREBARELZAT; AR AR ERVTREFF Z B I HTHA (S AR APt B o sh e R A R R s tT -

HRIT AP R B %2 7] LUE 256 (0x100¥%10 5% - NEZ S BCNIDT S50 SR I N A48 RN fF %, X
HENIDT=256, Z&HAE:
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sys/i386/i386/machdep.c:

static struct gate_descriptor idtO[NIDT];

struct gate_descriptor *idt = &idto[0]; / * FRTHATT R «/
O PRI E — DS @ PR AR - RSP X HINT 0x80 L2 Wit
sys/i386/i386/machdep.c:

setidt(0x80, &IDTVEC(intOx80_syscall),
SDT_SYS386TGT, SEL_UPL, GSEL(GCODE_SEL, SEL_KPL));

O LA — 4P LR AR AINT 0xB0 JEAHT, 4 RUCHIRHIN & (4 AT A Xin0x80_syscall i
A EEEMRFET, LV 5 RURIT -

D8RG, 81 & FDDB(HIRER) TR L

sys/i386/i386/machdep.c:

cninit();
% DUFACHS AT BEEI A AR E L 75 DDB kit «/
#ifdef DDB

kdb_init();

if (boothowto & RB_KDB)

Debugger("Boot flags requested debugger");

#endif

DS IRBBUTSSYE 7 — P x86LRIT R AP HIEIELET - A K EALS TS, (B IEBARALAE 78
SMHER -

O RS IEAAT 2 (LDT) FoRTE MM P AU AR - RYUE LT JLMERST, BINRMEATER, ENRAL
VAR R QAR AU « B P B AT

Jusr/include/machine/segments.h

#define LSYS5CALLS SEL 0 / = Intel BCS 5RHIZRM =/

#define LSYS5SIGR_SEL 1

#define L43BSDCALLS_SEL 2 I * THITC %/

#define LUCODE_SEL 3

#define LSOL26CALLS_SEL 4 | + Solaris >=2.6 [RAGFHFO «/
#define LUDATA_SEL 5

/ = separate stack, es,fs,gs sels ? SRR es « fs - gSIERERF?  «/

[ = #define LPOSIXCALLS_SEL 5 */ / * notyet, T */

#define LBSDICALLS_SEL 16 / * BSDI system call gate, BSDI RGUAMRA +/
#define NLDT (LBSDICALLS_SEL + 1)

O%JE, procO(05#E, BRI PNIZFTAL AT AR) B FE = I H (Process Control Block)sfruct pch  )&5HA#HI1h
b - procOZ— struct proc 45t WA T —AWIZHE - WGBTS, ZHFBRERFAE, TLLX M
ENRFHE LN ERTE:

sys/kern/kern_init.c:
struct proc procO;

O%5fstruct pcb  JsEprodditt —# 5>, B & X #E/usrlinclude/machine/pcb.h ZH, NEEXTi386hH
HEMEENEER, WHFFLRNE .

10
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1.7.2m startup()
03X R B BRI, REE RS 0aiag, REZ MRS M NRAD:

sys/kern/init_main.c:
for (sipp = sysinit; *sipp; sipp++) {

I .. HE L x/

I+ VAFHERE «/
(*(( *sipp)->func))(( * sipp)->udata);
[+ .. HEE . =/

}

ORVEsysinifEZR E42 7 (FreeBSOT X & Fit) HEER, FolZ2EXEre— NEAMEREHE -

O RGN G (sysinit R)E i WA ZEESL - ik3A T lannounce  sysinittf SR - XX RITETAR
MEEB:

sys/kern/init_main.c:

static void
print_caddr_t(void *data __unused)
{

printf("%s", (char *)data);
}

SYSINIT(announce, SI_SUB_COPYRIGHT, SI_ORDER_FIRST, pr int_caddr_t, copyright)

03X X7 RGhRRESI_SUB_COPYRIGHT(0x0800001) i {E NI4T HE
7ESI_SUB_CONSOLE(0x080000Q)[fi - Frlk, Wui(E BRFEFE S G VI 10 2 J5 B AR ST BN HiE -

O TE—FBZZSYSINIT) BIEM T L4t 4 o ERIFALZEC_SYSINIT() - ZC_SYSINIT() RIFEIFA—1
Fp A gE struct sysinit o tEF AR EA T 55— 1-7DATA_SET

lusr/include/sys/kernel.h:

#define C_SYSINIT(uniquifier, subsystem, order, func, id ent) \
static struct sysinit uniquifier ## _sys_init = { \ subsyste m, \
order, \ func, \ ident \ }; \ DATA_SET(sysinit_set,uniquifi er ##
_Sys_init);

#define SYSINIT(uniquifier, subsystem, order, func, iden t) \
C_SYSINIT(uniquifier, subsystem, order, \
(sysinit_cfunc_t)(sysinit_nfunc_t)func, (void *)ident)

O ZZDATA_SET() BT BMAKE_SET(), ZZMAKE_SET()¥5[ T E R & HIsysinitZ)EL:

Jusr/include/linker_set.h

#define MAKE_SET(set, sym) \
static void const * const __ set ##fset## _sym_##tsym = &sym; \
__asm(".section .set." #set "\"am\""); \
__asm(".long " #sym); \

__asm(".previous")
#endif
#define TEXT_SET(set, sym) MAKE_SET(set, sym)
#define DATA_SET(set, sym) MAKE_SET(set, sym)

11
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OERBATHETF, Sl ZRRIERE, Far-Em T E]:

static struct sysinit announce_sys_init = {
SI_SUB_COPYRIGHT,
SI_ORDER_FIRST,
(sysinit_cfunc_t)(sysinit_nfunc_t) print_caddr _t,
(void *) copyright

I3

static void const *const __set_sysinit_set_sym_announce_sys_init =
&announce_sys_init;

__asm(".long " "announce_sys_init");

__asm(".previous");

O%—"__asm¥g & ENIZ AT HUT U . — 1 ELFTI (section) X & A 7E N EEREAIHE « 53X — 7R # d
4h) set.sysinit_set o X—TTHINZE—1-32fi{Hannounce_sys_idi gl X MEIERESE
_asmiELFTRE XA - = asmiELSPMCTHIZE R - AR FIEA 2 FHERT7E SGER], TTRIRZEGR
PB2MME) R AR B EFAERI T B, XIS I T — 32 FRET A -

O FobjdumpZEE — A% —dE IS0 1:, MVF RS ERE R EHIX 2 JL /N

% obj dunp -h /kernel

7 .set.cons_set 00000014 c03164c0O0 ¢03164c0 002154cO0 2 ** 2
CONTENTS, ALLOC, LOAD, DATA

8 .set.kbddriver_set 00000010 c03164d4 ¢03164d4 002154d4 2%x 2
CONTENTS, ALLOC, LOAD, DATA

9 .set.scrndr_set 00000024 c03164e4 c03164e4 002154e4 2 ** 2
CONTENTS, ALLOC, LOAD, DATA

10 .set.scterm_set 0000000c c0316508 ¢0316508 00215508 2 ** 2
CONTENTS, ALLOC, LOAD, DATA

11 .set.sysctl_set 0000097c¢ c0316514 c0316514 00215514 2 ** 2
CONTENTS, ALLOC, LOAD, DATA

12 .set.sysinit_set 00000664 ¢0316e90 ¢0316e90 0021590 2 *x 2

CONTENTS, ALLOC, LOAD, DATA

03X — FE BE R F BT set.sysinit_s@§0x6647 11 K/, Fif Llox664/sizeof(void *) I sysinitc G4 4
BT A% . HETY, l.set.sysctl_set FRETHHRES .

038 E X —12RF Fystruct linker_set A5 &, 7 .set.sysinit_set g i 2IIER T EE:
sys/kern/init_main.c:

extern struct linker_set sysinit_set; / * XXX */
Ostruct linker_set AR

Jusr/include/linker_set.h:
struct linker_set {
int Is_length;
void *|s_items[1]; / * Is_length  PIIREEE, DINULLEERE +/

12
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A SR FEYL, FICIE S g5 ARlinker_set R FBIELFT -
F—TiEsysinitcf S AVEE, 002 — T UINULLEE BROEUH, BUEAH 238 AP S FaE -

OEE S mi_startup() — FITTIE, FRATELE T sysinithf g iR ZHA R - REmi_startup() R EATHE
P, ARRAE IR BE—TINRERGAES:

lusr/include/sys/kernel.h:

enum sysinit_sub_id {
SI_SUB_DUMMY
SI_SUB_DONE
SI_SUB_CONSOLE
SI_SUB_COPYRIGHT

0000000, I x AHEHUT, (UEBEERS R «/
x0000001, [ * CHAbTE/

x0800000, [+ G/

x0800001, [« EEHHAES GRS «/

([T "
Oooo

SI_SUB_RUN_SCHEDULER = Oxfffffff I« JAREERS RE +/
J5

O R By sysinith G5 X AE L sysivmivm_glue.c  H, X P REIAD S Z&scheduler() - X ER%EL
SEBR B RN TERRIEER, BRI AR H(PID) ORI FEswappedt 2 - A 2] A procs 4 1E & F B4
RIXAHEFE -

O%— PR Rinit, Hsysinittf Rinit &7

sys/kern/init_main.c:
static void
create_init(const void +xudata ___unused)
{
int error;
int s;

s = splhigh();
error = fork1(&procO, RFFDG | RFPROC, &initproc);
if (error)
panic("cannot fork init: %d\n", error);
initproc->p_flag |= P_INMEM | P_SYSTEM;
cpu_set_fork_handler(initproc, start_init, NULL);
remrunqueue(initproc);
splx(s);
}
SYSINIT(init,SI_SUB_CREATE_INIT, SI_ORDER_FIRST, crea te_init, NULL)

Ocreate_init() W Hforkl() B ETRERR, EHAEEHAMO A RETT o SRR
SRVRFEHUUTI, start_init() BEEA o 8D ERECE X Finit maine o BEIREEE AT I HIT
init . Je2/sbin/init . 9RJ5 Z/shin/oinit , Isbin/init.bak . BJGfE/stand/sysinstall

sys/kern/init_main.c:
static char init_path[MAXPATHLEN] =
#ifdef INIT_PATH
_ XSTRING(INIT_PATH);
#else
"/sbin/init:/sbin/oinit:/sbin/init.bak:/stand/sysin stall”;
#endif

13
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1. HL&T Hindisklabel(8)z X — XA MEEE, EEEAER _HIXE.

14
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N T8

FF: intron@intron.ac.
01X —Z FHFreeBSD SMP Next Generation ProjectfE# - 5 RIS FER A % 45 FreeBSD X FR & &b
FH(SMP) B33 (http://lists.FreeBSD.org/mailman/listinfo/freebsdsmp).
Ok IR N Z AR A A T fEFreeBSDNAZ BB, X LB 2 2 B AR PTRE - BiAT LU JLF T
KRG - BRG] LA mutexailockmgr(OYRF - KT HEAZ AT, B s 200 E i ED
FEAT, XEEAR T IS B R -

BEE: (OEAEANE, SARLEH “mutex M “H=ZTFRE XA CEPFENMDREREESEZL, HiEt
JEERINBEETTE L o ENLF-#EZlockmgr(9)H) T4 -

2.1 Mutex

OMutexit & —Fh SRR L ZHEE P ERIE . — D mutextE— DI Z H AT DA — NS 3E - is—4
SURERAS O AW A mutex LS HEAERE, BIELIX I mutex B - fEFreeBSDNIZH, mutexii i iz
Frifa -

OMutexA] DA#ER IR E, (HiEmutex— B R 8 — >SS E B A — B 1], R — SR REZE#F
HmutextBEIR - WRREEARE mutedS BEIR, 77— Mockmgr(9)f -

O P mutex5 JL P4 NESLER B E:

e300
AP TS struct mods B S 5
248,

FH R mbx_init  FEIRAIMuUteXI S F o X124 F R RFEKTRIRERE B fwitnesst 8 5 &4 F 5 H - X
M FL AT XA PRiRAEwitnesd UL A A4 mutex

e
MutexfIRA FREMTX * TR - B MRE TR LFEmutex (98 Fritiik -
MTX_DEF

—MEIRmutex

MTX_SPIN
—MEP A mutex

15
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MTX_RECURSE

X mutexf i I
BRI 5
XA T BRI PR 5| R BRI 3R o T TEIRSEM ARG, SRS a3 A1)
R -
TS PR

X2 mutexd 151 4 AT LU F A R £

#2-1. Mutex¥| F#
Bz o Erra = e | et 5

16



00220 AP HIHT

TEH B R R H S R £
sched_lock “sched lock (I | MTX_SPIN| _gmonparam, setrunqueue
) MTX_RECURSE cntv_swtch remrunqueue |,

cp_time , mi_switch
curpriority , chooseproc
mtx.nt x_bl ocked, |schedclock
mtx.nt x_cont est ed| resetpriority ,
procp_procq, updatepri
procp_sl pq, maybe_resched ,
procp_sfl ag, cpu_switch
procp_stat, cpu_throw

procp_est cpu,
procp_cpti cks
procp_pct cpu,
procp_wchan,
procp_wresg,
procp_sw i ne,
procp_sl pti ne,
procp_runti nme,
procp_uu,
procp_su,
procp_i u,
procp_uti cks,
procp_sti cks,
procp_iti cks,
procp_oncpu,
procp_l ast cpu,
procp_r gi ndex,
procp_hel dnt x,
procp_bl ocked,
procp_nt xnane,
procp_cont est ed,
procp_priority,
procp_usrpri,
procp_nati vepri,
procp_ni ce,
procp_rtprio,
pscnt , slpque
itqueuebits ,
itqueues
rtqueuebits ,
rtqueues
queuebits
queues ,
idqueuebits
idqueues ,
switchtime
switchticks

need_resched ,
resched_wanted
clear_resched
aston , astoff
astpending
calcru
proc_compare

17
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procp_itcal |l out,
procp_sl pcal | out,
softticks , ticks

BLES P i) RIFXR MR R £
vm86pch_lock “vm86pch MTX_DEF vm86pch vm86_bioscall
lock” (FEF18086H
SRR HITEN)
Giant “Giant” (E#) MTX_DER JUFRTRAEA R | %
MTX_RECURSE ]
callout_lock “calloutlock” (% | MTX_SPIN]| callfree
i FH 1) MTX_RECURSE callwheel
nextsoftcheck

2.2 2 H R

DX LB HEEAR ML G RBAITIRE, AT LA — D IEAREIRFARERE - AT

=

K22 BZHFHFIF

%t —%lockmgr(9)2

TEH R
allproc_lock allproc zombproc pidhashtbl procp_li st

procp_hash nextpid

proctree_lock

procp_chi | dren procp_si bling

23 i RIFZE

D7 AR B el — D BAER BRI IR E E,

T WX £e 28 B TR R U 1] R 2L P AR A

JFF#1F(atomic(9)). RVEHE HIZEAR RIS HLHEI(F] tnmutexyitd IR TR ZE LR, HERDELEE

LA E 7T 3

e Mitx.nt x_| ock
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003 [

WX R

ZU7E. intron@intron.ac.

OMRZX 5, HitZKobj, ANRAL T —FiE AT RICESWME T - SRR ARBRIEE S
% o RXFERAANABIA RN RRIIR N, T RERE I R R R

3.1 RiE

IOE

HRE ARSI -SOR S ELE A
DARE

B E— R
”

—FhE LRI

%O
—FhE Z R IER— MTEE S

3.2 Kobj F LAEAR

FEIE: X/ TR EBETEEENAAELE SR, BEERAER TR ERP X

OKobj TAERF, F=AJ5EREA « B MRE — D E—BIPRHRTI— DR R B DR A 7 A R —
PRETIER EME—RPRRTTE -

OfgE—P3K, MREEL —KTIER, HRXRERRE Pl mEO7E); XERTR)EHH
TR - R, REGGE - FFEREINI DR — L% F - ATIRRT SN T IR E 2 0HE
R— T ME—RRR, BRAFCEEETIIHERRAERERTER TR ST MREWRERRTE, s
PRI A B R OT IR ERR AL, DURITOMRS R, AR E IR 2G 5 iA R fstl o 44 il R
OTEEREE) TEMA T ERR O ME— RS HasH T B A RIRIESF - RN TTERTESR
. RS ERERRITER - RN HEGIRE] T, RERMHERRE (AR E A T AR ST
FRE 2 BE - A, XA TT VAR BB A R AR -

DXL RERT# R a0 R -

W Ge-> R f7<-> R
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3.3 % A Kobj

3.3.1 45l

struct kobj_method

3.3.2 K3

void kobj_class_compile(kobj_class_t cls);

void kobj_class_compile_static(kobj_class_t cls, kobj_ ops_t ops);

void kobj_class_free(kobj_class_t cls);

kobj_t kobj_create(kobj_class_t cls, struct malloc_type *mtype, int mflags);
void kobj_init(kobj_t obj, kobj class_t cls);

void kobj_delete(kobj_t obj, struct malloc_type * mtype);

3.3.3 %

KOBJ_CLASS_FIELDS

KOBJ_FIELDS

DEFINE_CLASS(name, methods, size)
KOBJMETHOD(NAME, FUNC)

3.3.4 L

<sys/param.h>
<sys/kobj.h>

3.3.5 3 — N O HIREHR

OfFFHKobjRISE — 0 R — M O« FEILHE AL FE R AR 1) TAE o 38 S2 AR m] R
7K src/sys/kern/makeobjops.pl SERL, BT ERBEERREL SR, IR S AR T EE R

OZEX MR FR 4D S ek 17 2 4 /# H: #include  , INTERFACE CODEMETHODPSTATICMETHODRIDEFAULT
O#include &G AT N B R #E — 22 OB )21 9% A2 B A0 ACRS SR A SK35E -
aOan:

#include <sys/foo.h>

O RBEFAINTERFACBH R E WM 4 » XN ZFREFNTIELESE—R, JEAinterface name]_[method
name} EESE: INTERFACE [ 1 4]

O fgign:

INTERFACE foo;
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O kiR CODER R E IS E—F A ERI B HIFUCH S - VAL CODE { [fEfRE] ),
O fgign:

CODE {
struct foo * foo_alloc_null(struct bar *)
{
return NULL;
}
h

O B IRIMETHOB SR — AN /1 o 1B1ER: METHOD REMEER!] [ A& { [ M2 Z3ET) %
aan:

METHOD int bar {
struct object *
struct foo *
struct bar;

h

055 {ADEFAULTRZE S HEAIMETHOR 5, X FEAIMETHOBIHNFE o B 4AIX NN T P B A R A - 15
V5% METHOD REMEZEEN [ A&l { [ W5 [ HESE] JDEFAULT [ H& KA,

Of4n:

METHOD int bar {
struct object *
struct foo *
int bar;

} DEFAULT foo_hack;

0 KB IR STATICMETHOBE LI B IAIMETHOD X T8 1" Kobj*f 5, — M H LA —LKobj % A 4L

P o METHORE M HI A At (RS e B FHARAL T GKEE; (R SELEE A X LT FEHIE, XL N
XA GV (Rl A BE B« T STATICMETHORE SRS S AT IANZIX BRI IXREAR Ak, ERIE
AR N X SRS RSE B 25 T2 20 FH R XA 5 VAR O ERR R B R BN 280 A - Xt
PR RA T IERZIMNERX A EE R -

FEIE: X —BRIES 5ECUR R . SRR TR LG % . ZBCHETR “FHEREC
AR -

OHE e 7

src/sys/kern/bus_if.m
src/sys/kern/device_if.m
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3.3.6 By —1K

Off FAKobjfISE @ — 1. — P RPEBFRT - HER, BUFEH T Kobji) “XWREH T
H» (Object Handling Facilities) ZXH A G & X G HIA/N o« LA H ZZDEFINE_CLASS() - V. R
B, S — 1 kobj_method #(2H, FINULLIZERE - & 1JENULL A F ZZKOBIMETHOD(BE 3.

Ofilan:
DEFINE_CLASS(fooclass, foomethods, sizeof(struct fooda ta));

kobj_method_t foomethods[] = {
KOBJMETHOD(bar_doo, foo_doo),
KOBJMETHOD(bar_foo, foo_foo),
{ NULL, NULL}

kh

ORI g o RIBZRBPVIRUN RGPS, FEAD— 1SS IR% A “BIEEEER (ops
table FEHE: B “SHEE ). XEARIERNE T B — 451 £ struct kobj_opsf{#
Fkobj_class_compile_static() . i & H{# Fkobj_class_compile() HFERL -

337 BI—PXER

O FIKobjI5E = B8 & X5 o Kobjtf 3 3/ 8 7B E Kob) TEEIEAE— M R FLE - iR 2
I, N ETOEN S, B Fkob_init) WAL SR RIKobj B E A HE, HLA LUFE
Fkobj_create()  MECNTS, H BEIWIIARLIT S H FIKobj T HNE - kobj_init() ] LR SR p A — A %f
SRTE AR

0K Kobj %53 £ Rl 216t 52 i 22 FH A KOBJ_FIELDS:

afilan

struct foo_data {
KOBJ_FIELDS;
foo_foo;
foo_bar;

b

3.3.8 WHT &

O {3 FH Kobj e J5 — B sl i A2 s R BOR X SRR R 7% - AR, JmOZ 5T #e,
HEERRE 75 -

Ofltn, B4 ffoo, F7i% Hbar, VR E:

[JREME = ] FOO_BAR(M%: [, HEZH);

3.3.9 #4bH

04— Hkobj_create()  NHEFEREHAR, AIXHI X R Hkobj_delete() - U —PMRAFFEW
FEFIT, AIHX 289 Fkobj_class_free()
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Jail A &%

ZiF: intron@intron.ac.

OERZEUNIX® RGEH, i root S2 T HER - SXHWEIEIN TFZ A - R PBHERE T P AR
oot , LALLM EITERERE RS FITE ITIAE - fEFreeBSDE, H —LsyscthiH|55 I root HIFLER,
X FER AT DL SO 2 IR S i B SRR« )X 2 ThfeH, B — M 2205 . 5 —MiEFreeBSD
4. 0K LU IRAF IR Z2IhEE, BiEjail(8) - Jailff— MsITEMERI U F IR EIE — e &, 7 H
WFIXFEERFE A X o A2 AR ML BR A« B, — DR ZR AR A RERNTX jail Z SMZERE - AREGEH
—LRFEASEM, R ANEERT T EALE SR -

FEIE: SO Cjail” BIRSCEREGE CNEE . HEE -

OJail B&ACH — BB A2 28 o AATAT AfEjail Fia 1T & M) BRIRAESS IR SS 2R TR 7

fnApache- BIND fllsendmaile iXff—2#%, BIffHEXE &S Tjail Hroot , XL ik AT 9E %, 1
ARG RS -« ARSCFE R Ejail BN R RCHE) - R IRIEE TR % B Jail KTt S0k, F
BRI A — R &, & FAESys Admin Magazine, May 2001{Securing FreeBSD usinigil) -

4.1 Jail B R G555

OJail HFE A 2E A H P RAERF, Wit &jail(8); ME7EN A Jailf LD jail(2) ARG VAR
PR . B TS A P RAR F jail 7E PR AR RO SRR .

4.1.1 AP RS

0 Jail i F P RS 7E lusr/srclusr.sbin/jail , H— X jaile  HA . X MREFEHXLES

. jail IBRFR, FALL, IPHIME, BEFEHITHMS

4.1.1.1 BURSER

Offjail.c o, BT EILCHFEMBARE— 1 EELEW Kstruct jail j; IR R, X eEER SR B AL S
fE/ustlinclude/sys/jail.h ZH.

Ojail  ZEMHIE L&

lusr/include/sys/jail.h

struct jail {
u_int32_t version;
char * path;
char * hostname;
u_int32_t ip_number;
b
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DIEWARATIL, &A% <2jail @) K& M SECAEIX BRI —T . HELE, Har<jail@)HHiTh!, XL
ZHA M LTREIEfA:

lusr/src/usr.sbin/jail.c
char path[PATH_MAX];

if(realpath(argv[0], path) == NULL)
err(1, "realpath: %s", argv|[0]);
if (chdir(path) !'= 0)
err(1, "chdir: %s", path);
memset(&j, 0, sizeof(j));
j-version = 0;
j.path = path;
j-hostname = argv[1];

4.1.1.2 M4

Of%44]ail8) IS — - IPHIAE « X RFEMILE_E i nljail B FHbL - jail(8) I PHHERN I Al M 4% 5 17 i
Fe, JHEN (ail  EEFILEFE) .

lusr/src/usr.shin/jail/jail.c
struct in_addr in;

if (inet_aton(argv[2], &in) == 0)
errx(1, "Could not make sense of ip-number: %s", argv[2]);
jip_number = ntohl(in.s_addr);

O ii%linet_aton(3) “¥H8E FRF RN — M Internetti b, -8 AR A 245 € FOL5H A4
o inet_aton(3WE T &5 KIn, 2 JFinS BN A B I ntohl QLI ENLF T, FHE Njail  L5F 1k
Aip_number AZH -

4.1.1.3 [N 3R
Offa, FAPREFPINERE . IEdalE B2/ T — MEINZE RS 0 FHexecv(3FUTH 1 HEE AU

4,

lusr/src/usr.shin/jail/jail.c
i = jail(&j);

if (execv(argv[3], argv + 3) != 0)
err(1, "execv: %s", argv[3]);

ODIEMRATIL, E4Gail) A, SEESH Kl PHREAZIET, MFpnA, X m Ok
Hjail@)M <1758 &, PUT THFEEN M . THERIT AT Rl ENZH LI -
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4.1.2 FHRFINZIRACH

OIAEFA KT S 1usr/srelsys/kern/kern_jail.c o TR LA X T jail(2) ) RGSEM « AR
HIsysctFil, A7 4% %L -

4.1.2.1 sysctl T
OfEkern_jail.c  HL5E LT 40 N sysctii:

lusr/src/sys/kern/kern_jail.c:

int jail_set_hostname_allowed = 1;

SYSCTL_INT(_security_jail, OID_AUTO, set_hostname_all owed, CTLFLAG_RW,
&jail_set_hostname_allowed, O,
"Processes in jail can set their hosthames");

[+ Jail FFHRHERRE BSRHFENG +/

int jail_socket_unixiproute_only = 1;

SYSCTL_INT(_security_jail, OID_AUTO, socket_unixiprou te_only, CTLFLAG_RW,
&jail_socket_unixiproute_only, 0,
"Processes in jail are limited to creating UNIX/IPv4/route sockets only");

[+ Jail FEHEHIRE HAEELUNIXER T « IPv4 BT - BHERT «/

int jail_sysvipc_allowed = 0;

SYSCTL_INT(_security_jail, OID_AUTO, sysvipc_allowed, CTLFLAG_RW,
&jail_sysvipc_allowed, 0,
"Processes in jail can use System V IPC primitives");
[+ Jail AR LUIEF System vV #HRRRDE R E */

static int jail_enforce_statfs = 2;

SYSCTL_INT(_security_jail, OID_AUTO, enforce_statfs, C TLFLAG_RW,
&jail_enforce_statfs, 0,
"Processes in jail cannot see all mounted file systems");

[+ jail  FEARREE RGP R AU RGN Z B AAERE] «/

int jail_allow_raw_sockets = 0;

SYSCTL_INT(_security_jail, OID_AUTO, allow_raw_socket s, CTLFLAG_RW,
&jail_allow_raw_sockets, 0,
"Prison root can create raw sockets");
I+ jail ) root FAFEEATLIOIE raw socket  */

int jail_chflags_allowed = 0;

SYSCTL_INT(_security_jail, OID_AUTO, chflags_allowed, CTLFLAG_RW,
&jail_chflags_allowed, 0,
"Processes in jail can alter system file flags");
[+ jail R G A DB ARG HRC */

int jail_mount_allowed = 0;

SYSCTL_INT(_security_jail, OID_AUTO, mount_allowed, CT LFLAG_RW,
&jail_mount_allowed, 0,
"Processes in jail can mount/unmount jail-friendly file sy stems");

[+ jail AR AT DUE R Hojail - AP ROSCIERSE +/
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03X Lesyscthi H1 )& — AR AT LU fir 4 sysctl(8yi[n] « ZEEE AL, X tesysctlifZ A FRbniR o flan, -

IREE—~sysctli i) 4% 5 s security.jail.set_hostname_allowed

4.1.2.2 jail(2) R H

OB ERRGEH—F, RSVl HM 124, struct thread «td Flstruct jail_args

«uap - td e fE[Mlthread ZEARIFEET, ZI8EHH THIA A Hjail(Q)FIZEHE - X1 EFXH, vapfElA
— MR, XNEEREE T — MR MNA P Rjail.e  RAIORMjail SRR . fERTE R RA
F P RARFFET, REZFR I —Nail  EAEBIENSEUT X4 RE A R]ail(2) -

lusr/src/sys/kern/kern_jail.c:
| *
* struct jail_args {
* struct jall * jail;
* };
*/
int
jail(struct thread *td, struct jail_args *uap)

OF Ruap->jail AT LUH T A4 £ % 45ail(2) Mjail - 51K . SR, jail(2)1H# FH copyin(Q)jail 454145
FINZANFZEEF - copyinOfFFE=128 BEEHIFNZENESEHOEIEA I tuap->jal | ERENF
ZAEREIRR) , DUEEIREI RN - vap->jail  F8 A AOJailS O AR H S ) NAZ N E S 8], HBFRE R —
Njail  LEFAR) B .

lusr/src/sys/kern/kern_jail.c:
error = copyin(uap->jail, &j, sizeof(j));

OfEjail.hn FE LT 57— EEREEH £ prison. £ K prison  ABHIAENZZ B - R Eprison 45
HRHIE X -

lusr/include/sysljail.h
struct prison {

LIST_ENTRY((prison) pr_list; / * (@) all prisons */
int pr_id; / * (c) prison id */

int pr_ref; / * (p) refcount */

char pr_path[MAXPATHLEN]; / =+ (c) chroot path */
struct vnode * pr_root; [+ (c) vnode to rdir */
char pr_hostftMAXHOSTNAMELEN]; /I + (p) jail hosthame */
u_int32_t pr_ip; / * (c) ip addr host */
void * pr_linux; / * (p) linux abi */

int pr_securelevel; / * (p) securelevel */
struct task pr_task; / * (d) destroy task */
struct mtx pr_mtx;

void *+ pr_slots; / * (p) additional data */

h
O%RE, RGVEHjail(2)h— T prison GRS EL—ERINA, H1Ejall Fprison LEFR 2 18] 5 HIE PR -

lusr/src/sys/kern/kern_jail.c :
MALLOC(pr, struct prison *, sizeof(  *pr), M_PRISON, M_WAITOK | M_ZERO);

error = copyinstr(j.path, &pr->pr_path, sizeof(pr->pr_p ath), 0);
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if (error)
goto e_killmtx;

error = copyinstr(j.hostname, &pr->pr_host, sizeof(pr-> pr_host), 0);
if (error)

goto e_dropvnref;
pr->pr_ip = j.ip_number;

ONE, BATPRHEAI— I EER RGO Hjail_attach(2) ELE TR EE A THEE -

Jusr/src/sys/kern/kern_jail.c
| *
* struct jail_attach_args {
* int jid;
* };
*/
int
jail_attach(struct thread *td, struct jail_attach_args *uap)

03X RGO A — AT U T X 0 B AR 2R A RE AR 2L - 2L i%jail_attach (29 BAI I T 1
o, BATECEME-LERER .

OfEFreeBSDH, B A& A] AVEAE S E 1 Hithread Z5MERIRAIRT, [FIES, #HEEHTIMED
Rproc MRS A - /R AT LIEE/ust/include/sys/proc.h ¥ Ethread Fproc LEFERRTE X - U0, 7F
M ARERF, 28ud Lhr 2R A % e fthread 25 RROFREN, [EARTTH PTURAIBREE - td PTFS
M Hthread Z5FEF ftd_proc B2 — 85T, X EETR M P RoR A2 T B H 2 Mproc FEH014 -
sERfproc 18 BIRL A T LU FTE & B 5 13 (p_ucred ), HARERIRRH](p_limit ), 5% . 7EHproc 4514
& HIp_ucred A G FTEE F FucredE A E L, i8H — M8 Mprison 450 A&R T84 (cr_prison ) -

lusr/include/sys/proc.h:
struct thread {

struct proc *td_proc;

kh

struct proc {

struct ucred *p_ucred;

2
Jusr/include/sys/ucred.h
struct ucred {

struct prison * Cr_prison;

OfFkern_jail.c A, ME%fail) LLAEMd 1A F K% ail_attach() - Bi/5jail_attach() A e
#change_root() ARV FHRERIMR B - B2 R, jail_attach() B — 1 F M ucred 51914, FEAERK
i Rrprison A AEREEIX Tucred IS, KX Tucred G AEREEHHAE L - NILAHR, X4
VR S ORI B R ER AT o MR T I AYIX Tucred R SECAH NZ 1 Zjailed() I,
BRAHR E VLR IX AN P B 2 F— 1 jail FEER - ZEjail 7 X 5 R BT H AR A A FAE e A R X
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AT T jail(2) B,

004 =D Jaill 774

K MIEE BV Tjail) REVER - 24— M EFE it execve QU HITE, ERNE

WM ucred GEFAMREZERIEYE, HMEB2ME — M ZE R ucred 4544 .«

Jusr/src/sys/kern/kern_jail.c

int
jail(struct thread *td, struct jail_args *uap)
{

struct jail_attach_args jaa;

error = jail_attach(td, &jaa);

if (error)

goto e_dropprref;

}
int
jail_attach(struct thread *td, struct jail_attach_args
{

struct proc *p;

struct ucred *newcred, =*oldcred,

struct prison * pr;

p = td->td_proc;

pr = prison_find(uap->jid);

change_root(pr->pr_root, td);

newcred->cr_prison = pr;

p->p_ucred = newcred;
}

O 2 — DR HACHRE X 5 A IR,

ARG A fork(2)F FHcrhold()

*uap)

RYAPHB R FTIUE . XFE, RE

%mmﬁ%7¥#ﬁmﬁﬂﬁﬁ?ﬁ”#ﬁ~ﬁ it LT AR R A 2E A

lusr/src/sys/kern/kern_fork.c
p2->p_ucred = crhold(td->td ucred)

td2->td_ucred = crhold(p2->p_ucred);

4.2 RGN ZRRE - O R )

OEEANAEF, B — RIS HEINZEREF LR EE -
R PR B RBOX AR, A 2R B BRI ESCRE R ] - WW

if (jailed(td->td_ucred))
return EPERM,;

AP VS BN Nl I SRS QIR (IE SEE=
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4.2.1 SysV ##2[EE{E (IPC)

OSystem VI#HAE[ELEE(1PC) & B 1H B SSINE) « B AR AT U e #H R L AR, iR %Mt

7, AOFEVE B RIREGE: msgctl(3). msgget(3) msgsnd(3Fimsgrev(3) HiE C4&EHRE], —LsysctlFF K n]
P Imjail FO7Th, HEAHE—>Zsecurity.jail.sysvipc_allowed o EREHAG L, X Psysctlllis:
WAL0. WK E RN, MewaKEal BFIESL: FAAEEAail PRFBGHRERL AT Uik s 2R A4
AT - HESESHXAE: HEMNE—MESRSEMN-

[l/usr/src/sys/kern/sysv_msg.c

e msgget(key, msgflg)  :msgget IR EI(H AT REQIEE)— ME BIHIAST, DAIFRIR— 1M7EET A FHr0EE
FAZ -

e msgctl(msgid, cmd, buf) SEMX A EEL, — R DI E BRI IRAS -
e msgsnd(msgid, msgp, msgsz, msgflg) : msgsnd [A]— MR L £ —FRIEE -
e msgrev(msgid, msgp, msgsz, msgtyp, msgfig) D FRE XA R EEOE S -

OS2 bR O L A GSR PR B CRE A, BRI R — D AT

lusr/src/sys/kern/sysv_msg.c :
if (!jail_sysvipc_allowed && jailed(td->td_ucred))
return (ENOSYS);

0552 RAGHAEEHEER LUEE — R R FRESIE D - 552 0#EE0E B 7 X —g
e R, AR R IEESE A E S B SRS, — BRI GRS - il PUITHIESER
GEE R 2 2830 semget(2), semctl(Zjisemop(2)

[l/usr/src/sys/kern/sysv_sem.c

e semctl(semid, num, cmd, ... semctl XTEE S &SI H Hsemid FRRFIE S EHATemdds & K
4.

e semget(key, nsems, flag) : semget FEL— XN Tkey FIE 5 2EA -
S¥key Ffiflag Sfhfil7Emsgget() HIE A -

e setop(semid, array, nops) : semopXfsemid iR FI1E 5 & 5E i —4H HarrayT 18 & I #RE -

OSystem V IPGE#FR A AT AL A7 o #2287 DUOE T B AT RS F otk 2 18] A9 H 30 4 AR SRR 3 S
BREEROE I o X R GeR FHE#  ZEA PR AR 2 K250 shmdt(2): shmat(2) shmetl(2)fishmget(2)

[l/usr/src/sys/kern/sysv_shm.c

e shmcti(shmid, cmd, buf) - shmetl  fid AR = P 77 DI s P A A3 )
shmget(key, size, flag) : shmget B /F] Fsize F0 AT N FE X 35

shmat(shmid, addr, flag) - shmat *Kfshmid FRIR A= A7 X IR IR B AR RO hE =S (3] &
shmdt(addr) : shmdt B 32 N 77 X bk FR Uk -
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4.2.2 BERF
0 Jail LA—FF R 77 2k Fsocket QRS A FI AR K R R EE TR . 7 TRE— N EETET RN
B3, BSEkEsyscthisecurity.jail.socket_unixiproute_only MBI ENL. RPN, B

TR R AETE B X L UUIR: PF_LOCAL PF_INET, PF_ROUTE #lll, socket(2)F 23R [E] Hi%h -

lusr/src/sys/kern/uipc_socket.c

int
socreate(int dom, struct socket ** aso, int type, int proto,
struct ucred *cred, struct thread *td)
{
struct protosw * prp;
if (jailed(cred) && jail_socket_unixiproute_only &&
prp->pr_domain->dom_family != PF_LOCAL &&
prp->pr_domain->dom_family != PF_INET &&
prp->pr_domain->dom_family != PF_ROUTE) {
return (EPROTONOSUPPORT);
}
}

4.2.3 Berkeley i €28

DBerkeIey@,Lﬂ@%%Tmf b7 = SHATER, Bl AR ENRIEED - WAEBPRE S A IEREE
FOBASE P 4 i L2 3T devis(BYR I EY -

4.2.4 PE&ETY

O M5 X TCP, UDP, IFIICMPIRH I, - IPFICMPAA T RI—HiZIR: EE, MBE - LS HnamBX &
W, LR ETE i 2 B L NS AR P 0 B — e g8 0 ko namﬁ/\?aﬁsockaddr ERR TR
B, AR AT ISR ERRSS b dE . — NERAIAE X sockaddr R AMEM, AL T HubEAOFRIRAF AN 1L
HIKE” o fER#in_pcbbind_setup() Hisin E*ATaﬁsockaddr in  ZEMIRRUFEET, XDEMEEET
E%%TU@KEE’J O~ bk K5E - PhSU%R - iXEERLE T fjail H AR EANE TX N H#A R AAET
Ajail FIIPHIHE -

lusr/src/sys/kern/netinet/in_pcb.c

int
in_pcbbind_setup(struct inpch *inp, struct sockaddr *nam, in_addr_t * |laddrp,
u_short  =*Iportp, struct ucred * cred)
{
struct sockaddr_in * Sin;
if (nam) {
sin = (struct sockaddr_in *)nam;

if (sin->sin_addr.s_addr !'= INADDR_ANY)
if (prison_ip(cred, 0, &sin->sin_addr.s_addr))
return(EINVAL);
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|f (Iport) {

if (prison && prison_ip(cred, 0, &sin->sin_addr.s_addr))
return (EADDRNOTAVAIL);

}
}
if (lport == 0) {
if (laddr.s_addr != INADDR_ANY)
if (prison_ip(cred, 0, &laddr.s_addr))
return (EINVAL);
}

if (prison_ip(cred, 0, &laddr.s_addr))
return (EINVAL);

ORFARRIE R &prison_ip() T4 - prison_ip) ~ E=1ZE, —ER S G TIERTEE (FHcered %
), —EFREF— M IPHAE o XN IPHIEEANE TIX ANjail B, aR[EL; BUGREC. EAR M HE I
B, R, AR IPHEEEASEANE TXNjail , BN R EF X i 48 J ik 45 e il

lusr/src/sys/kern/kern_jail.c:
int
prison_ip(struct ucred xcred, int flag, u_int32_t *ip)

{
u_int32_t tmp;

if (!jailed(cred))

return (0);
if (flag)
tmp = *ip;

else
tmp = ntohl(  *ip);
if (tmp == INADDR_ANY) {

if (flag)
*ip = cred->cr_prison->pr_ip;
else
*ip = htonl(cred->cr_prison->pr_ip);
return (0);
}
if (tmp == INADDR_LOOPBACK) {
if (flag)
*ip = cred->cr_prison->pr_ip;
else
*ip = htonl(cred->cr_prison->pr_ip);
return (0);
}
if (cred->cr_prison->pr_ip != tmp)
return (1);
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return (0);

425 RS
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DR ZEHHIATO0, B Rail EfHroot , WA LVFAIaIFBUH B ESCUFIRE, I A

CSHEARNT ~ RNFIER PR

lusr/src/sys/ufs/ufs/ufs_vnops.c:
static int
ufs_setattr(ap)

{
if ('priv_check_cred(cred, PRIV_VFS_SYSFLAGS, 0)) {
if (ip->i_flags
& (SF_NOUNLINK | SF_IMMUTABLE | SF_APPEND)) {
error = securelevel_gt(cred, 0);
if (error)
return (error);
}
}
}
lusr/src/sys/kern/kern_priv.c
int
priv_check_cred(struct ucred xcred, int priv, int flags)
{
error = prison_priv_check(cred, priv);
if (error)
return (error);
}
lusr/src/sys/kern/kern_jail.c
int
prison_priv_check(struct ucred xcred, int priv)
{
switch (priv) {
case PRIV_VFS_SYSFLAGS:
if (jail_chflags_allowed)
return (0);
else
return (EPERM);
}
}
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SYSINITA#£Z2

FFE: intron@intron.ac.

OSYSINITRZ /i H B HET 5 5 S THLEIAONEZE - FreeBSOH A1 F & R 4T X HISh S WI1E

£ SYSINITH 15 FreeBSON A% & T R 5L AT LATE WAL BR8N A5 N S B2 B B3« 0 ~ IR Bk,
X, AN AL R B S E VG R E R B R FENZ - X MR RS
N (BIFERR AKLD AT LS NN FI i « 8582 - 751 S RN MNE, ERERGUSTRME . XLk
BRERIET NIZBEREES (kernel linker)fl “BEREZSEE S (linker setFEALAT -

5.1 RiE

HEFZ 2 EE A (Linker Set)
— PR o SXPPOT VR R AR FRUR SO RS R B B WS B > mT AR Sk B B T A

5.2 SYSINIT#:AE

OSYSINITEAR FEFE B2 K BOR M I MR T IR IS 2 40 B B s SR BT AL — MR L AR AR AR
o SXFPEERE IR N CBEREEREES (linker set) SYSINITEFIF MRS 84 LB MRS
BENEIES BB - KA — 2B AZ R B EIR TR -
OSYSINITHZFE P RS RFRIENT R ECHE T DUEHT - S —RIERIMRE T RSN, %4
HISYSINITZ BIHUTF ARG RE IR, & L FE<sys/kernel.h>  HAJH(ZEsysinit_sub_id Mo &
CZRMERIMAE T R RITERINLT, & L {fE<sys/kernel.h>  F1HH2Esysinit_elem_order e
OF MR ZIFFZEHASYSINIT: REE shal ARSI EN, RO s R EIENT . N T RS0R
WERGB BT FSYSINIT & I AR E RS a0, AR REE T RS H—1SYSINIT & X
WORVIMR BT E RS - & WENIEF N R EE M HSYSINT) |, ST B4 E Y ESR
£ N7 {# FIDRIVER_MODULE (VA F R EUE NN & IFAAE, IR AE, BT &AwGait . X—R5
B, SR TEHE S REN, REVEFSYSINTY AF . WFIRELEEH—E LS, NI
FIDEV_MODULE()

5.3 fEFHSYSINIT

5.3.1 80

5.3.1.1 kXX

<sysl/kernel.h>
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53.1.2 %

SYSINIT(uniquifier, subsystem, order, func, ident)
SYSUNINIT (uniquifier, subsystem, order, func, ident)

5.3.2 [B3h

O%2SYSINIT() ZESYSINITESHEIEE & R — P SYSINITEIET, LAUHESYSINITAE RS0 E shaliisth i
IHHEFE H BT E AR RS- SYSINIT) B —1Z%uniquifier, SYSINITHERIMREEET, b5 ET RSN
FE5 - FRGTEINFS - FRAFARE - FRAREEEIE - FrENREw s — MEEREH S5

#5-1.SYSI NI T() BIBIF

#include <sys/kernel.h>

void foo_null(void * unused)
{

foo_doo();
}

SYSINIT(foo, SI_SUB_FOO, SI_ORDER_FOO, foo_null, NULL);

struct foo foo_voodoo = {

FOO_VOODOO;

}

void foo_arg(void *vdata)

{
struct foo *foo = (struct foo *)vdata,;
foo_data(foo);

}

SYSINIT(bar, SI_SUB_FOO, SI_ORDER_FOO, foo_arg, &foo_vo 0doo);

O7FE, SI_SUB_FOOFISI_ORDER_FOQW 4 43 AII7E b R EIIHK

Zksysinit_sub_id ~ Flsysinit_elem_order ZH . BERT DA A R, ta] LUK B 2RI i
B PHAEEE L2 o AR LA B Rk SRS YSINITRIBUTIT - LUR BB ForE] T — T2
NI B4 N S B0 IS Y SINITZ BT HUT AISYSINIT -

#il5-2. JEEESYSI N T() T HIB T

static void
mptable_register(void *dummy __ unused)

{

apic_register_enumerator(&mptable_enumerator);

}

SYSINIT(mptable_register, SI_SUB_TUNABLES - 1, SI_ORDER _FIRST,
mptable_register, NULL);
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5.3.3 ity

OZESYSUNINIT() FIFTN5ESYSINIT) FIFEY, R EHEIETIEINZSYSINITHINTHEIEE S -

fil5-3.SYSUNI NI T() FII 7

#include <sys/kernel.h>

void foo_cleanup(void * unused)
{

foo_Kkill();
}

SYSUNINIT(foobar, SI_SUB_FOO, SI_ORDER_FOO, foo_cleanu p, NULL);

struct foo_stack foo_stack = {
FOO_STACK VOODOO;

}

void foo_flush(void *vdata)

{

}

SYSUNINIT(barfoo, SI_SUB_FOO, SI_ORDER_FOO, foo_flush, &foo_stack);
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Chris Costello#//Robert Watson#/7%: coolcoold.

6.1 MAC CESRRANF B

OS2 E I DARPA CHATS TR —%E 4,  HI{EHA T Security Research Division of Network
Associateg F] Safeport Network Services and Network Associates Labaesti$)Chris Costelld
#EDARPA/SPAWAR 4 [AIN66001-01-C-8035 (‘CBOSS ), NFreeBSDIi HYw 5 Y -

ORedistribution and use in source (SGML DocBook) and 'coegiforms (SGML, HTML, PDF, PostScript, RTF
and so forth) with or without modification, are permitted yaded that the following conditions are met:

1. Redistributions of source code (SGML DocBook) must retae above copyright notice, this list of conditions
and the following disclaimer as the first lines of this file wdified.

2. Redistributions in compiled form (transformed to oth@i3, converted to PDF, PostScript, RTF and other
formats) must reproduce the above copyright notice, thiofi conditions and the following disclaimer in the
documentation and/or other materials provided with th&idigtion.

FZ: THIS DOCUMENTATION IS PROVIDED BY THE NETWORKS ASSOCIATES TECHNOLOGY, INC "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL NETWORKS ASSOCIATES TECHNOLOGY, INC BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS DOCUMENTATION, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

HE: ASCRFANERAEE T PO NS %, AMERHEEM SRR . 5RIECEHA, WLLTESUR
SO -

OFEH B TRl &R, avrisa & s LIRS (SGML DocBook)El “%i%” (SGML, HTML, PDF,
PostScript, RTFS) &t B si RN B =

1. 5 ZIRES(SGML DocBook) b AANIIEE I PR B LR 57 ~ AR S AFE BA1 TR FF AL BAE %L
PrIERSEE THT -

2. B B (e h HEDTD - PDF- PostScript RTFE(HEIER), WK RIS R « A%
PHE BN iR B E R 5 50 & — RS, DU ER R .
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FIE: A VURHNETWORKS ASSOCIATES TECHNOLOGY, INC  “H#IR 5t #24i FEAE I B R AN {HL {7 B
R RAOREE, B EAR T RE S - XRE B ARE A ERE R ORE - ST, NETWORKS
ASSOCIATES TECHNOLOGY, INC SRR Bz < [A14% < (8K - Feik - EIITMER, SR nuit sk (B s E AR
TREAR SRS FIRIE « (/4 « BB sR @ ks E L R 15, TR SFEEH DUE A 52
K, TR AR TEASTRY A LIS AT 77 30 R R « Pk o (el E RERAUT N (B IR 2 T)H ), Rl
i E 35 40 & AR IZ A R AT BB -

6.2 RNiEMEHT

(OFreeBSDLL— NN 2221 B HEZE (TrustedBSD MACHEZR) I 2, s T v A) 3 ) SR (HFR
“EEAEI S REE ) IRALRISTE R - MAC HEZRE — MEA A RIS HIELSR, R VEH R 2R
B 7 A A% 2 2 SRS T DABR S HE A AL L FT DIZES | S Nk, R R E 2T sl E - ZEZEFr i it
HIRMEIL TR O fE 52T b B2 & SRS BEXT RO 1L 2 BT EWMC S — RIEIE - MAC
MEZRRIEAE, BIL T X St EAE SRE A A ) SC B, T BB AR T 3 22 4 SR AR ) 7 4 W S

OAFERNAMAC HFIHEZR, NiEE Rt — D= BITERIMAC SRISELER S -

6.3 B

OTrustedBSD MACHEZRHR ML, i H Las AT i N BBURAE N AR B B AT, X AR U7 e 92 1
RELHAITY & - BRI L RN EN — DA BRBOR LI PRI, IRAG P RN FES %
RIS, MIEN]PREEE R UIEMBE R T RA S - T AR L 2RI L, MAC [ it
TRERTHREGIFZERB, FrAl2, SHimiRsE R AR . KIS TR AN B2 2L SR - %3

7 H AR R g B -

OAFE iR HE B DO HEMAC (EFREEAE N TIEREEM ~ 2 am, WA LIIHRE T HEMAC HEZLE N
SCRPNS R U [RI REAT R B SRR R A BT

6.4 LRKIEH FIIR

Dl iRES (RFRMAC) |, T FERIE ARSI S A A0 — B0 = B D5 R b SRS« R R LEE 0L
IR R H KIS AT RE 2 5 B VRS (RFRDAC) Frie bRy GRIF &I & LE o, e kIR
BTG PO B R BRI TG S (SRR - ZERRGIRIUNIX RS, DAC PRI A3 35 S Uy [ A=A
ViREERIZ1ER; TIMAC NS Bt REREHIAIR ke s - BIERGBOTE L RILHIHT N G 2 28
HIMAC ZaFIE T HAMLRIFA, tin, ZH2e (MLS)HL# KR, Biba eBIEHE, ETAGK
DRI (RBAC) |, HURIFIEGR KIS (DTE), ML LY BREIG(TE) - L2 KIS AR 2 4
R . B MERIRTE— RIIFF U TR ARE, XEEEARE, APNEDH . AEMZaEER,
DB NS G ) 2 M (R SRR FIZ N GBI BN 1 e B R0 -

OTrustedBSD MACHEZR BT # (it (5 SRBSBEER S HRF, ANOURT DA RSEEE LR B SR, IR RER TS5 EA
MACHEZ2EEG, AAMEID - X REIES) RERRR L 2K . thoh, By BRI
BRAEDS RIS T BT B B ROE PR B 0k, B DAMAC HEZR [FIHE AT AR DR SEE 784 B 202 2 5E0g.
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6.5 MAC HEZE N AR RE5H)

OTrustedBSD MACHEZR 9 R LU U5 [ FEHIBR E HEEACS I, A iF ENTT AN AZBER FE A R TE Y e A
G SEHE R 2 TR o AR ARG FIBSANE T & 15K, MAC HESLRE 11 BRSSO SEAN S5 SR L — T
GEMIEE L) FEXRARAS, FERESERIRE -

6.5.1 NEITE
OMAC HEZEH R NAZ T R LE A

o MESVEHERN

o HASFTIEE

o SRESTES

o NENZHT BIEZ 2D

o REE A KA S HRAE

o TMDEHEFIE

o FHINIZARSS I H B ELAP

o RERBIRIIA M R ELAPI

o NORREPISEHL (EI5RESE ar F IS - PmD BBV [ fIRE =5 5)
o EHIHRIETCRAMOH) RS

o M Imac_syscal) RZVIH

o LIMAC HISREE NN BB 2SS B & Fh 2 2 SR

6.5.2 HEZEEHE N

O%f TrustedBSD MACHEZR 31T BB B 7 2V = Muilid sysctl+ 248 - @it loaderfil E, 8% {#/ 250
H -

OZEIEU T, 5F— LA EEE &4 KB A sysctl 28 & FlloaderS 3 & F &M, B ETA],
A LA RAPIERER SR R0 T, AN, R SRIAES NN T RGP RS B ESE - AL, WRAENZ
Y BERS I SCFRFMAC PRI, PIRCRIES 35 T 1 2588 DUREEPRIC A 0 BCBEFR TR U0 - 8 5 SRR CAE SR A
5 MBI EANFT ARG LR E AR RSO R, BRI ER S ER T RS ETERTER
TR o A0SR A BT L AR SR SR 5 2 T 1A SR EL A 75 K SR U L =5 f6F P SRS R A e, R XM i
A R BE B4, B B I M ORAIE SRS R A Th e — 2 -

05 HARNGER—FE, REUEHA A LUET RS REE RASTAAMEAM RSHE D, Efboot loader?
B, WERISBORPUTINE S BRI, RIS AT DIZEAN S S BN SRS SRR RGO Hn g - EE#
VESEATAR R, FLanRH LE IR A EN SR -

6.5.3 SKIGEER K H KX S5 R

OFEBITRT, ARG ERA SRS SR S AT RE A R 2R AL, RTINS SRBE A B AL 8 BRI E AR IR TR,
B, HBE-DPAORBUERMERR, REHRZR TN R SHLHA L L Z SRR NS S EE,
PR S BE BRI SRS S8 & N2 M RE A 20 -l (A HEZRIT RS AT MR X — 5. — B
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MAAREHOAH, HEESRERBENL mE S — DA D REURRATRE, TS ER DL RET
HasmE, REENIE, HEZRFFEHIEX RIS BER AVELRIE, IEREBIEMSRER oAt NBEIR, BT
HE I EEFE DRI AL - TTEES ARG B — D EFRBIRY, FIRSE & — 52 & (T MRS Rt SR
BERIATIE IR EAEIRZE) - SRALIFFEIPER P — D EIERE, R RIEERAE, RV E]
VARRESR, AdiXApiE Sl E SEARAD I -

09 T ED T RAVEGES S IARBENTEE, SOTERA TR s, SRRz
BEEANSHEHFSERI PR RAREERGHETT Z AN B ARESASEHZmHKS) B, HEZRAXTRE
Fripte, HELSREN0, NIMRILA FFRDITHEEEI0. A—MoRrIIER, BHA—MRiRamioReE e
IBATHS R INE SRS BER AT IEEL, SR AN 75 200 SRS HE R A (8 FH 2L AT [/ 2 AR 9 -

DIﬁMMﬂflTﬁﬁT%WAD B NFHZE, B DURRESE A @ AORERR S - #0m, InselEn SR iEm
AE 2 o S NE DR 25 PR T 5 FE 28 2 ) — B ]

6.5.4 FRic[E 2

OMAC HEZRAIU B A7 ST B 2 B EVRE R AR DT RIER (R GRYT - TRIRIANE I, AraeS S 24
BHIRCRIA—EIR: F—, EAZEBEHENCiHEE, NN SRS A RERN WS MR, 2
;;hMCE%ﬁ@%ﬂEA%,Wﬁﬁ%ﬁ%ﬁﬁﬁﬁﬁ%mmﬁoﬁﬁtMN&E%@%WHH%@%
EEHEMAZFESHSRRTIZE EINFIMAC 2P - §lin, BT ERMAC FrcHERENERT
BRRBIERYT - RO, W TR0 IFH & U5 R SR 5 5 E P Gt AT B & Ui 15 S B —H
W, fln, [EERZebme K RE 5 IZBIREH P EA N E - S S E T - MAC HE2R4S]
=N RES, K& e iRz R ERPRC TR 2B MBHETHT S - SRISEORAGR 5 H D T X
ERPIE, HNENATRER REIN Z2bRCATREE T RIREL . 250017, anfRilid A D R e a5
B AR RS MEARRE RG], IR AESRIGNER, HBESIR A X B FPRC IR -

6.5.5 SRS EIFIE 2 53 &

OFreeBSDN#ZE—MAE s UHINL, B, TEIARE B0 RIS L AUR AT AR, i,
FETT 42 SRR, A% 2 AL SRR AT LRI @ AN R A R RO A IZARER < 4 SRS AR R {5 Y T
Wﬁﬂmmﬁﬁﬁ,%ZLW%E%%W%@%%é%Hf@ , TERAESKIE AR 2 MR A 2 R L
SEEIR— BN BCIRAS, DTG P 7= 2 O « e, SR AT LA (8 Free BS DIV M I35 B

B, BFELRFE ERD . FMTEMTTRES R WXERPEENERLEER, TESIERN

e B, REFWERAR BT, B, FEARREERIRIA D R Rz AN EE B R BB 2R -

Oy 0 e A LB B0E AOE VA L8, SRR R A N T R 00, B ZRT AR
g PR IR OB . XIS, R DB EITRANE T o, SRS P RS R T
A TERIE T iX 2B A A2 BT LB RELE R EH] -

6.5.6 KM M

O TSR M Hi A ORISR E &, MAC HEZRAE I 1M EER: — PDERSEERM— P ohSaER . WEER
WIBRLS TR EREAME, REShBRERDBIMER T — 15 TR IR H R Uy R - S 6
EMAC HEZESRIR A AR AR BN, 2RI R 2l SYSINT A — D EM e ¥, MR, B —
DRBERERBEEIE, SYSINT M — MEWEE . AEHBE MBI —h, EEA KW
—RIEBEIRGAINEZ IR, B RTINS AREH S IEM I RATHRE (B0, RIS 2 AR R
APRCT AT HBRANE) | BE EAR SRR NS R A AR (5 LRt ESR AR ARG5S Z /N
) o KRR, R EMEATC AT EER, R R R
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6.5.7 N R

ON#ZARSS SMAC HEZR Z [RIET s AR MR E: —&, WIZARS M —RSIAPLEFMAC e % 2 H 4t
M &, WNZARS MIMAC HEZRFRHE— 18 M % 20 RERIR TR % e bHc B S RITRE - bricts
FTHMAC fEREHPMCEBEA L REUE T4, HH, HESTEHEMAEIRN SN T AAMIEES, BT
PASLEFMAC HEZR A RIS R IR HPRCARSS - N, 7R . AREEIR . BT B8 - Mbuf. (L%
M~ 1P BHSNFIEAR S 2R R I BARE RN 7 iE M2 2micrigst - Ash, SFEMHER
HIZ R, WS T2 HAMAC HEZR, DA SRR IE R B CRObRE (ATUSER R 2 2
PRCHRERE) FEEX R . BREEZ M RHRBRIR BRI RIS, a D8 N
—IHRE AL, e, BT REEE IR TR R PRI -

6.5.8 SRHGH A&

O AN SR AZ A FIR N T 2 SRR, X L SRS AR S, SR REZR G — B 2 B TR T A
B BHEARRER . BEl, BETTRERGN, HHRE ST IR RIS NE RER R 7 21K
[T« F T SRR B ) B A A FTREH AR (RRZh - DIRIHRIEYE - SR RAFAESS) | FE
R — MEF T NE N EHGR A R PR & PR — M RZRESER . —RFRT, 5 Ui
gL ML, KM TR BN RAFE” - RENENEIE LRIESRERNARES %42
P, HIRRETRRY, WTHFZEHARERESH, FXMBL - fiin, FRKAIERATFFRAER
AR IEX 24 % 2R TA S -

6.5.9 PRl T FF

05 ¥ EHmELRNRBINZ2PRC T FEHT R—H, MAC HEZR N A MM AT WH it T —HAT
EHRIE TR PMCR ARG - HHAMPRMCETE ., partitionbiRFF - HLEMEIRC ~ seBMEVMD - XA (FF
FEWMEH)) W AEME . SKRTTRT WEEEE, WCKIEESERERERKERERT R, MHE
By SRR ER BENS 5E 22 M ST T8 SUAN 8 5 5 AR SRR IO TTRAR HOVE 3L - F P B RE PR ST — & T
FAPERIIPRC, BEMCRRISEIR A ST H NS SOFRERIMEROR - WIRFE, MR LU
HZEIRMETTR -

O A R BIRRE SEFIHCFFTBUE i slab 73 B Hstruct labefR 45480 1 « 12 45M 2 — P EEKEREEHE, 80
M —Pvoid * FREFAI—Mong HMHIERE S - HFIFIRCAF BRI RIS EERAE[MMAC TEMEY, R
F—1> “slot” {H, 1ERNHEZRACLE HAEH A SRR PRCTC R B MRS F AR E RS - T FCAY
T 23 (BT 8 S 58 4 HZOSRIR BRI R E . MAC HEZE [ SRS AR T — BRI O B T5 IR
Ao A AT RIS, G5, NREVIRN - PRCRIREY SRR RAER - EHXEED, 7]
PASCERIE Gy R ECE AR - MAC HEZR 28 A\ H BRI A — M8 A S S FaEH A — 15 izt
FAMCHITRED, B, SRASEIRAEN ERUIFIARC T TC R AL R A HREEH - ME— PP SNE RS 1T
REEHE, FR A AR TR E L H RIS R F 2T TR - 5 /5 FIMAC REZRSCINAT RE &0 et AT At -

OWIEHA O REGE FE — MERFREAL, FREA— IR EBRIEE T R FFEERE S WRAR
7F, MIFTRESRMGRE], HERBEHIIRIRME D ECRIE (BN R OECERIE) - Fln, WRAEMSE L
AW R S R FREIR e A B R — R, TR BB L o B PR B FE AL T A ) W 4B
1 (Mbufs) EAEIFFRMCAIERERI SR, SRE LT B O X Mbuf 1T FRC AIZESK M MAC AEZE 5 H e 1
B . BhAINEE RS X ARC A0 SRR A B AR B T HA (L BR B B A A BT &, X et
SIE RSN EL Z Bt O 2 A7 1E, BT TCIETE WG RSV A SRBS AR ¢ R EH AT A0 - MAC HEZE 1] SRBE FRAIE,
BB BATIE A FIARCslot BFIEL 0B NULL , KBS AT UE LRSI B R FIRILEIRRIC - FEFEERE, K
FXIMbuf FRIC IR BL A S0, R R ZE M PR B8 S EOR g4 v] RE T 2 B Mbuf HH{E
JINULL BFRicFeEt -
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OXF T RGN RHPRL, MAC HEZRAE SR RRIB M N EL P ECR A TPt - HEARE, § RBIERIR
TR RS ERIEFBN T (RIEX vnode - % £ VMEHIE & BB — 2t — — Hal, %5 R UFS23C
HRGHFF - A T SRR SRS RARE (RIS S RGN R —R0) |, HIRYR 5 m] fEik
B EEET) VRBMESR . N TREMERE, vnodeiESEM HH — M HRi(v_label )FE, F1E
FEEPMCHIZR T, vnodeSi ) SEFIILR, RIS AT LIRHPRICIEFRE N R T, FRAERR BRI Ea AT 308 - 2k,
AR UGHAT I RERIRER, BT R T RE N -

R BHEl, R ERMC RS RV Eh S E R, MEEZER 2 5, FRSslot M TTIEW ARG R EM, H
B SECT MAC HEZE X HRIC SRS #1288 — B R (R R H _E A ™ IR BR ]

6.5.10 tH R ARG H

OMAC HEZE R N FRFRM T —HARRAA: HER RS T m T S0 AE SRS T bR ERI RN
FIAPIRHE S F5

OiXEEFMOE B RS, X — RO HIAZEM, struct mac (ENBIASEL . XS E R — 1L
H, HAFGITRES T PN ARBIMAC tRciEat. B PITR XA ER— T BEET, MHEXS
RFIE - BEDEBEATLAA RGE A — MFERTRA T, R, WRFE, wta] LURE T MEE ML
RITERE N — BRI T« RIS A DR B, RIS P 3R BLROPRIC Z Rl VERIE L)
TAE, SXFPSEIERAL TAME TR E L RS E R TENE - PRCE B ARG AEF A M A ER R, X
LR R ECT LUR N7 BCRNEE IR AL BT RE, NIIRIL T F P AR P PR B B A -

0 H Al AFreeBSDINAZIRME T FFIMAC HHRFI RS-

e mac_get_proc() FATEW YL FHHEAZERIC -

e mac_set_proc() FHTIERIZ YT HERZ 2P0 -

e mac_get_fd() FHTEMBECHMIATTGI NS U BEF . BiEUE%S) WLaeind-

o mac_get file() — HTEWHIIFRGEBZFTHARR S Z 2R -

o mac_set_fd() T IERBCEHIHFHARF TGN R O BiEY - EEXHESE) HEeind -
o mac_set_file()  FHTIENREE B RGBSR TR FIN RN L 2FR0 -

o mac_syscall) EIIE LRGN KISEREEBENEBATRARERE N @HNASTAM, &
VRZHEE: BREIRET - BIE5 S MR POZ RIS N ZEL -

e mac_get pid) FHATERHFESTEEN S —MHENZ 2N .

e mac_get_link) S mac_get_file() TheefalE, HEMBESEHIRE U SHEER, B Rk E
VRS R L e, & RHR B H s X2 2Rl -

e mac_set_link() S mac_set_file() ThaerER], REYBRESER &G TN SRR, i flE
VR SHEENZ2ie, maE&ERFXEERE U ZEind .-

o mac_execve() ‘Sexecve() INAERML, FEFTEIL AT IAET AT — RIS IRTE G ARG RSEL K
EPTHRMZ 2PN . BT HIT— DR IS SRR 2 2 PRC S iy i -

o mac_get_peer() , I PNEERTFEMAEN, HTER —MZREERTIELEHL2IR0 -

OB T ERRGOAAZ AN, WA LT SIOCSIGMACHISIOCSIFMAC W 484 [ Frioct! 28 R 4518 FH Sk &k Fnik
BB O LR -
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6.6 MAC SRS AR R G5

O 2FE T LIERM AN, W] DAL AR, ARG5S BB s AT I i AR e
AInE . RESEERE T —HIEE PRI D RES RGCH - i ef], RIRRRAEBEERL LR
iR, F BAEERIH RN R G DT R IR K B SRR AL & T 3 A 0

o ANk SRESELEZEL

o KB AMSENE H LI

o i SREGLEMTEHIEARRSEEL, Hn, SRRRAPIIA LRI B

o TIE: WPMENBN R L EIMCHITIIA - 4ETF BB 3
o AN XFRTIGERT S AR AT M DU BB BN B L 2 bRIC B SR
o SRESAHIRHIT RIS L R SR

o XFSRMEHRA BRI O R HOFN SRS A5 14 1) P B

6.6.1 SRS TEEH

O SRR ER AT LU FIMAC_POLICY_SET() 2R A B « I SERA N TAE: MZSEm&dn 4 (I RS0 BIZ RIS
BENZT)  BERE XHIMAC A D RE A EHTE, R RE BIZ RN EbR 6L, R
UEMAC HEZRK; USRI BT AR 177 200 T30, A, L nT BEvE SRAEZE NSRS S Eehmic IR Sslot (-

static struct mac_policy_ops mac_ policy_ops =

{

.mpo_destroy = mac_ policy_destroy,
.mpo_init = mac_ policy_init,

.mpo_init_bpfdesc_label = mac_ pol i cy_init_bpfdesc_label,
.mpo_init_cred_label = mac_ pol i cy _init_label,

[+ .. ]
.mpo_check_vnode_setutimes = mac_ pol i cy check vnode_setutimes,
.mpo_check_vnode_stat = mac_  pol i cy_check_vnode_stat,
.mpo_check _vnode_write = mac_  policy_check_vnode_write,

h

O EAT7R, MAC SREEA DAL &, mac_policy_ops, FFSREBSEHLAE LTI R E R E A O
PREGNE E . TEREER CANDRESE N, RHEREERTHA O REIREfA R R 1) 2% - 51K
HEMAE R EECE . .mpo_destrofil.mpo_init. 24 34 SRS [ R EZE R AR AL Th

I, .mpo_initf A, R M O RECT BER T o XFRSEIRFNETH S RIS A LS ARYE B T
E, TRRE I ELAIRIR ILIRAE, LA R AREOR S I IA L o EE D SRERAEIRS, KPR
F.mpo_destroy SRR i g 4> Be N 77 25 (M s B L BB RO - BT, R T B E A O Rt R A
., VAR LA A O REE DR EMAC KSR B RS XFREIHROT, BS5RN, #F
ZRRIG T AR FH AR SR E, DAk S F T B sl R AR R -

O 22 Ffr LATA SRR P SR HERE IR A2 7380, T T REMBME— ARz R, AR IR & - B te
LT EENET - FERMINBAEES, KR EETHE4 T RHEHNZHEERERT - B,
AP RER SRS E RN MBS % TS

42



00620 TrustedBSD MAGEEZ

6.6.2 REEFRE

O RHR RSSO EOLE], ARSI BB, Bt B S FEMAC HEZRIR i
Bl. BHl, C&EXHREE=1

MPC_LOADTIME_FLAG_UNLOADOK

FORVZBEBOR AT LIEN S - AURARIRBUZIRE, MFTRIZ RSB LA 8 - AR 7 2R
HPIRAS, T SCAREEB AT R OIS R BR AT FE 2 R BT -

MPC_LOADTIME_FLAG_NOTLATE

FORZRIS R AE RS Sl AT INBAIaI - RIZIREBORE, IRAERGGISZE
AR AIE R AFFMAC HEZRBTIEYS « AR E0N RTL B I R G0 it T Z 2 vReHia b TIE, 1M
NANBEALER &7 R EFIIG L R PR A G AR BRI ER AT B8 2 5 BIAMTAS «

MPC_LOADTIME_FLAG_LABELMBUFS

FRLIRIE IR E SR IMbuf FEE Z2bml, H BN FEHEMCTRNNGES BES &R Be e . St
BEOT, MAC HEZEH NS AMbuf SSECAMCAE, FRIERGHEM RIS 2/ e —MEE T
VAR o XA B SRBE TR 25 Mbuf (FRiC S, EEHIRA T ARG IR . Ao, FEFLRFRR
ST, A LGB E %, MAC_ALWAYS_LABEL MBUBREIMAC HEZE JyMbuf B2 4RIt B
7, mAR RS E -

HR: AR T MPC_LOADTIME_FLAG_LABELMBURS & {HH 1% EMPC_LOADTIME_FLAG_NOTLATA: & AY SR B 5
HLOh i BE A% TE R AL TR I N O BB E A O INULL FIMbuf 2 FRicTREE o X Z KN HRERE S B bRic /2 6% )
SEER R IMbuf 7E— P TR EMbuf ZEFRC PSRRI INE 2 J5, HEZEFREFEER RN Z « TR RIS 7EM %%
FARBIGRZ siging (B, RS EWIERMEA) | 354 FTE FIMbuf FIFRIC TS A9 4 Brak 7T LUAS B G-I

6.6.3 SREE A M BREL

OMAC HEZE R IR SRR AL PO AR 2R B AN O R 8. SR M AE A O s, TN 3= i E
HHEEAE, wltatl - BERFIEEER, MUA D BREL ACEIZ KRB B (R4 IR SR S AR N R
DI TEENRZ2PMC AR D RE . 1A, i8F—Tmac_syscall)  AMREL, KBRS T
EARFEMFIRGEREE T, ¥ BRNZED .

O SRBSRER ISR 5 N BR T L AUER IR AR E AN REZ G, W S rT A RIZSh, sERAZFHETA
TR BN BRS « GRE A\ BIAEA F B A RZ0Re S0 S R A7 B, ELBAE D7 (] A RO Gt B
nEiEE, DR RSBOLBIRIATRENE - K, BEFRANZERE, RREEERIT, dAAORTEZ
G, BEET S8, UZElFRREEZeRe, ERXFAFERIER TR (BHER
AGMEZEINE) RN HRINEBER, FTUSEMAC HEZRA L R A -

O SREE A H R EIE R 7 HITR 0 G B FIH 2 R0 TR S B8 SRR AR o Xt —ok, RIS A
B GINTRLER, WHREETIRCIEH IERRE . REEREEIX DR REISN: MAC B2 E 2 BOTE
AR IS AR R PR AR L RS A Y -

43



00620 TrustedBSD MAGEEZ

6.7 MACIKEE A O KE 5%

6.7.1 18 FH IR A O BRi %L

6.7.1.1 npo_i ni t

void mpo_i ni t (struct mac_policy conf *conf)

28 VA BiE
conf MAC K& E X
ORES NS - MAnHREFFERREER AR, R IRERA, X EA N T RSERA W

THE . WRTFE AR IA LI Bo AT T REtE A AR FH 28 (0T f D ECERAE,  FT LUK E A TAE — 1 BRI A
BRSYSINIT() st R B AT

6.7.1.2 npo_dest r oy

void npo_dest roy(struct mac_policy_conf xconf );

28 Vi BiE
conf MAC EBEE X

OSRESINEENE - AR KRR BR8], It FHEEETE -

6.7.1.3 npo_syscal |

int npo_syscal | (struct thread xtd, int call, void =arg);

S8 W BiE
td MR

cal | SRESFFHMIAGIARS S

arg  AGUHRZEEITEE

DIZA H R EER HRRS S RGO, X RIS R AT 200 2 i P iR S (it & — DRI MIR S5 T
& ARG - F B FHRE S (4t A SRS A 42 7 AT R SR 1 EL B R AR S5 RS S SRS, TR 2 50RnE
T IZA H R ER 25 B OSRG-S SRBUBT ARSI, 2 BB IAE 2 I8 1S MAC HESR A FAR R AR Uy
RGNS - T3, BN — RIS SEEL T MBS E S IIRE, IR E RO R R A 5 D5 R4
HIRRE, DUERAZMAC HEZR i i At SRS AR 2 -
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ER: AFRIBIRTEZHF L T8t 1T copyin( - #5 LRSI FIEE -

6.7.1.4 npo_t hread_userret

void npo_thread_userr et (struct thread *t.d);

ZH YA BiE
td  IRE%ERE

OfFFZA D RE, SRASIEEREES AL FEIR B P B A (RBEALRE . 7R E%E) #H1TMAC R
HIAEE TAE o SRR HI RIS B B HIZA D R, GRS ERRT RS, FAREE
BERZIE R FIE R HRESR; HREMPMCATRER R RVGEF B « R il s aE HAaEdE - hFH
BN RE, SHERRE R ERIE ST BE A AEp_label %3803 — RN B HERRY, TR,
BB LR I TDF_ASTPENDINGR & M A1 FE HIPS_ MACPENDIWIGE N, 2 AR — 1 StuserretA [ B %k
PR o GEZA D REL, SRS AT LIZEARN 4 B [EP B R SO B E IR AR - SRR LA
EE, FERUESHEE—DAST HERMEFHITIRT, FRTHATHAST AlaeRE 2y, M HAELNTEZ LR
AR AT BERE B -

6.7.2 B1EbRIC

6.7.2.1 npo_i nit _bpfdesc_| abel

void npo_init_bpfdesc_| abel (struct label *| abel );
2% WH B

| abel KR AFIFRIC
O A — " HnE L L fbpfdesc (BPFHEAF) #IMRILFRIE « AT LLBEAR -

6.7.2.2 npo_init_cred_| abel

void npo_init_cred_| abel (struct label *| abel );

S8 BiE
| abel FFHEWIEAICHIETFRC
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O — I KGR E EIRWTERALPRIE - AT DURERR -

6.7.2.3 npo_i nit _devfsdirent | abel

void npo_init_devfsdirent_I abel (struct label *| abel);

8 Ui BiE
| abel FF#HE N FHEHETRC
O R —ANET L F L devfs  FRIRWITAILIRIC - A DARERAR -

6.7.2.4 npo_init_i fnet | abel

void npo_init_ifnet_| abel (struct label *| abel );

S8 BiE
| abel RN FHATHTIRC
O — M SEFIL RO R 285 32 O RIIRLARIC - T DABERAR -

6.7.2.5 npo_init _i pg_| abel

void npo_init_ipg_l abel (struct label +| abel , int flag);

¥ H BiE

| abel RFHE R FHADEIPRIC

flag HEAR/NEERRmalloc(9);2 LT 3L

OR—FE SEFULENP 4 i BAIIFIIA L FRIC - HAEIf 1 agil AT FEEUM_WAITOK EiM_NOWAIT Z
—, FsREE AW LR A B malloc(9) itk ABERR - 1P 43 i EEZH BRI A0 43 Be s il 2 AEXT P RE
FEASEESK BOEAEE T AT, BRI SEEAE 0 25/ ot i e BEEFIR R IS (B B HRAE o 1P 3 EEAHFAS 4 FL A

SRS _E 3R N 1 R B8R R BGR [E]

6.7.2.6 npo_i ni t _nbuf _| abel

void npo_init_nbuf_I abel (int flag, struct label *| abel );
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S8 Ui BixE
flag HEAR/ANEEARmalloc(9);2 L~ X
| abel FFHERITAILIISRIEFRIC

O —NErT SEFIL Fmbuf B A3 (nbuf ) HIEAMLARIE - EAREIF I ag (B AT RE

HM_WAITOK FIM_NOWAIT 2 —, Fi >k e Z w1 aa L Ja B R A malloc(9) i i#E A BERR - Mbuf KBB4
BCERAE R W AEN TR REE T A B R AN N B ST, RIS SEEACAD L J50 /)N oM 38 O B AR AT BsF () F 488
TE- bR A\ O BREFEMbuF 2550 43 BL A E R R 2R WG R ] -

6.7.2.7 npo_i ni t _nount _| abel

void npo_init_nount _| abel (struct label *mt | abel , struct label +f sl abel );
S Vi AH Bl

mt | abel RFEFIIALFImountsE5HE SRRG FRic
fslabel HHVIIAILAISI T REEBSHRC

OR— DL SEFIL I mount SANIRLARIE - AT LAREERR -

6.7.2.8 npo_init_nount _fs_| abel

void npo_init_rount _fs_I abel (struct label x| abel );
23 U BixE

label FFHAIEAILEIPRIC

OO —DENEINE RS R GTRIIALARIC « AT LARERR -

6.7.2.9 npo_i ni t _pi pe_| abel

void npo_init_pipe_| abel (struct label *| abel );

8 VUi B
| abel HHHESIFRC

09— RIRISE I E BRI 2 2 PRiE « AT DABERR -
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6.7.2.10 npo_i ni t _socket _| abel

void npo_init_socket | abel (struct label | abel , int flag);

23 U Bi%E
| abel REBEHITRILHIFTARC
flag malloc(9) flags

OR— NN G BB A IR 72 bric . HARRIf 1 ag AOE L THTR E
IM_WAITOK FIM_NOWAIT Z —, LR AEZ IR AR H 4F B mT BEREAR A malloc(9) -

6.7.2.11 npo_i nit _socket peer _| abel

void npo_init_socket _peer_| abel (struct label +| abel, int flag);

S8 U BiE

| abel REBAIIRILHIETPRIC

flag malloc(9) flags

ORI SE B B X S R T PRSI RIIAIE « A E0f 1 ag BUEO{E LA #E € IM_WAITOK
FIM_NOWAIT 22— LI A 7E %0 (LR e (3 F 7T AR fImalloc(9)-

6.7.2.12 npo_i nit _proc_| abel

void npo_init_proc_| abel (struct label x| abel);

28 BiE
label FEHAIEAILEIHTIRIC
02— NIRISE G L IR R IL % R0 - AT LABERR -

6.7.2.13 npo_i ni t _vnode_I abel

void npo_init_vnode_| abel (struct label *| abel );

S8 W BiE
label FEHAIEAILEIHIRIC
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0N — M NINISE I Evnode® iRt 22 Ric - AT LAREERR -

6.7.2.14 npo_dest roy_bpf desc_| abel

void npo_destroy_bpfdesc_| abel (struct label *| abel );

28 U BixE
| abel bpfdesciric

D% —1BPFHA T EATPRIC - AL RECT, KSR SRR E AN EL S abel MHRERHIFFIEZ
A, DAEEESBOZARC -

6.7.2.15 npo_destroy_cred_| abel

void npo_destroy_cred_| abel (struct label *| abel );

S8 BiE
| abel FFHEHERAIPRIC

DFHE— MR ERIPRC - FEIZA D RECT, KSR SRR S ENTR D BRI 51 abel MHREXHIFFES
A, DAEEESBOZPRIC -

6.7.2.16 npo_dest roy_devf sdi rent _| abel

void npo_destroy_devfsdirent_| abel (struct label *| abel );

S8 BiE
| abel CRFHFEHELAFRIC

DA% — 1 devisRIN_ERIRIC - AN D RECH, KGN A RTAAENTR DL S abel HHKERHIF i#
=S, DUEEESBOZIRD -

6.7.2.17 npo_destroy_i f net _| abel

void npo_destroy_ifnet_I| abel (struct label *| abel );
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8 Ui Bl
| abel HFHEHELAIFRIC

D¥HE 5 — 1> CMBRE DA SRERATPRIC « FEIZA D REP, RN SR ATE AN EAI 51 abel HHKEX
HIFEES(R], LAEBHBOZARIC -

6.7.2.18 npo_dest roy_i pg_| abel

void npo_destroy_ipg_l abel (struct label *| abel);

S8 BiE

| abel FFHEHERAIPRIC

O8RS — MNP 4 FEAF A RERROFRIC « FEIZA D REH, SREE N S BTG N TR AL A5 abel FH5E
BRRIFEEZS ], DUEESEIZPRIC -

6.7.2.19 npo_dest roy_nbuf _| abel

void npo_destroy_nbuf _| abel (struct label *| abel );

S8 BiE

| abel CRFHFEHELAFRIC

OFEE S — 1 -Mbuf fHREREIPRC - ZEIZA D REH, RSN B BTEENTR BRI S abel FHREKIE
=S a], DUEEEEIZARIC -

6.7.2.20 npo_dest r oy_nount _| abel

void npo_destroy_nount _| abel (struct label *| abel );

8 BiE
| abel HHEEHEZ I IMount S FRiC

D¥HE S — P mount i A RERHIPRIC - FEIZA D BRELT, KON SRR A AENTR R S mt | abel 3K
BRAVTERE SR, DAEBBOZPRC -
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6.7.2.21 npo_dest r oy_nount _| abel

void npo_destroy_nount _| abel (struct label +*mt | abel , struct label +f sl abel );

ZH Wi B BixE

mt | abel RFEEFHEIMount S Fric

fslabel  File system label being destroyed>

O 5 — P mount SAHKERHIFRIC - FEIZAHREH . RIGR S BMPTAENF LR, Smtl abel
Hf sl abel MKREXAIFEAEZSE], LAEEHEZPRIC -

6.7.2.22 npo_dest roy_socket _| abel

void npo_destroy_socket _| abel (struct label *| abel );

28 WM BiE

| abel RFHPHBHIERTIRC

DS S — M EERTHREKIIRC - AR, KN SRR EENT IR, 51 abel HHREKH
FEAE=SIE], DUEBBOZPRC -

6.7.2.23 npo_dest roy_socket peer _| abel

void npo_destroy_socket _peer_| abel (struct label *peer | abel );

S B4 BiE

peer| abel FFHEHE I EREFXE LA RC

O8RS — N ERETFHRBEAN SR PRD . A D REF, RSN Y B EENISHLR, 51 abel
THRERAIFAEZS ], DUEESEZARIC -

6.7.2.24 npo_dest roy_pi pe_| abel
void npo_destroy_pi pe_| abel (struct label *| abel );

S8 U BiE

| abel EEFRC
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O8HE— MEERMNC - EIZADREF, EIEN Y BB ENTE2ECR, 51 abel HHREXHFIFEAESE],
PAREEEIZ AL, -

6.7.2.25 npo_dest roy_proc_| abel

void npo_destroy_proc_| abel (struct label *| abel );

8 Ui BiE
| abel FHFEFRIC

OFEE— MARRRIPRC - EZADKREF, HIEN Y BERTEENT AR, 51 abel MRXEAIFREZSH,
U\@'ﬂ%ﬂuﬁﬂ

6.7.2.26 npo_dest r oy_vnode_| abel

void npo_destroy_vnode_| abel (struct label +| abel );

S8 BiE
| abel FHFEFRC

D8 —vnodeIFRIC - TEZAHRET, SEBER M BT EEN TSR, 51 abel HHRBRHIFEHEZ
A, DUMEEHESEZIRC -

6.7.2.27 npo_copy_nbuf _| abel

void npo_copy_nbuf _I abel (struct label *Src, struct label +*dest);

28 Ui Bl
src  JRbRIC
dest BIRkriC

O¥fsrc FETPRCE BB IS dest 7 -

6.7.2.28 npo_copy_pi pe_| abel

void npo_copy_pi pe_| abel (struct label *Src, struct label +*dest);
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23 Ui B
src  JRbRIC
dest HEirpbrid

O%fsrc FEIFRCE B DL 2dest -

6.7.2.29 npo_copy_vnode_| abel

void npo_copy_vnode_| abel (struct label *Src, struct label xdest);

23 Ui B
src  JRbRIC
dest BiRkriC

ORfsrc HEIFRICIS EFE Il 2dest -

6.7.2.30 npo_ext ernal i ze_cred_| abel

int npo_externalize_cred_| abel (struct label +| abel , char el enent _nane, struct sbuf
*sh, int  *cl ai ned);

2 1 BH BiE
| abel R SMERIE AR R

el ement _nanme T ZYMERFRIRPRIC FISREE 145

sb FHRAF PR B SCAR R R TE ) A buffer

cl ai ned WA LIE Felement_datds, T EE(E0 08

OMRIEE ARIFRICEER, PE— N LONTERFoRFRE . — MMBEERE, BIMCN BRI AR R,
CHAPROMEARFER, SRR . HEiMACSEELT Z2RHK TR F SRBS AR O R,
I, BARKREHSEEACH, FFEFHESshZ ], i Eelement_nam@ 8 ERIE T - (1% element_namé it
W5 VR B SEBS & F MR, IERGREO. (S FE i RC B8R I f2 i IR, AREEHEoE . —A
FMg L EHE S element_data i *claim A%L(E -

6.7.2.31 npo_ext ernal i ze_i fnet _| abel

int npo_externalize_ifnet_|abel (struct label +| abel , char =*el enent _nane, struct sbuf
*sh, int  *cl ai ned);
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2 1iEA BiE
| abel R SN IR AR R APRIE

el ement _nanme T Z/MERRIRFRIC FISREE 145

sb FARAERIC SRR R 27 A buffer

cl ai ned WA LIE Felement_datds, A (E 018

OMRIEE ARIFRICEER, PE— N LONTERFoRIFRE . — MMBEERE, BIMCHN BRI AR R,
CHAPROMEARFER, SRR . HEiMACSEELT Z2RHR R F SRBS AR O R,
I, BARERSHSEECH, FFEFHESshZ ], e Eelement_namé 8 ERIE T - (1% element_namé i}
NS5 VR B SEBS & FAHRF, ERLREO. (S F i bRC BRI f2 H IR, AREHEoE. —A
FMg L EHE S element_data i *claim A%L(E -

6.7.2.32 npo_ext ernal i ze_pi pe_| abel

int npo_externalize_pi pe_l abel (struct label *| abel , char el enent _nane, struct sbuf
*sb, int  +cl ai med);

2 1iEA BiE
| abel R SN IR AR R PRIE

el ement _nanme 7 ZAMERFRIRIRC I SREE 1% F

sh FARAERIC SRR R 2+ FFbuffer

cl ai med WA LUE T element_datdg, T HE(E 5

OMRIEE ANRIFRICEER), P& — N LSONTERFRIFRE . — MMBEZIRE, BMCN B AL R,
EHAPROMERFER, SRR .  HETRIMACSEEL T 2R R F SRBS AR RN R,
I, BARERSASEICES, FEAFHESshZ |, o Eelement_nam@fEE LT - (1% element_namé [
W5 VR EIEBS & FAHRF, ERRE0. Y F b C SR I 2 IR, AR EdEoE . — A
FMG R EE S element_data 3 *claimAUE(E -

6.7.2.33 npo_ext ernal i ze_socket _| abel

int npo_externalize_socket | abel (struct label *| abel , char el enent _nane, struct sbuf
*sb, int  +cl ai med);

2 1 BH BiE
| abel R SMERIE AR R

el ement _nanme 75 ZAMERRIRIMC I SREE 1% F

sb FHRAF PR B SCAR R R TE ) A buffer

cl ai med WFE AT LUE T element_datdg, T HE(E 5

ORIERARIBRCE, P E— P LSMNTEAF R . — POMREERE, RIRMEARRIARR,
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TEHAPROMERFER, SRR .  HETRIMACSLEL T ZRHK R F SRBS AR R R,
I, BARERSASEICES, FEAFHESshZ |, o Eelement_nam@fEEMIL T - (1% element_namé [t
W5 VR EIEBS & F AR, ERRE0. Y F i brC EdE r 2 IR, AR EHEoE . — A
FMG R EHE S element_data 3 *claimATE(E -

6.7.2.34 npo_ext ernal i ze_socket peer _| abel

int npo_externalize_socket_peer_| abel (struct label *| abel , char el enent _nane, struct

sbuf *sb, int  *cl ai ned);

2 1 BH BiE
| abel R SMERIE AR R

el ement _nanme T ZYMERRIRFRIC FISREE 145

sb FHRAF R B3R R R ) FFbuffer

cl ai ned IR AT LIE Felement_datds, A (E 008

OMRIEE ARIFRICEER, PE— N LONTERFoRIFRE . — MMBEERME, BIMCNER AR R,
CHAPROMEARFER, SFPAER . i MACSEELT Z2RHK R F SRBS AR O R,
I, BARKERSHSEECE, FFEFHESshZ ], i Eelement_namé 8 ERIZ T - (1% element_namé i}
NS5 VR B SEBS & FAHRF, ERGREO. (S FE M irC iR I f i IR, AREHEoE. —A
FMg L EHE S element_data i *claim A%L(E -

6.7.2.35 npo_ext ernal i ze_vnode_| abel

int npo_externalize_vnode_| abel (struct label +| abel , char =*el enent _nane, struct sbuf

*sb, int  *cl ai ned);

2 1 BH BiE
| abel R SN IR AR R PRIE

el ement _nanme T ZIMRRIRFRIC FISREE 145

sb FARAERIC SRR R 27 A buffer

cl ai ned IR AT LIE Felement_datds, A (EH8

OMRIEEARIFRICEER, PE— N LONTERFoRIFRE . — MMBEEME, BIMCNER A E R,
CHAPROMEARFER, SRR . HEiMACSEELT Z2RHR R F SRBS AR 1 R,
I, BARKEREHSEECH, FFEFHESshZ ], i Eelement_nam@ 8 ERIE T - (1% element_namé i}
NS5 VR B SEBS & FAHAF, ERGRE0. (S F M bRCEdE I f2 F IR, AR EHEoE. —A
FMg L EHE S element_data it *claim A%L(E -
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6.7.2.36 npo_i nternal i ze_cred_| abel

int npo_internalize_cred_| abel (struct label *| abel , char el enent _nane, char
el ement _data, int  *cl ai ned);

£ Ui HA BiE
| abel R IEFE IR

el enent _name FENHFRRRIRICHI B4 F

el ement _data s M ERHL) SURERE

cl ai med WREGE B E R, A (E 8

OARYE— D SO RSN RS PRCEdE, S — P NEERIPRCEHY - B BTHIMAC T Z8RIIR VR F P
ARISHEIRA D R, R AMC R N EREHER, B, SCIRRSLATE Joilid Hielement_namé
N B ORIRIS 2T, R RS T i fielement_datdl FFRUTEGE - KLU, WMRELF AL EE
BOE R HARIERT, ZREORE0, HiEiE*claimedtI(H -

6.7.2.37 npo_i nternal i ze_i fnet _| abel

int npo_internalize_ifnet_|abel (struct label +| abel , char =*el ement _nane, char
*el enent _data, int  *cl ai ned);

ZH 1t BH BixE
| abel REHHE T HIPRIC

el enent _name T ENHERRRIRICHI B )4 F

el enent _data T B R SO

cl ai med IR BIEBERRE S, N HE (A6

OARYE— D ORISR S PRCEdE, S — P NEERIPRCEHY - B ETRIMAC T Z8RIR VR F e
A ERISHEIRA DR, RN AMC N EREHIER, BHit, SCIRRSLATE Joilid o ielement_namé
N B OHIRIS 2T, RIE RS T i felement_datd FFRUTEGE - KLU, MRS F AL A
BORFHBRIERNT), ZREORE0, FHiEH*claimed)(E -

6.7.2.38 npo_i nternal i ze_pi pe_| abel

int npo_internalize_pipe_l abel (struct label *| abel , char el enent _nane, char
xel ement _data, int  *cl ai ned);

ZH i BiE
| abel RPHREFERIPRIC
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2 1iEA BiE
el ement _name T ZNERRIRIRICHISREE 14

el ement _data 5 M ERHL SURERE

cl ai med TR ER R E TR, T H B

OMRE— XA ARSI R Rc ks, B — AR RIPRESEH - B BT EIMACTT S5 M BT
H RIS HIRE RN D REL, RIS IR IER, (Rl SEILRD L0 & Sl o ielement_namié
HINZF H CRIKERZ T, RS 7 25 Hielement_datd 7 AVEUE - REIE, 10RA FAILACELE
BORFHBRIERNT), ZREORE0, ik claimed)(E -

6.7.2.39 npo_i nternal i ze_socket _| abel

int npo_internalize_socket | abel (struct label *| abel , char el enent _nane, char
xel enent _data, int  *cl ai ned);

2 LA BiE
| abel FFPHE T RIARC

el ement _name T ZNERRIRFRICHISREE 14

el ement _data s M ERHL SUREE

cl ai med R ER R BT, T H B

OMRE— XA RSN R C R, B — PR RIPRESEH - B BT EIMACTT S5 K BT
A RBEEIR RN D BREL, RIS RIER, At SKBURASLJ0E Joilid o ielement_namié
MINZFIE CHIRES ST, RIS TR E i element_datd FFAUATEUE - RRIH, RS F AT
BOE R HARIERT, ZREOREO0, HiEiE*claimedtI(H -

6.7.2.40 npo_i nternal i ze_vnode_| abel

int npo_i nternalize_vnode_| abel (struct label +| abel , char +*el ement _nane, char
*el ement _data, int  *cl ai ned);

£ iH BiE
| abel R IEFE IR

el enent _name FENHERRRIRICHIREE )4+

el ement _data s M ERHL SURERE

cl ai med WREGR G E R, I E(E 8

OARYE— DO SRR S PRCEdE, S — P NEFERIPRCEHY - B BTHIMAC T S8R IR VR F P
A RISHEIRA D R, SRR AMC R N EREHER, B, SCIRRSLATE Sl o ielement_namé
N B ORIRBS 2T, RIE RS T i ielement_datd FFRUTEGE - KLU, WMRELF AL EE
BOE R HARIERT, ZREOREO0, HiEiE*claimedtI(H -
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6.7.3 bpic FH4

O RBS R FAMAC HEZRAR LR PR RADREL X AN REFMCHITERIE . SRR RRHURE
HREIHRIC N AZR G S A i R AR SR D AL SREIWIIAIL - BRI FE 3R
TET R AR G R ISR E ARG, B, SR AR S OARICE R SR AT L
SEIEAFERIN R EM, Hin5IP BAMKIIRCEF . — MAREPHITCH SRS a A HIE T
FINH R

FRCHIURL )
(ST GAH KI5 RE) \
Fric G o)

EHIHEE, G
AR AR, L
DRI >0

PRCEHER o

OfEAPRCHIIR A D R, SRS AT DLLA—F— 10« SR EREME TR AT S EVRMCrIRIARE - 7
FL2e— SRS O BRE slot (E 90, SXEEANERIFRC HISKRS AT REH AR ZHIT R T TRIRIA LRI -

OFMERI BRI A LR — D NIRRT R — D B ARS SR RER (WK L FIL) BR 2 -
fan, ERIESERZE, £ %N OB mbuf Basst, RKREN RER RE-

I, mbufE’JﬁEETﬂ’Eﬁ—Eyﬁ%ﬂT Zmbuf FIPRCHIIAILARIE, Tmbuf A8 BRI BN HHEE 2 Zmbuf HIES
— MR RIXAIE % - A& R RUOEEFN LTI, GROEINE . G d R R
H A R EPRic s - filn, é%Aﬁﬁ%ﬁULﬁ mbuf B, BT BT Imbuf L EARICZ A, VERGIEE
MERTS5HEMCEIER AR RE . NEEEEN R HOVESENFRREE TR Sl ERIET
REAEAEXTERER A BRI O £y T H, ROBIEEMAAARRIL, BrATIRIRENF SRR
-

OXF SR B — RS 5 K E e =4, (BN S BN R AEMEER, RIS AT LIS
FFRICFATIE B B F R AE « 170, fEMAC_UPDATE_IPQA L EREZ N, FAIP 4 F EEFHIARC AT
BES R NEAS H R T 38T B mbuf T 4% 53T -

7 3 S 4 2 S P

O SREES PATPMC BRI, ROy E A BOR A8 =S (R B4 AR, )5 A% AT LU F BB Rt
N ERSTH -

OFR T 5% @ WX S E RS EIMC 2SN, 8 —FESMIAMEREL: IREFRE - XEbmC BT
Fi PR T B R - EA TRV L AR E S H AR IE —FE, /\E@J@$
£, MAC_INTERNALIZE, BEEAE: ZREEESZ A A RZHE, AFRFEECAINEERRIER -

6.7.3.1 XM RGN ATIC B R AE

6.7.3.1.1 npo_associ at e_vnode_devfs

void npo_associ at e_vnode_devf s(struct mount *np, struct label +f sl abel , struct
devfs_dirent *xde, struct label xdel abel , struct vnode *vp, struct label *v| abel );
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25 1iHA BiE
np DevfsEEH &,

fslabel Devfs {4 REIFRIC (mp->mnt_fslabel )

de Devfs H &I

del abel Sde M REXAISEARFRIC

vp Sde HXEvnode

vl abel  Svp HHRECAISEEEFRIC
OR4ESEde £ Adevfs H XL HFRCFE R, — 1 #nI &R devfs vnoddE FEFRIC (vl abel ) -

6.7.3.1.2 npo_associ at e_vnode_extattr

int npo_associ at e_vnode_ext at t r (struct mount *np, struct label +f sl abel , struct vnode
*vp, struct label *v| abel );
ZH L] BixE

np ARG,
fslabel SUfFRGFRC

vp FFEML A Ivnode

vl abel  Svp HHRECAISEBEFRIC

O ARG B 1 Bvp BIFRIC - B, IREo . AT, MifEermo 185 RIMHRN AUEHRIRAD - 1R
I RGIASRA B ASEERIE, AT LA R s| abel #5012V abel -

6.7.3.1.3 npo_associ at e_vnode_si ngl el abel

void npo_associ at e_vnode_si ngl el abel (struct mount *np, struct label +f sl abel , struct
vnode =*vp, struct label *v| abel );
S i B

np ARG,
fslabel JUfFRGIFRL

vp Bt fvnode

vl abel  Svp fHRECHIEIZIRIC

OFEEZEIRMCUEARTL, EAZADRE, RIEHFRSEIRL, fslabel , JFyvp BEFEMIRC -
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6.7.3.1.4 npo_create_devfs_device

void npo_create_devfs_device(dev_t dev, struct devfs_dirent »devfs_dirent, struct
label I abel);

2 1iEA BiE
dev devfs_dirent X A&
devfs_dirent FF#PRiCHIDevfs H &I

| abel FrHEE Fdevf s_di rent FRic

DR fE AN iaHiEidevls_direntHEHRIC - X RECRHEBC R U RGUINE . BN InHET & R B0EH -

6.7.3.1.5 npo_create_devfs_directory

void npo_create_devfs_directory(char =*dirnane, int dirnamnel en, struct devfs_dirent
»devfs_dirent, struct label *| abel );

S 5iEH BiE
di r nane B H R
nanel en FAFEdi rname BKE

devfs_dirent i HK{EDevfs xS N ) H I

O A B FEZEH i devis_direntA GH7i0 « ZERECRAEINE . EWREHRG, SEHRI—PHE
TERE B RGBT S IR -

6.7.3.1.6 npo_create_devfs_synink

void npo_create_devfs_synlink(struct ucred *cred, struct mount *np, struct
devfs_dirent +xdd, struct label +ddl abel , struct devfs_dirent +xde, struct label
+*del abel );

23 1t BH Bi%E

cred FHEER

np devfsfEa &,

dd HEREH R

ddl abel 5dd FHRERIFRIL

de 75 HE BRI

del abel Sde FHRELAOTRIEPRIC
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O A#nE A K devis(5)FF S HEFEIHAS R (del abel )

6.7.3.1.7 npo_create_vnode_extattr

int npo_create_vnode_extattr (struct ucred xcred, struct mount *np, struct label
xf sl abel , struct vnode xdvp, struct label +=dl abel , struct vnode *Vvp, struct label
*v| abel , struct componentname *CNp);

S8 M Bl

cred EXINEEERN

mount  CHERGUEERES

label  HERGIARIC

dvp AL H3kvnode

dl abel Sdvp HHRERIRIEIRIC
vp H R Ivnode

vl abel Svp HRELARBEFRIC
cnp vp T4

ORfvp FIFRCE ASCHY REIE - B, RHRCEAvI abel , HREI0. HI, SR ENR 5 IR -
6.7.3.1.8 npo_creat e_nount

void npo_creat e_mount (struct ucred *cred, struct mount *np, struct label *mt, struct
label =fsl abel);

S 1B BiE
cred EX:SELETN
np BAR;, R RS RS

mt | abel RFHIES Hnp FIHBEHRIC
fslabel  REBHEREInp FICFRGTHIEIEIRIC -

DR AR EREERT SR EE A EE IR - LR ECRAE S RSB0 -

6.7.3.1.9 npo_create_root _nount

void npo_create_root _nount (struct ucred +xcred, struct mount *np, struct label
*mt | abel , struct label *f sl abel );
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ZE W P

1%66.7.3.1.877.

O MR FERGERAT RS S EENE - ZREUS SR U RS0, mpo_create_mount. /5
IR -

6.7.3.1.10 npo_r el abel _vnode

void npo_rel abel _vnode(struct ucred *cred, struct vnode *Vp, struct label x»vnodel abel ,
struct label *newl abel );

S i B BixE

cred ESUN YRR N

vp R EFTIRIL A vnode

vnodel abel vp IE FISRESPRIC

new abel FEUvnodel abel 3T (FIBERZHR5r) HRic

OMRIEEARFRMCA EEEEIR, EFrSHvnodefIiRic -

6.7.3.1.11 npo_set | abel _vnode_extattr

int npo_set| abel _vnode_ext at t r (struct ucred *cred, struct vnode *vp, struct label
+v| abel , struct label =i nt| abel );

S8 Yi A BiE

cred ESUN YRR N

vp 5 HMC TR R Fvnode

vl abel vpHISRRSFRIC
intlabel RS ABLERIFRIC

ORFZ44 nt | abel 45 HPIPRICIE B S AT Evnodefy REME - 1% K% #vop_stdcreatevnode_ea i
-

6.7.3.1.12 npo_updat e_devf sdi rent

void npo_updat e_devf sdi r ent (struct devfs_dirent »devfs_dirent, struct label
xdi rent | abel , struct vnode *vp, struct label *vnodel abel );
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2 1iEA BiE
devfs dirent Zfk; devfsHEIi

direntlabel R HEFTAIdevEs _di rent FISRESFRC

vp “Cvnode EEiE
vnodel abel vpHIEBEFRIC

ORAEFTE A Fdevfs vnoderit, *fdevfs_dirent HIFMEFHITEHT - HEHFRC— 1 devfs vnodgI#EER T
25, FRERZRECEFAMCRISEE, ntk, BRI AvnodeSREMB NZEIRER, BASERIR
ICHHEPIRE - Boh, fEdevisHFTE— RS HEET, KHEEmac_vnode_create_from_vnode , R A
AL, Xfvnodebric AT RIIATLIRIE -

6.7.3.2 IPC X AnMC B RAIE

6.7.3.2.1 npo_create_nbuf _from socket

void npo_create_nbuf_from socket (struct socket *s0, struct label *socket | abel , struct
mbuf *m struct label *nbuf | abel );

2R Wi B BixE

socket EET EBRFHIEWIP

socket | abel socket AJREGHRIC

m ZAA; mbuf

nbuf | abel B E S B m B SRS Fric

ORAE R ARERZTIIC O Nmbutk N EARC - BUERT A DHNEIEREEHE, R
HAFEAEZEmbuf HIS, RF %R %L -

6.7.3.2.2 npo_creat e_pi pe

void npo_create_pi pe(struct ucred *cred, struct pipe *pi pe, struct label *pi pel abel );
23 1t Bl BixE

cred FHEER

pi pe HiE

pi pel abel pi pe AITRBEFRIC

DRFEEAMERFERSE, REHREENINE . 83— DIrEEREE, R -
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6.7.3.2.3 npo_creat e_socket

void npo_create_socket (struct ucred *cred, struct socket *s0, struct label
*socket | abel );

S Vi BiE
cred EX:SELETN AT AR
so BAR, BHIRCERS

socket | abel FFHIEE Kso FIFRIC
OREEAMEREERSE, REFEERTORIC . BYHE N EET, ZRECHSAR -

6.7.3.2.4 npo_creat e_socket _from socket

void npo_create_socket _from socket (struct socket 0l dsocket, struct label
*0l dsocket | abel , struct socket *newsocket, struct label *newsocket | abel );
ZH 1t Bl Bi%E

ol dsocket BT EET

ol dsocket | abel ol dsocket FISRBEHRIC

newsocket HEERT

newsocket | abel newsocket HIEBEHRIC

ORElisten(2)EH:Fol dsocket , HNFTiEacceptRIEHE Fnewsocket , WEFRIC -

6.7.3.2.5 npo_r el abel _pi pe

void npo_rel abel _pi pe(struct ucred xcred, struct pipe *pi pe, struct label +ol dl abel ,
struct label *newl abel );

S i B B

cred FREEIR

pi pe il

ol dl abel pi pe A4 R SREEFRiC
new abel B Hpi pe W B HIHTHIRESPRIC

O Hpi pei BEHHriCnew abel -
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6.7.3.2.6 npo_r el abel _socket

void npo_rel abel _socket (struct ucred

struct label *newl abel );

S Ui BiE
cred FHEER AN AR
S0 wik, BT

ol dl abel so FIMFITRIC

new abel ¥ Hsocket BEIIHIRC

ORIERARPRCSEL, WEET =S ArbmCt T 58 -

6.7.3.2.7 npo_set _socket _peer _from nbuf

void npo_set _socket _peer_from nbuf (struct mbuf

label *xol dl abel , struct label *newl abel );
23 Ui BixE
nbuf MEREF RN ER R — M EIE R

nbuf | abel  mbuf HIFRIC

ol dl abel  EFEFHIZHITRIC

new abel  RFAEEZFIEEHRIEIRIC

xcred, struct socket

*nbuf , struct label

00620 TrustedBSD MAGEEZ

x50, struct label + 0l dl abel ,

*nbuf | abel , struct

OMRIEE ARImbuf FRic, % &3 streamERE T HIXEIRE « FRUNKERER T 25, B4 — 1 streamE

BT RS D EIRIRES, ZRECR R -

6.7.3.2.8 npo_set _socket _peer _from socket

void npo_set _socket peer_from socket (struct socket
x0l dsocket | abel , struct socket x*newsocket, struct label

2 i BiE
ol dsocket AHERET

ol dsocket | abel ol dsocket FATREEFRIC

newsocket S EEET

newsocket peer | abel FfHnewsocket 5 FIEMEIRIC

ORYER AR REE R TIN A,

Ji—Pstream UNIXS5ERTFIREXEIRC - &SN BT X Z [

*0l dsocket, struct label
*newsocket peer | abel );

P

1T
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TERRES, L RRECREE P S o B R A -

6.7.3.3 Network Object Labeling Event Operations

6.7.3.3.1 npo_creat e_bpfdesc

void npo_create_bpfdesc(struct ucred +xcred, struct bpf_d *bpf _d, struct label
*bpf | abel );

2% W Bi%E

cred FHEEEIR AT AR

bpf _d Z&; bpfifiAT
bpf R Hbpf _dIEHEHIEEEFRIC

ORERAREREERSE, EEOBPFIA TRENME . HHEITITBPRR & T R, R ECR Y
-

6.7.3.3.2 npo_create_ifnet

void npo_create_ifnet (struct ifnet *i fnet, struct label +i fnetl abel);
S Vi AH Bl
i fnet W 4852 1

i fnetl abel B Nif net G K TKBSFRIC

OB R ML DL ERRE - ZREE MR N HORM: S — DRy EE 02 el ey, 22—
D OvEE OAES | S U TR P R ET SR B LR -

6.7.3.3.3 npo_create_ipq

void npo_create_i pq(struct mbuf +fragnent, struct label =fragnent | abel , struct ipq
*i pqg, struct label *i pgl abel );

2R Wi B BixE

fragment F—MEEREIP 2

fragment | abel fragnment HISREEHRIC

i pq BEFRLRIP EHAF
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i pql abel Fhi pqlEE FIREEFRIC
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OARYESE — MEAEH 7> 5 Fmbuf LR E S, FrErIP o HASERIC -

6.7.3.3.4 npo_creat e_dat agram from.i pq

void npo_create_create_datagram from.i pq(struct ipq
struct mbuf »dat agr am struct label +»dat agr am abel );

S L] BiE
i pq IP EZHFAF
i pql abel i pq HIZEESHRIC

dat agr am FFbRc FIEIE R
dat agr ani abel ff>fjdat agr am abel 5 fEEBEFRiC

ORAEIP 3 EAHRAS, NFINIEETERRIP BRI ERRiC -

6.7.3.3.5 npo_create_fragnent

void npo_create_fragmnment (struct mbuf +xdat agr am struct label

mbuf *fragnent, struct label =fragnent | abel );
ZH Wi B BixE

dat agr am IR

dat agr anl abel dat agr am Y SRBEFRIC
fragnment B A

fragnent | abel Rflydat agr amE 5 fSREEFRIC

*i pqg, struct label *i pgl abel ,

+»dat agr aml abel , struct

OMRFERIEIR IR R FImbuf KRR, 9 EB R 7 Imbuf K ERRIL -

6.7.3.3.6 npo_creat e_nbuf _from nbuf

void npo_create_nbuf _from nbuf (struct mbuf +0l dnbuf , struct label +0ol drbuf | abel ,
struct mbuf *newrbuf , struct label *newrbuf | abel );

23 1t BH Bi%E

ol dnbuf 2a/ (&) mbuf
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SH i A BiE
ol dnbuf | abel ol drbuf HIEERHRIC
newnbuf BEHFRC BT EE mbuf

newrbuf | abel B Hnewrbuf EHE FISKIEIRIC

OMRFEFE I EEERImbuf L E R, T EdER I mbuf L ERIC - FEVFE 50 TR 2R %K
B, tn, BTRSFESRME R 2 BCAE I mbuf i -

6.7.3.3.7 npo_creat e_nbuf _|inkl ayer

void npo_create_nbuf _|inkl ayer (struct ifnet *i fnet, struct label +i fnetl abel , struct
mbuf *nbuf , struct label *nbuf | abel );

S8 ViR BiE

i f net M 4&# 0

i fnetlabel ifnet FISEBSHRIC

mbuf AR IR Imbuf ST

nbuf | abel B Hnbuf EE FIEEEIRIC

O AAELE E e O b T 5B 8 J2 e R 17 8 2 AR IR I mbu Bk SR B ARIC - KRB S T 5 T H
., A 1PvARTIPVER U ZE MR N ARPEY 25 ND6H -

6.7.3.3.8 npo_create_nbuf _from bpfdesc

void npo_create_nbuf _from bpf desc(struct bpf_d +bpf _d, struct label +bpf | abel , struct
mbuf *nbuf, struct label *nbuf | abel );

SR i B BiE

bpf d BPF it F

bpfl abel  bpflabel AISREEHRIC

mbuf FobriC B rEmbuf

nbuf | abel ¥ Hnbuf HE KIHEIEFRC

O 2 EBPF iR 7 B2 KRR FIimbuf kR BARE « X ZHBPF iR 7 Fr KEXHIBPF 5t & it
ITEHAERS, ZRECR O -

6.7.3.3.9 npo_create_nbuf_from. f net

void npo_create_nbuf _from.ifnet (struct ifnet +j fnet, struct label +j fnetl abel , struct
mbuf *nbuf, struct label *nbuf | abel );
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2 Ui EA Bie
i fnet sz 3m|

i fnetlabel ifnetlabel AIREEHRID

nbuf FEEIE TR I mbuf LR

nbuf | abel B Hnbuf EE FIEEEIRIC

09 488 0 2B R R FImbuf KBRS ERRIE -

6.7.3.3.10 npo_create_nbuf _nul ti cast_encap

void npo_create_nbuf _mul ticast_encap(struct mbuf 0ol drbuf , struct label +0ol dnbuf | abel ,
struct ifnet +i f net, struct label *i fnet | abel , struct mbuf *newnbuf , struct label
*newrbuf | abel );

S8 Vi BiE
ol dnbuf WA EIE R Imbuf L7

ol dnbuf | abel ol dnbuf HISEEEHRIC

i fnet WA 45 0

i fnet | abel i fnet FISEASHRIC

newnbuf FEAC R B FRmbuf 2550

newrbuf | abel F Hnewrbuf EHE KIS IRIC

04 &N EEEIEIRS E2EE2E4% 0 (multicast encapsulation interface BRI 18 FH 3012 A
BARIRFTAEMbuf SKERE EAMC - B FIZE IR O 58— P mbufit, B FZ R

6.7.3.3.11 npo_creat e_nbuf _netl ayer

void npo_create_nbuf_netl ayer (struct mbuf +0l dnbuf , struct label *0l dmbuf | abel , struct
mbuf *newrbuf , struct label *newrbuf | abel );

S i BixE

ol dnbuf PRI EE R

ol dnbuf | abel ol dnbuf AIFEREFRIC

newrbuf FEEIER

newrbuf | abel newrbuf FISRESHRIC

O FRIP SRS R i B BB R (ol dnbuf ) THETE IR IXE Embuf LERHIPRE - HFEIEOLTHE
VARZeREL, Hn, WRICMP & KRERIRS -
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6.7.3.3.12 npo_f ragnent _mat ch

int  npo_fragnment _nat ch(struct mbuf +fragment, struct label +fragnent| abel , struct ipq
*i pqg, struct label *i pgl abel );

23 Wi B BixE

fragment IP £E 45

fragment | abel fragnent AISRBEFRIC

i pq IP 43 E2HFA S|

i pgl abel i pq FISRRSHRIC

OHRUEFTEARIP 53 EAHS (ipg) BIFRC, KBRS — MNP EIER (fragment) HImbuf fLER T
FRaHEESR. 74, MHEEL. BN, RE0. &4IP HER ZCR— A NIRFERE R ) 9 F AR CE 5
AEASIFE, FARZREETZ2RE, WRAW, Fohok BEELFe— s A EHRS -
SR AT AR FZ A D R, RTEPRCECE HAb(E BRI AN ERIP 70 E A -

6.7.3.3.13 npo_rel abel _i f net

void npo_rel abel _if net (struct ucred *cred, struct ifnet +j fnet, struct label
x| f net| abel , struct label *newl abel );

23 Wi B BixE

cred FEEEIR

i f net AR, MO

i fnetlabel ifnet HIEEETIC
new abel FHi f net IEKHRC

ORGERTE ABIFHRIC, new abel , LAUREMGEEIR, cred, XFFILEHEE D BIPRCTEST BHT -

6.7.3.3.14 npo_updat e_i pq

void npo_updat e_i pg(struct mbuf *fragment, struct label =fragment| abel , struct ipq
*i pqg, struct label *i pgl abel );

ZH BifA BiE

mbuf IP 3

mbuf | abel nbuf FIFREEFRIC

i pq IP 53 B ZHFA S

i pgl abel  FEHCEHTI pg B FT SRS ARIC
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OARIEFT e ABJIP 23 Frmbuf k3R (mbuf ) HEECE AP 20 A EHFAS (ipg) BIPRICHET T -

6.7.3.4 AR CEHERIE

6.7.3.4.1 npo_create_cred

void npo_create_cred(struct ucred *par ent _cred, struct ucred xchi |l d_cred);

23 1iHA BiE
parent_cred XEMBRFEIR
child_cred FEREER

ORRGERTE AR EREEIR, TR EREEIRSERD - 82— PFrERstruct ucreddHcrcopy(9)
i, R LR IR ECI R S RS H] (forking) B BIEEHR N —IK -

6.7.3.4.2 npo_execve_transition

void npo_execve_transition(struct ucred =0l d, struct ucred *new, struct vnode *Vp,
struct label xvnodel abel );

ZH Wi Bi%E

ol d EHFEREEIR AR

new R mc BT £ E IR

vp REBAT B SHEE

vnodel abel vp FISEBSFRIC

O—"MAHEEE Rl diFARETHAT (vp XU T S ERRICFHAT, % R BB vnodeM D % F R E#RC
Fnew. &Y —PHEIEKHEITVNOdefHF, TiE T A L B #mpo_execve_will_transition B IR EIF)
SRESINT, RERFIZ RS - SRES ISR AT DUR % AW E AR E KA & B i Fmpo_create_cred  SESEHIZ
A K#L, so as not to implement a transitioning eventE. 3B% S8 T mpo_create_cred PR, RIfHj%H 5L
Ilmpo_execve_will_transition , WRIZSEHIZ SR AL -

6.7.3.4.3 npo_execve_w |l _transition

int npo_execve_wi || _transition(struct ucred *ol d, struct vnode *Vvp, struct label
*vnodel abel );
28 Vi Bl

71
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ol d fEHUUTexecve(Q B N EMAEFEIN ANn B
vp FHEHIT R S

vnodel abel vp FISEBSFRIC

ORISR E, YSHFEREERIITSEvnodel, B EF BT MO E e . RFE, &
Bl A0, I&RE0. BIfHE— " RESIREI0, BEHAT N H EAEIE X mpo_execve_transition
FifEg, R RER EMARA— SRR ZoRER e, SR HIT IR AL .

6.7.3.4.4 npo_create_procO

void npo_create_procO(struct ucred xcred);

S8 Ui BiE
cred FFHHEE ERFEIR

Oovi#tE0, FrAENEERERIME e, BIEEAEEIR -

6.7.3.4.5 npo_create_procl

void npo_create_procl(struct ucred xcred);
S8 B BixE

cred RPURE HEAREEIR
OA#tiEL, FrE APt SEEREEIR .

6.7.3.4.6 npo_rel abel _cred

void npo_rel abel _cred(struct ucred xcred, struct label
S i B B

cred EXLNEAERN
new abel ¥ N % cred FRIHIRIC

ORFEEABFIRIC, S EEFEER_ ERPRCHETER -
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*new abel );
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6.7.4 ViR EHIKE

O DA I O BREL,  SRBS IR RER M P AZ T (A IR SR - B EIFOUT, AEAX, — D UhnE
ANORBISEE, — P EEE T I RIEER, FERERED R EMESROER (Ehrgea s
FRIE) o VPSR L REGRE0, RRAFZIRIE, B, &RE—1ermo(2)fE RgmiS - 8L L K
¥, FRBD A ROEM SRS, B TR R AR EFNRE, 2RI T IR TR A AN [F SRR
PRREILER: FA S A RS R VFZIRERT, AR EhRE - B, WRE — A EE S TR R NG
@, %AT/\QTLQ WA Z BRI E H R[], K E L fEkern_mac.c  H'f¥error_select()
RENENLRE R RRmIE T, EFE— D EER, IRESHF .

&R EDEADLK
EINVAL
ESRCH
EACCES

IR EPERM

OanSR P RIS R SOR [ R 9 150E I LR RSB RFFIR T, MMEROERE — R E .« EEEER
Imid R — T . NIRERR, TORHIZE, NRAELE, UingdEds, MEAER -

6.7.4.1 npo_check_bpfdesc_recei ve

int npo_check_bpfdesc_recei ve(struct bpf_d *bpf _d, struct label *bpf | abel , struct
ifnet =i fnet, struct label +i fnetl abel);

S8 Wi BixE

bpf _d F&; BPFHiRTF

bpf | abel bpf _d HIKEEFRIC

i fnet Bk MLkiED

i fnetlabel ifnet HIEERHTIC

OHREMAC HEZE R r“i?fnﬁhﬁaﬁi&w;m&%@uﬂﬁiﬁﬁ%&%L HIBPF iR 1 P& R AR I X o AN,
MRE0; A, REEERRIGE Sermo - EINFHENRMIZE: EACCES HTIME ARG
; EPERM, FFHEAEE N -

6.7.4.2 npo_check_kenv_dunp

int  npo_check_kenv_dunp(struct ucred xcred);

S8 Ui BiE
cred FEMRFEEIR

DR E MR EERETRIZHE AT ERNAEIMEIRE (3%kenv(2) -
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6.7.4.3 npo_check_kenv_get

int npo_check_kenv_get (struct ucred xcred, char +*nane);
23 HH Bi%E

cred FREFEIR
name WIZFIIMNELEEHF

ORE MR ERES AT LB AR R B RIS -

6.7.4.4 npo_check_kenv_set

int npo_check_kenv_set (struct ucred xcred, char +*nane);

S8 Uil B
cred FRFEIR
name WIZFIIMNELEEHF

OREMREFERBIOEL EANKIMELENIE -

6.7.4.5 npo_check_kenv_unset

int npo_check_kenv_unset (struct ucred xcred, char =*nane);

S8 Uil Bl
cred FRGFEIR

name NAZHIEAEE 25 B 4 FKernel environment variable name

O EM R EEETEIIERRE € AT L ] KR E -

6.7.4.6 npo_check_kl d_| oad

int  npo_check_kl d_I oad(struct ucred *cred, struct vnode *Vvp, struct label
28 UM BiE

cred  FHEEIK

vp NAZESER Fvnode

*Vv| abel );
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vl abel vpRIRESPRIC

O R E MR E BRI A € BIRRIR S «

6.7.4.7 npo_check_kl d_st at

int  npo_check_kl d_st at (struct ucred *cred);

S8 Uil Bl
cred FREFEIR
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DR R TR (A AR AN S8R S B 3 LU SRR SR G 880 -

6.7.4.8 npo_check_klI d_unl oad

int  nmpo_check_kl d_unl oad(struct ucred xcred);
28 HH BiE

cred FEMRFEEIR
O 8 M o AR A E AT 3 — S PR AR

6.7.4.9 npo_check_pi pe_i oct |

int  npo_check_pi pe_i oct | (struct ucred *cred, struct pipe
*pi pel abel , unsigned long cnd, void +data);

S i B

cred FAREEIR

pi pe HiE

pi pel abel pi peIEIEFRIC

cnd ioctl(2) T4

data ioctl(2) ¥z

O R E MR A AU 98 € Bioctl(2) RSTHM -

*pi pe, struct label
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6.7.4.10 npo_check_pi pe_pol |

int  npo_check_pi pe_pol | (struct ucred +xcred, struct pipe *pi pe, struct label
*pi pel abel );

ZH Ui BixE

cred FIREER

pi pe (=311

pi pel abel pi peHIKIEFRIC

OPREM K FEEDFH IO & Epi pefliTpoll#RIE -

6.7.4.11 npo_check_pi pe_read

int  npo_check_pi pe_r ead(struct ucred xcred, struct pipe *pi pe, struct label
*pi pel abel );

S i B

cred FHREEIR

pi pe HiE

pi pel abel pi pelIEIEFRIC

DR E % E AR E R pi pe -

6.7.4.12 npo_check_pi pe_r el abel

int  npo_check_pi pe_r el abel (struct ucred xcred, struct pipe *pi pe, struct label
*pi pel abel , struct label *newl abel );

S Wi B BiE

cred FHEEEIR

pi pe HiE

pi pel abel pi peH 4 Fij KEEFRIC
new abel R Hpi pel abel W ERIFITRIC

OREZEFRR TN pi pe EHXEIRIL -
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6.7.4.13 npo_check_pi pe_st at

int  npo_check_pi pe_st at (struct ucred +xcred, struct pipe

*pi pel abel );

ZH Bt BA BiE
cred FIREER

pi pe BiE

pi pel abel pi peHIKIEFRIC

OWREIZFERETENE R Spi petHRMZITEE -

6.7.4.14 npo_check_pipe_wite

int  npo_check_pi pe_writ e(struct ucred xcred, struct pipe

*pi pel abel );

2 1 BH BiE
cred FHEER

pi pe EiE

pi pel abel pi pelIEIEFRIC

OWREZEEZETENEpi pe -

6.7.4.15 npo_check_socket _bi nd

int npo_check_socket _bi nd(struct ucred
*socket | abel , struct sockaddr *sockaddr);

2 Tt EA BiE
cred FHEER

socket P E N ERET
socket | abel socket HJRBGFRIC
sockaddr socket HiE

6.7.4.16 npo_check_socket _connect

int npo_check_socket _connect (struct ucred

xcred, struct socket

*cred, struct socket
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*pi pe, struct label

*pi pe, struct label

*socket, struct label

*socket, struct label
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xsocket | abel , struct sockaddr *sockaddr);
2 i BiE

cred EXLNEAERN

socket R E RN ER T

socket | abel socket HJSEBEFRIC
sockaddr socket AL
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OWREIZEMR (cred) EEENEEET (socket ) FPEF|Hiksockaddr « AT, R[E0, FN5RE-—14

It o

6.7.4.17 npo_check_socket receive

int npo_check_socket _recei ve(struct ucred *cred, struct socket

*socket | abel );

S T BH BiE
cred EXUNEAERN
so BT

socket | abel sofREEFRIC
OREZFERRTENERNERE T soIHFEER -
6.7.4.18 npo_check_socket _send

int npo_check_socket _send(struct ucred *cred, struct socket
*socket | abel );

S Vi EA BiE
cred EX:SELETN
so BT

socket | abel soffJSREEHRIC

OREZERZTEDOET EETsoXLIAER. -

6.7.4.19 npo_check_cred_vi si bl e

int npo_check_cred_vi si bl e(struct ucred *ul, struct ucred

LR miberrno - BICRAMEEIRMZE: EACCES HTIMEAFRIEN; EPERM, AT E/IIE

*s0, struct label

*s0, struct label

*U2);
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S8 W Bl

ul  EREEER

u2  EREER

OffEZEREERuIZTEN “se¢ BAEGEERu2 BWEMEAE . ), RE0; BN, IREH RS
fBerrno - BUCKHIIVESRSRIDH: EACCES HITHRCATHUfEAL; EPERM, HI T4 R MR

Ul; ESRCH FIRFZMEAT ML « R BTV LI M, B8 a2 ps B AR M IR Bsysctl

PLRE S procfs PR A E 1 A -

6.7.4.20 npo_check_socket vi sible

int npo_check_socket _vi si bl e(struct ucred xcred, struct socket xsocket, struct label
*socket | abel );

ZH Wi B BixE

cred FHEEIR

socket Bk, BT

socket | abel socket HJSREEFRiC

6.7.4.21 npo_check_i f net _r el abel

int npo_check_i fnet _rel abel (struct ucred xcred, struct ifnet +j fnet, struct label
+i fnet| abel , struct label *newl abel );

ZH Wi B BixE

cred FEEEIR

i fnet wAk MO

i fnetl abel ifnet B/ HISEISHRIC
new abel YN FHE f net E R EISRIEPRIE

DR E % EAAE IR AU ARIPRE B ZEOT 45 € I M 2845 O bR it T R . -

6.7.4.22 npo_check_socket _rel abel

int npo_check_socket _rel abel (struct ucred +xcred, struct socket xsocket, struct label

*socket | abel , struct label *new abel );

79



S Vi EA Bl
cred EX:SELETN
socket BR, BT

socket | abel socket HIH HTRBEFRIC
new abel BN FHEsocket | abel FRHEFRD
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DR EZERFEERETEOCRAEARPRMEN EZF S HERC T EHnE -

6.7.4.23 npo_check_cred_rel abel

int npo_check_cred_rel abel (struct ucred +xcred, struct label
ZH Wi B BixE

cred EXUNEAERN
new abel RF#ERN % cr ed b AYEHTRRC

OXRE % F R EEIRERETCR B CHFRC BN E N %A € R ETRC -

6.7.4.24 npo_check_vnode_r el abel

int npo_check_vnode_r el abel (struct ucred *cred, struct vnode
xvnodel abel , struct label *newl abel );

ZH Ui Bi%E

cred FHEER AN AR

vp 4K, vnode S BIUE

vnodel abel vpIl A FIEEERIC
new abel Kk AR vp F R RBEARID

Ok E 1% EREEIRETERCR 2 HvnodeIVRC EHTZE N TEERIC -
6.7.4.25 npo_check_nount _st at

int  npo_check_nount _st at (struct ucred +xcred, struct mount
*nount | abel );

S Vi B B
cred EXLNEAERN

*newl abel );

*vp, struct label

*np, struct label
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SR WiRA BiE
nmp B U ARG

nmount | abel  npAYEEEFRIC

O EM X EREERETENEE AL E RS LT statfs 45 5R - a2y, MEREO; N, RE—
“errno {H . BILEAREEIRMS: EACCES M THRMCALE; EPERM, HTHRAES . 1% REA] AEAE
NIE N BOA: Festatfs(FI LA FRIR], Bl SR EMNSUH RGSR PR FHERRIR A S0 RS

i, tean, M getfsstat(2)f -

6.7.4.26 npo_check_proc_debug

int npo_check_proc_debug(struct ucred +xcred, struct proc *proc);

Z8 UiH BiE

cred FMREEIR AA[EEZES

proc ik, #HFE

O E M R ERGEER R B ENdebugts € AR - AT, MERE0; EHM, RE—"errno {H . BEUFHOE
WomiY: EACCES HTHMCAILAL; EPERM, A THIRAE; ESRCH HTFa HIRFIFZLE - ptrace(2)
Fiiktrace(2) APl LUK H:Eeproctsii B4 F1Z R L -

6.7.4.27 npo_check_vnode_access

int npo_check_vnode_access(struct ucred *cred, struct vnode *vp, struct label x| abel ,
int flags);
S8 W BiE

cred FEMRFEIR

vp AR, vnode

| abel vpRIREEHRIC

flags access(2Jrit

OFRIEAE 5% FARF R E HXF 45 vnode L4 € i I FRE U T Faccess (2F1 H A A S FHFRR EE - —
#%, KK S5 mpo_check_vnode_open AH[FIANIE SORSLEZ KA. BT, MLREO; &I, R[E—
“~ermo B - BUUFFHMEEIRIIG: EACCES FTHMCAIEEL; EPERM, HTHRAL -

6.7.4.28 npo_check_vnode_chdi r

int npo_check_vnode_chdi r (struct ucred *cred, struct vnode »dvp, struct label

+dl abel );
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cred FREER

dvp &K, chdir(2)# H #vnode

dl abel dvpfISREEFRIC
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O EMEFREERETEIE AR TIEE FUHE4A Evnode. AZh, MEREI0; T, jRE—
errno 1H . BEWUFH A IRGWID. EACCES HTHACARILAL, EPERM, HTHAURA -

6.7.4.29 npo_check_vnode_chr oot

int npo_check_vnode_chr oot (struct ucred +xcred, struct vnode
+dl abel );
ZH Ui BixE

cred EX:NELETN
dvp H3Xvnode
dl abel 5dvptHRELHIFRESFRIC

OffE M & FE 142G H W chroot(2)F H (dvp) 4 E R H K -

6.7.4.30 npo_check_vnode_create

int npo_check_vnode_cr eat e(struct ucred xcred, struct vnode
+dl abel , struct componentname *cnp, struct vattr *vap);
S8 UM BixE

cred  FERHFEK

dvp ZAR, vnode

dl abel dvpHIFEEHRC
cnp dvpH LR 4
vap vapfvnodelE T+

OFIEMEXEREERESENAELEXLER, UAENATMEN, %X —"1vnode ML, MHREO; 5

xdvp, struct label

xdvp, struct label

AN

M, 3RE—ermo {H . BIEHHAERGRIS: EACCESHKF A THRCAILA, MHEPERM FTHUR
TR . LIO_CREATHZ % Hopen(2) EiXfmknod(2) mkfifo(2) % /IiE ¥ S E0Z k& A -

82



00620 TrustedBSD MAGEEZ

6.7.4.31 npo_check_vnode_del et e

int npo_check_vnode_del et e(struct ucred +xcred, struct vnode xdvp, struct label
xdl abel , struct vnode *vp, void =*|abel, struct componentname *Ccnp);
28 U BiE

cred FHEER

dvp A H3kvnode

dl abel dvpfIRESHRIC

vp AR K ERAIvnode

| abel  vpHIREEFRIC

cnp vpH HIRL L %

O EH R ERFEEIRETEPUNGERSCHES, MR E4FFvnode: AL, NERE0; A, &E—
ermo fH . BEIERRIEE RIS EACCES HTHRMCAILAL; EPERM, A THUIRAH - i FHunlink(2)
Frmdir(2), FFSEOZREWBOAA - BANZA O KA R D LA E L — T "mpo_check_rename_to , FH %
KT 8 fn 4 B S 300 B AT S RO B -

6.7.4.32 npo_check_vnode_del et eacl

int nmpo_check_vnode_del et eacl (struct ucred *cred, struct vnode *Vvp, struct label
*| abel , acl_type_t type);

28 Ui BiE
cred EEFEMER AR
vp AR, vnode HRHIE

| abel vpHIKEEFRIC

type ACL %Y

O E Ak RN RS E IR Evnodef 4G E2RTUIACL - AT, NLREI0; AN, &[E—
Termo 1H. BUFERMEE RIS EACCES HATFREAUCEL, EPERM, FTFHURANS -

6.7.4.33 npo_check_vnode_exec

int npo_check_vnode_exec(struct ucred +xcred, struct vnode xvp, struct label *| abel );
23 BixE

cred FEMRFEIR
vp AR, FHHITHIVnode
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S8 Ui BiE

| abel vpHIKEEFRIC

O E M FEREERETEIFITA Evnode: K FHUTRFAL AR 5 4 7] BT 44 AR SR & A& 40 T
B AT, MBERE0; BN, 1RE—"1errmo {H . BRI IS: EACCES HTHmC AT

fit; EPERM, FTHURANS

6.7.4.34 npo_check_vnode_get acl

int npo_check_vnode_get acl (struct ucred xcred, struct vnode *vp, struct label *| abel ,
acl_type_t type);

S8 Ui BiE
cred FEEFER

vp ZAR; vnode

| abel vpRIREEHRIC

type ACL K7

O /EAH = FARGIIR R B EINE 025 Evnode YA E R TURIACL - AT, NRMEI0; &N, JZE-—
Termo 1H. BUFERME RIS EACCES ATFriEAUCEL; EPERM, FTFHURANS -

6.7.4.35 npo_check_vnode_getextattr

int  npo_check_vnode_get ext at t r (struct ucred *cred, struct vnode *Vvp, struct label
*| abel , int attrnamespace, const char *name, struct uio *Ui 0);

¥ Wi BixE

cred FREEIR

vp Z&; vnode

| abel vpHIKBE PRI

attrnamespace 1 EBEESFEA

nane T RREM A

ui o 110 £5F5%8%tT; 2 Luio(9)

O E R EREEREDTFNE NS Evnode LA E XA FERIFA TR REN - R REESEIRE

T H RIS T R & T BN Loy R B AR B T R b P - AT, MIEREI0; ), 3RE—
errno 1H . BEWUFEH R IRGWID. EACCES HTHRCAILAL, EPERM, HTHAURA -
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6.7.4.36 npo_check_vnode_Ii nk

int npo_check_vnode_I i nk(struct ucred +xcred, struct vnode xdvp, struct label +d| abel ,
struct vnode *vp, struct label *| abel , struct componentname *cnp);
28 UM BiE

cred FAEER

dvp H3%vnode

dl abel  SdvpHHRER) KIS TRIC

vp §5 4% H fivnode

| abel  SvpHHRERAYREETRIC

cnp 1 ) A B BT A R R 4

O E MK EEET AN S48 p4s € Fivnode i — > HZenp %8 7€ 4 FHIHER -

6.7.4.37 npo_check_vnode_nmap

int  npo_check_vnode_map(struct ucred xcred, struct vnode *Vvp, struct label *| abel ,
int  prot);
2% WH BiE

cred EHEFHER

vp BB ffvnode

| abel SvphHRELASEEEFRIC
prot  mmapf{Ri(Z Immap(2))

OB 8 A AR B R 45 Evnodevp Plpr ot F87E HIERIF 77 U TBUR.

6.7.4.38 npo_check_vnode_nmap_downgr ade

void npo_check_vnode_mrap_downgr ade(struct ucred xcred, struct vnode *vp, struct label
*| abel , int  *prot);

S8 U

cred See$6.7.4.3777.

vp
| abel
prot  RFHFEZ A Immap protections
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OfRYEFEEFE AL, FEEmmap protections

6.7.4.39 npo_check_vnode_npr ot ect

int npo_check_vnode_npr ot ect (struct ucred xcred, struct vnode

x| abel , int prot);

28 BiE
cred EEMEEIR

vp  BLvnode

prot fAAELRIF
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*vp, struct label

O E A R T A TCRE 48 /€ vnoder p R N 7723 (Bl IR AE ORI S B0 B R TR € M8 -

6.7.4.40 npo_check_vnode_pol |

int npo_check_vnode_pol | (struct ucred xactive_cred, struct ucred «file_cred, struct
vnode =*vp, struct label *| abel );
2R i BixE

active cred EARF(IR
file cred  Sstruct filefH RECIE R

vp B Tpoll #1Efvnode
| abel SvpE REL R SREE R

O 8 M 5% E AR R A U 25 7€ vnodev pHiA T poll #1F -

6.7.4.41 npo_check_vnode_renane_from

int npo_vnode_r enane_f r on{struct ucred *cred, struct vnode
struct vnode *vp, struct label x| abel , struct componentname
ZH Ui BixE

cred EX:SELETN

dvp H%vnode

dl abel SdvpHfRERAHEEEFRIC
vp R4 E fim 44 fvnode

| abel  SvpiHRERHIEREFRIC

+»dvp, struct label xdl abel ,
*cnp);
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28 Ui Bie
cnp vp AL 1 44

OffgEHRERERHNE ML Evnode vp -

6.7.4.42 npo_check_vnode_renane_t o

int  npo_check_vnode_r enane_t o(struct ucred *cred, struct vnode
xdl abel , struct vnode *vp, struct label x| abel , int sanedir,
*cnp);

S i BixE
cred FHEER

dvp H3xvnode

dl abel  SdvpHHRERAIEIRFRIC

vp P 7 &= Hivnode

| abel 5vp KRB SKEE R
samedir fi/RZAR R WSRYRFH A EH REMRA, NgE N
cnp H Frcomponents
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+dvp, struct label
struct componentname

O E R ERERANE ML Evnodevp, EFEE HRdvp, B4 Nenp - WIRICHE DA T,

Mlvp FI abel HIERF AHNULL.

6.7.4.43 npo_check_socket _|isten

int npo_check_socket _I| i st en(struct ucred xcred, struct socket
*socket | abel );

2 Tt EA BiE
cred EX:SELETN
socket BR, EEF

socket | abel socket HSRBEHRIC

DR ERRTAENEI A EEZT - &), MhREO; A, R[EH

BYRiS: EACCES HTHRiCAICHEL; EPERM, FTFABRANS -

6.7.4.44 npo_check_vnode_| ookup

int nmpo_check_vnode_| ookup(struct ucred *cred, struct vnode
*dlabel, struct componentname *CNp);

*socket, struct label

gt Herrno o FEHE S

+dvp, struct label
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28 Ui BiE
cred FREER

dvp ZAR, vnode

dl abel dvpfISRESHRIC

cnp RSB RIAL A %

O E MR EREERIREDEAESL E #) H Fvnodef N E 4 E 4 T Tlookupt#fE « piZh, MEREO; &
M, RE—"ermo B BWHEFAMERMID: EACCES HTHMEAILE; EPERM, A THIRAG -

6.7.4.45 npo_check_vnode_open

int npo_check_vnode_open(struct ucred +xcred, struct vnode xvp, struct label *| abel ,
int acc_node);

S 1B Bie
cred EX:NELETN
vp ZAR, vnode

| abel vpHISRESFRIC
acc_node open(2)i A5

DM KR ERFEEIRE T AL Evnode - LIZAE T R U Topent® (F - 4iRAE), MHhREO; &
W, SR E—ANEE R . BRI SRES: EACCES A THRCAILHAL; EPERM, FTARAG -

6.7.4.46 npo_check_vnode_r eaddi r

int npo_check_vnode_r eaddi r (struct ucred *cred, struct vnode +dvp, struct label
* dlabel);
S8 i Bi%E

cred BN ELRRIN
dvp %A%, H3kvnode
dl abel dvpHIERESFRIC

O EMFEREERETEINES EHH Rvnode FitdTreaddir  #1E- 5Ih, MBREO; M), K E—
MR gSermo - BIUF AR SIS. EACCES HTHRCAILHE; EPERM, A THUEAHE -
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6.7.4.47 npo_check_vnode_readl i nk

int npo_check_vnode_readl i nk(struct ucred +xcred, struct vnode *vp, struct label
*| abel );
Z3 Ui BixE

cred FERFEAK
vp ZAR; vnode
| abel vpHIKEEFRIC

O EM R E R E R RS EINES EF 5 vnode L HidTreadlink  #/E- ALTh, WHREI0;, AN, R [E]
—errno fH . BT RIS EACCES HTHMCEAILE; EPERM, FTHURAE . 1% KA HE
EETHETWREA, BEEA HEERH TR readink A, B 20T FEINR TR HIT
Hreadlink

6.7.4.48 npo_check_vnode_revoke

int npo_check_vnode_r evoke(struct ucred xcred, struct vnode *vp, struct label *| abel );

28 Ui BiE
cred FEEFER

vp ZAR; vnode

| abel vpHIKEEFRIC

OB E 5 5% ARG AR E BB BHHESXT 24 Evnodef iR - BT, MERE0; &M, R[E—"Terrno {H. #X
EH P R9MY: EACCES HTHRCAILHEL, EPERM, F TAURAW .

6.7.4.49 npo_check_vnode_set acl

int npo_check_vnode_set acl (struct ucred *cred, struct vnode *Vvp, struct label x| abel ,
acl_type_t type, struct acl +xacl );
S8 Ui BiE

cred FEFER
vp 4K, vnode
| abel vpRIREEHRIC
type ACL K%Y

acl ACL

89



00620 TrustedBSD MAGEEZ

O EMEFEREERETENEE LS EvnodeI48 ERAIMACL - AT, MBREO; &0, RE—
errno 1H . BEWUFH R IRGWID. EACCES HTHACAILAL, EPERM, HTHAURA -

6.7.4.50 npo_check_vnode_setextattr

int nmpo_check_vnode_set ext at t r (struct ucred *cred, struct vnode *vp, struct label
x| abel , int attrnanespace, const char *name, struct uio * Ui 0);

ZH Wi BiE

cred FREEIR

vp & vnode

| abel vpHIKBE PRI

attrnanespace ¥ JBEMELFZA

nane T RREM A

ui o /O £51875%t; 2 Wuio(9)

O MR EREERETENRELS Evnode L4 E 4 FA R EEA TR RBEBHEIE . FHT RBESE
By L M P SRS R n] BEFR 25X HAF H A E 1RSSR B N IR - B4h, I TIER BRI SL PR R (A AT
REFAERI RS, RESRNZ R R ARTER Bui o FIEIR M HIRIE - RIEEPIT— M IERERE, W2
i o PEWATREANULL. 520, MERE0; &), RE—"Terrno {H. EWUFHIEEIRGIS: EACCES
FFHRHEARICEL; EPERM, FTHURANS

6.7.4.51 npo_check_vnode_setfl ags

int npo_check_vnode_set f | ags(struct ucred +xcred, struct vnode *vp, struct label
x| abel , u_long fl ags);

28 Ui BiE
cred EHEFHER

vp ZAR; vnode

| abel vpHIKEEFRIC

flags UHF#RAG; Zllchflags(2)

O EME T REERETEN A ERvnodeik B4 EHIbRE - BTh, MEREO0;, H, JRE—
errno 1H . BEWUFEH A IRGWID. EACCES HTHRCARILAL, EPERM, HTHAURA -

6.7.4.52 npo_check_vnode_set node

int npo_check_vnode_set node(struct ucred *cred, struct vnode *vp, struct label +| abel ,
mode_t node);
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S8 Ui Bz

cred FEEHIR

vp Z1&; vnode

| abel vpRIRREIRIC

mode  CHFEEF 2 chmod(2)

O EME K EEEERETERRLE EvnodeIE =0 B N4 EME - AT, NEREO; BN, &E—
“ermo {H . EIFEARERIRTS: EACCES H THRICAICAL; EPERM, FTAURAES -

6.7.4.53 npo_check_vnode_set owner

int npo_check_vnode_set owner (struct ucred +xcred, struct vnode *vp, struct label
x| abel , uid_t uid, gidt gid)

28 Ui BiE

cred FEREFEIR

vp 4K, vnode

| abel vpHIKEEFRIC

uid  FAFID

gid ZHID

O & M 2 FARAF ARIRE B E PR 44 Evnode R S HFuid A1 gid 1B NAEME - MR TEFER, HESH
HAREHRER(-1) - BT, MEREO0; FN, R[E—"1ermo 1H. EIFRHEEIRMRIG: EACCES HTHR
iCRILEL; EPERM, FTHRURANGS .

6.7.4.54 npo_check_vnode_set uti nes

int nmpo_check_vnode_set uti mes(struct ucred *cred, struct vnode *vp, struct label
*|abel, struct timespec atime, struct timespec mtime);

28 Ui BiE

cred EEEFHER

vp =& vp

| abel vpHIKEEFRIC

atinme ViAATE]; 2 Mlutimes(2)

ntime EIE); 2 Mlutimes(2)

O E M X ERE KRB E R4 Evnoded 15 R B AR R B NG EE - Ah, MEREO; &, 1RE
—/ermo {H. BWFHAME RIS EACCES HTHRMCLAICAL; EPERM, FATHIRAH -
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6.7.4.55 npo_check_proc_sched

int  npo_check_proc_sched(struct ucred +xucred, struct proc *proc);

S8 Ui BiE

cred FRIEEIR

proc ik, #HFE

O E MR EREEIRETENZ A E AR AESE . K2, NEREO0; ], X[E—1ermo {H. &
WAFF R YwIY. EACCES HTHRMCAILAL; EPERM HATHAURAT; ESRCH FTHRHAAT Wit
i

[ See setpriority(2) for more information.

6.7.4.56 npo_check_proc_si gnal

int npo_check_proc_si gnal (struct ucred *cred, struct proc *proc, int  signal);

S8 Ui Bie

cred  EEFER

proc ik, g

signal 55; Zkil(2)

O MR EREEREETEN A EHELELERFS - ), NEREO; B, &RE—"1ermo H. #
}é{ﬁﬁﬁﬂ’wﬁ*ﬁ%ﬁ%: EACCES HTHMEAILED; EPERM, HATHRAE; ESRCH A THRHUAAT L
5 -

6.7.4.57 npo_check_vnode_st at

int npo_check_vnode_st at (struct ucred xcred, struct vnode *Vvp, struct label *| abel );

S8 Ui BiE
cred FEFER

vp ZAR; vnode

| abel vpRIREEHRIC

O &Mk FEREEIRE T ENFELS Evnode E i Tstat #1E. BT, WERE0; HN, R[E—
Termo 1H. BUFERME RIS EACCES ATHriEAUCEL, EPERM, FTFHURANS -

[ See stat(2) for more information.
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6.7.4.58 npo_check_ifnet_transmt

xcred, struct ifnet
*nbuf | abel );

int npo_check_i fnet_transmni t (struct ucred
x| f net| abel , struct mbuf *nmbuf , struct label

£ Vi B
cred EX:SELETN

i fnet sz 3m|

i fnetlabel ifnetARIEFRIC

mbuf A R A £ I mbuf

nbuf | abel  mbuf KISEBEFRIC

00620 TrustedBSD MAGEEZ

xj f net, struct label

OB E A R M 28 5 T A AU 1445 %€ Bmbufe BT, MEREI0; B, GREl—1ermo {H. EWEFAEE

RS EACCES HTHRCAICAL; EPERM, A TABRANS -

6.7.4.59 npo_check_socket _del i ver

xcred, struct ifnet
*nbuf | abel );

int npo_check_socket _del i ver (struct ucred
x| f net| abel , struct mbuf *nbuf , struct label

£ Vi B
cred EX:NELETN

i fnet sz 3m|

i fnetlabel ifnetARIEFRIC

mbuf Ak R R I mbuf

nbuf | abel  mbuf KISEBEFRIC

O E FH R BT 2 B A PUNGA E FImbuf RE2NCEERER - mczh, TLREO;

EH P R9MY: EACCES HTHRCAILHEL, EPERM, FTAURAW -

6.7.4.60 npo_check_socket visible

int npo_check_socket _vi si bl e(struct ucred xcred, struct socket

*socket | abel );

2 Tt EA BiE
cred FHREER AT
so Bk, ERT

socket | abel sofJEEEFRC

*j f net, struct label

E0), R\ ermo 1H. il

*s0, struct label
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O E R ERGEERcred 2 M ERFE ARG M REL, LN, MHnetstat(8yfsockstat( Ly FH IR 7R &%
25 EMERE F (socket ) AT, NWHREO; &N, RE—"1ermo (A . EIHEHE RIS EACCES H
TFTHRCAILEL; EPERM, ATHRAH; ESRCH M THEMEEAT] WIS -

6.7.4.61 npo_check_system acct

int npo_check_syst em acct (struct ucred *ucred, struct vnode *vp, struct label
*v| abel );
28 UM B

ucred FEMRFIEAR
vp BT acct(5)
vl abel SvpfAXEEEFIFRC

OB ETRMEAE T B EUERTRE, EZERESEIEIHE T

6.7.4.62 npo_check_system nf sd

int npo_check_syst em nf sd(struct ucred *cred);
28 HH BiE

cred FEMRFEEIR
Off 8 M R A2 A AUJE Fnfssve(2)

6.7.4.63 npo_check_syst em r eboot

int npo_check_syst em r eboot (struct ucred xcred, int

S8 Ui Bie
cred FARFIEIR
howt o 3K Hreboot(2)flhowt o 24§

O EHRERESEMNLIEETXNERARS -

6.7.4.64 npo_check_system settine

int npo_check_system setti me(struct ucred xcred);

howt 0);
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S8 Uil Bl
cred FRGFEIR

DMK P ESETORE RS -

6.7.4.65 npo_check_syst em swapon

int  npo_check_syst em swapon(struct ucred *cred, struct vnode *Vp, struct label
*v| abel );

e S BiE

cred  FRHFEIR

vp swap# &

vl abel SvpfHXEEEFIFRIC
O EHE R EEZEEREGIN—MERNswapZ & Hivp -

6.7.4.66 npo_check_system sysct|

int npo_check_system sysct| (struct ucred xcred, int *pane, u_int *nanel en, void *old,
size .t *oldl enp, int i nkernel, void =*new, size t newl en);

SR B

cred EX:NELETN

nane % Isysctl(3)

nanel en

old

ol dl enp

i nkernel fi/RTAS R, GIRMARZBORA, HEEHKE 1L
new 2 Il sysctl(3)

new en

O E MR BB RO AT TE R Hsysctl(3) 5 55 -

6.7.5 b B HYEH

O = F P AR A RO X REPHCHEAT B, K5 R EHIMCEM: - WNAEHRIED P RT: B
Jo, WEATUIRERIRE, B TCERRERAMAER AN e, WRA MRS D R E RS
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PATIER . EHPRCA O R EOE 7 A HIF SRR R R - X RIRCTEH G KR, 1EvMAS
e MREFIRICERIERRVCKE e RER S, TRl ARVFER P RImCBEud RS K
W, SO ASEAE S R AP F  BL A 7 -

6.8 N HE& R

OTrustedBSD MACHEZR 1 & T —HSRIE LR VA AUCE . BAEHMBIMCHIMAC ZHE, X RGEE
B RIS, TP 5 FEMAC FRCIBESTRFfOlogin FERREL,  LUTRE T B4 RIS HT A x5 32
B RSN RSN TR . DA, FHES X TR R RED O FARE R a SR

6.8.1 SRH&TC R HIFRiC B FAPI

OTrustedBSD MAGR LK 2 RECFI RGUAA, RVFN AR H—F T —/) « SRBE I R 198 SR AL 3
FREIMAC FRit - Qitt, AR AT USRS B FRORES FOPRIC,  JCRe G AN 315 8 SR HE i SCH T 2
Wiomid . FZ2EMA TR, Hlnifconfig(8), Is(1)Fps(L). i FHIX LESEME TC 5% 1HE L B W48 2574 « SR
REATMCE R - XEEAPI A TIFRFMAC EETE, W

1, getfmac(8) getpmac(8) setfmac(8) setfsmac(8) Fisetpmac(8) MAC APIF 1% 1T4H71 7l 2% mac(3).

O FARFLEIMAC FRMCE MR EER: NEE, FRREAS EHFEF R AFRE (mac_t) ;
ETCFHFBRIMIE, 1ENRCERE XTI FERER, BTmAS EreE B RA - 58—
MAC FRCH—HRMCTTEAR, HPFE N TEE— RN (8%, EH) NTxHE. WP E1 RS
o IR E — MBI AT, HENTNFRMC A 5124 75 R AR A H R RE 0077 =GHE TR - SRA
SN R RIIPRIC, EVMOTR B R ANET H, TRZELNES 0. NARFA LEAMAC 1EZ
BERIAPI 5 — L 2 FRICTE NERTE SR SCARTE A 2 R TR & 24 (7] R B A S R 2 bR i
T AR IE T T TR T E R A TR RIS AR - i, BHERATERA R — F
Fmac_prepare(3jl— M &IRIMCICEMMERSIER; 2, #H Mmac.conf(SlLE X H InHEEE TTHR
BEEHENRGHA - IENRIGNLERETNL, R ARVEN AR E RG2S R KR 1B
N, HREA PR E] S X GO KRB R B R AR -

ER: HATFMMAC RS RFERESNTIEAMTRMCTR, FrEBEss g T P 5t T: RN
PRCEHACURFAFER, WFAFEEToRE, Be BN L - RS AR I EE IS 7
B, AT DUERE R AORRAS Ao A N et AT B B B O

6.8.2 NH R ERC

O P BT CEEIMCEED, setusercontext(3) MI1TH CAEMIEICH, Mlogin.conf(5)F & if) 5 FA-FH
BREFIMEEAIMAC Z2HME - HLOGIN_SETALLHUX &, 5i# % LOGIN_SETMAGH FAHfATE B, X4k
TbME R EAMEA P LN SRR E .

BE: AL, E4EHERA ST, FreeBSD ¥EMAC FRit Mlogin.conf AU P R BIERESHE, HHE
Y — AL AOEIRE - ANIEAEILAETE . setusercontext(3) APIRIIZ R FFANES -
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6.9 /NG

OTrustedBSD MACHEZR {15 NAZARIRAELL— TR BT 3, 528 R L 2K - NI A
B RIEME, XHEEH HMAC HEZR BV i e 2 vRCEdE, SRR R - AEZRR MR RIFVE(EASTT
RNGAT LAFE R ESCIRAA PSS, InFIFIBSD I KIEHEIR (credential 5 3CHHGRIFHLEIROSERS, LLIE
B 2K (WMLS FiBiba) - LI L2 IRSHIEMEMENA, W USHAIR, T BIE 225
REVER -
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##&: Matthew Dillon. /7% intron@intron.ac.

7.1 Y ANFREE —vm page_t

DY N A E S 2519 Phvm_page_t DLTUNZREIEATEEE - YIE N7 B TR EA 14 B X R AZE Y
ivm_page_t FTIUSR, IXELE5H AE GRS T TUE BEEAS P A — > BL 7T -

O0— A I T#EZ (wired) ~ {E3)(active). i (inactive). 217 (cache) HH(freefhiS - B TAEZIRE, 11
—EHTBCEAE— DA BERIAS B, RE T EARPIRES « R TUNBE LA E -

OFreeBSDN % /7 UM B FTUEEL [ — NN EREITEASIBLS], DASEEUR TR REH - B —FeRASE
RIEZ BT, FABIRILHERT R AL BRER I — 2~ —REBAF - AFEST— DTN, FreeBSDRIH KT —
DR ZRRAA TR T 5 BLgs BRI A7 5%

Opsh, —ATRTLVE— D5 AL AT — MO E - BN E RSS20
FE” (ultimate lockedR7, — TR LU TTAREPG_BUSYR X —IRA -

Ok, B TIEAFER 2 B LRU(Least-Recently UsedyE N T.1E -

BEE: HiELeast-Recently Used G B MEEfE 7720 1. “least-recently” BN M AR, BXH “&E .
WAEE Y BTN RRE ; 2.4% “least” F1 “recently” FfE AN, HEM “used” | BAHIE
HFEN FBoRfMH o XHREAR T A EbRE LE AR -

— N IEHEVATESSIESRE . &N, TUHHERBETREOH TR . BUAFRSHETHE—
BUHERH TURA S (LRU) A E DTS, AR TR 28— DA TE BRI TS« B s IR A7 I TINS5
—MNVMIRKER, BHAIER LA H R . 75 HHEN TR EIERWE AN - FreeBSDRE AR I
AE BHASH, ER DT RFs— & E M BT, AR A s 43 B -

O A0SR — P IERR I 7] — AN TUR AP AR —BAS AP B BB A0 25 TR RS Sk A7 RAS), — AR R 7 Y
@ig%ﬁ%ﬁeﬁi SETIRERE - MRTRANFEETRANEFZF, HRLTPFEZE, B T
WERL PN -

BEE: Intel%] FWHICPU LR, AT AASKIEINNG - 2 S akAHIE 2 ()% B8 B LA AR, TIE
WILE, S FECEN R ESE NN, CPUSTAE— “BiR” | BB ERRSHA SR EHT

e, BEFANEAAGFEANE, 5IFNE HFEAE . XD R HERERRENARF T ZARIL TN

R, REECPURE LIl IX 5 N AR iR E RSN IR BRI Z LA LB - 2 Wintel ICPULRI R

I F At -

OFreeBSDASHIEE TS, S ERFA BRI R TR — E S AL L, IR E R iR
FEAIRIGEHE I . EHFER L GIEERE T RGN AT - IXFE -4 pageoutr i AR SLEL, 6
FEEERIEHE (5 M TR)E S tE R D) - Bl oTees | TS R B (B B EAT TAELRUBAS | 0 A B Bl A A
FITE R B B TR S RIS B) = ELIANS-F BB AERR S IRERZ T, QR %45 - FreeBSOVIVM ARG R BT
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DU 7= A B PR R RS — & B RORE, PRI e e — DR BN B SERRRR R < 3XA] U BT IR SE
fRTESF {75 22/ 53 BE — > DU RS -

7.2 i— &5 51K —vm obj ect _t

OFreeBSDEI 7 45— “HEIUANFR R (VM Z) BT B4R - VMATRATLLS & RSB A A A7 F 75 =0
T4 & — B M (unbacked) #C#(swap). #JHRE - SO - TSR STERARR VM S8 EZ N £
PE—SCHFRIZRAF, BT LOX A SRS — 1Y -

OVMXS G AT LI B il (shadowed) &I 1T DAL EI L E R BIVM NS GRS A T « (40, "1 VE— 1732
MVMRAT R, A EVM A GIERR AT, LISCEIMAP_PRIVATER I mmap(BR{E o XA A R B E L mT
DA RSEEIA AR 200, B E AR & (copy-on-write FIT HEIERS), LARA Hhk =

7] -

OMHAFER, — 1 vm_page_t FHMEELE—PRZIRGES —PVMU R RE . VM SR E AR DISCILES
SEA B A R B T

7.3 30 R Gk T —buf Z5F 1A

Ovnode VMW, HHISCHEVM AT 5, — B4 E AT A CHIEHE (clean) ARIEHE dirty)(E 8., MAKET
TR GHTE BTG RAET - Hlt0, HVMAREERD — Y T ES N LR sy, VM RS &
R NB| PR e B FZ TR N ETEHE - BN, U RGERENE R SO S0 Te B R A 2356 4 B 2
NAZ LN 77 (KVM) H DL AR

O PSR4 X L8 B A SE AR A2 AR BT R R SC A RGEERAF, struct buf - Blibp o 2 S0 RGIRR B —
PVMI G —ER D BAER, B8 SR DX R AXER B Estruct buf  F B ffstruct bufh TTBRSTEI A
FEFUAAFF (KVM) H o IR, B A\ H 5 2SR VM S (0 &0 7 BR AT Bl butel F i b, SRS ST bufss
TR RE . TR FIvm_page SR A\ /Fi tH A RDE F #drich it o UERRRFE2

e XTI ARARBWEREFAEF A, WU R G A BRI E VM Z ST (hard R (E R LT -

OFreeBSOR B — E A& 1 PN AZ BE LN 7R A7 il struct buffBRET,  {H 25X Eebufsh F4) 14 R 12 s B 1) - 35X
SENAZEE AN AE DU SRAF TS , HEABR IR A RIRHIRE ST - PR, PIERE F2vm_page_t HI—

PNINEE, AR RFRFMINRE - IR, T X RGIRAF PR B R A, b fTTES BOFRE T
BT R B AT RER R - (B2, MTEFERRT X ARREAAHER, BrRUXH A S Al n R -

7.4 BREI TR —vm map_t, vmentry_t

OFreeBSCRAEE TR G MNVM RGBT HISK « A RRETE TR AT LI E 2 (on the fly)EE &, JfH
WHERINT R —IKER - FFERITIR, WHNZBIAEKVM) , & ERKAETSELR); SXETTR NS
—IRTERT -

OFreeBSDETvm_map_tflvm_entry t  Z5H0F LA 77 Hvm_objects [ EYE FBIED 43 FRBRAD SR o TUFR
WEHEARI M vm_map_t/vm_entry t /vm_object t FHZEIRFIEAER . XBEFEFEF—T, BRI
W T N E B Svm_object MHFEE HRIENH . vm_page t tHH SHEERRIFAES 2 AHRBRRO TS
o MTTRBOFRT, — 1 vm_page_t G5 ART] LIS EERLE] L pmaps. SR, HTHE TERFREL, FHit
FEXT G AR AT X R — DTS | 251 Rl —vm_page_t £5M)R, XEERESCIN T B85 X i (board I E A7 HISE — -
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7.5 KVM 77 fifi L5t

OFreeBSO¥ FKVM TZ A FHEFE RN RL G - FEKVM FR R BB SEAR O X RS T - Al
Sstruct buf  SHARH ARG .

OAELinux, FreeBSDREFTE HH)FE N AR ETEIKVM A o X & & FreeBSDI LIZE320F- & & A
HAGBHINZELE - FE L, WARmmuEETE: FIRERTE “NFEHEEIT” . “Memory Management
Unit” ) B R HIEET], FreeBSDHEIE LAl LITE32F & HEH KL 8TBIINFELE - IR, KEZEI2TV &
HEEBLSTAGBN TR, X HEEE— T F1L M -

OB JLFHLH AT I HEKVM - FHEKVM 1) ZHLHZ X0 B2 (zone allocator) XI5 AL e &
EKVM FIRS, BRI WEE RN, DU BRI — PR A A S5 AR 0 BE - /R AT DA A
Avmstat -m  — ¥ BTKVM 5 X A B -

7.6 V¥ FreeBSD HIEINFE RS

OFF & [FZE 7115 FreeBSDY L BATEh-S AR AN . —MOoRUL, BR T WIZHLE
Himaxusers FINMBCLUSTERS /RANFFEMUEAT ALV SN o X LN mi FL & e i (— ) 8 €
fElusr/src/sys/i386/conf/ CONFI G FI LE ZH o FT/H A B A B B a2 T s m]
TElustisrc/sysli386/conf/LINT REEl .

OFE— DM RKRAGHEES, IRAREFFEN maxusers AE - FUEVEE B H 108128 {FE, o EHE
fimaxusers FIEFRESER G N EFRA] HAIKVM i, W5 HETEFFIOERE . &iIFFfmaxusers 1%
H—DEEEE, HERIMEEED, IINMBCLUSTERS R3S N4 & 1 BT -

O AN SRR 2R 5 Bl B G faf A B X 4%, /R AR ZE S IINMBCLUSTERS H - £UE 5 38 # 7£ 1024811 4096.

ONBURBEGZIIMA RGNS EL - 1 XD SR E RGT R FIRB SCHE R ST A\ R A FIKVM BB -
ER: XNMSHER—MERFEREEMRR - XS EAT#E3.0-CURRENTHILLE B B Eh S BT
EHE RGBT RN AR . AT IRAESEENBUR LR BITHIET - K/NIES S BEER RS
P RGERME; KARIER R TS D TTE, AR R T THEZIRE -

OBRETBOLT, FreeBSDNZGREERTZ AWML - /R A] LIAEARLECE S Fimakeoptions 15 E
fi(debuggingfIALIRE - TER, 1R—BARIER-g . PRAFRBEWS R (T FH L A B R N (S 2 R TMB EL
EESE

makeoptions DEBUG="-¢g"
makeoptions COPTFLAGS="-O -pipe"

OSyscti@fit T st B NZ T . RIEEANTREREE Efsysctii &, JLHE5 VMM R AARLLEZS
=

OB TR VM AR ST AR B —LE . H e, B2 RIATBEAEUFSIFFST i R 5% L F Soft Updates
fElusr/src/sys/ufs/fis/README.softupdates BEXTUFEENTER -

OHR, NYEELEBEZRTHE . RN AEFMYERE FRE — Ml o X, %241, ERER
B < TAE” WhEE L o RN HE 2025 T ERNFRIRCH ], BRUREE RBNFRE, H XGEN
% o RN YT FRARIAE R B s RN FEC B R E S H KR/, X LUE AR EE AT X
T o GFRIRACFR BRI HISUS BN A UE (crash dump) 55— N KR /D 5 FE N F—FE

K, Ivarlcrash /A &% HY2S [B] R AR ] -

ONFS ERIZEH5 X AT DIAREF (4 XEUE R AGH A, (ERIRLIIH AINFSIRSS 33F5 242 32 TUREHRME
ARBRA P -
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SMPng i1 X7

ZfFE: John Baldwinf/Robert Watson#/i#: Z#Z.

8.1 Zit

03X A5 A% H BISMPngZRIHIT 55T T4 - EE LN T EARPNFEIEMER TR, HEEX
TFreeBSDNEHIFIZ SHATHAL, TR T BEERGHOBIRR, HiEd T ES DT REHIIAG
RLEERIFIEFSE AT LR IR, e R R SEIN Ui A, DU R R 080t S BB AR SR B, {58
BT AR AT RE A LB BT R BE T A O E KRN -

O3 SCRITERRE 2 rh, RN 8T LU B 5 SMPngTit B R STkt 5 SE sl - B EirE
AT EENEFGERAN, EHATZRFHAEFCENE - RT X IOEEHRAREN, 18K AT -

OSMPngH) B iR2 ERZRER H A BT - B b, AR —MRRIMERIERF - ZLNZGER £ &8
AT, BAFEEAREHEZEEEFAESUNFTAZIN TR, XOEEFEmutex) 2 HHE
#i(shared/exclusive lock) {5 5 & (semaphoresjli5< {48 & (condition variable) R %L T T (1L LHE
BESMPARIE, 1EZ R AZE —T

8.2 AT HE FHIERIAIR

8.2.1 J& T #HAETR L Nl

OXRTAFEMAIETREES CEFRENEE, FHX— T HFAMTES S TERNNE - WimE
Z, MRENE-ZE EEW, BT ARG BB E AT IR E . R, AR
FETPRIENAFRERAENIY, EHARIEAFRIERT B - 52, AFEIEARIECPU R A R
B A R N AR B BN 7, TR AEBTREN B R E P CRIP AR, T 8EF 2N RUAR 18
HICPUE & AT L - FFHNFARICPU AT LI H ARG 77 s fF B & i PR BE R TP T A 2 R - (R
if[a], (HapREECPUE R —XdEt LT IR T#RME, M —1CPULIIGRIL, HATRFIEEE, X
N BT ZRIMEM A EHRE, WEE - CPURIL -

OFlan, BRE—FREENF, W EEFEE—2B/HIRIERF) FREEE 2T IR, 4H—CPU L%

JETFHRIERS, HECPUMFMERMAIREUR MU [/ —REUR 4% 2T S #E, UARNAEMZE
A1 ERAR TE RV EFH TR E

OiXFE—k, EMFHHEFERERP NG R ITRB R ZR R/ - Flin, EXMsleep muteds, FATuk

WJE Flatomic_cmpset TN Zatomic_set  SZFTFFMTX_CONTESTE. « IXFEMIIRREZE, Bl TFHE

it x_| ock FMEIEEIEANE &, HIBEHHFITRE - R, FATZBIFME T RER T E, WAl REERATHETT
RERS R LA . FIL, HHiTatomic_set B, TSI A —EFITEN, TAREAFITR
TEA—~ o Xt AE T atomic_cmpset  SRERIE LA ERATHIR TG Z 5o BN, A XA A2 &3
TEA

05, BRTFERERARTF—IREFEI— NN RTT . FEETFHERZ BT, By 2 AR

BT . fltn, mRTFEFHN AL RKETEESE, s Ee, moAE IR B RTFERIET .
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8.2.2 &85 58

OB ATFEZREILER - XAMRERE, ARFZERED EN TR A B R - AR, R
B EHRELIUEHE, T2 M EREN T LI i m—2 & iE . ARSI T M E58RIEE
24 BAREESEI T = .

OF—MAERAsx 8, B LI TSRS R AHEMS, i E R =8 XM+ 5 6 A
.

O% M7 ENeS EIEE - 7 LU Z M0RRIP R —8dET - 52, RSP a— iR er . 287,
WRESEIRRE, WHEEELLTENSH . XS RAEEEEREMRAM, (HHI5ELEF T 25 R %L
PEEFENATREAE T B - Ban, ACHFFEFREZ RN Zproctree_lock s B FEMutexfRIF Y « 78 XA ER
B OB ACHER, Hproc®{E N7 H - HiE, HE—LEM77, flilinferior  XRFTEET IREHE
HRER EF TR, NN AR DB AR M T, BN, R IERIEER AT IR R RS R
HUTHERAERT, Z B &R BRI IBERE -

8.2.3 AR EMLE R

DR AR TR B B AR, FIR T RS En . RN E IR B2 Biv 5 -
B, HIEHTRIEZ BTSRRI A BT 25, X ATRES BB BT R Sk . UL,
TEFT IO IIE | & I IELE SR 2 i, UL AR R B A -

8.3 B 5 it B
8.3.1 X H T fr A 2

O5%ZHELEBUNIX NZICRIEIEELL, FreeBSDRM T I R FF L F &R R, XFE
MRS LE P AREAEB BB BHZE - (HOy TR AL EAIEIR, I EARRAENZT, B ISR R
Fozfriy. B, FRTCERBRF AMATEA, UREILEENRERE - b, HTEZ MR MUY
ZR—HrEAE, PRI ARRIR, sUAEH AT RES EURIRATET, DUBE SR 2 e i AL B PR IE -

O H Al fEFreeBSDH HH I AR R TR B IR - IXHEMIFFENTRIREAET, HE PraRmZ T —
IR SERER) LN SOOI BRAE - ERANKIF, WAV L, BIAHRETRINZEAR 28T, D&
NAZERE ZE BOR B P A8 2 J5 4 BB -

O 7 ARG R (A F]RE, FreeBSDAAZIRAK AT 146 VAR - AT, A EBBIKIRmutexsi % 4+
WS A BEIRMT MR A2, (B2 HATEEFreeBSD.L SEHL T T B ik 1 440 o7 =X VR B2 S

OFAEFTA B PR EAE R AR ML I ARE BRSO AT « A, SRR e & ELRAE T Pl B 30
BT o XL AL AR, IR IR a0y P TR, RO R B N A% A 1
TINTR_FAST #R5RARCIX LA BIAE R -« H Hi UA B R ITAL 88 D1/O & IR X — R T . X eest
HRERFICAE ML LN, WM ENTEANGERGHZEMES], Fittpt AR A iémutex-

O&Ja, 8 —MNEER T XYL, aTRIEMD RIEEHEH - FAFREEERE AN LT
FHUTH), FTLUE T LUEFER AR vmspace GIIN FHUNEZS B]) . Fb, ZERER T XUAF, P
B R AR FE N B Fivmspace T2 fE R TR AR Avmspace LR B R IHTER AR Avmspace N EE
Wrdb B RE RS O, B AT AR AE R AR RE NS B HvmspaceZ Bi & A AL EFHUTHY o I R B fIF I AT 68
FEHF T RERH ZE B SR & 4 - QNSRRI L A HE, NI EFHIKFEATSTRESHFEFER SR LT
X, XEE—R, BT DA R TR AR T -
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OXFROEAL IR AN TE T E N TARE A R B ¢, T LSSl AR A 20, BRI FR X RE MR SR K IR I e
A RERA - AU AT REIR u g B, T H B EATRES [ S EERE TR, B9 JLFTR R AT AL
HREFAL 2 LA 2 /B(Giant) BH2E, THXAHHZERF MR ELARMBIE . 750, Mike Smithf&UCRH 7 —
TR R T AR

1. BT T S AR Y, — N TEE AW B SCHIETT R (predicate)fl— M E H CAIZRE B R
ST R EE R (handler),

2. (AR A BRRE PR E AR, A TR, BUTIZ T . R EEREE, W% R S
B, NRAFETRE - dREREIE, sEPENTE LR, NREsT SRR -

DX — RIS MR R E R L T SO AT RER AR R B 201 - WA TR RES A BB AR KX —
X, BRI R, MIZEEMNEEEAER RN T ERTAE, LU —2 5838 A FLE
1, BEEEEERER LT IR TE -

8.3.2 W& H 5 ImF X

8.3.2.1 NIZIE SN

OWZde SRR RE 8, HEARBEZCPURSNIITI SR IIE . SR, 2OEHEARI X
B B, ARG —EARRNTEToEE, UETHEILFEL NS 2/AEK.

OSEIMERRIARI ST 8. R EHUT AR ST, REERREREE®TH
B IEAERUT AR - QIR FERDIE, PUAT— IR BT OO SLRIFIA AT IR 4 R -

ORVEBIREAETR S RIPZREEE, BN AR UZ2e S0 . Fltn, WRFFH Bigmutexi
SAEHIE S, TSR ZE R R — Bigmutex FIEREMATRE—HBRE T %, EOUB WL HEK
AN T - thoh, FLEAURD, FlnfEAlpha b iexec SR ZS (A4 5 # AT E RS A RE
eI, BROYEHAASCRFEPRI LN SO E - EX LRSS I F XA 2 I

i o

8.3.2.2 IFRIX

OIEAXAPI TR R A EIR A X N AL LTI . TR0 H5NNEME, KT YR EZ/E
TERIERIE 1 setrunqueue  HEIBWTS - critical_enter P —Fhse Il SR B — R EAAE D,
HXTR A 1ERR - R A setrunqueue  BECE TiX MR, MITCISHTERFETN S By A2 AH L AR SR 0 M
HASEZER S - R, BATIRARX S Hiemutex® AT N XY, M HRERFRFKELZ N E
JEmutex, FILIEFRXAPI LAIFHRE - HTXMERE, HETRSEIARA THRETE, mAMNE R
HIRIENRE -

OR 7 ReTRedesmmi it 8], 7EIm A X A SR, MAREREER - WRERENEIEN, JFHEHN
Al T, MYURIEREATIHAX, NeSkE —SEREITE, BRE—TWARHITIIEERIE . D552
A KGR HE, SREX—irE, WREHEN, WYFIERESHEIER, DRI ERNEET G2
T

O 251 & — " F EIEmutexd KR WSRARG T R F R 28, B AR W R R 2 Z8in
AT, DLk SR AT REAR A AR S AE L. HEl, X—LHLEE IR XAPI Llepu_critical_enter
Flcpu_critical_exit PRECITE ST - H BT —API S 7EATE FreeBSDET SR I°F & LA E#T S
FHlT - XFOTEFANE R, (HEeHE 5, WEAS MBSl it b, X—HIAPI HFFER
BHEEFW R R B Emutex B - 8T, N T IR ECAREIE, CHAE T 25 Higmutex, EE A
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FERTEIRFX E o BFEMMI AP FRIE S UAMD APL, R EEFEME T HFIMI APL B B igmutex 3£
R RS E BT AU - IR BN TH&RYERR T X5, NIMD API Al e, MERH R —
FMAPI X —ZE5 .

8.3.2.3 BiTIH&E
ORI RS, M52 GHIE R R REMRERT, R T — L R ARG -

O —Ir80E, 8 REHFABEELECPURTEE - BXBEITHEMITCPU, AMIB, HAA LARMMLL
Pon4a, B LEAERIMIEAE2. WRCPU BL—LEH N1 AR A RLEITIRE, WL L, i 14
HCPU AL E X —ifTece, iXHERUE I MU e ARRABIT T - R, BHEW > CPUFETR S B
B1E, FELIPIFEFANCPURES, FHEMAMRNFED TR+ . Hit, BRfRiEa®
HICPU BT £ B S L e B AVAEE . EER XN 2L RS A B AR, FICPU B2 ZHUTILSE
Bl A2 AR RE -

O 5 b4 2R PRI TS Se R AR AR R SL BIHE & - FERTTH BT E LRI SR ERI R B A, IR
PSS AT RIIE T (B HAR H i 57 X E Bl - SR, R Z AN T HITISRE, BREASPITR
FERIES F 2 PSR AP . FE, RN X LA REH T E B AEER N R SAE, AT
RERALX AR S R RIREHT B R 2 BT % « XK, CPURLL AR RIR A LU & s e
HIEAT - M ABOREIZIBHERT AR, EXFEEFETZAERNRBEEFER - 1, WRNZEE
RN R R ZE BR B FH P S AR AR R T SEIR BiX 2 S5 BT, aRRERS S K PTIREIS MY R 3 -
B, BOAMBOLT, REELEREKE LR KRR, 18 51U & LAIITIe R Bk -

OB AN T NSRRI 20 5N T RRIEEE DY, BAESRBEHEL RS (race
conditions) FEXMELUEALIX LT BRI RAFER ARG, XEETHEERH - Fitb, ARG T W%k
TFULL_PREEMPTIONE E FHEF AT e NAZ LRI S, X— & EEH T E A -

8.3.3 &R ITH

DR B, SREN—TCPUREIEI A — 1 LA ERIEER - EAE HNAF, XA S L
& B fmsleep BGREIZM SR A 244 - HE, EiGSANEA, PRI RES MRS
Wi, FHIFEER . W TCPURNE BEGETT EIX AT RE &7 R — LR, [ 9FRcurthread  Flcurpch  LAZH
HEIER AT REAE TR IR A EZMN - AT HFAERENERETIR, FERZARIHICPUREEIEINZR
TH o XMT AR LR EZEIETER, RSB ERICPURA £ -

O HATEA R IR R X R TR, FOVENTaEIE BNy . B2, XERFREE —Fud T 5 1)
PRI, Bl X SEpR 2P S A AR ES E AR . I, AT A — AP, USRS AR
BB, AROERE] 5 —CPU.

OiXHAPI &2z, & RIS - I XAHAPI G5 1%L sched_pin  Flsched_unpin o X
REH TE LT FTTEUd_pinned - WERKEITECRTE, NEREHOUE, MERETIHZTHRHE
BETRANE, BRETREFIRE - FrEMAERSSIA, #HERRIEESIZE S8 KA
Fisched_pin WfFF7ERICPU LiE1T - HT AEAEACSEMEITE, MAGHEEEEZEREERE
AT, H¥#Hsched_lock Bl A& iikEITEL, FUItihAld_pinned A F8i- sched_pin  BRELS {# ik
EiTHuY, Msched_unpin  TIMEHEGE - FE, XEREAERIELITEE, HREHE R EPITER BT
WHICPU L . ZF T E ARSI EEITEEMICPU L, TR {# fsched_bind Hlsched_unbind
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8.3.4 ¥ i (Callout)

OREHLflimeout  MYFAZARS TN EREL, LUERsoftclock BRI AT AI—ER 40 BT - BHAEREET AT
i BRI ERE R AT, FRAERENTE R RS 18] B VA SR AR R

OFHtimeout () FHHILFHEEH—4Amutex callout_lock  £RIFHI; A Sftimeout®AITIIA], #E
VATE e ER X T mutexs Ysoftclock  MREERT, BRFIRARGEIT R, HHEH NS shAIARLE . Bk
J¥, softclock RIS TEVAR TRt Atmeout  [EE RE B e ficallout_lock  mutex. WNSRAEEMES
I H X ECALLOUT_MPSAFERE, TIZERA M RECZ |, L2/, HEZEBR. H

J&, callout_lock  mutex & 7EARSIAN BB FEIRIRAE - softclock  (CHEZEREHGX P mutex it £ 3EH /N R
FrRI—BCRE - WRBH ToIAGNOSTIC, NI REFIHUTI Sl s, s 7R —FEE, e
FPAEEE.

8.4 ¥ & I BRI

8.4.1 i

Ostruct ucrede NAZ N ERA R IREEI A, B8 HVE R N A LLHERE R S 1) A5 R 3 0 A4 3 - BSDIRAERY
RECRA—F “GEEH] AOERDRATEEESGE:. B SREWETREEES NS, RFES
T, MEX SRR ES - B, REEHIZEI . T EST IR BTS00l (36 S Pa b B R
T ZIAE, XMMES TR AT A NI - B TBE4R ERISMPRY, X —RAIH A £ T KERBHRIE,
Rl HE R Z G RSO e, IRl B 6 T 7B A B 4L = R AT A M [R5 A

OFIEEAE A~ 5 B, AR, SAFRELEEAEREWER, SR TSR LR
g - cr _nt xp mutex i TERIFstruct ucred?I 5| FITT4L, DIMEIFE 20 . R EIRGARERS, SOEM
F B REFEREIH, SN E R EEIX N ANE BRIV 5t & (8 i FE A sORE R -

Ostruct ucred muteyg&—#itmutex, HTHEEEHE, EiBidmutexithSEHL -

Ol TZHTUIREERRE, SHEEEEL TR0, e —NAFHtd_ucred, ERNER
TE LY. YEFHRREER, REME SRR LR proc Bl . KB HERIELTFEHp_ucred,
DL 3R O o 2 ST A5 B ) 5 A 4%

OGN BT R G0 F R e R R IR 2 E T U I #IRe . Mt d_ucr ed W ATURET N 24 BT HFRAO(E -
IXFEMBE IS e S BT I BT B4R - NS BhEFRE S A TNAZES, R FEEE M R At d_ucr ed FEETH
FNHERIp_ucred, LAGRUE NS RI¥EHIRE R RO S 15 -

8.4.2 XM HRFF RIS R AT R
OV A PN 2R AE R S 30 -

8.4.3 Jail B5¥tk

Ostruct prisorfRA7 | H T4 AR E 1T jail(2) API Al jail BT HEIFEIRE R - X EiEail FENL - 1P
hb, DA ERE - XSS AL, ORI — SR ARSI TR S E S MR RS
ZRFZE . T —1mutex pr_nt x XS5 T, K FrE]jail SRR 2828 | 5 v 5 —L
25 RS Q& ail MR Z) R 4201k, RERFEERUstruct prisorilh /] UT IR ELXEE T « 2 TEITHE
PR - BHRIERI TR, A LAFEsysljail.h FIERE R -
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8.4.4 MAC HEZR

OTrustedBSD MACHEZE 2 Llstruct labeJEFE — RINANZNT S AVEE - — ke, NZH Hlabel ¢k
%) 5 H R A PR SRRV BRI - B0, struct vnodel Hv_| abel FR% & HEfTfEvnode b
FvnodeEi RIFH -

OFR T A ZIFREN N SR FIRRE 2 4h, MAC HEZR TR B4 —H 8 & CEMAAIBOE R 151 3% . K
W& AT 1T HUH — 4 Fmutex fnac_policy_list_lock ) BRI o T RENE (RIS AT HuFEA T4 22 05 RIS A
B, ONTRBER A ISR, FEMGRIT TR, EZEMA O TR E E SR X mutex. MAC A CHRIERDIE
TR HATEZ KT HFE tmutex B LE4820E, HIlUSCHF RGN 5 L RN S IRAE-- BFEFAN - ZEELORIS
. BlInEEMAIRRRE M SRRSET, FERFE bmutex 1 HESRS|FITECNE, LUk G728 R 2 2tk T
1B -

OX THRESFERHANNERSHIERE, 20T — 542 Emac_policy_list_not_busy , (B —4% Ay
EHRERAEREREECYN AR, SRS 5 A8 RS . T EE R T EE Lid
BT R R Z B ER: SsxBIARMMAET, SRR EARNERSHLRER LIRS,
AR AVFICITHEFIE EEMAC HEZE A (2 AER) OB 18] 38 15 I -

8.4.5 fEtk

OX TSRS, ATRIPESZEIRGH T — 88, B — 1 HZA(SX) 8l, FE2BF0RER
BECAEZaHMB AT, FH AR T LA 77 B A0 2R B AT XA T n], X Ee2 ] LA
fEsysimodule.h  FRFE|, HATEERAEFE BB T o XMEIRIP A EZEmodule_t ¢4 LIE=T7 = BB F14
JAfmodulelist_tX M54, DU o ZEEE G — DI EOBIRES , TR T4
1kern/kern_module.c HIYRAAS -

8.4.6 Newbus & &

OnewbusR G T —sx 8 o 3A)— 77 N H = (5E) Bi(sx_slock(9)M 5 B— 77 M N F#H HEM(F)
Bi(sx_xlock(9)). PFEPEREL— M ATEZHAAT LB, oM e LA RARIE R 2 L8 - 7B Ll BN B9,
X LT B AR 2R HEE), (Flindevice_get_softc(9)) I H A ST E TR A5 - 5 newbusiidE 451
PUESUENTT S 3EH 4>, FILBANMBIE S 2% EHE, mASE R -

8.4.7 BiE
O...

8.4.8 HEMLAE

0- #HFRZ IR

- procHi Kk H5%

- TE RGO i e R LR AV Pproc TR A, F1$5td_ucred
- FAR (AR IE

- HRREF SR

Y I B |
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8.4.9 HE 2
OREREH T CARA T RE % Tsched_lock  HIS % FITERE -

8.4.10 Select FPoll

Oselect Mipoll XS ¥ A FRILSEHE SR S PEHIAT 10T k- B TR SRR A A 7T
B .
0.

8.4.11 SIGIO

OSIGIO ARS5 R VFHEREE RAERF & SR I G LZ RS, FSIGIOF SR A A HIEA - 1
BHEENENER L, RAarr—# e REESIGIo, XA #REEHEHR /E F (owner). H—3C
FFSIGIOTEM RIS G, #E S —TREHFBL, RN GREMNIINULL, BNRE—TE R A —E M #struct
sigio FIFRET « i X—FBH—%/Amutex sigio_lock  FRI" . JHISIGIO 4Ef s EES, WAL “fe5I /> 7
B —F B, DU ERA LM B AS 9 70X BUAN B S B R AP

OFA KB RRE M 5, #8S 0B —struct sigioZEt), FEAFEFERENZAN SR . BE . F
SEE B, UARTX—EMO—REE . B H#ARIGARARE S — 1 2EF Mstruct sigioB a4k K17
2, FHFRERUISEp_si gi ol st , TIXTIFFFEHNIEpg_si gi ol st o XELFEEAH R FHFFE B FRAE PRS- BR
T H LK struct sigioiE B2 FE4H F si o_pgsi gi o FEBZ AN, TEstruct sigio N2 EF B eI S FE A AT
TR, —/NE, FAANRELIEFIRESIGIO FINAZST G, 47 Bkt e A2 A FH SIGIO ST HF

#, fflinfsetown Bifunsetown FFELEMED, DIARETRELEB R 2FRSIGIO P 8 E LT - 8@
WA LB R m AR LS AT ECR R BRI H A, Flan, e TEERIERN, FHTIHENEED
SRR X RERE, BT DURR 3

8.4.12 Sysctl

Osysctl  MIB RS S NINEENER, LA PSRN AR LRGEBR % . :XE51 %20 AR
B REIAR: X YRRy 24 25 B FER S A, H TR SR i sysctl$z 1 15 [n] F A% AR E AR
B2 B H . HTsysct R EES HERBH) WG ETEULECESEL, sysctbLfil v U RE X
A BN A L BE X HED, sysctffF— 4 Rsx AL sysctl R ERITIL, SR, IXEEREE
4 REREe, B EERMEETRFIIH - X —7 I E RIS BHEM N L BiRIsysctlFf 6 25 5h )15
o

0- T Z R sysctl BT E T AT BRI, WIRSERIIEIHME - copyinflicopyout. 5 #T{E, M Acopyin. L
B SLIEME - SHE - B8 copyout —kAsysctl X ZcopyoutlH{EH 1% E T i lcopyin T2 HHHE, 1
SRAT LK IH 0RO o SRTAT, X T sysctl Zb BRAR PR A 85 RSBy B ch BB E T T, 38— Fh 7 =CrTBE
R

O- X TiEFERIEO, sysctf] AN #— 1 mutexfg 5T EISYSCTL_FOOZFILE A « xX3%f ZEsyscti&f 2
BT ST EFAsx Bl - Bligmutex B HEEREA—KIRmutexZ MBS, AT LLFHASYSCTL _PROCT &3
SERUIERRR L8 -
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8.4.13 t£:55F\ % (Taskqueue)

O1E55FA 5 (taskqueuelt) iz O G35 2 KREXFIFH TR L EIE A - taskqueue_queues_mutex &
T &Y taskqueue_queues  TAILQ FIHI - 53X RLLKEKH 7 — P mutexBil& 7 Tstruct taskqueu‘éiET’ﬂZl—‘
b o TEBLANME AR RIE B H BO7E T 2RI struct tastUeué'éflTEE’]m% Vo NEBRR, HEE R -

B P E SR TR TR 7, B SR A2 fFEkern/subr_taskqueue.c LIS E’Jiﬂz
JTHE .

8.5 SEHN i BH

8.5.1 fKHRBAS

OPRARBA & —Fh B T R A7 R 4b— 25333 (wait channel) F ARIRZ ARSI R SRS - A& fmE -, &
T AR SRR S 18T — MRS5S - YERBAESFHEE A EHER, B IKIRAS
LEMRE AN SRS - 5% REE R IRERIA SN GRAFAE — MR FH -

OPREREAZIELS R R AT T 65 20— L ZE SRS FREE T AIRIRIAS - 3X 881 3R _E O TRR
YEsleepqueuelfHREAZ ) BE - b@’a‘T*/\WEE’c]})@ E’J%ﬁ% PLR—~ HliEmutex- AN HEmutexH T/
PIRERIASIZR, DASCE EARERFAS VG RINZS - — NS FnEiE - A2 REX—MRIRIAS | - tn5RE £ E1E
FE R —%5FFiEE L FHEE, UJIWFERM?'J¢4%?%Efﬁ?%~AéﬁifzﬁﬁE’Jéﬁfﬁfﬁz 24 MARARBAS ) A B e F2
B, R EAEME PR ZERIRETE, WSS FERIRASI A IR R L RIIRIREAS N1 - &G — 1418
SIERE BT RIS EIRIREAS - FH T A26 AT e AR I APRERBAZ R R R e N BR, R, 4&ig
B FFBASII Al fE 2 5 5 Hadt AR A F B RIREAS -

Osleepg_lock  PREUS B TE € G FFiEE L IRARBAS BERY) Eﬁmmutex sleepq_lookup  PRE(ETE ERAREAS]
B R PR A E RS AREE - R E B EMRIRIAY], E2IXENULL. sleepq_release  FREIS X 45
&S FREIETE BT R ER 1) B iEmutexif 1T ARSI -

OB LI ARG & 1B 1 sleepg_add  ZRFEALHT - X1 RIS A IEE B - fRR R EHEE
FimutexfIF8EH - SRFHEMR S, UL—FREREE . KA A7, Mifidsleepg_lock  FRAREA
FIEE B o SR E AN T mutex R O (ELE © 2B BRTT . UlUM%mutex?B%ﬁﬁEﬁNULLo
Miflags (7:&) SENEHE T — M REFE, HAUFREREIEIMAZIFIRIRASFIET, DURRIRE T
AT A (SLEEPQ_INTERRUPTIBLE - H Al LA P FR A AOIRIREASY: iBidmsleep Flwakeup @ﬁﬁ"“fiﬁ’]ﬁf
GURERFAF(SLEEPQ_MSLEER LUSE T 451428 & HITRARFA S| (SLEEPQ_CONDVAR RARBAZ KB AI BT
XN SHGE R R TR S0 . JiHsleepq_add  HICHY, R B R KB sleepqueudt i
itsleepg_lock  #HAIT EEIZ G, HEASE R RETEIRIRIAS - PRZEZ B g BT A F T ORI SERHliE
AYinterlock.

OiE5d i Hsleepg_set_timeout A LUARIRIEZ BB - X REI SO EFHEE, U LU I i
WEECH B A RE ST S (8] o G SR ARAR B I BR S S 4TI, AN I F sleepq_catch_signals PREL,
X REE— RIS R B . RN EEERAES, Nisleepq_catch_signals PR EES
TS, HEBHT, HREENZO.

O— BRI A IRIREAS H, BT LUF FHsleepq_wait  BREUEZ —HPEZET . BEjS LR 2417 m
ERFREL, AW BUR TR S AE RSN - WEES, s PSSR T RERIR
Do HA sleepg_wait  PREE HHIER, B2 Y AR RN 5 1R (wakeup)R #UE XK E 2

1T: sleepq_timedwait PREUNSER:, HEY A REN BaCH M is, s A2 Faifd
ffisleepq_set_timeout BRI sleepq_wait_sig PRES S BB sl E ORI A T
TMisleepq_timedwait_sig PREUN & I A M R © 54 %) Fsleepq_set_timeout BN, BT
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PRARBE T iX = sttt 2 —  PrEXEERRENE - TS S SHFEE . Rtz

4h, sleepq_timedwait_sig FIE N SEE— /R ME, F/RZFiTH Hsleepg_catch_signals i pEih
BEIMKRES -

OWnRELREE B MKE 21T, sSERREESZILE, MEFRSREE, FRRIRRD - REEN
PRARBE R A Bl F P A AR R 2RI THT, SR EFE R fermofiE - TREFERARZ, K Asleepg wait  HEE
RE0, HELWAEANGEIEETRET 2HERAER, MMEREETEM T — KA FIRIR . RN, WRER~RR
PRERAS [R]RBA, H RIS #E2% 1L, Tlsleepq_timedwait_sig FRR A — RN A B B RS - ISR
B 20 1 BL# Fisleepq_wait_sig  Eisleepq_timedwait_sig SeHUTRHZE . IR
Fisleepq_calc_signal_retval KIEEEGERRES, HFEILEFESEREE . BRI
Fsleepq_catch_signals BEFESHS, NIERNSEL Hsleepq_calc_signal_retval

OfE R —iRARIEE FIRIRAIZAE, 7T LLHsleepg_broadcast — Hisleepq_signal — BRIEUR T ACHIMAEER o X3

NRE RIS E ARG RN SRR « RREESIRMI R (priority) 3EE| £ /D, DUE—M1E (flags)
SRR R ER BT IRIRRAS KT o BB SECRHER RIS, WERRIKE LRI SE ) it

ZHCE = (BUE L) MELERASWE . FESEEERTRENEES, HUBAKIRAS &G 5

YR RBIN R B0, S22 ERECNRAKE FGRIRAS AT - sleepq_broadcast  BRECRFK

SRTE S RIREE FATHZELRE, Misleep_signal I AVREFESFEE LSk m B ELTE . £
VAFX SR B, R S0 Hsleepg_lock X RARBA S -8

OPRARZEFE AT LGE T ] Fsleepq_abort  PRECR AT HARARIRAS - X1~ B EFFHsched_lock 7
BEVER, T B AL TIRIRIAS 2 £ o LeRE AT LIGE T i Fisleepg_remove  PREUTE & FIPRERFA S|
MR« XA EREEIER S5, RIRIRIEE AR, © RAESTEL T8 & MRAREE P RARIA 51 2 b B AR
Hilg o NREREAEISMRIREAS 2 £, si[FIE AT 53— FrEE FRIRBAS £, X R ECRA AT 4 AR
AT E R E .

8.5.2 T ](turnstile)

0- 5RERBAF 8 LR ] -

0- &/ R (lookup/wait/release) 445 TDF_TSNOBLOCK % 55514
O- e %4 -

8.5.3 X TFmutex SZIfH— Ll Ty
O- MR AN EKmtx_destroy(FFEmutex, B N TEIEZ 2 E CA TR EHEEN S R7HE?

8.5.3.1 HJiEmutex
O- fFH—ImFRX...

8.5.3.2 fRiRmutex
0- A mutexf = 158 S &4
O- WATERFE T8 TR, 7l DLZ s R mutex Fmtx_lock-
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8.5.4 Witness
O- EReftt 4
O- B TAE

6 H'E G

8.6.1 HFWTIRAIICU 5%

0- struct isrc

0- pic JXzh

8.6.2 H & [n] /i

0- &5 R Ffinterlock {45 sema_wait

O- &5 PR IR sx 817

O- #hn—Eex T IE A5 AT 8N4 -

K

JZIN

ZHEEE = T RS, AR RERRCR A BT CPUIIRT I, IFRE 9 J 7 #RfE - PRSI
THAERNASERRMN . MEROMRRRNE, WREWFENZ DA E—DBIRT, R

EATRBRIERZTE LBUS - BBETHTR, ] URE R EFHRIE -
I RAE.

PHZE
ARG BRI S M  BEPEZE « X — R IBHEEET T REZHETR
2 RIR.

I 5 X

ARVFE A SRS EL - Fcritical_enter(9) APPRFE R AFHR HlmF X -
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N EES
MD

FRENBITFEE R .
S M.
N HRAE

N BRI EE S NF P RTEEN E -

M
FoRENEITFETLR -
2 JiI: MD.

BAE
I NAFERAE

F AT BRI

AT bR SRR 2 A A T B AT BB B - XA T IE BT T e B, s
E—RPRImARE, DI E R FIrIRAIT P BT -

SER R AR
—FME LR INZERE . B, A REREE TSR e R AL LR -
e

PRHR
RS B @ I msleep Hitsleep  FHZEFHHEAMRIEIAFIAT, FRECHE AR -
2l THEE.

EIRN R

ATRRGE — e SRR R REH P AT R 0B . DU B 2% (lockmgr) B flsx 812 H i FreeBSDH {XUH AU ]
RARET . e, FELsx B, Hiltnallproc (FFFHAE) Fiproctree PFAERT) BICRF AN A AT RAR A -

2 KR,
5 i
Histruct threadT F A KINAZLRE - LRERTLIFFE S, FHIE ML AHIT LR 3.

EREE
AR AT LIAEH EARBRA AL RE A AL -
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4 5FreeBSD a5 EE/F

ZfE: Murray Stokely Zi1#F#fintro(4): Jérg Wunsch#/i%: spellar @SMTH.

9.1 #E 4

OARFE B ZANE T W HFreeBSHRE & & WMNET - RIBE&EX LA 30T E A TR ARG 4
KEVR, Wigs:, TTEL, ERERES LHBEA - RE R S i E RS+ TSR e 5 i B
Hif o WHMBRhZE, R &EWNERF RSB ROL & TR, TRE R ENREES . Z&IKshiE
FP Rl ARk ER S R R YL, BCE TS SR TR Kid EFERINE .
ORUNIXEAERGEH BIR Z R A S B /& R IR, A R R RSO o X SRR SO
R IREE R B F AL Tidev B3R R - fEFreeBSD 5.0-RELEASELHTAI A TR, X devis(5HI S Frif ik
HWEMNFIFreeBSDY, B MX&ET ALMEFSOE, HHEMZTHRXEWNEFHEFEE . REFKRE
BOR T 2B I E T TMAKEDEX Y -

O &WEHFEF o] LUKES 1 AR R, AR &I -

9.2 ShIANZER T H-KLD

Okld# M foiF RSUVE B A NGB IT ARG SIS IR PRINAE « X AP & B REF 98 G & R ith A THY
BEENIMEELEITHNA, TR TS R E S -

Okld$# Ml T m AR a4 (5 -

e kidload - IN#HT A IZ AL
e kidunload - 1%k N Z ISR
o Kidstat - FI|%5 24 i N #Ek AR

O AR BEER O RE FPAEZR

| *
* KLDFEFHESE
* ZAndrew Reiter 7EDaemonnews [ ERTE %
* [

#include <sys/types.h>

#include <sys/module.h>

#include <sys/systm.h> / * uprintf */

#include <sys/errno.h>

#include <sys/param.h> / * kernel.h  HFHEIR)E L */
#include <sys/kernel.h> / * REHIIA R AR «/

| *
* fnEAb B KL, ST B KLDAIN BRI E £ -
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*/
static int
skel_loader(struct module *m, int what, void * arg)
{
int err = O;

switch (what) {
case MOD_LOAD: [+ Kldload  */
uprintf("Skeleton KLD loaded.\n");
break;
case MOD_UNLOAD:
uprintf("Skeleton KLD unloaded.\n");
break;
default:
err = EOPNOTSUPP;
break;

}

return(err);

}

[ (A ARZEL AR5y 7B B R ER »/

static moduledata_t skel_mod = {
"skel",

skel_loader,
NULL

k

DECLARE_MODULE(skeleton, skel_mod, SI_SUB_KLD, SI_ORDE R_ANY);

9.2.1 Makefile
OFreeBSORft T — 1 -makefilef & 304, R E R AT DUHHE 1 G 135 VB NS N AZ B 7R T -

SRCS=skeleton.c
KMOD=skeleton

.include <bsd.kmod.mk>

O i3t F X P> makefileZ T make s BERS B S i skeleton.ko S AANT i< A LUEE INEE] A%

# kldload -v ./skel eton. ko
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9.3 Yjm X F W7
OUNIX Bt T —EA M ARG RS HE PO ARP R - SRS T SR, R LR X

9> &% IR RLA I I ENAE « I A/devIMAKEDEY RN ARGIE M T KZEENLETI A, (BIRIRIEATT
AARECHIRSRER, AT RER Z Fmknod B2 1R B TR & 11 A -

9.3.1 BRI AT A

Omknod T F 2P NS HORBIRE T R - RLIHIRERET RIAT, WEKRE, WaihESHEML
RIS

9.3.2 /XK ET A

DiR&XIHFARS, Biiidevis EERIIFRGIA T2 R IR N & 2 F =R BT « IXTHRR T H
TRIREWRNREF M ARSBE T A, BERBRE T AR L3 KR 7 1 R v e )
Ao DevisihfEdtEF, (HEZLREW TIEGHAT T .

9.4 FRXF

OF s F EE WA R s, sUemEdRs F e - X S Er — R s iishiE
Fe, URRSHE PR KR TR #A T -

053X E L& F F2ILERE A EREAE, 3B RIEEE R RS RaX e E R B 4577 N &
R TPARRA, —4N&EF TFreeBSD 4.X —-Mi&E T FreeBSD 5.%

f19-1. & Fl T FreeBSD 4.X¥[8] &£ 1% & WK 5h 2 7 5L 51

| *

* fA[# ‘echo’ fi%#&KLD
*

* Murray Stokely

*/

#define MIN(a,b) (@) < (b)) ? (@) : (b))

#include <sys/types.h>

#include <sys/module.h>

#include <sys/systm.h> / * - uprintf */
#include <sys/errno.h>
#include <sys/param.h> /
#include <sys/kernel.h> /
#include <sys/conf.h>  /
#include <sys/uio.h> /
#include <sys/malloc.h>

kernel.n W AHEIRIE X */
IEERATT IR A FP A A28 T+
cdevsw 45 «/

uio ZEf */

* * * *

#define BUFFERSIZE 256

[+ EREUREL «/
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d_open_t echo_open;
d_close_t echo_close;
d read t echo_read;
d_write_t echo_write;

I+ FRREADR */
static struct cdevsw echo_cdevsw = {
echo_open,
echo_close,
echo_read,
echo_write,
noioctl,
nopoll,
nommap,
nostrategy,
"echo",
33, | = Hlkms £R8 - lusr/src/sys/confimajors */
nodump,
nopsize,
D_TTY,
-1
3

typedef struct s_echo {
char msg[BUFFERSIZE];
int len;

} t_echo;

[+ Z5E ]

static dev_t sdev;

static int count;

static t_echo * echomsg;

MALLOC_DECLARE(M_ECHOBUF);
MALLOC_DEFINE(M_ECHOBUF, "echobuffer", "buffer for echo module");

| *

* XA R EEEKId[un]load(2) ARG,
* DALE N AN BRI 75 ZER B BN -

*/

static int
echo_loader(struct module *m, int what, void * arg)

{

int err = O;

switch (what) {

case MOD_LOAD: [+ kldload  */
sdev = make_dev( &echo_cdevsw,
0,
UID_ROOT,
GID_WHEEL,
0600,

116



00921 45 5FreeBSDIX A 4N 511 F/F

"echo");

[+ kmalloc AELHLIXENFE T PIATE /1

MALLOC(echomsg, t_echo *, sizeof(t_echo), M_ECHOBUF, M_WAITOK);

printf("Echo device loaded.\n");
break;

case MOD_UNLOAD:
destroy_dev(sdev);
FREE(echomsg,M_ECHOBUF);
printf("Echo device unloaded.\n");

break;
default:
err = EOPNOTSUPP;
break;
}
return(err);
}
int
echo_open(dev_t dev, int oflags, int devtype, struct proc *p)
{
int err = 0;
uprintf("Opened device \"echo\" successfully.\n");
return(err);
}
int
echo_close(dev_t dev, int fflag, int devtype, struct proc *p)
{
uprintf("Closing device \"echo.\"\n");
return(0);
}
| *

« read HREUEZHecho_write()  FFRERIbuf |, FHIRFELREIEIH S,
« DU A R A ] -

* uio(9)
*/
int
echo_read(dev_t dev, struct uio *Uio, int ioflag)
{
int err = O;
int amt;
| *

* XN BHRIERZR?
* S5RPERKRN—FE, BiESETRREAERARAN .
*/
amt = MIN(uio->uio_resid, (echomsg->len - uio->uio_offse
echomsg->len - uio->uio_offset : 0);
if ((err = uiomove(echomsg->msg + uio->uio_offset,amt,ui
uprintf("uiomove failed\n");

t>0) ?

0) = 0) {

117



00921 45 5FreeBSDIX A 4N 511 F/F

}

return(err);

}

| *
* echo_write X —PFREFRFERERZMX, BT LUSHDITN .
*/

int
echo_write(dev_t dev, struct uio *uio, int ioflag)

{

int err = O;

[+ R B P 2 BRI AFE IR N«
err = copyin(uio->uio_iov->iov_base, echomsg->msg,
MIN(uio->uio_iov->iov_len, BUFFERSIZE - 1));

[+ MEFTEDnuUl GRFRFE, HIDRKE «/
* (echomsg->msg + MIN(uio->uio_iov->iov_len, BUFFERSIZE - 1)) = 0;
echomsg->len = MIN(uio->uio_iov->iov_len, BUFFERSIZE);

if (err 1= 0) {
uprintf("Write failed: bad address\n");
}

count++;
return(err);

}

DEV_MODULE(echo,echo_loader,NULL);

%19-2.3& F T FreeBSD 5.X8] Z 0% £ 3% 5h 2 7S£ 451

| *

* T ‘echo’ hi%%& KLD

* Murray Stokely

* ILfCIDESeren (Xride) Straarup HEHLE]5.X
*/

#include <sys/types.h>

#include <sys/module.h>

#include <sys/systm.h> / * uprintf */

#include <sys/errno.h>

#include <sys/param.h> / * kernel.h HHZRIRTE X =/

#include <sys/kernel.h> / * BEHIIAL R 2R «/
#include <sys/conf.h> / * cdevsw 25K */
#include <sys/uio.h> / * uio 451 +/

#include <sys/malloc.h>

#define BUFFERSIZE 256
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[+ REUFHL «/

static d_open_t echo_open;
static d_close_t echo_close;
static d_read _t echo_read;
static d_write_t echo_write;

[* FRALBEAAR */

static struct cdevsw echo_cdevsw = {
.d_version = D_VERSION,
.d_open = echo_open,
.d_close = echo_close,
.d_read = echo_read,
.d_write = echo_write,
.d_name = "echo",

k

typedef struct s_echo {
char msg[BUFFERSIZE];
int len;

} t_echo;

[+ Z5E */

static struct cdev *echo_dev;
static int count;
static t_echo * echomsg;

MALLOC_DECLARE(M_ECHOBUF);
MALLOC_DEFINE(M_ECHOBUF, "echobuffer", "buffer for echo module");

| *
* X R kId[un]load(2) AETR A,
« DLGRE I A S A T B R B B 1E.
*/

static int
echo_loader(struct module *m, int what, void *arg)

{

int err = 0;

switch (what) {
case MOD_LOAD: [+ Kldload  */
echo_dev = make_dev( &echo_cdevsw,
0,
UID_ROOT,
GID_WHEEL,
0600,
"echo");
/* kmalloc 4FELHERBNRE T 6 RN AE +/
echomsg = malloc(sizeof(t_echo), M_ECHOBUF, M_WAITOK);
printf("Echo device loaded.\n");
break;
case MOD_UNLOAD:
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destroy_dev(echo_dev);
free(echomsg, M_ECHOBUF);
printf("Echo device unloaded.\n");

break;
default:
err = EOPNOTSUPP;
break;
}
return(err);
}
static int
echo_open(struct cdev xdev, int oflags, int devtype, struct thread *p)
{
int err = O;
uprintf("Opened device \"echo\" successfully.\n");
return(err);
}
static int
echo_close(struct cdev +xdev, int fflag, int devtype, struct thread *p)
{
uprintf("Closing device \"echo.\"\n");
return(0);
}
| *

« read HREUEZHecho_write()  FRERIbuf |, IR ELREIFIH S,
* DU R 1] -

* Uio(9)
*/
static int
echo_read(struct cdev *dev, struct uio *Uuio, int ioflag)
{
int err = 0;
int amt;
| *

« XPEHRERZAY
* ETHPERIAD, B ETRREIRIRD -

*/
amt = MIN(uio->uio_resid, (echomsg->len - uio->uio_offse t>0) ?
echomsg->len - uio->uio_offset : 0);
if ((err = uiomove(echomsg->msg + uio->uio_offset, amt, ui 0)) = 0) {
uprintf("uiomove failed\n");
}
return(err);
}
| *

* echo_write X —PFHHEHRCREFRZMX, HTLUSHIINH.
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*/
static int
echo_write(struct cdev xdev, struct uio *Uio, int ioflag)
{
int err = 0;
I+ REFrF BN P = RN FEE BN A «/
err = copyin(uio->uio_iov->iov_base, echomsg->msg,
MIN(uio->uio_iov->iov_len, BUFFERSIZE - 1));
I+ BIZERELInUIl S5RFRE, JRDRKE «/
* (echomsg->msg + MIN(uio->uio_iov->iov_len, BUFFERSIZE - 1)) = 0;
echomsg->len = MIN(uio->uio_iov->iov_len, BUFFERSIZE);
if (err 1= 0) {
uprintf("Write failed: bad address\n");
}
count++;
return(err);
}

DEV_MODULE(echo,echo_loader,NULL);

O7EFreeBSD 4. XEZUILANENTER?, /RFF B eTHmZEM U T an L EIRISFE RS LRI — T A

# nknod /dev/echo ¢ 33 0

DIEHIEFRINESS, RRIZREB A —LLIRK, 40

# echo -n "Test Data" > /dev/echo
# cat /dev/echo
Test Data

DR IEMREMFSIRLE N —FiA -
OFh 78 BT
« Dynamic Kernel Linker (KLD) Facility Programming Tutorial

(http://ezine.daemonnews.org/200010/blueprints htidbemonnews (http://www.daemonnews.org/) October
2000

« How to Write Kernel Drivers with NEWBUS (http://ezine.daemmews.org/200007/newbus-intro.html) -
Daemonnews (http://www.daemonnews.org/) July 2000

9.5 RIXFFHT-F)

OHABUNIX RGESHFF A — R IR, ROREE - P2 NN EN IR IR PRI A - XA
PRI ILFEN, BB RARF AT . ZM R EH LS RIERIRT, ERMARRFRR TE
AEARTIS 2 B R R AR R A B BORE ) « X S B REB AR CUE RS, BRESS) BORITN A7
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AR E O A ATRE - T HRIEHEER, WRICIA R N AR RS WM E R S RIEBE] T 55
B, XD T B R . RTXAER, RIEMNAEF MK T RsE, S5, JLFH
BV FEEMNARFHRORESEEHATR (8 raw’ ) ®& . BTEFEIE (X)) FEFH
ANFITESCHI DR IR N —R, TR AR S AR R B AL, VR I OFE R A5 A B UL Y
—Hhgr, FreeBSDHEFT 14 H Sk it AL &80 B SCHF -

9.6 M4 IR T

O ] [ 4835 & BV IR B R P AN B R FH B 19 AR, iR D BB AR R 2 T A AT BB R AR RE T AN
Fopen() X W85 & £ 5 FE 5 F AR 5T F socket (25 I\ -

OEZAT, 152 Witnet(9) BAHLFT - EEMZEMTRICH, LUEBIll Paul #85 HI M ZSIKENFER -
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ISA & & X s FE /7

Z[E. Sergey BabkinZ{Z7 77 F#F: Murray Stokely Valentino Vaschettg?MWlie Stilwell. #/7: spellar
@SMTH.

10.1 HEAR

OKRZENE T WMEISAKRSWNFE PR —Lem & . X UERFIAIEHE YA, BES W ABEREIE
FIRY, AITXARSRAA TS « B T 5ATHep B F B4 « BESERI)F a] LUESEFRIK Sh AR
FEVRARAEH$E] . epfllaha FIE(E EAITHIR -

10.2 EAFE
O S8R I SAIX Bh AR P 7R B DA N A8 S04

#include <sys/module.h>
#include <sys/bus.h>

#include <machine/bus.h>
#include <machine/resource.h>
#include <sys/rman.h>

#include <isal/isavar.h>
#include <isa/pnpvar.h>

OEANH#R T 55 ISAFIRA BT RGHRT -
0T RG0E LU A ST sEEERRY, R S Fd i A SR B R 7 YA BRSOk V5 ] -

DISASRBHRE P SL I S A TTIERIF IR SR M AL SRR Ll W TF2FH oo MEBIERF, €
11452

e static void xxx_isa_identify (driver t *, device_t); JEHE T BRI R A % &I
BT o X TISAK S, XM IEERHRAE: MR EEREFEELEFEN (FEPnP J7i% B sh il
%, XMFIFRER LLSEIE -

e static int xxx_isa_probe (device t dev); L (BiPnP (IEHRNNEZE - X T LA ER
WA, X FIRR BRI & E BN R e S B B -

e static int xxx_isa_attach (device t dev); EBEMVIRIIZE -

e static int xxx_isa_detach (device_t dev); HEE F SR BRI & -

e static int xxx_isa_shutdown (device_t dev); ARG R RIPI TR AR A -

e static int xxx_isa_suspend (device t dev); REENTREIRSHIER & & - el DI -2
THERE -

e static int xxx_isa_resume (device_t dev); M RER SR B E K B 1% & BTSSR -

Oxxx_isa_probe()  #Flxxx_isa_attach() TR, HR BRI & T En] LUE 51 S22 -
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O FH T T — IR AR iR s A sh B B R 5 -
[ ZFFRIRERITER */

static device_method_t xxx_isa_methods[] = {
I+ FVHIENRE P SRR B2 T AR AL +/
[ * BEEASHFFHIRREL «/
DEVMETHOD(device_identify, xxx_isa_identify),
DEVMETHOD(device_probe, XXX_isa_probe),
DEVMETHOD(device_attach, XXX_isa_attach),
DEVMETHOD(device_detach, xxx_isa_detach),
DEVMETHOD(device_shutdown, xxx_isa_shutdown),
DEVMETHOD(device_suspend,  xxx_isa_suspend),
DEVMETHOD(device_resume, XXX_isa_resume),

{0, 0}
h

static driver_t xxx_isa_driver = {
"XXx",
XXX_isa_methods,
sizeof(struct xxx_softc),

static devclass_t xxx_devclass;

DRIVER_MODULE(xxx, isa, xxx_isa_driver, xxx_devclass,
load_function, load_argument);

O BE A B EE R xxx_softei — A & 4 i€ A 4EH b a%ﬁm{mﬁﬁﬂﬁﬁ%ﬂﬁﬁ FREITALT - B2
2 Beh#EFERNTF N SE DB — D softaffiik

O AR SRIK IR VB Dy AT AR SR L, é%%ﬁfﬁ%ﬁiﬁﬁﬁ 2 load_function()  HREGHTIK
NP E WG ILEE B TAE, HFfload_argumedt KB — NS B L% o RSP A
HAINE (BAEN, C©LMEEEREINET) | MhXSENSPEE N0, RIFIE SCHEERW T
F

DRIVER_MODULE(xxx, isa, xxx_isa_driver,
xxx_devclass, 0, 0);

O RIKERE TN SCHRFPRRI AT G B, AR AL AUE L— & FE FFRIPNP IDVIER - X H L
RN P B SR HIPNP IDRIS R A LU AT B U4A A - 55X 281D B AR 1 SR T AN T 5 iR 2E g -
BEAWT:

static struct isa_pnp_id xxx_pnp_ids[] = {
% BAFIFFIPAP 1D H—1T */
{ 0x12345678, "Our device model 1234A" },
{ 0x12345679, "Our device model 1234B" },
{0, NULL }, /= REEHE «/

b

ORI ENFEF A ZLFEPNPE S, EATRE—TZHIPP IDE, 11T FR:
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static struct isa_pnp_id xxx_pnp_ids[] = {
{0, NULL }, /' * FRER «/
h

10.3 Device_t 8%t

ODevice_$& s & 45T E AR KRR, X BIATA RO EWEIETFIRE & 1 B BOGEBRTT
% THEEJTEF RIS & 45 T 1

o device_t device_get_parent(dev) RHOZ &AL S -
o driver_t device_get_driver(dev) IREUEE ) X Sh AR P 4510 45 5T -

e char +device_get_name(dev)  FREUKZNIEFHIZ T, EFMTHIFFH Fmwooxr -

e int device_get_unit(dev) KECRTTS (58N REF KRB INE & NOFERS) -

e char =device_get_nameunit(dev) KB &S, BIERETS - Flin “xxx0” ,  “xxx1” %.

e char *device_get_desc(dev) RBUR A - 8 F T AR AR RE S A S
X

o device_set_desc(dev, desc) WEMAEER . XEHBEEHATEdesé&E 8, WX MFHERA
AE A% PR 53 B -

o device_set_desc_copy(dev, desc) WEHRGE - R BN BLE X, Xifdesér
FFERAE LG o] IR A2 T A EAE R -

o void *device_get_softc(dev) REFE ) 5% & REREIR A FIATF  (xxx_softd#iy) AIFEET -

e u_int32_t device_get_flags(dev) TR P E TR & B
OA] LA — MR T7 (8 ki £l device_printf(dev, fmt, ...) MEFREREFHITEE - BN
BRI ST AT S -

Odevice XYL/ IA7E S Hkern/bus_subr.c  FISEHE .

10.4 BLE XS H shECE 3 8] 50 FIHBE00 A% i
OISAR & 7E NAZBCE U AHEA G T -

device xxx0 at isa? port 0x300 irg 10 drg 5
iomem 0xd0000 flags O0x1 sensitive

D% F{E - IRQIEMEAE P A & RERA IR (E - RIEEN HEhBCE R EMSHFRERAR, X
BB FER) . fln, FEREIRANTEEDRQ, A LM AVFEE M FH Ein 1 EPIRQXE - W
ROEE L NISAE L, AT LVERCE P ATE € WRAR B2, Wisao Hlisal , HNIRFAERTHISALE 2 L1
A -

O8ud(sensitive) &= MEIER, EIEROMENTE IHBUBIR & Z RIS - RHIERBSCRF, HE
- WNARFE H B BT ShFE e P A -

OXFFERISAR R, MEHR NRARFIRGEB A ESL - ERAFTERENG MIELMEE—
PEET . MRARTRAR RO NEE, EXNNEEEFAAE - RET, fln:
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device xxx0 at isa?

AL AHE— MBS WIE -
O{EXF 3 RpEd PR R B UOHT BehiRAIRE, — MEETHEBEEARARTIrERsE, WL
WIECET, =& W Hd.

device xxx at isa?

DR I EhRE B SCRPRE B ahRBIIR & e &, HAMRRFRZEE—ala L, o
AEAERE AR FIEY T - BEhRBI B s R 8 shifsin -

DinRISAR &R B ERN, KENFEFWT:

O R &EREEFRIRAIGIRE (BIERHIFTEPnRE&IPNRRAIFIRE) LAREHUIRFBOEA - A0 1RA T
WA MIERERINENISAR L ERSIRSF « 8 H SR rIRR BIRR R E i & 5 T TR IR Fr R BGE
K o MPNRARIGIREH ALE AR, R AGERFIRENIERF 5 E B fHms & REEA -

OfEFPNRSSGEPNBE & ABER, LR LB THERN N E % -

O#bRIC N (sensitive)  FIFEPNPR & FIFRIIGIRR B AT o QnsRaRms & acsh, A8 2t H i F 4
F (attach)filFE -

O FTA JE PR & RO ATE R IAE LRI R 7 S A -

OPnPE & MR FIKE R, HAE TN EFTIERIEIR: 110 NFEHILEE - IRQFIDRQ, FraiXLs
CEENZREN SR

OXFEIPAPEE, FTEISARSIRNFEF NGRS HIAE . B NERIOE SRR TR T
o ZMIENRF LIARE B SEAER— B2 BER), XMIER T, BEE&K&LENNIKEhE
R - BRI FIRE LA FISA_PNP_PROBE()KF B 5L HIPNP IDFER SRR 7 L EFID I RAE L, fn
RIDAERFNERENRI - X BREF TIRET, BN TFRHEMPAPE &R NTET, #LION AR
KIPNPX & 54 FHISA_PNP_PROBE(), M FREKE, £PEH—IMZHIPnP IDEVEH IR B LI -

DM BIRRBR RN 2R E— M EE (BRD) | IR EF e i E -

O 6 B3R [E (B T PnPst & SR 2 MR D RITEOL - BN, 22 AR 1 AT B e i Ll AR AR sh e 7
HKIEHESTRF - ISR FPER TR & - AR GIE PR EE S EOIEF L GRaiED, 1RE0RIK
SRR EEHEIMCH, RE-1IER, RE-20FEAERE, W TE) - RS DR R E MR
6, MAEFEFEAIRNE . B, WREEIEFIREO, BEARWHEC RGN -

D& B HEE R B RE R BB — KM AR BN IR FIRIRA K& - BB FHPNREN —FE, XFHE—
W, SHNX—RF A RRREF . HTXMNMHEETAIE RN F FRBIRTI, BRSO+
NETFLUEZE.

OB THRNZ & SHEHMEPNRE &R, ENASHOEREIR (—IKIERNZRE, —IRIEAPnP - B0
FARAI BRI A RE, XFER TSI FE TR R /A EOES RN FEEHIR: —
WIERNZRBEBPEER, —IRIEN BRI .

OXF BB ENE S (APPSR ER) M —DEEREISE, NEENNZECE X e g
FEFT . R ENTE ARAAEHIER, B4 NETE 8RB % &5 BT 5 hoRE & iElR, i
15 Fl sysctiz T AN HERR -

038 {5 FH i §URresource_query . *() #Flresource_ * value() BEIEVSIAIECE VIR, MM AT DUR L Efb AN
HHECE - THIRSEIIA Thern/subr_bus.c - ZMIDER; I EhESi386/saiwd.c  E1E X E(H FH A5
Fo AHA S I E FIPRME A E - HETILE X R BB A LA B .
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10.5 ¥

O PS5 AZINZECE X AE B ENECE SR, FEHBEI N . SR E BT XEME R
HR H R Gk device_NEANS Z REXRAVEE TR - N TEREN TR, WehiEFr] DIEHE
Firesource_ « MRECHIFALE FIR - AT, BHEBRATTELAEEIEM, B UNFEHE—S 518X ]
Bl .

OGS BHRS B MTEMERE . BT REFRB PR TFIRREN - MTISAEL, &7 TR

e SYS_RES_IRQ- 5

e SYS _RES DRQ ISA DMAj#iE 5

o SYS_RES_MEMORY - W5 21| 3258 P4 77 23 (8] (15 2 N A7 BT e
e SYS_RES_IOPORT- E#&I/0%F {723 FITE H]

ORBNEIHZENOITR, BRI E AW NNFXE, ERISYS_RES_ MEMORRZIH B RS 901 -
BRRMECEF R TR, FrARIREBACESunsigned long KA, J BB 1T KA 5R )
Fefi(cast) BHRSES, REWTISAENT—BURELLR - ISABLE LVFIT BRGS0

IRQ: 0-1
DRQ: 0-1

MEMORY: 0-3
IOPORT: 0-7

OFTA SRR R ARG EATETEE - X TIRQFIDRQBR, HE—M&E T 1. WAFMES| A
Hok -
0% BHRRERBTIT = MR BLAIBHIE:

o set/get
o allocate/release

o activate/deactivate

OSetx & HIRE M KVEE - AllocationfRE HiFRETLHE, HHEERENEREH GHQBEHTEHEIAE
HE®R&SM) - ActivationftUT L ERIEHEMGIKENAEF /T LAV R B (FIan, SHFRE, ERpms )
WA RE AR 25 1E]) -

DEAEBIRAI R A

e int bus_set_resource(device_t dev, int type, int rid, u_lo ng start, u_long count)

A BHRSCETEE - AINLREO, ANLREEE R . —But W S Etype , rid , start Bicount Z—H]
{EEH T RV EA 2R AR -

o dev -IRBNFEFHIL &

o type -HIRE, SYS_RES *
o rid - RHPFRHEIES (D)
« start, count B5IRTE
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int bus_get_resource(device_t dev, int type, int rid, u_lo ng =startp, u_long
* countp)

BUSBIRVEE o« pCDhEREO, A SR BRI AR 2 SUNR E B RS -

u_long bus_get _resource_start(device_t dev, int type, in t rid) u_long

bus_get_resource_count (device_t dev, int type, int rid)

EREREL, HH R stargicount: HESHITEN MiREI0, FItanHRo BiEMstarta i 5 —, BLEX
SHREIOE TR R R - FIBZ, XNTHINRERE, HISARIER star{E MO 14 -

void bus_delete_resource(device_t dev, int type, int rid)

THERBTIR, SHARE S -

struct resource * bus_alloc_resource(device_t dev, int type, int *rid, u_long start,
u_long end, u_long count, u_int flags)

FEstartflend [V # Tk & b5 F I #counfBE ATE B A Bl — 3R« Ak, ASSCRENSF o ans i
TR AR E, NESHAIETE - starth0, endh~0 (£1) FLXAFRFIRE R R E L UE FH LLRTE
iIbus_set_resource()  WEMIEEME: starfflcountit 2 ENTEC, end=(start+count) IXFHEN T, W
SUIRT SR E €, MEREEER . REdiEd 5| HES, HEFARISARENTIRS A EE (K
EREEA BRI IEHF AT REE R E) -

Db — OIS, JARE RGBT

RF_ACTIVE - {15 555 Be /59 B 30 -

RF_SHAREABLE - Bt ] AR 4 2 X sh AR 7 2 =

RF_TIMESHARE - BfA] I 2 MRt 25, i, #EZ MR ie, EiEfs
SE IS ] A BE# A — B -

HEIREI0- B3 BCA(E R LA Frhand_ + () MR [EIRAIRETRTS -

int bus_release_resource(device_t dev, int type, int rid, struct resource *T)
RBEEJR, rybus_alloc_resource() RE AR - BRIIEREI0, IR [E 55D -

int bus_activate_resource(device_t dev, int type, int rid , Struct resource *r) int
bus_deactivate_resource(device_t dev, int type, int rid, struct resource *T)

PG EEFH BEUR - BZhGRIEIO, BN EIEHR » 05 Briss o i 42 B 2 Ji w5 — WP aE,
1R [A|EBUSY-

int bus_setup_intr(device_t dev, struct resource =1, int flags, driver_intr_t
* handler, void *arg, void *+ cookiep) int bus_teardown_intr(device_t dev, struct
resource  xr, void * cookie)

KBRS B FPWT AL ERR T 5% - ARIHEREI0, EHILR [EIEERG -

r - P FIHHR IRQAT BE IR AIHA -

flags -HWILEH, IR Z—:

o INTR_TYPE_TTY- A flH B RN FRF R R & - [ Hsplty)  FRRCEA] -

o (INTR_TYPE_TTY | INTR_TYPE_FAST) - Mij A\ZRiME/ N RN &, 1 B A b AR & 07 %
(R n) o FHsplty)  FREA]-

« INTR_TYPE_BIO - 4% RNEFECAMEHISE F1y . [FHspbio)  FEIREL] -
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« INTR_TYPE_CAM CAM (il FH i} /7 ¥£Common Access Method j& 245 H2s - f# Fsplcam() BFRifli e
1T
o INTR_TYPE_NET- F4&; 45 HI2s - (FHsplimp()  BFERCEAT -

e INTR_TYPE_MISC- B EHE&E - B T i@idsphigh() EEHEEHERBEN]. sphigh)  BFERTH
HRIT .

O 2 PR FPATRY, ILRCEM SRR ATE B E T bRik, H—mpIshEMISCHA], EANREFk
HEFE, WASHEEHWSRH -

o handler - f5[AI AR P AUFEET, RAdriver_intr_§% & X Jvoid driver_intr_t(void *)

o arg - fERGLHBRFNZE, WARFEIRE . HLEREFREE Nvoid i L MEFRER - ISA FlThL
HEFHIAACEEEHRITSIERNSE, BN (EE) RN R EsoftdERITEEH -

o cookie[p] - Msetup() HEULIIE, XfZiH%teardown() B TR -
O T & T 7R E R A1 (struct resource ) &SP E & BOLERITE

e U_long rman_get_start(r) u_long rman_get_end(r) BB 53 BL A BEURTE R IR AR A A5 7R -
e void *rman_get virtual(r) USRI N A7 B R AR RS bt

10.6 SE N1 BRST
ORS8RI 46 2 R OB MR PR 270 « BRI R 25 4
0@ WETREF L

O(b) I EALIE

O @F, WENEF AT REFREA R LNGES EF 2 AREHE TUEEE - 0 T R~ LB BT 2 A% Y
REHbHEZS R, R B AR R R K A0 B N SYS_RES_ MEMORYIR « SR 5 WEREE AT AR 4 B
1%, B HhEE o fF Frman_get_virtual() REL - B IR P45 B Epmap_mapdev() BTt B/,
IEAN Y F EE MRS - & R BRBNE I — N ER IR

O RZEUSAR N FELE N YIFEHAL T 640KB-1IMBIE E 2 [B] U FE NI E - FLEISA R TR EE KN ETE
B, MTF16MULFRIEMIE (HTISARZ 240 ik fR#]) o XFBR T, WRVLEE L& N FERE
R ZINGE (Ba)iEw, BNES) |, NWIERIZ & AN AL GO R E — N ESH -
FZBIOSAFAERL A T 14MBEL1SMBAL I B AMBT A 250 - WIEEBIOS IEFHIR 5 N7 251, FreeBSOH;
REMG IERAC R EA] (R IE7EEBIOS AT RES HR&) -

OIFOL (o), FEEdRrthtyt £ Eh% &, & E I HDMASLFR R EFHIEEE - AN RS &
5B, ISAR HEEHRILI6MBLL N AINAF « HyR, Rt 28 6] A yE S0 DU ZE Y PR M hE 28 (B R A REANELE %
B REANSEAHAT DRI RE - BT RGN X LAl R L E A A OB IR 3y, 80 R A 0 FR AR B AR
¥ HC5EAL -

ODMA NS ECAER 714549, bus_dma_tag_t Flbus_dmamap_t - Fr%: (tag FHik T DMA RN ERKE]
Bt o BT (map FRORFE X LARF S BL R AR o« £ BREAT LS [R]—FRES SCEK

O FRZE# FET R AR A T B AR RN B R IREE R « FIRE AR AR T E Esk, AT LIS H ™, {H
ARV EK -
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O—fts, BPREFRTEE-NTUERE ERE) - WREMREFENFZERONFEX, WA
BINFXAROE—MRE, XEREERNCIRERZT -

O PR BIE R H) T VEH A -

OHE—, DEE—ARFEREZERMESENEF (LUSFT R - X—BATAERN T 5R&EEEF
FERN BRI R ARLE N X« FEXRER NI IR P IEH R 5 EERRPEFENTEAYENED
) — B R

DEZ, FEMNFFIEE R ENEEB F - X5 NFRE—TERRE, RGN aBRTHZER.
WA S W AE IR A E - AR SN BC— DMETRITT & 2K 58 TTH (bounce pagé) , MTEH [AIFF
i - 2 MANEF& B A U 5 AN KRS, s & Soiios DB RGRTTE, 285 MRS T (%8 8 i - =ik
B, a2 W& BT, SRE 95 DRI EA AT & B IA TR « SRR S 0T T 2 18] /7% DAL
BEWFRIER X —M A TR EHEMZ b BIRIERAINER X, ST, Mg .

0 T/EAEDMANTF L RIRECE -

e int bus_dma_tag_create(bus_dma_tag_t parent, bus_size t alignment, bus_size t
boundary, bus_addr_t lowaddr, bus_addr_t highaddr, bus_d ma_filter_t « filter, void
«filterarg, bus_size t maxsize, int nsegments, bus_size t maxsegsz, int flags,

bus_dma tag_t *dmat)

BUEEHPRE: - AIIULREE0, 705 [E RS -

o parent- LFRZEEENULL, NULL T I TZIRE -

o alignment - X[ RFE P ALLAAREE N X AU FF 22K - “no specific alignmerit I N1 (XN TS

fJbus_dmamem_alloc() T /Ns&bus_dmamap_create() i -

o boundary - ¥1HHINEA R SECNERAGEZE S - ST “no boundary 0. (XN T LU
fbus_dmamem_alloc() T~ +&bus_dmamap_create() VHH o A2/ T o AR RILIIER
EDMATREHNG (W2 Ul, DMAHIEHISA DMAEHIZRREmM AR REES) | MH
TDMAREM IR, AL ARNGER T 64KB (64*1024)

« lowaddr, highaddr - & FFHHE LR S - XEEH T IRE ] HT 72 BBk i e vrye i - 2
P& SURYE LS AR A 1A B AR -

o XfTbus_dmamem_alloc() , MOZ|lowaddr-1ra Hlt# 8 R iF, B ptab A oA -

o XfFbus_dmamap_create() , HIIX[E[lowaddr; highaddr #NEIATE HuhE B0 A TG R] « JEE 2 R A
HOHE DT B (R A JE R AL, HTERERT AT - RS AR IERE, WA X B AR A
AT [A] o

o WTISARR, IEWHE (XETIERE) 7
lowaddr = BUS_SPACE_MAXADDR_24BIT
highaddr = BUS_SPACE_MAXADDR

o filter, filterarg - 3R RECLHSEL . Wifilter INULL , 11243 Hbus_dmamap_create() K, X
[E][lowaddr, highadd @ N AN FT 5[] - 5, [X[E][lowaddr; highadd i A8 it 15 7] 14 0T T 5947
BB R B 2a T IR R AL, HERERG ATV - i IERERIEAN: int filterfunc(void *arg,
bus_addr_t paddr) - =4 U1 A LA A RIS E D AGREI0, SNLREAEZE(E -

o maxsize- B IR 0] LG EL IR AN FAE (DLFT1T) « ARG MERMEME, s LHEE R,
XMIER T, SFISAR X MER L% HBUS_SPACE_MAXSIZE_24BIT-
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o nsegments & SRR B ASRRECH o ansRASIIBR S, s R 2
{EBUS_SPACE_UNRESTRICTEDE W AR X ME, AT PR FE E SEPRPR - nsegment$l
% TBUS_SPACE_UNRESTRICTENTZE ANREA TSLFRInEBLET, (U] LR ENIVERACHRE: - nsetments
AISEBRPR IR 7250-300 5/ FERF S BN AZ SR (B AR TC 3 1R SO 4 2 o B S & o
X) -

o maxsegsz & & SR B BL R AR T - W TISAE & & A(E
HBUS_SPACE_MAXSIZE_24BIT-

o flags- TEPRAAINLIA] « BESLERAIERR LA
o BUS DMA_ALLOCNOW - Bll#EFRZHT %K 4B BT v 68 2 i) S 5 T -

o BUS DMA_ISA - tLERHFLR— rd, (U TAlphatllgs - 386112815 A & X'E - Alphal/L2sfiIfT
BISAKEHRL S X MR, (BEIER A XIS E T

o dmat - F5 AR [E] FIFTAREE AU FF B RO TR ES -

e int bus_dma_tag_destroy(bus_dma_tag_t dmat)
FHERPRZE o BB E0, HMHR EEERRY -
dmat - B EHE PR

e int bus_dmamem_alloc(bus_dma_tag_t dmat, void + vaddr, int flags, bus_dmamap_t
*mapp)

SECARE TR — B SN Z X o LRI R/ N R fmaxsize AR IR [E] B
5. RS RY TR, (BE 2 B2 bus_dmamap_load() HHM*&

o dmat - %
o vaddr - FEFAERITRED, XA 18 F TR B A0 4 BE X A A A% R Hb 4k
o flags -TEFRAOAL A o ME—BESLERITERR N -

o BUS _DMA_NOWAIT -GN NAFARELEN T LR E RS R - R FRERE IZE, N 26 A2
iR, BEFINFA AN

o mapp - 15 AR [B] FHTBRE FO A R HOTEET -

e void bus_dmamem_free(bus_dma_tag_t dmat, void *vaddr, bus_dmamap_t map)

R Hibus_dmamem_alloc() M ECEINTE . HEI, X BCHIHHISARBIF N FRIBLGCE S - Hit,
SRR AR T O RUPT BE A (B] MU PRFFANEE A BC O [X 3 . ANERR Sy RO L X, AR/ P A ) 3
SELE o XHFANEIRE AR [ fbus_dmamem_free() : RN E RS 2B LI -

o dmat - H7%
o vaddr - W17 R RS ik
o map- NAFRIBH (Blbus_dmamem_alloc() iR [EIH—HF)

e int bus_dmamap_create(bus_dma_tag_t dmat, int flags, bus _dmamap_t *mapp)
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FAREOIEE . LU Tbus_dmamap_load() - AUEHIERIEO, 53R EIEE RS -

o dmat - PR
o flags- #ie FRIEFRAOA A o (HD MR E SR ERR, ikt HEiE2Z0-
o mapp - T8 AR B IR LT A RE TR ET -

int bus_dmamap_destroy(bus_dma_tag_t dmat, bus_dmamap_ t map)
BHEZBRES o AETIMRE0, AR B IR o

o dmat - 5B RER PR

o map -RF E AR IR

int bus_dmamap_load(bus_dma_tag_t dmat, bus_dmamap_t ma p, void =buf, bus_size t
buflen, bus_dmamap_callback_t * callback, void * callback_arg, int flags)

D0E S i [X F BT A (RS 258 FHbus_dmamap_create()  5i#bus_dmamem_alloc() )8 . RIHXH]
FIETTHHSHGE, BREAMEIMEMNENR, HAILEATTF &P BT - & 003 B iR T
FIEUCE, FHRFEAR R AR R AL - B B A LA T SO 5 - RGO b X 52 PR A,
PRI A0 SR R B O S SRR 1 DXONRESL RN ARAS, TIPRFE SRANRN, 25 e 55152 i X AT I P AR [ e - SR
[E e EOZ BT R TUBREI0, A SRE RIS ReRokETT, MR EEINPROGRESS JE—FEIL N, 5
HERAF[E1 8 bR £ 18] 1 [R] 22 B B sh AR 7 £ 5% -

o dmat - PR

o map - HLET

o buf - Z&ih X PN RE Ik

o buflen - Zih X K

« callback, callback_arg - [ R EHSEL

EVE AR kPR

void callback(void +arg, bus_dma_segment_t *seg, int nseg, int error)
o arg - 5f%i#%bus_dmamap_load() Hcallback_argH A -

o seg- BOHEARRTHIECH

o nseg- FUH T AR EL

o error - FORBE AT WHENERBIG, TIFRZE RVFIIRAE B BITTIR AR X « iXFRE L T AL
HAF R R RAREF AT A% « SHXAME DL AR RE PR E - ARIEF B RITE X,
WANREFF AT AL R EER, BCRFRIPIX 2 P AL B S — 4

BECA P a1 B
o ds_addr- B4 H it
o ds_len- BLKE

void bus_dmamap_unload(bus_dma_tag_t dmat, bus_dmamap_ t map)

unload the map.
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o dmat - %

o map - ESNE AR

e void bus_dmamap_sync (bus_dma_tag_t dmat, bus_dmamap_t m ap, bus_dmasync_op_t op)

& AT ERE, RIS X 5 H R TR R - R EGE AR IR 2R 1 X 5 EL BRI
AZ (A PR LR R P8 DU AR - 347 (B BTN Z S5 O R i DX AT R 2

o dmat - PR
o map - CNE BT
o Op- EHUTIFERIER KA.

o BUS_DMASYNC_PREREAB\ X % 21| 5% i [X FSE#RE 2 Bif

o BUS_DMASYNC_POSTREAB\ & F| & [X FIsLiE 2 J5
o BUS_DMASYNC_PREWRITBAZE M1 [X ZI|1& & 10 5 #1E 2 Hi
« BUS_DMASYNC_POSTWRITBAZ X Fi& &G BIEZ G

0 X4 HPREREADFIPOSTWRITEN T H#E, {HRESRATRESIES, HILIRENTEFH REEZISEA] -
Fibus_dmamem_alloc() 15BN AT 2[5 -

O Mbus_dmamap_load() A FHEIERECZ BT, BECHRFMEERFR . H BRI AR AEE K
BrIsE o B rY « GXHE R Ti3861A AR L5 Lo Bkl H i SEFRFR 1279 250-300 (%R 9 4KBIRZ FH - 46514
HIRDN, BEECHZR BN R8T, MEELHE HANZR) « BTHAEETRIEAMSE, FHitiX
MEDAUNEER B RGE H KRR 2 - g, MNTREEEFMS, PrdFrBRmR A ERRE . B
SRR FP AL B B 3R £ B BRI IX IR = —FR oy — R oAb B Nk i [X ) —3R
o, feEEE, REMBZRMX N —us, ks .

05— ML S50 2 B B rTRERRHI SR I X AN o« QiSRG X O ATA TURRE T 03 EAESE, S A
TEIL T SRR R I X R 5l (nsegments * page_size)fil i, 405 e HF BB K%L H 10, I7EiI386. 1
A LABA PR SCRF IO B KSR I X R/ N A0K » QSR 7 B8 B K U 75 B AR A B RE P i P — LA R B TS -

DR ARAAN ST BN S, BE IR A BRI (R AE ™ B 20 7 BTG O T IR SCRFESEMER P XA,
NFRRIMER: WRTTIEBIN T RIGRIM X, A RE T o B — SRR XA P (R A7 A

O N T2 =5 P RS I ) S8R R, MRS BRSO B GE TSR] « A 4F->H T BRI (B -
OXFMEES DB E, XEARAE — BN H% X
Obus_dmamem_alloc -> bus_dmamap_load -> ...use buffer> bus_dmamap_unload -> bus_dmamem_free

OXFF WIS FPAMER (Rt &, H HAHZLHZRIHIX.

bus_dmamap_create ->
-> bus_dmamap_load -> bus_dmamap_sync(PRE...) -> do trans fer ->
-> bus_dmamap_sync(POST...) -> bus_dmamap_unload ->

-> bus_dmamap_load -> bus_dmamap_sync(PRE...) -> do trans fer ->

-> bus_dmamap_sync(POST...) -> bus_dmamap_unload ->
-> bus_dmamap_destroy
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024 n# Hbus_dmamem_alloc()  OIIFE AT, &bt 2 AR X Bt b AN KNy Ji
Flbus_dmamem_alloc() H I F—FF o« XL T ok AT DLGRIEEE & 0 XA — P BomBest (R i =]
ATDAET I REOR) |, HIERE L RIHT (GIGEA 2R EEINPROGRESS - X FE LN Bl B A TR Z1ER)
HE Ry .

O SF RGN -
static void
alloc_callback(void *arg, bus_dma_segment_t *seg, int nseg, int error)
{
*(bus_addr_t  x)arg = seg[0].ds_addr;
}
int error;

struct somedata {

\

struct somedata xvsomedata; / * FEilt «/
bus_addr_t psomedata; /  * PSR EHIE «/
bus_dma_tag_t tag_somedata;

bus_dmamap_t map_somedata;

error=bus_dma_tag_create(parent_tag, alignment,

boundary, lowaddr, highaddr, / xfilter ~ */ NULL, / «filterarg */ NULL,
[ * maxsize */ sizeof(struct somedata), / *nsegments */ 1,

/ * maxsegsz */ sizeof(struct somedata), / xflags =*/ O,

&tag_somedata);

if(error)

return error;

error = bus_dmamem_alloc(tag_somedata, &vsomedata, / * flags =/ 0,
&map_somedata);

if(error)
return error;

bus_dmamap_load(tag_somedata, map_somedata, (void * )vsomedata,
sizeof (struct somedata), alloc_callback,
(void ) &psomedata, / =xflags =*/0);

ORBEERE K, WHRER, HIGZIEMIOERTIE. SRERE: MRS PNAFRE, &
RENHER— G E BRI (RN TR R IR B R VFR0TE) B — MRIFRER

0= InEAEE & X 2 fHbus_dmamap_create() ~ BIRERIBRATHS, T EAATEERIER, RO TURBUSFIR
TEHES ER R EGEAT R - (R E AR T AT

{
int s;
int error;

s = splsoftvm();
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error = bus_dmamap_load(
dmat,
dmamap,
buffer_ptr,
buffer_len,
callback,
/ =callback_arg =/ buffer_descriptor,
/ =flags */0);
if (error == EINPROGRESS) {
| *
* PUTDEEAELUR RS IR R [F 2 -
* [EER AR ESRATT Tspix()  Hitsleep() A SHEA .
*/
}
spix(s);
}

OVARFEE SR ATB R VR 50 B2 -

O1. gl BxCHARCTER DAL HRTERIER (FIIICAMIER) | MIRFETEE— 5 AL B [ AR
EHREF AP S R, BRI 2PRCIER . ZEARFERZHIMIFELY . BT RERREE, R
SKEAFIEEERERA BT IR MFER -

02. fnARESEA R BOR EIN 2R (FIInFAF s LEGIINREIER) | NIFHEAR N XA L ER
PhRE, Ffsleep) o JEHEE EHREBOARAR, ERATLEFRERDIRE . WRIE T FPIR
&, EROZA M MERRIE . FEXFOTET, FRREEE AT RLR L ERETEEIEL) |
B TR B AE SR O X AR AR B - [EIASERUR, 1B s RUSLRE (5 X A7 O BOACH R AT TR Y
A .

10.7 DMA

OISAE 2 Direct Memory Access (DMAE BT DMA#EHIZS (SLFr LR TATHAIF T, HiX HE T4
) SEHAY . R T HELARTANISAR AT R, SR AIE = A2 AR HEDMA RIS+« £
7, FreeBSDEEME T —E WAL, XLREKZIEDMA TS B B BIH TN & BN T Ras Tk -

O A fal SAH DL AL L RER) IR & - IR PCILERIE &R TR &E—FE, BB TR 4 S F N i
Ik ENIEIEMADMAZE RIS T EZAME—FIE R S &ME - Frlh T ER, AR S DMA ]
fr o AIERPEIREFES, RGIDMA S 38T ZAAME— SISm0 T R EHE — T DMAEIE _E#0E
PR

[void isa_dmacascade(int channel_number)

OfrE #— P RiEE S RS WIE e - L BINEREF, AT Z I DMARE KA R AL -

OXF FEEARRE, FERMERENR. EHRNREERE.

e int isa_dma_acquire(int chanel_number)

RE— 1 DMAEIE - FIZHNLRIEO, 4nRiETE O IR sl E IR P AR E R M EBUSY . KE%L
MISABREEAREI ZDMAEIE, FIX A RECE FAEE SR - S8 BRIRIIUCE O f X
REMNZ A, EEATLAER - WRAER, M5 EHEDMA BIFER 2 panic.

e int isa_dma_release(int chanel_number)
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BERULHT R B (IDMAEIE - BEACEERN LAUNGER EARTRIEH (A5h, BECEE R R &LAAGE
Bl E AR SR -
e void isa_dmainit(int chan, u_int bouncebufsize)

A0 R R B TE A B RORR IR X o 15 SRR IR X K/ NN BERBIT64KB . LU, NS &g b X il I A2
YIHEESR), s HISA BRI RIFNAETE R, B E6AKBRA R, S B ah i SR IX - dn&
R RS LIASZHRIZMIX (F140, Hbus_dmamem_alloc() P ECAOHRLL) | NIAFEZ
Flisa_dmainit() - {Eff F BRI EL S 1EE S DMA TS 28 (ST R EIR 2 154E % 7 (% .

o chan-HES

o bouncebufsize- DL TT 1T [ B 8% i IX A/

e void isa_dmastart(int flags, caddr_t addr, u_int nbytes, i nt chan)

Y S SIDMA 55 - SEPREshk & L RfE < Bl U i I R ECR IS EDMA EHIZS - TREZIFXES

RS HAEISANAAIEE 2 N, GnRASEN B sh i R i X . QiSRRG X, H R X %

HHisa_dmainit)  XE, 5 TIEREEE NSRRI, MRS ¥ panic. 5ifsk B #5888 X

IO, BB B o0 D2 R X -

o flags - MY, 1R R EEAANERIERRTY . J7 M IB_READMIB_WRITEL fF -

o B_READ - MISAE 2155 N 17

e B WRITE - NN EFISARLL I

o B_RAW - I X BENIDMATEHIZS B S0 ERMIX, HAEERERE B EFVBNLEED, BREES
REIFE—ZMX (M5, WHREF A REA L&A — MEW 2 Bl & b X FEdE) - REE
WE, AN —IKIEHER, AR T — K& B LR Hisa_dmastart) - AEEAEH
SRR X B EFB RAWAHE X -

o addr -Z i X KL

o nbytes FHFXKE . LAVNTET64KB: NATKEHNO: FHDMATERIZ R 2 EEH64KB, TN
R EE 70, A2 SECNATMERECR « S TIEE 5SS TS TA0ER, KELTF HHL,
By e E B R 2T - SRR T, & — PR -

e chan -HiES

e void isa_dmadone(int flags, caddr_t addr, int nbytes, int c han)

WERERRTERE, FPNE. R ARG XA ERIE, TRFEE S8 2 i X 7% D2 [ G
ZiMX . & isa_dmastart)  FIMEFE . RFFEAB_RAWKRE, HE —SEAZE

Midisa_dmadone()

e int isa_dmastatus(int channel_number)

IR E] 2 R P RIR AT R frisa_dmastart()  FIXE T B_READHIENL T, IREIRET —EARSE
TE. REERNTE W BB XIRKE . EXWAERERE L E SRR LR RN RE
FIRAITF R MRFTEAT0, ML R G A& -

e int isa_dmastop(int channel_number)

JECFF 2 i R R BRI R AR A H 7 T8
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10.8 xxx_isa_probe

03X BRI B R A - WRIRBIRE P SO B sh il & BCE R LAy (AR A & B A 77
k), U E ST A AR T SEA -

OXFFEREAEL, WRARIINEE, B OTUENIE BRRM, sE & BT R, IR 25K
[El— M EERER - SRR & NN L AUREEENXIO. HAS A AT RER R HA M . THAEERE
A . REBANENAE IR B TR IR ) -

O PnPE & P2 ME DR R AURENE - flan, ARREHEF LRI AR O MESHm R - )
IR B AR R o ZERRI GRS R B AR (E IR SRR PR R A 50 (Meaidin, IR EIORIBRENTE 7
BESESOMER, BRE-NER, RE-20F G, %% o X5, GBI e e Fa
HO(HR S WEREIRE AR E-1) T RIS SRR O A &R B I AR e b3 (LR 24 AR 2

HiRE0) .

O & AR 451 xxx_softc R GUAE AN G R 2 B o3 Be - SR G AR R EIEE R, AT 2% RS H )
BUB AL - B0 S H IR ER X BHAE Fp L A R UE G 43 BCARIEA (8] & (8 FH RS BlR,  BAtRIXE
2 BERE FE L FE AR 22 2 G 42 L - AN SRR T SR, A RFRs R GU IR R AE LU (% %25 151
Hexxx_isa_attach() o WRIKENEFIRE A(E, BAGELRIE TR RS & = L Se A H H E =GRS w0 A -
B RGN AR R E R I BR, AR EN R SR R h 'R el
Lxxx_isa_probe()  IREIONT, EREIRIEMBEIREE—MFER, M E TR N 23X
- (BB EIR S FARELRERIER T, RVFIKEhEE 72 BRI R R [F O G AR P T Z (Al R
O 07 AER I 5 AR LA 4 & FR A B8 7T 5 R 1

struct xxx_softc *sc = device_get_softc(dev);

int unit = device_get_unit(dev);

int pnperror;
int error = O;

sc->dev = dev; / + BEIE[ESE «/
sc->unit = unit;

DRERREPNRRL# - REREET — M EPnP IDYIRIRIAITH . R E XD IR SCHF PP 1D
AN T AT 2048 H AN ROX 21D WIS s 7L 5 1A -

pnperror=ISA_PNP_PROBE(device_get_parent(dev), dev,
xxx_pnp_ids); if(pnperror == ENXIO) return ENXIO;

OISA_PNP_PROBEZHAIT: WHRF (GE&HRIT) WHBPEENPnPITNE], NEREENOENT. WISE#HIE
FPnPIUE], BRI ANIDANEE FZHAME—ID, NMHEREIENXIO - &5, WRIE&EFETFPnPEICHE F#+H
FI—/MD, NRME0, F+ Hdevice_set desc()  MFEHEUSE Y ARAS TR E -

DRz & WEREF DECFFPnRR &, MIEHEEALNT:

if(pnperror !'= 0)
return pnperror;

OXF AL RPNRNIR IR FF AN TR B4R b H, RN IR F &5 IPnP IDE, HUREPnPR LV
Z15FIENXIO -
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DM GIREEH 2 OFEFE LR DERTIR, WI0WwAS, RKAMHFENE - XTARESE, Wehiery
AIRER BB R I EA LR HRIR - PnRX&EITE BIRHPNPT AZATUCIRE, HENsEFAFEZE A
WEA]-

DiEF VRS SR 2RO EREMRRA S - AL E PN EREFFRTIEERER (R
EANETERI AR o FE BB 28BS R (E-

sc->port0 = bus_get_resource_start(dev,
SYS_RES_IOPORT, 0 /+rid =*/); if(sc->port0 == 0) return ENXIO;

O 23 M S (R A softB i A, DUECRIR(EH] - IRFEAEHF (- M, R A H BIRR AR 218
WITCIER R - WRFANBERERH, WEREEHRATAT . M5, —SiREWshREF A BER, 20 s
BATRERIRE, WAF:

[+ M &EFTERTRERIEEIO Ui A Hitk® «/
static struct xxx_allports {

u_short port; / * g AR+

short used; /  + JEFR: Ui OS2 S O EALBRITTER «/
} xxx_allports = {

{ 0x300, 0 },

{ 0x320, 0 },

{ 0x340, 0 },

{0,0}/ =* REH =/

int port, i;

port = bus_get_resource_start(dev, SYS_RES_IOPORT, 0 / *rid */);
if(port =0 ) {
for(i=0; xxx_allports[i].port!=0; i++) {
if(xxx_allports[i].used || xxx_allports[i].port != port )
continue;

[+ BT +/
xxx_allports[il.used = 1;
[+ FECHH BTN «/
return xxx_really_probe(dev, port);
}
return ENXIO; /  » O JCVERIRFIE CEm i «/
}

[+ AEETRERE M AR A 228X L +/
for(i=0; xxx_allports][i].port!=0; i++) {
if(xxx_allportsJi].used)
continue;

[+ PRCHEBBER - BIGERA IR O A BiE &3
« BDBATLUG A S FHRIEN

*/

xxx_allports[il.used = 1;
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error = xxx_really_probe(dev, xxx_allports[i].port);
if(error == 0) / * FEAR U OB — M «/
return O;

}
[+ BN T E AT RERIHbIE, EERCE AT «/
return ENXIO;

OS8R, BoX LR FiE W N LIRS F identify) B - (HATHEE — 1R = AU R R (T 2 7E
P %probe() FHIERUELS: AAFHIFPHRI &k — S H AN BB & AN - TN GIRE & K brsensitive  FER7: 8
SR E LR, NEREA A - Hidentify)  PIREAEFTHHRMZAHAN, FIENT A BB
WA ATREALIX i

OIAE, FAVERERR O USRS &R A8 (PRRREERIN) |, POV E S F X MG
H

O ©

if(pnperror / * HXTHEPNPIZ A «/
&& bus_set_resource(dev, SYS_RES_IOPORT, 0, sc->port0,
XXX_PORT_COUNT)<0)

return ENXIO;

O%/E 0B EeE— g D ihk s\ Bk (Estarflends B2 UL “HHAFATE L bus_set_resource() 154
BERFLAE” ) -

sc->port0_rid = 0;
sc->port0_r = bus_alloc_resource(dev, SYS_RES_IOPORT,
&sc->port0_rid,

[+start */ 0, / *end*/ ~0, /| =*count */ 0, RF_ACTIVE);

if(sc->port0_r == NULL)
return ENXIO;

OVIRAE AT LAV ("] I BRET ROFF A de e, A TBt T AR 2 1% & B ABEH e B &2 S il e
WOAREEAE R o QRSB T AT RERA AL S X ik |, Bl X it EARASRR 1R -

08 H W Eh e 7 EEERGIREA B B PR R X Z BIE A PR LIRS A TR, A
PADELAY() SR - SRIMGIRRL IR ANRER AL, 58 LAIITR SR B N SR - IR A X
B I RRIRL, U AT RE R & iR e B B iR, IREhREF L UR I BER, HiEER R RRRT, Aid—L
BN B AR PR AT 58 RVEBUEDELAY () 7EAE ML A5 LA AERS HH &= AR R], (EFEEAECPURIANE], theR
oL H —EHNREMRE -

DR FIREE BB RS BN T E, Er UIBEEMRN R . (EAEIOIE -

[ DU ERET B & ULl «/
if(error = xxx_probe_ports(sc))
goto bad; / + REIFIBHTIR «/

ORI T Fr Z & & BRI 7S . BRi%ixxx_probe_ports() AT BB E AL« (HaR AR —fng &
RS A USRS e . 9%, A TFPnBEE, PP NEF B oL BRI .

if(pnperror)
device_set_desc(dev, "Our device model 1234");
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DT BIRE R, 4 B0 i SO w L B A A sk A AT E SRAE R, s miRm A B30 E - AR
EE— MR LN ARG T - BRI BIRER = RO RER AR, XD RO B H R SR D REME R T

HL AT LA A B A T R R AL -

O WAL T IAE AL EC B SRR, BB B8 & ] IR IR B R L B A A7 A P HUEACE - sk
PR ARSI AT FHENANE], B2 R = R NEY mTRER P PRIGUHE KB B SCHE AP RS Bk, (B T 00E

HOAETH A, MRHEERXAD . —DSEBEH] 7 AT fER XL

I+ ESER AL E ok «/

sc->memO_p = bus_get_resource_start(dev, SYS_RES_MEMOR

if(sc->mem0_p == 0) { / * &H, APBEIEE «/
sc->memO0_p = xxx_read_memO_from_device_config(sc);

if(sc->memO0_p == 0)
[+ MWXEEEFFatBATiXIL «/
goto bad;
} else {
if(xxx_set_memO0_address_on_device(sc) < 0)

goto bad; / * WHEAZIRACMIL </

}
[+ BBSRA, RENFRN,
* NTRLRE, NFERPEFE,
« TR MRS BCE S ey T, LUER IR & IAFRZ S
* B MEFERIEAPIENFERMNEES “msize ” BLERIK,

= HISA B HEhb 3

*/

if(pnperror) { / * (AT EPNP& & */
sc->mem0Q_size = bus_get_resource_count(dev, SYS_RES_ME
if(sc->mem0_size == 0) / « FPEHETRE «/

sc->mem0_size = xxx_read_mem0Q_size_from_device_config

if(sc->memO0_size == 0) {
[+ REXRRFIEHEN T, F Hohlc B,
* APHREWRFRE, FIHEREREERMIER
(45, ESMERRIERENSEFAR)
*/
sc->mem0_size = 8 *1024;

}

if(xxx_set_memO0_size_on_device(sc) < 0)
goto bad; / *EWERAIFFRN KA «/

if(bus_set_resource(dev, SYS_RES_MEMORY, / *rid */0,
sc->memQ_p, sc->mem0_size)<0)
goto bad;
} else {
sc->mem0Q_size = bus_get_resource_count(dev, SYS_RES_ME

}

DA, REH R EIRQIDRQETH I BT A -
DR —YIATIER , RJEmE AT LUBE TR SRR [ ) -

Y, 0/ xrid x/);

MORY, 0 /+rid */);

(sc);

MORY, 0 /+rid */);
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xxx_free_resources(sc);
return 0O;

Ofls, SCHEBFHEO - Pra SRR SR E RO - FA IR ALIEE— 125, soft A B 4a FATTLL
BIELL, B FEATRERB I RS TR IR BLNX SR AT IE S -

bad:

xxx_free_resources(sc);
if(error)
return error;
else /| = WHUIEERARH «/
return ENXIO;

O3 SERE IR BIRE - BHRRIRENZ M SEm, IR EME] — Rt , BRRATEEHR T
7

static void
xxx_free_resources(sc)
struct xxx_softc *SC;

[+ FRERADTIR, WARIEONIEERL «/

[+ FRIETALFE R EL +/

if(sc->intr_r) {

bus_teardown_intr(sc->dev, sc->intr_r, sc->intr_cooki e);
bus_release_resource(sc->dev, SYS_RES_IRQ, sc->intr_r id,
sc->intr_r);

sc->intr_r = 0;

}

[+ BAAS BT RIFTEFRANTE */

if(sc->data_p) {
bus_dmamap_unload(sc->data_tag, sc->data_map);
sc->data_p = O;

}
if(sc->data) { / * sc->data_map FTOHRREEE «/
/= the map will also be freed */
bus_dmamem_free(sc->data_tag, sc->data, sc->data_map) ;
sc->data = 0;
}

if(sc->data_tag) {
bus_dma_tag_destroy(sc->data_tag);
sc->data_tag = 0;

WRE, BRHMRIBREARE ..
if(sc->parent_tag) {

bus_dma_tag_destroy(sc->parent_tag);
sc->parent_tag = O;

141



O010E0ISAKR &I 51 FE/F

[+ BERTH BEHIR «/
if(sc->mem0_r) {
bus_release_resource(sc->dev, SYS_RES_MEMORY, sc->mem 0_rid,
sc->mem0O_r);
sc->memO0_r = O;

}

if(sc->port0_r) {
bus_release_resource(sc->dev, SYS_RES_IOPORT, sc->por t0_rid,
sc->port0_r);
sc->port0_r = 0;

10.9 xxx_isa_attach

O an SRR FIFER B R ) H B AR GOAFEEIL D REIREF, MR GIRE 1 SR RS R P SR P e B R 5T -
WAFIRFIRER B0, TNZE e I REH e Bl SE BRI & St softe,  LREHH FRERIIGIAZCE - [RIRY, AnsRIRm
BIRRIRIE0, &R REM X M PR IE N SRR R SO A - IRFEM IR B UE, WIKEhE
FrrT RN VR -

ORI FER, EEFIRRIREO0, AR E R -

OEZGIRE AR SIIREMGIRRAELL, K — LW FEIERE — R R 5 URZET -

struct xxx_softc *sc = device_get_softc(dev);
int unit = device_get_unit(dev);
int error = 0;

OIRJE 7 ECFHIE FTAE SR - R T o F VB A AR B Rt iR, IR RRZE BRI - BN FHE
HMGIRECE S HCE T TR BIREE, HRHENREES Wsofted - ARFMGIRRE T T —L4i50
FRIHIR, MAREHRSE (EHo R ER) -

sc->port0_rid = 0;
sc->port0_r = bus_alloc_resource(dev, SYS_RES_IOPORT, & sc->port0_rid,
[+start */ 0, / *end*/ ~0, /| =*count */ 0, RF_ACTIVE);

if(sc->port0_r == NULL)
return ENXIO;

I* WERFF =/
sc->mem0O_rid = O;
sc->memO_r = bus_alloc_resource(dev, SYS_RES_MEMORY, &s c->mem0_rid,

[+start */ 0, / *end*/ ~0, / =*count */ 0, RF_ACTIVE);

if(sc->memO_r == NULL)
goto bad;

[+ HUSEHAE «/

sc->memO_v = rman_get_virtual(sc->mem0O_r);

ODMAE 3KIEIE(DRQ)LMARLS A AL - % Hisa_dma * () ERECRIITHIIAIL - 20
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[isa_dmacascade(sc->drq0);

OFWrERE(IRQYH AFFIR - BR T 0 ECLASY, JXEHRRFP () P A B pR A R = 5 8 R - £ Z HISATK
HREFH, HASE %QAquLEE?ﬁEﬁ ERRERILT . BANNEREFS, ZRNE, Bt
fE 45t softdtIFEE - — MREZEMFERAET U softclah S BL/E, MsoftdiFH T SIRES, MM
iﬁ:ﬂ%’ﬂiﬁsoftcﬁﬁl%ﬁo IZJET XN EWEEHATARBSERMARFEERS—, HFAFENHRER

M. BrEEEEBCHEN, H5, SEMEA SSRGS, ez a] 3= KR p IR s
ﬁﬁ%o

sc->intr_rid =

sc->intr_r = bus_alloc_resource(dev, SYS_RES_MEMORY, &s c->intr_rid,

[+start */ 0, / *end*/ ~0, /| =*count */ 0, RF_ACTIVE);

if(sc->intr_r == NULL)
goto bad;

| *
* (RERXXX_INTR_TYPBYE SUKER T IR sh 2 7 A2 7
* FIANINTR_TYPE_CANHTCAMYIREHFE 7

*/
error = bus_setup_intr(dev, sc->intr_r, XXX_INTR_TYPE,

(driver_intr_t *) xxx_intr, (void *) sc, &sc->intr_cookie);
if(error)

goto bad;

ORISR T TR B S NFHTDMA MK ER A A7 R 24 #5178 77 24 -

error=bus_dma_tag_create(NULL, / +alignment  */ 4,
[ *boundary */ 0, / =*lowaddr */ BUS_SPACE_MAXADDR_24BIT,
[ *highaddr */ BUS_SPACE_MAXADDR, #filter =/ NULL, / =filterarg */ NULL,
/ *maxsize */ BUS_SPACE_MAXSIZE_24BIT,
/ *nsegments */ BUS_SPACE_UNRESTRICTED,
[ * maxsegsz */ BUS_SPACE_MAXSIZE_24BIT, / xflags =*/ O,
&sc->parent_tag);
if(error)
goto bad;

% RZ IRV NACHRE AR AR

* {RiXsc->data FEAIFFIEILZEIRRIGEH . FIIN— DRI IX AT RER -

* struct {

* u_short rd_pos;

* u_short wr_pos;

* char bfIXXX_RING_BUFFER_SIZE]

* } xdata;

*/

error=bus_dma_tag_create(sc->parent_tag, 1,
0, BUS_SPACE_MAXADDR, 0, /+filter =/ NULL, / =filterarg */ NULL,
/ *maxsize */ sizeof( * sc->data), /  *nsegments */ 1,
/ *maxsegsz */ sizeof( * sc->data), /  *flags =/ 0O,
&sc->data_tag);

if(error)
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goto bad;

error = bus_dmamem_alloc(sc->data_tag, &sc->data, / x flags */ 0,
&sc->data_map);

if(error)
goto bad;

fE&sc->data_p MIELL R, xxx_alloc_callback() PRSP ST pEbiihils
REINERE S B LS L TEE .

SE KT BN AR — 15 FEH N 2

HCSTEA] DGR

static void
xxx_alloc_callback(void +arg, bus_dma_segment_t *seg,
int nseg, int error)
{
* (bus_addr_t  *)arg = seg[0].ds_addr;
}

* * * * * * * * * * *

*/

bus_dmamap_load(sc->data_tag, sc->data_map, (void *)sc->data,
sizeof ( * sc->data), xxx_alloc_callback, (void *) &sc->data_p,
[ =flags */0);

OB TErERBIRE, R&N S EIAI - IR REEMmMNRT AR E, WREqRER -

if(xxx_initialize(sc) < 0)
goto bad;

DR T RG0R e S & _EITE RN GRS B RN & 1A - (BRSPS TE — X TR &K
BOMER., AR, Bl

device_printf(dev, "has on-card FIFO buffer of %d bytes\n" , sc->fifosize);

DR FIREB R R, BUOREFRZ FAHTHERER -

OERGIRER G — PR R & RSN IDIRET ARG - SEROX P ERAR T T U T IR sh R P /Y
R, FRALAE - Bk E - MR E - CAM SCSIE &R %% -

OanSR AT A TAEE R MR B AL -
error = xxx_attach_subsystem(sc);

if(error)
goto bad;

return O;

D&, AHBFHEL - REEHRET, A BRN S $GH B - Bl IR X — . 5 softcf 24y
FATZ A EA, FHEARER L ERSE T HRERE:. RS ENEN RIS -

bad:

xxx_free_resources(sc);
if(error)

144



O010E0ISAKR &I 51 FE/F

return error;
else / * exact error is unknown */
return ENXIO;

DX E R G RER 2 HE -

10.10 xxx_isa_detach

ORISR F X%, HIRBIRE Py ml Ingissr, AKENAE e BRI EN = RE ) - sk
RE PR ST RPN, X — MREEAORHE . EISABZASRARIR, BRI X MFHER TISAIR &R
HE . HEIKEREF R TR IR G, BARZBI N AFEERARN BRI EA L PR ER
FVIBUL N A TR BRI B R, HHTR TR EER, XHEERERENE T EFIRETLE
NMERR - A—DEWRHBAFERTA RS R S B ERMUTFEZHAZERME -
THRIENRE T2 —TE R AIERAE, RN SR TAEF LS L5817 OF B RGBT T Z e
WRAPAN) - RN, HTZEEEEE, LEXREEGIE-

DaRINEF RIS, R BIARRE0, AR B EEHRAS «

O EZEEERNEE - ZMAE—FEERERENEF NN T R0 E - WRREFHFIEITIT

&, WA R R4 B R SRR AR AR AT 0 o RO RBUR TR E N T RS
AT IRM5< H] ORE S RIS SRR P VB BT - 38 5 ) 5% P (AP 2 B A et -

struct xxx_softc *sc = device_get_softc(dev);
int error;

error = xxx_detach_subsystem(sc);
if(error)
return error;

OF—#, WahfeFrlfem BE MR —ZrPRE . BFEEEFELTHRE, ZXHDMAEE
ORI LOBE IR B RN FE - W T REMENEFT S, XIER KGR, HittnRINsEF+ 8
TR, BARZERAEMALLT -

[xxx_isa_shutdown(dev);

O & Je BT R SR IR B AT -

xxx_free_resources(sc);
return O;

10.11 xxx_isa_shutdown

O 2 ARG IR EBIRE o Gl E (R At ATEM— BRI T RZEUSARET 5 AR Z8
PRENME, BIHGXAREGFIERELT, FANE EHERDN &S WENBNL - BFERE LI
SRR, DIRAECE B R fEm EF RS O TIRZ SERAVERBI AR &R EH) - RE
TBOUT, A& A e TR ADMARNIFNT, FHE LR ERTI R ER NMFER - WS EBUR TR, K
BEBATTTCIEAE AT I8
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10.12 xxx_intr

O YRR B R S A R ITES it 2 VA A b B bR 2R - ISARERAN TCRFRIT L CRERFERIE I BISN) |

PRI L SEPr _E an SR T A B R R A, L RT DU E P 2ok B HaRk % - SR, HPIT 0B R AL e 11X
BEHFSHFR PN EHE RS ER . RAE, W AR 4R E .

OISAIRENRFIIHA E R BUEF R ITTEENS &R - MAECEIKRTF, X1 FHbus_setup_intr() TR B AR
FEWUEFEEEFRET IR EN S E . RIEHAE, EN SRR MEHsoftdIiEs - FItHkratE
PRIEIGHE R N AP IR -

static void
XxXX_intr(struct xxx_softc *SC)

{

OEBfT#EHbus_setup_intr()  FIFWTRRISHIRE PRI L - X EWRE S TR b F SR 2
W AT B P -

Oy 7 RERTES, PTG E IR 5 RaAe

while(xxx_interrupt_pending(sc)) {
XXX_process_interrupt(sc);
xxx_acknowledge_interrupt(sc);

}
O AT BE R B AU A NPT, (EANRER PITIE RIS N S, HE ARSI .-
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PCI% 5

7 spellar @SMTH.

OAFE R 1EFreeBSDH T 43 PCIE L LS & 90 S IXEhAE Fe S AL -

11.1 B 5% 8

03X JLAE B2 R TPCIE & U IS GRS ARE RIS, FAEEFIMENKE T 2EREH—1 -

11.1.1 ;RBIIE SRR IR S (nypei . ¢)

| *

* 5PCI AT A #KLD
*

* Murray Stokely

*/

#include <sys/param.h> /
#include <sys/module.h>

#include <sys/systm.h>

#include <sys/errno.h>

#include <sys/kernel.h>

#include <sys/conf.h> /
#include <sys/uio.h> /
#include <sys/malloc.h>

#include <sys/bus.h> /

#include <machine/bus.h>
#include <sys/rman.h>
#include <machine/resource.h>

#include <dev/pcil/pcivar.h> /
#include <dev/pcil/pcireg.h>

= softc CRAFFATEA LB IR -
struct mypci_softc {
device t my_dev;

struct cdev *my_cdev;

h

[+ PREURAL «/

kernel.h  HFFRIE X */

/ * FEHATIA L R A AR T«
cdevsw 45 «/
uio Z5H «/

pci SLHFIRILEN  [FTY +/

NT{EHget_pci ZE +/

static d_open_t mypci_open;
static d_close_t mypci_close;
static d_read _t mypci_read,;
static d_write_t mypci_write;

[+ FRAZEAAR +/
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static struct cdevsw mypci_cdevsw = {

.d_version = D_VERSION,
.d_open = mypci_open,
.d_close = mypci_close,
.d_read = mypci_read,
.d_write = mypci_write,
.d_name = "mypci",

I3

| *

* fEcdevsw FIFEH, Fefi it 45 & cdev FFATAL Aisi_drvl R HFATHIsofte
* M1 dev TR, FERATHEMERFIFEF
* FATEEIX RS R HIsoftc

*/
int
mypci_open(struct cdev +xdev, int oflags, int devtype, d_thread_t *td)
{
struct mypci_softc * SC;
/* Look up our softc. */
sc = dev->si_drvl;
device_printf(sc->my_dev, "Opened successfully.\n");
return (0);
}
int
mypci_close(struct cdev +xdev, int fflag, int devtype, d_thread_t *td)
{
struct mypci_softc * SC;
[+ Look up our softc. */
sc = dev->si_drvi;
device_printf(sc->my_dev, "Closed.\n");
return (0);
}
int
mypci_read(struct cdev xdev, struct uio *Uio, int ioflag)
{
struct mypci_softc * SC;
/* Look up our softc. */
sc = dev->si_drvi;
device_printf(sc->my_dev, "Asked to read %d bytes.\n", ui 0->uio_resid);
return (0);
}
int
mypci_write(struct cdev *dev, struct uio *Uio, int ioflag)
{
struct mypci_softc * SC;
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[+ Look up our softc. */

sc = dev->si_drvi;

device_printf(sc->my_dev, "Asked to write %d bytes.\n", u io->uio_resid);
return (0);

}
[+ PCISCHFEREL «/
| *

* R R RIPRA S XD IR R SR IR HEL -
« R, WERMA TR HFIRE AT -

*/
static int
mypci_probe(device_t dev)
{
device_printf(dev, "MyPCIl Probe\nVendor ID : 0x%x\nDevic e ID : 0x%x\n",
pci_get_vendor(dev), pci_get_device(dev));
if (pci_get_vendor(dev) == 0Ox11lcl) {
printf("We’'ve got the Winmodem, probe successful\n");
device_set_desc(dev, "WinModem");
return (BUS_PROBE_DEFAULT);
}
return (ENXIO);
}

1% FUG S B I AR R R R B+ /

static int

mypci_attach(device_t dev)

{ struct mypci_softc * SC;
printf("MyPCI Attach for : devicelD : 0x%x\n", pci_get_dev id(dev));
/= Look up our softc and initialize its fields. */

sc = device_get_softc(dev);
sc->my_dev = dey;

| *

* Create a /dev entry for this device. The kernel will assign us

* a major number automatically. We use the unit number of this

* device as the minor number and name the character device

* "mypci<unit>".

*/

sc->my_cdev = make_dev( &mypci_cdevsw, device_get_unit(dev),
UID_ROOT, GID_WHEEL, 0600, "mypci%u", device_get_unit(d ev));

sc->my_cdev->si_drvl = sc;

printf("Mypci device loaded.\n");

return (0);
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static int
mypci_detach(device_t dev)
{
struct mypci_softc * SC;

| Teardown the state in our softc created in our attach routine

sc = device_get_softc(dev);
destroy_dev(sc->my_cdev);
printf("Mypci detach\n");
return (0);

}
[+ REFFEAEIEsync ZJFHE - «/

static int
mypci_shutdown(device_t dev)

{

printf("Mypci  shutdown\n");
return (0);

}

| *

* ETERIRE .

*/

static int
mypci_suspend(device_t dev)

{

printf("Mypci suspend\n");
return (0);

}

| *

* XEWE (EFAFn) k-
*/

static int
mypci_resume(device_t dev)

{

printf("Mypci resume\n");
return (0);

}

static device_method_t mypci_methods[] = {

[ WEHEA «/
DEVMETHOD(device_probe,
DEVMETHOD(device_attach,
DEVMETHOD(device_detach,
DEVMETHOD(device_shutdown,

mypci_probe),
mypci_attach),
mypci_detach),
mypci_shutdown),

O011E0PCI% &
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DEVMETHOD(device_suspend, mypci_suspend),
DEVMETHOD(device_resume, mypci_resume),
{0 0}

|3
static devclass_t mypci_devclass;

DEFINE_CLASS_0(mypci, mypci_driver, mypci_methods, siz eof(struct mypci_softc));
DRIVER_MODULE(mypci, pci, mypci_driver, mypci_devclass , 0, 0);

11.1.2 ;RBIIRSHEE T FIvakef i | e
# IREHFEFmypci fMakefile

KMOD= mypci
SRCS= mypci.c
SRCS+= device_if.h bus_if.h pci_if.h

.include <bsd.kmod.mk>

O @SR ARRs B AT S FMakefile  FOA—1 B 3&, RA]LLETTmakedm R BIIREITET - i8F, 1RATLLZE
fTmake load RFIRZNARIFHEEE| MBI IEAEZITRINAZ S, Mimake unload F]7EZE4 5 EIEIREIRT -

11.1.3 EL KR

o PCI Special Interest Group (http://www.pcisig.org/)
o PCI System Architecture, Fourth Edition by Tom Shanley]et a

11.2 BB RIR

OFreeBSDN M AL a2 sk BEURHR AL T — R (1% 5 (AL - m?@?ﬁﬁﬁﬁﬁm%ﬂ@éﬂﬂﬁmﬁ (PCI, ISA,
USB, SCS¥4%) BT HA, HHiXEEHEFEMATCEERBGEIE (FlanNFFEL, Hilbrs, ot
ZDMAEIE) -

11.2.1 FEHhtFESS

0N T X PCRELEMEE AEE, RFHZEMNPCIHLE = [H K Base Address RegisteréBARSs)- FKHUBARH
E’JPCI%EE’J?Hﬂ%%EZTE%E@iﬁbus_alloc_resource() .

Oflan, — ARSI T ] BEfEattach()  BRALHE LRI R E AR
sc->bar0id = PCIR_BAR(0);
sc->barOres = bus_alloc_resource(dev, SYS_RES_MEMORY, & sc->bar0id,

0, ~0, 1, RF_ACTIVE);
if (sc->barOres == NULL) {
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printf("Memory allocation of PCl base register 0 failed\n ");
error = ENXIO;
goto faill;

}

sc->barlid = PCIR_BAR();

sc->barlres = bus_alloc_resource(dev, SYS_RES_MEMORY, & sc->barlid,
0, ~0, 1, RF_ACTIVE);

if (sc->barlres == NULL) {

printf("Memory allocation of PCl base register 1 failed\n ");
error = ENKXIO;
goto fail2;

}

sc->bar0_bht = rman_get_bustag(sc->barOres);

sc->bar0_bh = rman_get_bushandle(sc->barOres);

sc->barl_bt = rman_get_bustag(sc->barlres);

sc->barl_bh = rman_get_bushandle(sc->barlres);

D& N EAL A7 SR AR IR FF Esoftc 45147, LAMELUR AT MER ENTRZE S A -

O8R5 Rt AL A X L)1 S bus_space_ « BREL—IR B R & ER . Hlan, WEhFEFAE

B, FIASEHUR T4 € 15T A4

uintl6 t
board_read(struct ni_softc *SC, Uuintl6_t address)
{
return bus_space_read_2(sc->barl_bt, sc->barl_bh, addr ess);
}

OXURY, ATV R AR S w7 e

void
board_write(struct ni_softc *SC, uintl6_t address, uintl6_t value)

{

bus_space_write_2(sc->barl_bt, sc->barl_bh, address, v alue);

}

O011E0PCI% &

EELS0T BOEREE R

QX ELpREG LASAL, 16AL A2 FIRRATELE, VRN AR HI % Fbus_space_{read|write}_{1[2]4} .

HER: E£FreeBSD 7.0 FIEmMUAF, AL bus_+ MECKR A bus_space_ « - bus_+ EREUH RIS EZ struct
resource * ¥8¥t, M AZbus tag FAJHE - X, 750 AT LI softe H1fibus tag Flbus AJRIX FE Al 5 28 & A4,

F¥board_read()  HRENE Hv:

uintl6_t
board_read(struct ni_softc *SC, uintl6_t address)

{
}

return (bus_read(sc->barlres, address));
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11.2.2 M

00 AP B 2 A 2 B PV R AR (DA 7 0T [ N SR S AU BT - B8, AN IEIRQHTIR, &
Ja W75 R T AL P R EOR A EX N IRQ

OF—IK, KHEi%Fattach() HRERIFIF HSCF B BB -
|+ BUBIRQWEIR +/

sc->irgid = OxO0;
sc->irgres = bus_alloc_resource(dev, SYS_RES_IRQ, &(sc- >irqgid),
0, ~0, 1, RF_SHAREABLE | RF_ACTIVE);
if (sc->irgres == NULL) {
printf("IRQ allocation failed!\n");
error = ENXIO;
goto fail3;

}
[+ BAEBA R S B AW REL «/

error = bus_setup_intr(dev, sc->irqres, INTR_TYPE_MISC,
my_handler, sc, &(sc->handler));

if (error) {
printf("Couldn’t set up irg\n");
goto fail4;

}

OfER &R B DAER — LR . ROUETTR SR W, HREERTE B R . —
Elbus_teardown_intr() RE, PRFEVRE T E RN S FHORM, HAE TR EEHT TiX
WAL R B A AR R C AR A o« BT s AT DAREERR, R FH Ik R BSOS AR S REIFT R (AT LR 42

11.2.3 DMA

OART RS, FElmThREREmA - ABX LR A& 2 77152 Hbus_space_dma *() BR%L- 4 &
FHX— 1 DU BRI VERT, X B T RERE 59 - ORT, HETAPIA AT L2455, Ktb— B e E Tk
J&, FNX TR BB S AR T T

O7EPCE, 8T B4 T EDMARISNE R & DAL B P AL, BT FreeBSOH FH RE I A 775 B R Wb BE AR
ok, XA . FEER, B POERE, viophys()  ATLUABIEA ] -

#include <vm/vm.h>
#include <vm/pmap.h>

#define vtophys(virtual_address) (...)
ORTHX MR Ik Ealphal B A —1E, 3F HEATHIERBZERE — P FE Fviobus()  HIBKEL -

#if defined(__alpha_ )

#define vtobus(va) alpha_XXX_dmamap((vm_offset_t)va)
#else

#define vtobus(va) vtophys(va)

#endif
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11.2.4 BUHE 5 e B IR

OH{Hattach() AR ECHIPTE BRI F EE . LAUVIVIER, BIEAE RIS N 2 RIEBGH 7 Bk
SIEBRIZRPY, XS IR EhRE - 45 5 RGUIIR AT LLBEA -
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B o ia] 7 7ESCSI| Bl 75

Z/E: Sergey BabkinZ(Z7 % F/}: Murray Stokely #/i#: spellar @SMTH.

12.1 499

DA RSEUE 135 0 FreeBSO R & MK BN FPAISCSIMUHE KRB T, AR PR Z 5 B2 NLL R KEhiEF?
H:

e ncr (sys/pci/ncr.c ) FHWolfgang Stanglmeier and Stefan E<EEs
e Sym (sys/dev/isym/sym_hipd.c ) iGerard Roudiéfi 5
o AICTXXX (sys/dev/aicTxxx/aiCTXXX.c ) HiJustin T. Gibb&i 5

OFMCAMEIRIL A S (fE# Justin T. Gibbs W/sys/cam/ ) - 24— LR 7 LB R BB
P, H HEAR EZ MIustin T. GibbsiIUHE HH—FAREZHHE RS, FRKFEFRCH “recommended -

OASTHE AP R Bl 72 AT B - RAEERE T e & REAT, 3 EAEERRERIERS, EEMHRR
R - XGRS T U— M BRI ZR s S - ST RENEET, RETEAREERER
., FFEEMER . REEAE AT TS, W TR Z R R SRR, S
FETT 438 F M RO EAB T T o A SR RO IR R AR REAL B « X el ad o LU B SR 1 2 7 10 e £
ERSEARERREIL . E2rE, BEEMMERZEREE T, SFraaT, mUERENNEET
RHE

12.2 8 FH Al 451

OCAMAFSE A A 71 (Common Access Method - B LLZRSCSIT F S HH/0 2% « 35k 1l i &
IXEHFE P AN HIIO B R IR BN AR FF 0 B P28 B AnRd S SR shAR P BE [RIAT 42 SCSI IDE « H/al AT fa Eo A &
Y PR SRR IR ENE A A N BRI O R ES (S IEM) - Xk, W REEN
TE B SR

o SMEIBEMIR - SNEIRE (BiEE, BiH, CD-ROMSE) HUSREhiefT

o SCSHEOMEH(SIM) - EHEN/OE L, WISCSELDE, N EEERASIRETRT -

OAMERE & I EHFE R NOSEIE K, T 1#5H: - SCSKi 4 791 351X te SC S 4 % 13 8| SCSHE 1 1%

B . SCSHE AR TTRHX Loy & (& 4 SE PR {4 (38 an SR SEPrRiE & SCSI, T & FIanDE, M2
FiX LS CSIf A 4 nativei &)

O X LB AT 2R 5 SCSIG R 2y INEHFEFF , ML FFIATA 145 N SIMB F I 2% FE P 1A 51 -
ORI SIMIENAR T R Z B FE U AICAMAE & 13K 304

#include <cam/cam.h>
#include <cam/cam_cch.h>

#include <cam/cam_sim.h>
#include <cam/cam_xpt_sim.h>
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#include <cam/cam_debug.h>
#include <cam/scsi/scsi_all.h>

O SIMIENFEF LA B —FEE R FICAM T RAGEME B 2 - XAEWENFEF Hxxx_attach()  BREL
(BLADFA LS FIxxx _FH TR ME—RVAKEN R P4 7 HIZR) BAIAISEAL - xxx_attach()  BRE(E S HRLGEL B
HECECAEA, BT ARRXE U .

DX EU LD HRIER: B IEHEDBLS SIMIKERHIE KA

struct cam_devq *devq;

if(( devg = cam_simq_alloc(SIZE) )==NULL) {
error; [« —LELNFHERRAIRED «/
}

OitsbsIze NESEHAIIIA N, EREEEHIRAEREA - EESIM IWFEFFESCSIF LREBFHITA
HFIERIECE « — AT LU R

SIZE = NUMBER_OF_SUPPORTED_ TARGEITSMAX_SIMULTANEOUS COMMANDS PER_TARGET
O N —H HEATHISIMBERHATT
struct cam_sim *Sim;

if(( sim = cam_sim_alloc(action_func, poll_func, driver_ name,
softc, unit, max_dev_transactions,
max_tagged_dev_transactions, devq) )==NULL) {
cam_simg_free(devq);
error; |+ —UEEERANERMHD +/
}

VB R TR IESIMIATE, Bl TR idevg BB TR BRIk MU AT /S, i BBl e
LI -

O SCSH FH £ 4SCSIE %, A4 EETFETE B Ccam_siméhfs .

O—E@BAREE, WRSCSHRERNA —LKSCSIEEARATZEAM, B FFE—devdEit &
Z5SCSIH&? TECAMRIEANERFLA HERE: AT, HIKEhREFIES LR -

OZ&0:

e action_func - R IXENFEFxxx_action  PRELHIFEET -

static void xxx_action ( struct camsim=+*sim union ccb *cch );

e poll_func - FBIAIIEENAEFxxx_poll()  PRECHIFEET -

static void xxx_poll ( struct camsim=sim);

o driver_name SEFRIXEIREF RIS T, FlE0 “ner’ BY “wds® -
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o softc -fE[AX 1> SCSH AR FF N IR T HITRER o X DRET LUS BRI AR BURL A 2% -
o unit- EHIFEAITT, FlIUIN TSR ‘wds0™ AILET 0.

o max_dev_transactionsE IR 155 N 8 SCSIHRIR AIf A (simultaneous S55% - X ME— LT
BAEETL, FHIESCSHRAATREFISN - tLoh, WRIMBIFETF A EHIT N FEHWRIRNES B — 1 E5,
ALK R 72, (ERSPEAESHE X R Zeds: .

« max_tagged_dev_transactiods[F IR, (HR27EREREUN - IREESCSHER & AR EZ M FESHTT
X BIESHRT MRS, HWAEENEE . YRBTEAFEEES, THERERRE
KIEER, XFESCSIGRLESY (FIIRENFERT) BEEREW N ELER T - WS E MBI N B R AITREE
%o EBURTSCSIERL A3 HIRE

O &5 B EM 5 A THISCSIE AL 2% REXHISCSIE 4%

if(xpt_bus_register(sim, bus_number) = CAM_SUCCESS) {
cam_sim_free(sim, / *free_devq */ TRUE);
error; | x —UEERAHRRG «/

}

OWnSRAEFESCSIREE — Mdevdiity (BRI, HATRHHHZHFEENREBEZ £, BORFE—5FE
%), ME%SEEN0, BNSCSIK EHEFEENYEARNE - BHREERET BCHEM
ficam_sindiiF4) -

03X 2 J5 BA 1 38 2 SICAM R Yt - BlfEdevgIERT LI R FE: 7EFTE LUS WCAM A HFIEF
FllsimhZ &, devgl] IHES

OCAMI X EE RIS HAFR AL THESE . BB EIREZ (SIMIKEHIER) | HLk BAMNE SR IENER,
EH LR HCAM T RAGARS « (EMIRKEHEE AR LUy R LR AL ) Fob HAFEM B, IXREARLE R A 4
I E R 2 BB A -

DX M — AT R & B AL . B PFESMEML “path’ TR X > ENFERREE - BIF
FrE SR E A S R TR SRR 4 4 - RIS B R m] IS E RIS W (X%
Z/), ENEFRENE I ZAER MR E IR ETE, mHBEA S Wdeallocatd MEL—T{E#) . &
], TR, ShBSERERRETer), RERHERSFEFELEHINTE, XMk
REFFAER— I R RE T AR AT BER R ZE NN - W T RSB EI, BIFEE LaFE& LR RE
FENHBEAT B  XFERA AR BTN LUR S B AL F MR TE, B0 LUS A B AR

struct cam_path * path;

if(xpt_create_path(&path, / *periph  */NULL,
cam_sim_path(sim), CAM_TARGET_WILDCARD,
CAM_LUN_WILDCARD) != CAM_REQ_CMP) {
xpt_bus_deregister(cam_sim_path(sim));
cam_sim_free(sim, / *free_devq */TRUE);
error; |+ —UEEERAHRRG «/
}

softc->wpath = path;
softc->sim = sim;

DIEWRFT BRI, HIZEE:
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SMENR B IRENEFFRIID (T T— M E, MUt h=)
SIMIKZNFEFFAIID  (cam_sim_path(sim) )

HEMISCSIHFRS (CAM_TARGET_WILDCARDHIE EFE “FiEdevices )
FiZEISCSI LUNS (CAM_LUN_WILDCARD/E B8 “FTHLUNS” )

ORI EHFEFARED BOXMRTE, TR AREIE T TIE, HIAEEE I FHATHER (dismantle #F
SCSIE%Z -

OFA e softcE i IR ISR ET UME LU - X2 E A 1RAsimPIE (B mRFENER, HTllE
Mxxx_probe() BHIFEFE) -

OX e & R E SRR LT R 2 M e —0 - A TIRSEBMIEFTTIR, ©F T — R
OXTSIMIENET, H—MERECGEBIELE: MR BmZSEHIARRAR T « IMEN FEMS XK
FIISCSHIFI Al RER MF & o BILTRA XA H A CAMIE M — B o @t R FpR A g Kok g
SKCAM#ERIEE ERICAMEBNTE, &R EEHBEICAM:  (FE: &F N HRFIREFESD)

struct ccb_setasync CSsa;

xpt_setup_ccb(&csa.ccb_h, path, / * AL SE G I5);
csa.cch_h.func_code = XPT_SASYNC_CB;
csa.event_enable = AC_LOST _DEVICE;

csa.callback = xxx_async;

csa.callback_arg = sim;

xpt_action((union cch *)&Csa);
OPAERANTE — Fxxx_action()  Flxxx_poll()  HIIKENFEF A AL -
0
static void xxx_action ( struct camsim=+sim union ccb *cch );

O . CAM T R G E SRR IR LB - Simid#iA TI1EKAISIM, CCBRNIERA S . CCBt#E “CAM
Control Block’ - BRMREEFELFIAELS, BNLFINRLURAINESTRSE . IrE XL F)| H Z 56
ESBARLIRSHICCBLER . (B X—BARRER, EETSEEL)

OCAMER S FFSCSEE#il2s T/ET &2 (initiator)( “normal’ ) #x, tZFFSCSIEHIgE TIET H
Pr(target) (EFLSCSIS &) izl . X LEATRZES X ELEEE RER S -

O LTI REMZE GRAEU, J5i%) Ry sime 2 H R

e cam_sim_path(sim) - /21D (I _EH)

e cam_sim_name(sim) - simfJ45

e cam_sim_softc(sim) - fR[Fsoftc (IXEHARFFAAEETE) LM AITEET

e cam_sim_unit(sim) - HFITE

e cam_sim_bus(sim) - &EZ&ID

O TiRAIE#E, xxx_action() B U XL R AU 21| 5270 5 FIFE A © BsoftdE M IFEET -
OiESRAR TG I A ceb- >ccb_h. func_code - R, B xxx_action()  H—> KK IswitcHH AL :
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struct xxx_softc *softc = (struct xxx_softc *) cam_sim_softc(sim);
struct ccb_hdr *cch_h = &ccb->ccb_h;

int unit = cam_sim_unit(sim);

int bus = cam_sim_bus(sim);

switch(ccb_h->func_code) {
case ...

default:
ccb_h->status = CAM_REQ _INVALID;
xpt_done(cch);
break;

}

O Mdefault cas@&FJER AT LA (WERILEIRAN S | S B hR [EEH 1% & Flccb- >ccb_h. stat us
I BB Fxpt_done(ccb)  RFEEA~CCBIR[EIE|CAM A «

Oxpt_done() I Mxxx_action()  FHYAMH: HI401/OE KA LIZESIMIX BHFE 7 AF1/88 B FISCSHE i % H HE
P (FE: BIRIOEXR? ) K5, HE&&iE(post)— HWES, Fanxl gk E LR

IF, xpt_done() AT LA AT A R UAR FR# R -

O5EFR L, CCBIREANZMUNHIRIE N — R ER, TEHAE LIRS . CCB#ifE#%Exxx_action() 1
2RI, HEUSIREBCCB_REQ_INPROG H/RHIEAEHITH - /sysicam/cam.h  HE L T EE I AAPRE
B, ENINIZEEIEEIFRIFRERIRE . EEBIE, IS r EE— I HESISE (IReh) fi—it
ATREH I ISR (R EEARAL (L) A “fimk(bitwise or) - AZAESTE UG EIFARHITIS . XS EM1HIT
A AFEEE VM UG T (Errors Summary sectiodk®!] - A BERIR S TERR A -

o CAM_DEV_QFRZN - 4 FCCBI, IR SIMIXENFEFARE— T B iR (Flan, SRR ANGEmm K%k
FEEE R TSCSHMY) |, BN YA Hxpt_freeze_simq()  FHEEIERING, B & EAD EABME M F
WAL ICCBIR [ FCAMBA S, SR )5 07E (Al K CCBI% B X N EEFR Vi Fxpt_done() - X P IEHREff
BCAM T RS FREE B S IR VRRA S -

e CAM_AUTOSNS_VALID - & &R ARG, HCCBHARLEE
FRCAM_DIS_AUTOSENSE SIMIKEIFE/F 2441 B BhHiTREQUEST SENSE: - ik & fiifilsense (§7 /&
HARER) BUE . XA EERAT, sensdUE R Y # R FEAECCB HiX B T -

o CAM_RELEASE_SIMQ - 2{/ FCAM_DEV_QFRZN, 1B TSCSE= %% B 5 Hi n] (2l SR ER) T
o LI X2 ) SR K T 1 SR 2 lixpt_freeze_simq() fF1E o SIMIREHAR T ST R PP S L, HE T
REE T HIEFRAICCB BANCAMG . FEHIZSEAS K S EHE T .

o CAM_SIM_QUEUED - ¥ SIM¥— 1> CCBRHIF KA I 2 % B AR (8124 CCBH BAE M AR [H]
BCAMBT£45) o BIFELLEERRA B FECAMATE AL 7 (A, RISLE H AR T2 -

O R _action()  ASVFREAR, L SRV R FIPTE [R5 2 40 T REE SIMBOZ & BAT SR FEAL - BR T

BIARITEIRSS, CAMF REFRME T si%lixpt_release_simq()  #lixpt_release_devq()  REIZMEHINT, 1M

AN CCBIZEEICAM -

OCCBLEREL & a0 N FEL:

o path - 15K EEIZID
o target_id - 15K HFR X #ID
o target_lun - BFR% & HILUN ID
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o timeout - 3XME&HIFER RIFE, DIZFMT
o timeout_ch- — 1~ NSIMIKEHAEFF BB BRI E T2 B (CAMF RS H 8 3 A0 I BT (B%)
o flags- B FiERKHEAME BAL

e spriv_ptr0, spriv_ptrl - SIMIXENFEFRE A RKIFE (FIansEERISIMIAS S SIMFVE 5 HIER) 5 SEhR
b, BAWERNBCETFAE: spriv_ptrOfispriv_ptriEH KA (void *), spriv_fieldOfispriv_field 1275 2%
#unsigned long sim_priv.entries[0].byteBlsim_priv.entries[1].byted 5 Bt& AOEAB T 2 A/ N—E0H F 55T
H, sim_priv.bytesh— > Fi &5 K/ NIEEE

Of#FACCBHISIMAVE FBIVEBUTIEREANENE L —EHE X MNAT, FHAENSEFFHEAXILEEE X
W47, AR T XA

#define ccb_some_meaningful_name sim_priv.entries[0]. bytes
#define ccb_hcb spriv_ptrl / * TR R «/

O 56 DL B AR A U SR

« XPT_SCSI_IO - #fTII0HE S
Bk Acchf) “struct ccb_scsiio csio LB T&i# 5 & - ElilE:
« cdb_io- 5[ SCSHi & & X AfaEt stk i X A &
o cdb_len- SCSKi4& K&
o data_ptr - fRAEEER WX FEE (WREHASEVETSER—5)
o dxfer_len - FEEHIEIE K E
o sglist_cnt- 7 HUSE T BT EL
« SCsi_status i_IElSCSHﬁj‘EI"]ﬂﬂﬁ

o sense_data T2 IR EIEHRE PRAFSCSI sensig BRI IHIX GXFMESL T, WHREH 1% E CCBHIIE
7I‘TCAM_DIS_AUTOSENSE B E SIMIK B8 72 H BZ2 1T TREQUEST SENSET %)

. sense_len XK (ARG K Tsense_dafdik/N, SIMIRSHAR A1 1 b K FH 2/ ME)
(BE: —AEh, % ECERE)

o resid, sense_resid U1REIE L HaiSCSI sens& B 1%, MEATZREFF R CGRiFh) HIERT
B BATEREFNERIEENL, FYRMETEBT (a0, 1HESCSEEHIFIFOR& X H
FIFTED , R CMEWFEEERT L ST aTh 52l iEs, e E ~o.

« tag_action- i FH IR AIFISEA
« CAM_TAG_ACTION_NONE -FH& R {# HFR%
« MSG_SIMPLE_Q _TAG, MSG_HEAD OF Q TAG, MSG_ORDERED_ QGAE% Ti& Y HIFRE(E R
(I/sysicam/scsi/scsi_message.h (X5 HITZ KT, SIMIREIHEF L0 B CIRAREE
SEFEIE SR )IE AR
MR - HEESRE RN RN, PRGSO TS A3 A 1L
struct ccb_scsiio *Csio = &cch->csio;
if ((ccb_h->status & CAM_STATUS MASK) |= CAM_REQ _INPROG) {

xpt_done(cch);
return;
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}
FA TR EFA TR I 85 78 2 3R &
if(cch_h->target_id > OUR_MAX_SUPPORTED_TARGET_ID
|| cch_h->target_id == OUR_SCSI_CONTROLLERS_OWN_ID) {
ccb_h->status = CAM_TID_INVALID;
xpt_done(cch);
return;

}
if(ccb_h->target_lun > OUR_MAX_SUPPORTED_LUN) {

ccb_h->status = CAM_LUN_INVALID;
xpt_done(cch);
return;

}
RGBT EVE R TR EGRESH (W R AR HIREE) .« R TAEE S B RSS SIMBA
B, Ak FRATE — M ERAEIE, JREICCB, 15 KCAMBCCBERIALA - LUF Y BRI R, 18
IR B HAR A % B CAM_SIMQ_RELEASE] JcchoREZRSIMEAT - B, WA IER, NI¥CCBS M
EEEIE (HCB) BEl:, HBEHRERNEAR -

struct xxx_hcb *hcb = allocate_hch(softc, unit, bus);

if(hcb == NULL) {
softc->flags |= RESOURCE_SHORTAGE;
xpt_freeze_simq(sim, / *count */1);
cch_h->status = CAM_REQUEUE_REQ;
xpt_done(ccb);
return;

}

hcb->ccb = ccb; ccb_h->ccb_hcb = (void *)hcb;
ccb_h->status |= CAM_SIM_QUEUED;

MCCBHHRIH AR EIRE 1 Ik o« KRB ESRFA T — IR, QSR N A — P —HIPRE
FHHEIESCSHRZE(E B - SIMIKENAE Pl il 51 51 & W R ISCE AU SCRF R OR SR B~ [R] A 33 R A i
#% o
hcb->target = ccb_h->target_id; hcb->lun = ccb_h->target _lun;
generate_identify_message(hchb);
if( ccb_h->tag_action '= CAM_TAG_ACTION_NONE )
generate_unique_tag_message(hch, ccb_h->tag_action);
if( 'target_negotiated(hcb) )
generate_negotiation_messages(hcb);

RIFRESCSKT4 - AT LIAECCBH I MG R 7 A8 E i & I IE, X277 50l CCBH RIS € -
&M X AT LLEL S fECCBH EE MfREHE R, FEIGOL TR AT LIS MY s b it s B bt . TR
WHFEY AL, BTSRRI E e i -

AT FRERR: 0 E XS BTV Fvtophys()  SRZERI, EHRTRIRFIAphaXZ24b, HTPCRE#HE
(BN G SCSEEHIZ IR L) IKEHFEF (A AlphalB it (A R M, B3I 0 Llviobus() B 58
A e [IMHO $& 4t~ Bf A ki ¥ viop()  #ptobus() , TMivtobus() A RENTIRASN, X METRE
% . | FEESRY BB R, IREIH AR ASCAM_REQ_INVALIDIICCBRE: AT LAY, Y HifIKsh AR 5l
A - (BB ATRE X MIF  (IRBHRR R A ANl SR M H %) B SR FAlphatfy

FERIACHE R o Gn IR TR ZEY At REFL ML s B ST [EI R i hE , (EARFERANAR A, RS TATABIEEAL -
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if(ccb_h->flags & CAM_CDB_POINTER) {

/+ CDB is a pointer */

if(!(cch_h->flags & CAM_CDB_PHYS)) {
[+ CDHBEFZEIR «/
hcb->cmd = vtobus(csio->cdb_io.cdb_ptr);

} else {
[+ CDHEFZYHEL «/

#if defined(__alpha_ )

hch->cmd = csio->cdb_io.cdb_ptr | alpha_XXX_dmamap_or ;

#else
hch->cmd = csio->cdb_io.cdb_ptr ;
#endif
}
} else {
/| = CDBffcch( GRiIHIX) H =/
hch->cmd = vtobus(csio->cdb_io.cdb_bytes);
}

hcb->cmdlen = csio->cdb_len;

MR R ELIRNRE T, X—iX, 7] LIECCBT LIEZME R T e € HdE 76, Xt =lfHCcCB
AIBERREE - B SR RN VG R BB E R TT M - & &R AE IS ETE T Z AL
int dir = (ccb_h->flags & CAM_DIR_MASK);

if (dir == CAM_DIR_NONE)
goto end_data;

RIFHANTRERIEAE — D chunkf L2 AT FUE TSRS, H HEYHEMILL R E L . SCSExHIZ: AT
e A REALEE FRECH A BRI B AR « AnSRIESKENARNX D ERAIBA THLR IR - Bl 16— Rk e
HoR[EICCB, FHAE— T A B HCBETIREER - 3 chunkf sRECRIXENAEFPAE KR, AL EATTAHEANE
MTEIEAESEIR o %oF T itk 835 (m] R A 40 75 7] LS SCS i 4 (CDB)L B A o 1 SRS EeAp (o) T4
R R RSN AT ESCER, SR EPRZSCAM_REQ_INVALIDRZ AT LAY« SEFR L, ILAEAICAM S H{LF-H L
WA ERDBUETRES - BEDDIKIENEPBEMNZ N XHFEL, CAMAXMELHERE -

int rv;
initialize_hcb_for_data(hcb);
if(("(ccb_h->flags & CAM_SCATTER_VALID)) {

[ % BADLRIRIX +/
if(l(cch_h->flags & CAM_DATA_PHYS)) {

rv = add_virtual_chunk(hcb, csio->data_ptr, csio->dxfer _len, dir);
}

} else {
rv = add_physical_chunk(hcb, csio->data_ptr, csio->dxfe r_len, dir);

}

} else {

int i;

struct bus_dma_segment * Segs;

segs = (struct bus_dma_segment *)csio->data_ptr;

if ((ccb_h->flags & CAM_SG_LIST PHYS) != 0) {
I+ SGYIRIEEHZYEER) */

rv = setup_hcb_for_physical_sg_list(hcb, segs, csio->sg list_cnt);
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} else if (I(ccb_h->flags & CAM_DATA_PHYS)) {
I+ SGRIMXIEE IR +/
for (i = 0; i < csio->sglist_cnt; i++) {
rv. = add_virtual_chunk(hcb, segs][i].ds_addr,
segsli].ds_len, dir);
if (rv = CAM_REQ_CMP)
break;
}
} else {
[ SGEMXIEH EYHR) +/
for (i = 0; i < csio->sglist_cnt; i++) {
rv = add_physical_chunk(hcb, segs][i].ds_addr,
segsli].ds_len, dir);
if (rv = CAM_REQ_CMP)
break;

}
}
if(tv 1= CAM_REQ_CMP) {
[+ WERMIHRINT —chunk , Ff1##Hadd_*_chunk() KEGRE
* CAM_REQ_CMPIIEER AR (KREZFETigi kL chunks )
* JIHREJCAM_REQ _TOO_BIG,EABE ¥ TR [EICAM_REQ_INVALID

*/
free_hcb_and_ccb_done(hcb, ccb, rv);
return;

}

end_data:

WX D CCBA RV ERE, FA Tt & #iX M5 B #lhch

if(ccb_h->flags & CAM_DIS_DISCONNECT)
hcb_disable_disconnect(hcb);

1] 77 7ASCSYE# 7

Zzu%?zﬁ%u%%%@%%éEEU?REQUEST SENSEI4, LR Y K iEFRCAM_DIS _AUTOSENSH!{E %1%

. XA IAECAM T RS ANMEREQUEST SENSHESFH 1 HZ/REQUEST SENSE

ccb_h->timeout_ch = timeout(xxx_timeout, (caddr_ t) hcb,
(ccb_h->timeout * hz) [ 1000); /|  « FERPERHOAEEEL </

put_hcb_into_hardware_queue(hcb);

return;

iX ) L& IR B CCBH) R £ A — > AT FESE I

LREEIEIRIRE], R AW R (BGBE AL T bR

static void
free_hcb_and_cch_done(struct xxx_hch *hcb, union cch *cch, u_int32_t status)
{

struct xxx_softc *softc = hch->softc;

ccbh->ccb_h.ccb_hcb = 0;

if(hcb !'= NULL) {
untimeout(xxx_timeout, (caddr_t) hch, ccb->ccb_h.timeo
I+ FTATERE b . B IR A AT T +/
if(softc->flags & RESOURCE_SHORTAGE) {

ut_ch);
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softc->flags &= ~RESOURCE_SHORTAGE;
status |= CAM_RELEASE_SIMQ;

}
free_hcb(hcb); / *  [EIIF MARAT RS F 2 FRhch «/

}

ccbh->ccbh_h.status = status |
(ccb->ccbh_h.status & ~(CAM_STATUS_MASK|CAM_SIM_QUEUED ));
xpt_done(ccb);
}

o XPT_RESET_DEV- %£i£SCSI “BUS DEVICE RESET KB %% &

BT SKERAPCCB B SR B, HA il NBLBIS & Mtarget_id IRIF TR HI 2508 14F, WA HR
WAZXPT_SCSI_IOE K ARER O (B BEXPT_SCSI_IOEKATHLA) HREFHIS 5 L4
FE1ESCSIHEHIZR A ERESETH BENA %, B X MERATRE BN SRF GRREMR
BCAM_REQ_INVALID - T HiEsRFEAT, HFRAIETE CWr T £ #: (disconnected)) 25 55 gk H ik (/]
REERMTFIRES) -

B BEPREITR SRt EAES AR 2R K, FEITH A REgiER . s BRATREHEER, B EE
FEEVRRE AL T — IR S HHE K E T -

o XPT_RESET_BUS- 4 #ARESETE 5 2ISCSIE 2%
CCBHHNE#E S &, ME—RIBIS R EHTEMEHsim e PRAISCSIE 2 -
RNEMS T EE AR & RISCSIE, HiREMAECAM_REQ_CMP.

P2 FSERSCPrR -4 AANEAISCSIBER (RTREtL ENISCSESHIZR) FH¥ FrE ZEREHBAZ A BRI % B2
FIFRLE [F WAL HE A CCBAY SERCIR S FR1C CAM_SCSI_BUS_RESET X!

int targ, lun;

struct xxx_hcb xh, =xhh;
struct ccb_trans_settings neg;
struct cam_path * path;

I+ SCSIE&BENAHERTETRARAKT (8], XA I B = {5 F b S AR &
* BARBIER - EhTRE, FALXLERE MR .

*/

reset_scsi_bus(softc);

I+ EFEFTE ABAICCB */
for(h = softc->first_queued_hcb; h != NULL; h = hh) {

hh = h->next;

free_hcb_and_ccb_done(h, h->ccb, CAM_SCSI_BUS_RESET);
}

[+ ThREE) GEBRIBIERER) TEE, FAHREXME +/
neg.bus_width = 8§;
neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID
| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSET L\®);

[+ EFFTEBITERMCCBNTH IR (FE: T =clean ) */

for(targ=0; targ <= OUR_MAX_SUPPORTED_TARGET,; targ++) {
clean_negotiations(softc, targ);
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[+ MERFIREREFAE «/
if(xpt_create_path(&path, / *periph  */NULL,
cam_sim_path(sim), targ,
CAM_LUN_WILDCARD) == CAM_REQ_CMP) {
xpt_async(AC_TRANSFER_NEG, path, &neg);
xpt_free_path(path);

}
for(lun=0; lun <= OUR_MAX_SUPPORTED_LUN; lun++)
for(h = softc->first_discon_hcb[targ][lun]; h != NULL; h = hh) {
hh=h->next;

free_hcb_and_ccb_done(h, h->ccb, CAM_SCSI_BUS_RESET);

}

ccb->ccb_h.status = CAM_REQ_CMP;
xpt_done(cch);

Ix SREEM «/

xpt_async(AC_BUS_RESET, softc->wpath, NULL);

return;
FrSCSIE B NAENREORLINFTRER MF TR, FNREH L T2, ©a@n mEEN RGN
REHREH -

XPT_ABORT - #1F#8E1ICCB

Z BB S cchiSLf) “struct cch_abort cab F & . HAAME—ZEFEN:

abort_ccb- 8 #% H 1E ) cchiFEET

WA TR [EICAM_UA_ABORT « 5X & i/ IMEUSEELX MR R 2 12, ARAIE L AR
[EICAM_UA_ABORT-

AT R B ERSE X MEK - HEk BN HEISCSEE S 1Lk

struct ccb * abort_ccb;
abort_ccb = cch->cab.abort_ccb;

if(@abort_cch->ccb_h.func_code !'= XPT_SCSI_IO) {
cchb->ccb_h.status = CAM_UA ABORT;
xpt_done(cch);
return;

}

e T BAEBA TIBAS 43X 1 CCB. X AT LUty [ BT I A RE (il sRF1 5%, ER 51X CCBX
BR AR IR R SE AL

struct xxx_hcb xhcb, =*h;
hcb = NULL;

I F&A{E&softc->first_hcb FE5 W E R T HCBA SR LT R,
* AFEAREE NIARR AL TR A ~ R AR AL B AR T 12 2 A AR L -
*/
for(h = softc->first_hcb; h != NULL; h = h->next) {
if(h->ccb == abort_cch) {
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hcb = h;
break;

}

if(hcb == NULL) {
[+ ARSI H X HICCB */
ccb->ccb_h.status = CAM_PATH_INVALID;
xpt_done(cch);
return;

}

hcb=found_hcb;

AERNTRE — THCBY i EIRES - B BEERIEINTH IE SR A 74 FISCSIE &, BitET IEAE(%
iR, ECWITEE S &M R, B PR L O R 5 E M R D N TR . T R
TS B A w50, Bl THHCBERC N 1k (aborted) X FEEUNHRIX INHCBEH; & £ F|SCSIE £
FIIE, SCSIEHIZRFSF EIX M ERF BT E -

int hstatus;

[+ BAEEIRA—AEE, BN FRERRENEA BRI R 4] T
*/
set_hcb_flags(hcb, HCB_BEING_ABORTED);

abort_again:

hstatus = get_hcb_status(hcb);
switch(hstatus) {
case HCB_SITTING_IN_QUEUE:
remove_hcb_from_hardware_queue(hcb);
[ % AREEHAT +/
case HCB_COMPLETED:
[ X —FE RS +/
free_hcb_and_ccb_done(hcb, abort_cch, CAM_REQ_ABORTED );
break;

IR CCBILATIEFEER A, Fofl]—MS DURFIE A AE R 1 7 L (5 5 ASCSIERIZS, MATERNTAEF
AT LR . SCSEEHIZ 2 IX ESCSI ATTENTIONE 5, H24 H bR Haft 7R 5 & 125ABORTIH E. «
BATBENEET, LIAGR B AR ANSAGERER - IR ANEEER SN E, W10 1L, BT
BB THEMENSCSIHL . HTMmASELRTEEPANEEWFIE, FIBATEER LUK Ik
FERRE, YIEFIhZEA, FHE R IERCCBRE NIl EREE R EhMe TR -

case HCB_BEING_TRANSFERRED:

untimeout(xxx_timeout, (caddr_t) hcb, abort_ccb->ccb_h timeout_ch);
abort_ccb->ccb_h.timeout ch =
timeout(xxx_timeout, (caddr_t) hch, 10 * hz);

abort_ccb->ccb_h.status = CAM_REQ_ABORTED;

[+ BORIERIZEPIECCB ARG —1 Tl F 1k

*/

if(signal_hardware_to_abort_hcb_and_stop(hch) < 0) {
[+ B0F, BATRERGSEGRFEREME, ERIPIE
* ENHESZATEHMBE DL, HER—X
*  (FE: BB =getoff ) «/
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goto abort_again;

}

break;

WERCCBAL T W R AFIRF, MR TR E T IER, HAEMENSRERSCEHAN . SA8
I, FRRE A ETERTERL -

case HCB_DISCONNECTED:

untimeout(xxx_timeout, (caddr_t) hcb, abort_ccb->ccb_h timeout_ch);
abort_ccb->ccb_h.timeout _ch =
timeout(xxx_timeout, (caddr_t) hch, 10 * hz);

put_abort_message_into_hcb(hcb);
put_hcb_at_the_front_of_hardware_queue(hcb);
break;

}

ccb->ccb_h.status = CAM_REQ_CMP;
xpt_done(cch);

return;

XK TABORTIE R 2R, RELE 1R . B TABORTIHEFPRLUN LA IEAETHE
%, BATLACRHLUN LR BABESN S hmc it - BN ST WrFIREFEm, BAEFIEFSZ)E -

FrCCBH ILE N RECK LI AT BE 2 MRIFIER, B AMRIOESHERHX KA e EH - ME—rAR~
[ B AT 2551 B HE KR [ELR A CAM_CMD_TIMEOUT . F5&XPT_ABORTHIcaseE At &R/, 14
T TH X

case XPT_ABORT:

struct ccb *abort_cch;
abort_ccb = cch->cab.abort_ccb;

if(abort_ccb->ccb_h.func_code !'= XPT_SCSI_IO) {
cch->ccb_h.status = CAM_UA_ ABORT;
xpt_done(cch);
return;

}

if(xxx_abort_ccb(abort_cch, CAM_REQ_ABORTED) < 0)
/+* no such CCB in our queue  */
cchb->ccb_h.status = CAM_PATH_INVALID;

else
ccbh->ccb_h.status = CAM_REQ_CMP;

xpt_done(ccb);

return;

e XPT_SET TRAN_SETTINGS - & 301% & SCSIk Hik & HIE
FEBX A cchffJSEf “struct ceb_trans_setting cts HE iR & -
o valid - (#R%, RN 2 TR E
o CCB_TRANS_SYNC_RATE_VALID - [FF{& %
« CCB_TRANS_SYNC_OFFSET _VALID - [Al# %%
« CCB_TRANS_BUS WIDTH_VALID - a4 % &
o CCB_TRANS_DISC_VALID - i&'& 3 /25 F % 3%
o CCB_TRANS_TQ VALID - & & & F/Z22 B b2 BHERA
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. flags- HWESSMARL, TS &M FRIERIR . BTSER:
« CCB_TRANS_DISC_ENB- J& Al JF 142
« CCB_TRANS_TAG_ENB - 2 F# bR FIHERA

o FHIER:
« CCB_TRANS_CURRENT_SETTINGS - 24728 24 fif )t 7
« CCB_TRANS_USER_SETTINGS- icAE&EHH A E
« sync_period, sync_offset H#RH], fsync_offset==011%K [F] =
« bus_width - S5, DIALTE (MIAEFT)

B 2% [FOCNRRD

TRWAMESE, APEEMAEEE . AR REESIMIKEIEFH L RSN L, XEERE2—F
WiE, EEFE GHELUEIKE) EXTSHP—EE5K . &EH A SEOEAS SEEH T
Ko (HYSCSHEHIZRM L, EUIUKEAREES THPSEMIE, FItEEm -2 R
LENEE, FNMELAFIR, YR MEENEWE N —RERN LOEHNESE . L—ik, X
£ “new current settings HXHBEE ERHEHTRE L, SN REREDEAEIESE. b, el
W SCSHEHI S ISEPREE TR Flan, WRSCSIEHISYESILEL, il RESRILE160EH, N7
R AEE A B S EOL U T T HO BN 8137 -

— R EE R R SR B AR SRR & BRI TS B, T SRR RS M
SHECEEIEluni S 1Y -
BISLELR SREE3HN E S5 (B
. user- HAM—4H, Wk

o current - SEFRAERLAARLE

o goal- ITE “current SEUFTIEKAVILLL
RIBEERR:

struct ccb_trans_settings * Cts;
int targ, lun;
int flags;

EMED )

&

cts = &ccb->cts;
targ = ccb_h->target_id;
lun = ccb_h->target_lun;
flags = cts->flags;
if(flags & CCB_TRANS_USER_SETTINGS) {
if(flags & CCB_TRANS_SYNC_RATE_VALID)
softc->user_sync_period[targ] = cts->sync_period;
if(flags & CCB_TRANS_SYNC_OFFSET_VALID)
softc->user_sync_offset[targ] = cts->sync_offset;
if(flags & CCB_TRANS_BUS_WIDTH_VALID)
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softc->user_bus_width[targ] = cts->bus_width;

if(flags & CCB_TRANS_DISC_VALID) {
softc->user_tflags[targ][lun] &= ~CCB_TRANS_DISC_ENB;
softc->user_tflags[targ][lun] |= flags & CCB_TRANS_DISC _ENB;
}
if(flags & CCB_TRANS_TQ_VALID) {
softc->user_tflags[targ][lun] &= ~CCB_TRANS_TQ_ENB;
softc->user_tflags[targ][lun] |= flags & CCB_TRANS_TQ_E NB;
}

}
if(flags & CCB_TRANS_CURRENT_SETTINGS) {

if(flags & CCB_TRANS_SYNC_RATE_VALID)
softc->goal_sync_period[targ] =
max(cts->sync_period, OUR_MIN_SUPPORTED_PERIOD);
if(flags & CCB_TRANS_SYNC_OFFSET_VALID)
softc->goal_sync_offset[targ] =
min(cts->sync_offset, OUR_MAX_SUPPORTED_OFFSET);
if(flags & CCB_TRANS_BUS_WIDTH_VALID)
softc->goal_bus_width[targ] = min(cts->bus_width, OUR_ BUS_WIDTH);

if(flags & CCB_TRANS_DISC_VALID) {
softc->current_tflags[targ][lun] &= ~CCB_TRANS_DISC_E NB;
softc->current_tflags[targ][lun] |= flags & CCB_TRANS_D ISC_ENB;
}
if(flags & CCB_TRANS_TQ_ VALID) {
softc->current_tflags[targ][lun] &= ~CCB_TRANS_TQ_ENB ;
softc->current_tflags[targ][lun] |= flags & CCB_TRANS_T Q_ENB;
}

}
ccb->ccb_h.status = CAM_REQ_CMP;

xpt_done(cch);
return;

G SN — R ELOE RN, EahE R NTRERHE, s [ g
#target_negotiated(hch) & A LLIH R SEH:

int

target_negotiated(struct xxx_hcb * hch)

{

struct softc x softc = hcb->softc;
int targ = hcb->targ;

if( softc->current_sync_period[targ] != softc->goal_sy nc_period[targ]
|| softc->current_sync_offset[targ] != softc->goal_syn c_offset[targ]
|| softc->current_bus_width[targ] !'= softc->goal_bus_w idth[targ] )

return 0; / * FALSE */
else
return 1; /  * TRUE */

}

EFh X ESE, SREDAFERTRZE S 0 (goalZ 4L, X FERF LU BI04 a1 A B 54k
F#E[E, Htarget_negotiated() SREITRUE. MR T (FExxx_attach() 7)) 2 Fith i (E L A8
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VI AR R, B AR B EL TG I R SIS I SRR E - (3 RO RE

B, KRR

XPT_GET_TRAN_SETTINGS - X 15SCSIE#ii% & AI{E

I AREIXPT _SET_TRAN_SETTINGS) ¥4 « i i
FRCCB_TRANS_CURRENT_SETTING&ZCCB_TRANS_USER_SETTINGS & 5 [FIiH& & NI E IR sh 2
FRE Y FEE) FriEsRimE SR E 75 CCBSEf “struct ccb_trans_setting éts

XPT_CALC_GEOMETRY - it E#E B (BIOS) 45f4(geometry)
SR ALER & ccbiIZffl “struct ccb_calc geometryc’CgEF'ﬁ?im:

o block_size- A, DLFTHAIERAR/ DN (WIRAHIX

o volume_size- Hi A, PLFETIHAIE RN

o cylinders - i, ZHEAEH

o heads- %iiti, @Rk

o secs_per_track Hith, BEWLERZERIX

ﬁH%LlﬁlE’]Zﬂ"J'ﬁSCSl&ﬁ%‘Ja%BIOSFﬁ*E%E’J%jﬂ%ﬁﬁ, H HSCsIE s EABE AN 5 S/, AR
GEATRETCIRA TN « MaicTxxx BRBIAR P A A S AL SRR {51

struct ccbh_calc_geometry * CCQ;
u_int32_t size_mb;

u_int32_t secs_per_cylinder;

int  extended;

ccg = &cch->ccy;
size_mb = ccg->volume_size
/ ((1024L = 1024L) / ccg->block_size);
extended = check_cards_ EEPROM_for_extended_geometry(s oftc);

if (size_mb > 1024 && extended) {
ccg->heads = 255;
ccg->secs_per_track
} else {
ccg->heads = 64;
ccg->secs_per_track = 32;

63;

}

secs_per_cylinder = ccg->heads * CcCcg->secs_per_track;
ccg->cylinders = ccg->volume_size / secs_per_cylinder;
ccb->ccb_h.status = CAM_REQ_CMP;

xpt_done(cch);

return;

XA T — MRS, RERR T LK T E BIOSH ﬁ%(quirk) WARBIOSIE H 2 it 77 1% E EEPROMT
# “extended translation FEFR, THCEEFRE N S EEST1. EMmiT8EmE:

128 heads, 63 sectors - Symbios EayilEs
16 heads, 63 sectors - EZRIEHZ

— L RZBIOSHISCSI BIOSE M .55, FEMAE, #41Symbios 875/895 SCHIPhoenix BIOS 4 & 75
RGN & 45 H4519128/63 T 4 1@ J2 B S 55 2 & 255/63
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o XPT_PATH_INQ - B2 nif), #a)igdd, RIGSIMIKGHAEFFFISCSEERIES (I NHBA - FHLELZERD
7)) BRI -

FEPEAERR AechfSER “struct ccb_pathing cpi HiR [H]

version_num - SIMKENREFS, a1 FTA ISR A 1

hba_inquiry -4 il & T SR B A7 18R -

PI_MDP_ABLE -3 #fMDPJH E. (& HSCSI3H—LL K FG?)

PI_WIDE_32 -3 #§32i; # SCSI

PI_WIDE_16 -3 #¥16f 5 SCSI

PI_SDTR_ABLE -AJ DA 7 [F] 20 1% i 28

PI_LINKED_CDB - X #8EHn &

PI_TAG_ABLE - L FFH IR A i &

PI_SOFT_RST I #i B (et (BEE L AEE (L fESCSIE & & B R HY)
target_sprt -H B SCRRRIERR, WA TR0

hba_misc 4% il 28 1 2R 10

PIM_SCANHILO - M =D | {ID §) s\ 2 1 1

PIM_NOREMOVE - #Erix & NG EH T Z 51

PIM_NOINITIATOR - NZF & HE

PIM_NOBUSRESET # F 2 H#¥J1:BUS RESET
hba_eng_cnt#HHIHBAT |14k, 5E45H XH—SR, HFIEEE N0
vuhba_flags LR ME—RIEERR, 24 Bl R A

max_target Fx K X FEAIEFRID (8O R N7, 1601515, JAFEE H127)
max_lun -B K SCHRFHILUN ID - (WBEE RISCSIE 85 17, BRI 763)

async_flags LA 72 A B R BN AT RS, S HITRH

hpath_id -7 A4t H i = HIBAZID, SRR

unit_number 4ZHIZ5 FC5, cam_sim_unit(sim)

bus_id -545, cam_sim_bus(sim)

initiator_id - % %% B CHISCSI ID

base_transfer_speed 7= E 4 WL HHEZE, LIKB/siT, % TSCSFFT°3300
sim_vid - SIMIXENREF VLR BID, DIOSERHIFAF &, & 45 ROTEN R KK E I SIM_IDLEN
hba_vid - SCSEHIZS IR FID, PIOGREIFATF R, 8845 R0EN & KK E HHBA_IDLEN

dev_name #FEWINEFLT, DIOERHTFHE, BE4ROENNRAKENDEV_IDLEN, %
T'cam_sim_name(sim)

BCETAT B T BT 152 Hstrnepy, 10:

strncpy(cpi->dev_name, cam_sim_name(sim), DEV_IDLEN);

WEIX GRS E NCAM_REQ _CMP. FH 4 CCBIRiE NFEAL -
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12.3 %

static void xxx_poll ( struct camsim=sim);

DR AR T = it T REUNEERR (Flin, RZRIREIEARE RSN BT . CAMT RS
FEVA FREC W B BT EE 2 P ITS « RICE TR et i LR AR IR (BiEb77i%, RiRpliE
HKAATEERENE, TR IR RO R AEITRE) - A2 9 2 BRI H — 1 R s EORIE? X2
TAFRBIEALIE - xxx_poll  FIFEEE o cam_siniIFEEHENZE, TIPCIH W 2 I @ 2 € B 218
[ 45 xxx_softdfTEEr, ISAFFITHIRE LR E S, FItiRpiE—BEERE.

static void
xxx_poll(struct cam_sim *Sim)
{
xxx_intr((struct xxx_softc *)cam_sim_softc(sim)); / * for PCI device */
}
Uor
static void
xxx_poll(struct cam_sim *Sim)
{
XXX_intr(cam_sim_unit(sim)); / * for ISA device */
}

12.4 BB HEH
OunRES. T PR EE, R 2 E SCEERE

static void
ahc_async(void * callback_arg, u_int32_t code, struct cam_path * path, void * arg)

o callback_arg yE /it Al VAR 52 LA (E

o code -FRIAF T

o path -FRRFEMIERTH ERNZHE

o arg-FHHREMNSE

D8 —RREIEH)SEIL, AC_LOST_DEVICE FEiftHkanF:

struct xxx_softc * softc;
struct cam_sim *Sim;
int targ;

struct ccb_trans_settings neg;
sim = (struct cam_sim *)callback_arg;

softc = (struct xxx_softc * )cam_sim_softc(sim);
switch (code) {
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case AC LOST DEVICE:

targ = xpt_path_target_id(path);

if(targ <= OUR_MAX_SUPPORTED_TARGET) {
clean_negotiations(softc, targ);
/* send indication to CAM */
neg.bus_width = 8§;
neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID

| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSET L\®);

xpt_async(AC_TRANSFER_NEG, path, &neg);

}

break;
default:
break;

}

12.5 T
O AT B FE AR I R AR T SCSEE HIl s FTiE R B I /NE B 2R R2R T (PCI, ISASE) -

O SIMBRBHRE A W IR 247 AL R I splcamt. - RIS S AEBRBHREF 6 Fsplcam() - [R5 i (il
SWEHREFREE S RES) O TRBNZMHENEIREF, FHEEEEE, B2 XME
OL) o AT R D U T B 20 T RIS AR . SEPRCAS —E NRERRS EAT . — DEERI IR At
AHABFIFERIA A s b i&splcam() , HAEREIRARFEEA, WMAH—MREFXERFENT . T iR
WA SR R IRE, ATRUE a0

static void
XXX_action(struct cam_sim *sim, union ccbh * cch)

{
int s;
s = splcam();
XxX_actionl(sim, ccb);
splx(s);

}

static void
XXX_actionl(struct cam_sim *sim, union ccb * cch)

{

... process the request ...

}

05X R v B B, (B ERER U P W T e W AR R K RIS, XX REERE £ M

oM. FH—TE, spl() HREUREHEYEEYMNTE, FRKER/ DR X A GEHALT -
O HH 7 (51 R A0 B A5 0 R0 L A B 79 P B AR TR - A1 155 1R < 7 (typical)” H T -
08, RIMTRELSE EETES| TSCSEA (RIREHF—SCSIZZE FAYA —SCSIEHIg5IE) - WX
BN EF B ARBFIR - EEE K, REEHHEHVIBRARNTPISCSEESIES - PIRL A R H] 28
ReRZHB—1IEL, IWEATHHEE, BFE—SCSIEZ I NSRS e —EREHE N R
£ PBH S B R A G U AIZE R —# T A0 EX A RER B A ERESETE 53|SCSIE &k A
fi7 5 SCSIK & HHERIRS -
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int fatal=0;
struct ccb_trans_settings neg;
struct cam_path * path;

if( detected_scsi_reset(softc)

|| (fatal = detected_fatal_controller_error(softc)) ) {
int targ, lun;
struct xxx_hcb xh, =hh;

I+ EFFTEABKICCB */
for(h = softc->first_queued_hcb; h != NULL; h = hh) {

hh = h->next;

free_hcb_and_cch_done(h, h->cch, CAM_SCSI_BUS_RESET);
}

I+ BRERTE )THEE +/
neg.bus_width = 8;
neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID
| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSETL\®);

[ * EFFTERIFERECCBIITH# R */
for(targ=0; targ <= OUR_MAX_SUPPORTED_TARGET,; targ++) {
clean_negotiations(softc, targ);

/ = report the event if possible */
if(xpt_create_path(&path, / *periph  */NULL,
cam_sim_path(sim), targ,
CAM_LUN_WILDCARD) == CAM_REQ_CMP) {
xpt_async(AC_TRANSFER_NEG, path, &neg);
xpt_free_path(path);
}

for(lun=0; lun <= OUR_MAX_SUPPORTED_LUN; lun++)
for(h = softc->first_discon_hcb[targ][lun]; h != NULL; h =
hh=h->next;
if(fatal)

free_hcb_and_ccb_done(h, h->ccb, CAM_UNREC_HBA_ERROR)

else
free_hcb_and_ccb_done(h, h->ccb, CAM_SCSI_BUS_RESET);

}

[+ IREFH «/
xpt_async(AC_BUS_RESET, softc->wpath, NULL);

[ BEFIIRCATREAARZ IS, XPELL TN S A —F R ES
* TR R SEAL, BRI - (o TR SRR
* PR E TR R
*/
if(fatal) {

reinitialize_controller_without_scsi_reset(softc);
} else {
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reinitialize_controller_with_scsi_reset(softc);

}

schedule_next_hcb(softc);
return;

}

OARSR AW AR PSR RIS AR SRR, AR AT E = BUAE F el sR M BN T R . MR AR, ATRE
JEHCBI R IEM:, BABNTTERABEREN - REHAIHTX IHCBA A T4

struct xxx_hcb *hch, =*h, =hh;
int hcb_status, scsi_status;

int ccb_status;

int targ;

int lun_to_freeze;

hcb = get_current_hch(softc);
if(hcb == NULL) {
I« BEEH(stray) W, SRR ENR,
* B MR AR K R R L R T
*/
AT BRI B,
return;

}

targ = hch->target;
hcb_status = get_status_of_current_hcb(softc);

OESEHANCEHCBRE TS, R FEMEA A E IR [E I SCSHR -

if(hcb_status == COMPLETED) {
scsi_status = get_completion_status(hcb);

ORGEEIX MR EZETSREQUEST SENSE & H 5%, WA <M fE EMbFH—FE .

if(hchb->flags & DOING_AUTOSENSE) {

if(scsi_status == GOOD) { / * autosense T x/
hch->cch->ccbh_h.status |= CAM_AUTOSNS_VALID;
free_hcb_and_ccb_done(hcb, hcb->ccb, CAM_SCSI_STATUS_ ERROR);
} else {

autosense_failed:
free_hcb_and_ccb_done(hcb, hcb->ccb, CAM_AUTOSENSE_FA IL);

}

schedule_next_hcb(softc);
return;

}

O&RN a4 55 BEEM, EEZER NIRRT L. RX1CCB X HE Hauto-sens#: H i &%
[Fsens&#E LI, M2 TREQUEST SENSE & I LL AU -

hcb->ccb->csio.scsi_status = scsi_status;
calculate_residue(hcb);

if( (hcb->ccb->ccb_h.flags & CAM_DIS_AUTOSENSE)==
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&& ( scsi_status == CHECK_CONDITION
|| scsi_status == COMMAND_TERMINATED) ) {
|+ Jazfjauto-SENSE  «/
hcbh->flags |= DOING_AUTOSENSE;
setup_autosense_command_in_hcb(hcb);
restart_current_hch(softc);
return;
}
if(scsi_status == GOOD)
free_hcb_and_ccb_done(hcb, hcb->ccb, CAM_REQ_CMP);
else
free_hcb_and_ccb_done(hcb, hcb->ccb, CAM_SCSI_STATUS ERROR);
schedule_next_hcb(softc);
return;

}

OB T REFR— P REERE. NSCSIER (EIERANMTHE SRR R ER) BRI EH
B, SERTED R GEERNTHIMREHERSAREEND) -

switch(hcb_status) {

case TARGET_REJECTED_WIDE_NEG:
[+ PKEEH|8-bit FE& */
softc->current_bus_width[targ] = softc->goal_bus_widt hltarg] = 8;
[+ IREFM «/
neg.bus_width = 8;
neg.valid = CCB_TRANS_BUS_WIDTH_VALID;
xpt_async(AC_TRANSFER_NEG, hcbh->ccb.ccb_h.path_id, &n eqg);
continue_current_hcb(softc);
return;

case TARGET_ANSWERED_WIDE_NEG:
{

int wd;

wd = get_target_bus_width_request(softc);

if(wd <= softc->goal_bus_width[targ]) {
[+ FIHEEZHIEE +/
softc->current_bus_width[targ] =
softc->goal_bus_width[targ] = neg.bus_width = wd;

[+ IREFH «/
neg.valid = CCB_TRANS_BUS_WIDTH_VALID;
xpt_async(AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id, &n eQ);
} else {
prepare_reject_message(hchb);
}
}

continue_current_hch(softc);
return;

case TARGET REQUESTED WIDE_NEG:
{

int wd;

wd = get_target_bus_width_request(softc);
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wd
wd

min (wd, OUR_BUS_WIDTH);
min (wd, softc->user_bus_width[targ]);

if(wd != softc->current_bus_width[targ]) {
[+ EERBEBAET +/
softc->current_bus_width[targ] =
softc->goal_bus_width[targ] = neg.bus_width = wd;

I+ fREHME «/
neg.valid = CCB_TRANS_BUS_WIDTH_VALID;

xpt_async(AC_TRANSFER_NEG, hch->cch.ccb_h.path_id, &n eq);
}
prepare_width_nego_rsponse(hch, wd);
}
continue_current_hcb(softc);
return;

}
OIRJEBATTH 5 B R B2 A4t Flauto-sensi (B AT BE tHERAAE M B « B, Bl 19—t ATy .

if(hcb->flags & DOING_AUTOSENSE)
goto autosense_failed;

switch(hcb_status) {

OFATH R T —F R RTUAREZNTT, X2 F/EABORTELBUS DEVICE RESETH B 2 JF & 1F=2
EFR, EMELTRAFERT -

case UNEXPECTED_DISCONNECT:
if(requested_abort(hcb)) {
[ ks BFRFILUNERIBTE 4, EECREIRAS B FRAILUNL Y
* FTEW A EZAHCBREFRIC Ik
*/
for(h = softc->first_discon_hch[hch->target][hcb->lun 1;
h = NULL; h = hh) {
hh=h->next;
free_hcb_and_ccb_done(h, h->ccb, CAM_REQ_ABORTED);
}
ccb_status = CAM_REQ_ABORTED;
} else if(requested_bus_device_reset(hcb)) {
int lun;

[+ BRSNS B LH A4, BRI BARAILUNL )
* FrEWIT EERHCBERE N E AL
*/

for(lun=0; lun <= OUR_MAX_SUPPORTED_LUN; lun++)
for(h = softc->first_discon_hcb[hch->target][lun];
h = NULL; h = hh) {
hh=h->next;
free_hcb_and_ccb_done(h, h->cch, CAM_SCSI_BUS_RESET);
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[ RIEHEM «]
xpt_async(AC_SENT_BDR, hcbh->ccbh->ccbh_h.path_id, NULL)

|+ XZCAM_RESET DBWRAE , T5EMT */
ccb_status = CAM_REQ_CMP;
} else {
calculate_residue(hchb);
ccb_status = CAM_UNEXP_BUSFREE;
/ = request the further code to freeze the queue */
hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = hch->lun;
}

break;
O BnfEdaE 2 inss, BATHEFCAM, HREBLLUNBIPRE i

case TAGS_REJECTED:
I+ iREEM «/
neg.flags = 0 & ~CCB_TRANS_TAG_ENB;
neg.valid = CCB_TRANS_TQ_VALID;
xpt_async(AC_TRANSFER_NEG, hch->cch.ccb_h.path_id, &n eqg);

ccb_status = CAM_MSG_REJECT_REC;

I+ AERIFE RIS RIS «/
hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = hcb->lun;

break;

ORERANTRE L HABE N, 403 (processingiE A E R T ECCBIRA:

case SELECTION_TIMEOUT:
ccb_status = CAM_SEL_ TIMEOUT;
/ = request the further code to freeze the queue */
hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to freeze = CAM_LUN_WILDCARD;
break;

case PARITY_ERROR:
ccb_status = CAM_UNCOR_PARITY;
break;

case DATA_OVERRUN:

case ODD_WIDE_TRANSFER:
ccb_status = CAM_DATA_RUN_ERR;
break;

default:
= LB T B BT H AR 1R «/
ccb_status = CAM_REQ CMP_ERR;
I+ ERJEHEBUCHS RG] «/
hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = CAM_LUN_WILDCARD;
break;
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DREBNTRERERHER ™ BRIFEASMANY, BEREREET AR, R X AR 2 pliX R
il

if(hcb->ccb->ccb_h.status & CAM_DEV_QFRZN) {
[+ UREERRFY =/

xpt_freeze_devq(ccb->ccb_h.path, / *count */1);

[+ BEFHADGZA BFFLUN BT @<, REENTRECAM*/

*

for(h = softc->first_queued_hcb; h != NULL; h = hh) {
hh = h->next;

if(targ == h->targ
&& (lun_to_freeze == CAM_LUN_WILDCARD || lun_to_freeze == h->lun) )
free_hcb_and_ccb_done(h, h->ccbh, CAM_REQUEUE_REQ);

}
}

free_hcb_and_ccb_done(hcb, hcb->ccb, ccb_status);
schedule_next_hcb(softc);
return;

DX FEE A PR, REHRrE B &5 AT RERR 2L LEff N b 2 -

12 6 %E[ 1|:' l'__lj\ e,

OHHATVOTERIMARZ FHEFRELEE - 7 IAECCBIRS A E# 1 Rt ik iR m R - (6 BB B TR
SCREAR o O T SEREHE LR AR 28 H O SR BRI R Y — SR

o CAM_RESRC_UNAVAIL - FEEeBtif 8 Anr A, I B 24 528 ] R SIMBREIRE P ANGE = R S - iXFh
BRI — 1) F 3t 2 I Lo 5 P B AE AR SRR, 24 AT F R 2 AN 2 o L A AT -

e CAM_UNCOR_PARITY - &S ANA[KE K2 B K R

o CAM_DATA_RUN_ERR - {4 #Mai st AR TR fIER IR S (phase) (H7E 7 — 4> 77 1A L AN
&CAM_DIR_MASKF&/ERIJTIA]) , B0 T 5 & f H I A 5 e K

o CAM_SEL_TIMEOUT - &4 &I (HFRAIR)

o CAM_CMD_TIMEOUT - &4 (I mEGS1T)

o CAM_SCSI_STATUS_ERROR- % &R [H] fIfE 1%

o CAM_AUTOSENSE_FAIL - & &R [E H5E1% HREQUEST SENSHT 4 KL
o CAM_MSG_REJECT_REC - {#IMESSAGE REJECTH S

e CAM_SCSI_BUS_RESET- Ii{#|SCSIE4HE AL

e« CAM_REQ CMP_ERR - ¥l “/Ru]fE(impossible) SCSHAZ (phase)li & H Mk FH1E, sk tnHt—
A HE BAN AT R A Sl A B R

e CAM_UNEXP_BUSFREE - Hi ¥l A FHHA (07 7F % 122
o CAM_BDR_SENT - BUS DEVICE RESETH B & 155 H b7
e CAM_UNREC_HBA ERROR - ANA[ ¥k & i) FH LS SiE B e 2 1
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e CAM_REQ _TOO BIG - iF R FH#HI 28 Ak

o CAM_REQUEUE_REQ - i RN 29 B AN DURFFE SR T - X A AR N 2R
Zl: SIMIRZIH T RS REEFN REER, FH B2 AEsimZl ) R B AR E A ABAIE KA EIZIXPTEAS -
IXLEEE R BTG U I BT « A S A A R AUE DL o X LLIF LN H AR i 2R PR SRR
BER, Bem SR HA RV A A B E R i St BT ABA -

o CAM_LUN_INVALID - SCSEZ#I28 N FriEKHAILUN ID

o CAM_TID_INVALID - SCSEZE#IZS N FHERF A HFRID

12.7 I

O Y HCBIBRT AT, &R MW 1k, MG EXPT_ABORTIER—FE . ME— X BIFETFHH IEATE R
FIR ELR SR 2 HCAM_CMD_TIMEOUT 1 A& CAM_REQ_ABORTED (Xl & M 4 H 1k A SE R A i/

PRECRTEA) - (HE— A ATRER AR aniR A iEsk B OV T RIS 2 02 X FE L T B 24 B (7 SCSIE,

%, MR FEXPT_RESET_BUSSSK—1F (OF HRFESCHU N REL, MF- 77 V8 AOAR At A T

JL) o M EINREFREMIERE TR, AN Y E M NSCSIE L - F IR RECE ARG T

+

static void

xxx_timeout(void *arg)

{
struct xxx_hch *hcb = (struct xxx_hcb *)arg;
struct xxx_softc * softc;
struct ccb_hdr *cch_h;

softc = hcb->softc;
cch_h = &hcb->ccbh->cch_h;

if(hcb->flags & HCB_BEING_ABORTED

|| ccb_h->func_code == XPT_RESET_DEV) {
XxX_reset_bus(softc);

} else {
xxx_abort_cch(hcb->ccb, CAM_CMD_TIMEOUT);

}
}

OYFATH1IE—MERE, F—BFRLUNRIFTE AW RS SRt et . FI LT —m),
AR 2R E EATHIIRASCAM_REQ_ABORTEDAZCAM_CMD_TIMEOUT? 4 Fij 3K sh 2 /7 fiF
FICAM_CMD_TIMEOUT - iXEERFFEZH, FNWR—MERER, N geik e HI 7 iR
PR, EHmRETTEERILELIEN] B CR 24 8 -
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USB % 5

ZE: Nick Hibma.Z{Z7 % F/4F Murray Stokely Z//F: spellar @SMTH.

13.1 @

O3 ) B3 47 2 (USBYR B s A R B A AT LI — R i« SR eE Mo T il B e e,
F& T 52 EE T % & RS R MEE S hostH 417 £ 28 HAIIISE - FTUSBHYSTREAL & 78 4 i i A
BRI AR s PO R AT F - S5 (Apple)s | AU US B iMaci B {43 75 4= 7= it il TUS B AR AR &
B MRKHEI - RRMPCIIEFE EPC LT T EH 3R Y — S & M USBIEHE SR, H A5
FORIREN FIRE J7 - XPUSBEE ) 57 H 7ENetBSDIAE 24 B 7. &2 FiLennart AugustssofyNetBSDi H
FEH) . RIDEEWHBETIFreeBSDE, FA1H R4 E — M REH-ZAM . WUSBTF AL, #F
ZUSBHIFFHEREZ -

OLennart Augustsson & 528, T NetBSDHI B 1 USBX #F R FR 3 SL 8 » + 43 B iX Tl TAEE AR T
Y& o 40 B Ardy FIDirk X 28 SCR M PRI AT -

o WEBEEEHEINTEN LA D, B EEIRAETRINEE, RN &L -

o EEAIIEBATI ST IT -

o WA T LUER B & H il & hosR F I E I NIBTT -

o HITRAFHEEMA, Kithost D HRER B 2 FIRTIE -

o NAEHRMTFEAFRMRS TR, AR —BELIEERE 12615 %, XHHER YHiAE %L
HIfE 5 LAFE S A 12Mbpst T FH# 58 - (USB 2.0 400Mbps

o HEHENIEESMAESHRBINXTEENEER -

OHUSBT RYLUREREIE 104 4T R YRR EFF RSB IF & MAIEH 57 - XA
USBETUATFHIE - 25 (AppIe)E I (1858 FI K57 7T I FCHRF R iMacOST kA, T LS
RIS % O A AR R (T TIRRIOR AR . AR B4 L

X1 FreeBSDINGtBSER USBH 14 FISTHIVE 1AM T - IATH, HEWUH T RIS il RATHI SR 5 A
IR B

13.1.1 USBFR A 45 H

OFreeBSDFAJUSBY F ] # W =2 - EEE & FiEey, MEE G LA EHRE—MERAED - BEX
FREEIMaIL, S ERHTRE, OB ORI EIE R - BRI EREF LI — 1 EHlhub, DI
TR TT ST PRI A B AR 5 O B2 7 2 B 1A] -

O B Z0 N & AT, "EPEAYIGN, WETFrteE, EEEE (BE) MEFEEHE. X
MRS B I HIEAE B E AR IEK -

OTNZEAE TS E () EEHNA TR - X LIRNTE P SC I RECAE & S M HAh e A F A1)
W M SEEMEININRE, &N NAXE R P 2S[EE ] WAY - A 118 ARSS 2 2 55 H FIUSBIR SR 7
1 (USBDI)-
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13.2 F 2

OFE#ey (HC) #=HlE% D el . HH1IZMEN . £ENFRE, WS~ E— I NiFtE (SOF,
Start of Frame 3 -

OSOFE A T R I A FEREFI A E - SEAEWTH &, SlhostEiX&E (out , HHE&

Flhost (in) - fFHIEZ&Hhosti e (3ifEH) - FULEZUSBEL HEEE — 1 "host: B MELAIE RIS —
RSB B, BIRENCE P DIEEAUREIACK (R , NAK (FEi) |, STALL (BEiRssif) sift4
R E GRELEWEM B, & & A rTHE O ) - USBHLVEUSB specification
(http://www.usb.org/developers/docs. htiilfE 8. 577 B A i RE T L AVAE™Y « USBIEZE I AT DL B H A [FH]
KAV (LR #5 (control), KBk (bulk), FFHT(interruptyfl[E2 (isochronous) &R AT EAE R
HHA (BB FTH) o

OUSBREZE EH& &R s IR BN 18] KT & fid F A5 2R Bl HC B2 e B R 216 -

ORNBA S A ER (EHIE ) FYrgk. elTEmE= 1 EdEs: B3 (SETUP |, #dE
(DATA, %) FPRAS (STATUS) - &E (setup B AETIEE - MRFERIEME, FAREMTT M
TR EAP L  IREH B BT W S8R M BIHE BT MR, BUE SIE BARM BN IN o FE g
IR RS, TR O 82 BRI SF B MRS R B fr g i Ja — IR E AL LR AT & A= B2

25 o USBHLVE[2] @ WU — 1 R hupR AR X L B A7 g 17 1a] - FEFLhub AT & HLYE 55 1 15 1 45 H
hubik &K - B AR E— BN E R R & ER T LI ESE - EIRERERIhubR A E i) — AR
¥ o BN YRR TR ErEE R S Hm O A . SR AR EESEENA: EAEESR
21 (http:/developer.intel.com/design/USB/UHCI11D.htriyHCI; HEF/R) T E g0
(http://www.compag.com/productinfo/development/dpeimtml) (OHCI; R, i, ExRES

) o UHCIHLIE AR Tl Bk 1 S XA P i (& e (L e B p i B2, T s> T R A 2

T o OHCIRA HI= gy B S At— BRI EE DR SEAARE TAE, I S AN AL -

13.2.1 UHCI

OUHCI = 28463 E 18 1024118 M B EIR LS iz % - THEBEHFOREOEIERE. LR 5F
(TD) FIEAF2L (QH) - B TDHERFERS K& SHITEFR— 16 . QHER—LTD (FIQH) &4
R A —FR T

OB NMERH— P EE MEAEMN - UHCIHREHREF R R EIRE M6 - BREIP RSN, B R s
SEC—PQH. X TEMEREILH, #HE— SRR BAIQH, FrEiXQHAZHEHEIXMQHLE -
BT AEE PR ERR, RS EELAE ST, ERETWERF RS BRI HN - REHFEPTDR
5| FBE— Ml B R T (E B HOQH - AR T (R B A B e QRIS R B HIQH, 12 il & i IO QH LR [0 KR % i
MIQH. TR T — DRI

03X SFECNHAAESETWIAGET - #HIEs I iF R PSS gimirFest s, & h—mis rpra i
[ (isochronousB HUITTD - iXEETDAY &S5 — 151 AR — Wi R T HIIQH - X5 EHEE R M TQHT
TEIE DRI ERAIQH . AN —FFIE, FWr R HEIIQHE Rz Hlanfa M BT E L HIFIQH - B Rl
THER ) LSRR FIFTE FEAF, SRIGEFE KL QHAHERA I FTA (545 - T 7 b2 B SE i al AR i) 1%

iy, WS EEWORER SR R T . ERERNRE—TDF, HCIKEhEF X

& Interrupt-On-Completiof B FRiC (&5 52 AT B— 1l - WRTDIAR] T HE REAEL, HimiciE RS

Wr o GRATOHIKEMAONNL, BEH T/ ATHRENCKE (B8 |, SeimiCte AW DOE RS H 2%
WEHREF R EI D 5ER . T NMEH B sE e ™ A R R E IR SSIR R R A4S - 24 T AR S5 I AR w1 A
i, EREAETE ORI E R A e R R -

O #1¥ RAOHEIA1EE UHCI specification  (http://developer.intel.com/design/USB/UHCI11D.htm)
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13.2.2 OHCI

OXTOHCIEEEHHITRIEER H15 L - EHIeHBEE —4Him S (endpointy] B, FANE M SR & E R A

VSRR - EiEa AN ERIREM R S AT (ED) |, ©LHEERE — MEEHAT
(TD) FIBAF - EDELE ST RSB KB R DN, IEHI 2R SERUE I E] . BRI HI G # 2 EHTa

BHRRNIX FIFEEr, MEIGLILIBE SR, TDHIR IFEISEMPAS (done-queue) VLRI i 5 47 H
HCHIBAS - HIFI A (bulk)vi S 5 BIZE T AT E CRIBAFIHERN - FRTEDZER HHHERN , ZER HF R E LT
EABEITHIAE -

O M%) 3% A 7[5 2 (isochronousz i) A B (bulk)

OEESSERNWTZITHAEEEARINT « EHl8E TatTEFAPEESIAMAREAS, KA EIHCIEE
FPAS B B — TR R SXJ5 LAigR 5 REAL1E ) R ITEDI_EIRENOIAR—ZH RS, BT mids 5
HIFR T e . X MMARE, FPEDRLER, HERBOEDR - APTOEE TN =ETEHHE -1
WEImigR 5 - FrE FEIVERERNZ TS LUE , SERIFRREAS I B R BOET - 7T IS5 BIE 2 R BT

F, SRACBSERMHIBAG, Jok kA M RN, FHEHEE PR E P b

O H i R AR 1EE OHCI specification (http://www.compag.com/productinfevelopment/openhci.html) iR 5%
2, RIFEZE, $R4E T DU R 7 SO &t rifin], JE4E & A R ShAR 7 ARk 55 2 B i A ) BE U
RN T L

o WEMERE
o SIREHTEFNEE
o RMALERAN A, LA 5> B (detach)

13.3 USBZ&ER

13.3.1 BHELERFE

OB MEERET ARSI EREE - BMREEE TS NEE, HAEBE R NE A EE—1 -
Ao B RAE T RAE HER . BN ERA G LM ED « &8 02 8 AT 4 (collection): #l, USBH
EEA e~ EMED (FME) | e (knob)s 5 & (dial)fiELAEE O (HIDZ) - — M ECEH
FIFTE O P ARINERL, HATEAFE ISR T EE: - B0 EERED, DRIEAFERENR
ESH . BN, FERFANLAE, X F RIS b N DL BRI -

O/ O H A LIFR 0B 2 10t 5, - i s 5% & 3Tl S IO B Rl D 1A) 4, o AT TR LR b X SRR AT 776 A
WRTRM, SN ERE&EEGE . S0 S AR EPEm bk, Rl SSin =g m. Bilsms, Rl
i S0, ANREREOM—ES, FHEHENEREFTTH. CHIRSZEH, #HHE&EWNRRTFAEERM
.

OLevel O Level 1 Level 2 Slot 0
OSlot 3 Slot 2 Slot 1
ORERT 32 1EH 41

OXMZIRAELE F B R & B bRERN —EMR TR (S BUSBITE[2]59.677) - EATATLLE
1T Get Descriptor Requestia sk - k55 /2 A7 X LR AF LUk R 7EUSBIE 2% _E AT L B (R g o XX LEH
TRAF ()5 5] 2 38 1 R B0 FH SRR AL
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o WEMAT: RTWEFERGEE, WHNE, MRAMETID, SEFRBEE . TRMEMIMIL, B
Wi S IR R AN -

o MEMATT: HEEFNEOK, SRrMEEMKERRT, UAIERIR.

o HMOMAST: AR TRMEMMML, O &MECEREE S 5H -

o UAAARE: oA HhE . J7EAREL, SHRBRCRE RN, SRR A R R S U LR R A
Bl (5A0) WHERAT, MHENABOT AR DR+ -

o TR FEEMBEATT 2 N FELTBAR BT AR RS . A ARRBUERE AT 8, ATRE
DL Mg & T Rt -

02K (specificationy] URINE 1] B SRR TAFER, XL ATt A LUl id GetDescriptor Requedtik

5.

DEESE&E LinarpEE, MEmBneEE . BehEF R n e celEE, FRittks (B2
&) RWESER A BRI, sl R senk (RP s - Bl s maEEE P BTt G
SERL, BERM, ECEERT (URIRE TR o 6T EEE PSR TGRS o AL LA RE
TUSBEZ AR (ZF)) - XEEI MR, FTREE TR &M EE5 R . 55— FER7EER
TARSEE, HEEIEETSERIRR (F)) MMk o X TEREN RN T ENEG A . H
TR PRS2 B T i A i B . R X R Bl e, B ilEs iR -

O AnSRE TE b B fi R T SRR A s R 1 P E IR B RV, E9%88 (OHCI) BUHCIREIAE P
(UHCI) i KRB R EIfEH, HB&E— MR NT BRI -

O IHE5 8 R kR [B] A>T B i sSKEEIR H A2 (o i, SRS R 28 1 K BRin e i vl BE1%
k2007 R, (BRI 511 nl A o IEHAEFF Al LUK B 5 EL(SPDYRAG - B A rFEes
R 7E R A e & /D T InE KR 2 1B T2 - XM RE RENE T ER, RN RFERLE
FEENEIEE S EBRIEN . WREHTETEEHIAIKE R, EESWF. B2kt
HEZEIE LR, WohEFFHEWREEBRRE, i BN EE FAEE R S R i & E K (clear
endpoint halt device requedti bk S (51551 -

078 PURRA R R B 0 s A R R : -

o~

o HEHIEEBONEE: BPREE - MEREE, ERIBARS ORm0) « HWEEZEBS &I RMRE
AR - BONE B HALEE LA R r XA T R (R AP, MMEUSBALTE[2] Fffiid - XL
R TEMMECE R . 8D IELAFFUSBITERIFFIE PRt —HEA M < - Bl L 3FFH
A LUBEIS IR & R AEY e,  LISCRPESMIZNRE -

o KER(bulkyETE: XZUSBSIFRIAE LA NS5 M) -

o HIWEIE: hostilE A AAEIRAER, WRREBERALEL, MFENAK (HENE) B . HiWrthm
B E I T8 PR -

o FAIPEE: JILEEMTEREENEN RS, FlnimeEin, EARIE—E % . HaisLi
HELEN XM RRE E AR SR - LRI LR, BERT, IansZ S X A3 A R A
AREHRETSERIZ S D ERME R (NAK) B, ] KIRFFWEE TR a2 ER - mERPEER
R IME FINAK B AR IR, RO ARRE AT REE S P 203 -

OFr 7 B i a] AMEAEE B A BB R T & - (FE7E1Z R A TR B - Mol B97F 58 4 B FHUSBILYE
BISE5.6TTALE o [R1H5 0 AR T (% B a o 1T B AP 223K Q006 T o 45 Il AN A BRA% B A R0 8 FIT R a1 25 0
2 JEHITRRE, HREREIE RRT %

O 5= FA& & A 56 B B 245 B rT IFEUSBIITE[2] FI5E55 , UHCIHITE[3] IR 1.377, OHCH
T[4]193.4. 21 5] .
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13.4 e ROTR I ATE

O F 2 (hubyBEEIHNE & EEE, RS ZE4 i O INHE (switch on) A% &R AL 100mARI LT - HEE &4
FTHEGCRE, FHRIFEEHIE0. IRSESETBINE E RS IE MRS - G T M & & i%Set
AddressE>K, K% & NELOE B HNEGEREOE T - FTREE £ M B IRShFE T L FRrbb ik 5 - i, — A
RS FTREIE T AT FE 2 O SCRFISDN TA - SR1M, $7E 25 1IISDN & BL s FUIR ShFE 7 Al BEFR fEXT % & 1)
W . T IFHIRER RGN, NSRBI ES, TR RT . S R B A S B
Eaemttad, ERARETFEEREMLER . MR—ITEHENELZ MO, HARES MRREFSER
Bl— K% BTISEF AT RIEZON— T8

Oy B S s RN IR SRR AT, B e R s s E AN EhRE Y « WnAR &8, TR GRS X
FRECE FEEHENERE, BRE P REFERS D EEF - T SEEARE A LERH 2 IR
FRiistss, S ECEFRIFTH MARBIRSTER = B (claim)i e 0 _EEE T - PR ERM
BRIECE WA - EEMR, KRN S ERFHLEE KT, EAFEEN, FOAHEERERR
FREHCANESELEWTT, HEHEDRMERE . 9 T RER AL AR5, AR S AR = B i
EiE, TN HIERSEEE, BRI AR - SRR, EERN M AR, R
EREAREIINE RS -

13.4.1 & & Wi I E#E (disconnect) #1435 (detach)

D& WENEF ST EME S B, B P &SRR - USBRIBT SCRFH S & AR T R
BT TR - GXEHRE I = B R = i & NERTHBUE T A 215 -

Oubsh, WrIT % (disconnectls 3 E 1% (reconnect i & /N2 4 B T (reattach )y F [&] A% & 5241
FRYFLZINEEZFTINE (SEBEEHBF) | SFLHEME GEETMR T ERRE, XMEN
AlRES AR

O AW P E 2 8 R 2R T B R 23 X AR 7 () P IR B R & A5 Sl AN (signal ) - RASEAE BfER
WIS O & R T PR RREAE o SERRRIR M O _E R BT E R BN REF A E & B A EWAR, 4
M EETE T A ERS TR TR R FIRT— MR & DR (connectF RN 11, TUFINFIE BE R & i R
WEDh . WREMBEEFER LA F-EHFY], FER % LRI T .

13.5 USBIRK BhFE ¥ FI UG B

OUSBHLYEIE & CPRERNE ESNEL A E B« X7 T M5 B AT A A FIAIRIRTS - SfEmff
JREUSBE T [1] EMITFZ BTG « MOXLETTHE b AT LIS 2 H AW AR & R AL - SXERTEEEN

WENIEF BRI F N S ERE, ERFERAEAT GEALE FiEE LR - USBIIE[2]E

T HEPESRRHA . VLA E RS HID)KRMTLCEBE R, DUmaxti# e . AR . FEHH
BEEs - L BeHl(FWiknob)s JFRFRIESK . AT RATAERFEIREHIRME . IERAIEE
S5 B USBE [T R EHR T -

OSRT, V72 & & UG B A AT - XTI A EIE BT Ren] U HEE R & A TR . —L2a
TS HEAIRITE 2 B SR IRE BRI (Non-Disclosure Agreement, NDA) K ZEE T, 13X £ BH 1K
SRR R AHD -

07— M8 BRI RIEZ Linux R SIRE PR RS, RRIRZ AR AR A T &R HELinux T BFI9KE)
27 o BX AR BN FEE WA 115 BB SR — N FER -

OfFlF: AWLAE®E . AWUAHE RS, s BAR - BFMAR - %H - 85 SN EMmiL s
RAFEGI A, HEREZEEPHEA-
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OFlan, F5zmE e ftE B ds ot m, TRt ASUMEE M TR - N v i A%
HAN S AR IRATEE O R SR IEHID Y o M ERs i fI SRR ANt - Gl id a] R A AN A P 25 TR 2
SHID KRN P Bl A RS P — i i] LU B B B X B LR 3R - 3 — s ] LU E—
PMECEFZ D E O BEAFRSE SRR RERE T, XM e M EE R, W ERRE
Mo O T BERAES R P OIUSBR a4 — MEF T S BRI SR I, H0E SR N B &L T HIP S/ 2 11
R R BPR RS 5 o B i S AT B A A A Rl — D ECE AR B O - AR AR S IX SRR B
EENES O, H RIS SR E.

OFl7: BT E . CETFZHRMTFSIRERETEM BAHEES, HRBIMNIUSBZUDIIARE S . BT
RN BT A ANUSBE & IR TR AEH BT, 152 R & fe B A% (connect)Z J& R & -

O NEAP RS A ER . B SN fIDFRR A S - B P REFHENEZR T, H
B TR EA . WEREHOCHEN, WP .. BENEEZEREEMEELE LIFE. %
R R BRI SRR BID DU BR SR R A R 5L, BRI A — 1 IR sh B R R I %

P (attach¥!| & -

03X L6 2K T 3% & 1 — Ml - B T EZ-USBTIActiveWire I/OH - XNt —AN 8 A E i T #ies . Nk
F| ActiveWireti F I FIE S RRARID « SR JE B R HITEZ-USBE F FIUSBE 9 FUERE AL, MUSB/ELZL T I#T
F, FEIREEE -

OfF:. KEBFHEES . NRABEFEEE X REERSIEPIEEE . lomega USB ZigRah3s & 5
T SCSHRAMIIRENES - SCSHT L HFIRAE B aZEEIH A, 7E X (bulk)E & &2k Bk &,
TEUSB%: B SCSIE 2% - ATAPIFIUFIFT 2 LIRS 77 201k S04 -

O KRFBAEITE LR MR R R B AT S A2 - R ERETE T BN E LS MRS E
B RS AEhostFli% & 2 RIRS shEdE - AL DSt B —MoiE, XMEETaEm4SH
RS, FHAEKoutFlindim 5 &£ TAT . MVERERMIEE TR LA S 4, DU REE R
1B T RO 4« XS &9 S IR AR FF I B KBk 2 PR TUSBRITMY,, EEiE A B BIR AR
EREEHEIR . CAMBMETHT, DMEYER T U0 FCRERIX T . ATAPUEEIX AHHR T,
R _EIDERE O NAKE T ZFANF IR = .

0% BY-E Data X3 USBI B F L FF A EIRA B, KA T —ERHmi % .
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Newbus

ZfFE: Jeroen Ruigrok van der Werven (asmodgiiten Pandya 7% spellar @SMTH.

0% 5] B Matthew N. Dodd, Warner Losh, Bill Paul, Doug Rabson, Mike Snith, Peter Wemm and Scott
Long.

OARFE MR T Newbus #HEZE -

14.1 K& BT

14.1.1 HEBEEFHOER

DixFWANRF PR, EENRRTINE RS (PN, B MEERF) rERR MmN E s
FISEPRSE IR RIFR M T #20 - WA IRBIRR P 8 1 (DDI) 2 A% 5 8 & AR P40 1 2 [R]E SCRE D -

14.1.2 K E KSR FHRA
OZEUNIXIBEFAL, FreeBSDE M A IELETIR, & T PUMRAIR &

o BuEIEIER
o FHIREPREIREF
o MR
o D&

OV BRsea LU A [ K IR T FG2 1T - iX MR TL R SR BIRR P R T 8 (2% 1 [X 2% A7 (buffer

cache) H HMEAENA IR H KSR DT L FRUER . ZIMEMXEFRFETIES

% (write-behind) IXERERIEANFHRIEEUS, = RG0T EF SRS RGN 4 2WEPEHE, N
M E #RIE -

14.1.3 FRx&
OYKTT, 7EFreeBSD 48048 UL EEERAH , Hug & RIF AR & X B 25 ERIELET -

14.2 Newbus HE %%

ONewbusEHl T —ME TR ZH0HAL &L, 7T LIZEFreeBSD 3.6 & EiXFl L5 N4H, X
B Alpha B HE#E A ZIRAEH . BRI4.08 A AUE &I FHFHNENARS . EEMENTEILRSGIE
LA BRAE R G SRS R RIS A 1) B SRR (L B T e % B B A T

DR EBRFEER.
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o DIAERE

o WENEEFEHRRIL

o HEZ

O 5 B3 FIEE 2 — 2 WP EIFIRF IR RS 9 & A R -

OTUZEEE AR R &, EFEA0RE, ITEHMEERATE L. S Te80 40, #@E R R
HEANET, HEEEEEhost-to-PCIF S5 /K7 - XfTx86, 1XM “IR” &N “nexus” ¥, Xf
TAlpha, Alphafi&FAFZSHAFMTIZRE, MNMAFFEESHE, /7

ffilca, apecs ciafitsunami-

ONewbusk T3 A& TR RGP RSB REGSIA . Flan, &P PCREEHFE R A — " Newbusk & - &
ZHRREMEETTLEEZT, B THREEFEWIRN “bus” - REHHFELHH]FZISAFIPCI, fib
114 B EHIEEDISAFIPCIS 2 K& -

O38% , NEZRBIPELZ BIFREERE RN B %%, ERNETHRETIMEENEZ . — 675t
ZPCI-to-PCIHF, TAELPCIELZ F#F R Npci bN, T BRI Fpci NERIERET DHEAELZ . XFH
ST PCURZRI AOSSER, A A AT [F B F T2 FIMF R R B 2% -

ONewbugE ) R ML & TE K E RSO &R N HBLU SR - AOXEHEEE RIS, BT
iEnexus F I, K FnexusENewbusi St i ME—50E FrE BIE IR -

IR ISAS & I REAEFE0x230 LT HIONG O, BRI T mEACLAIE R, XFEIL T ZISAELL . ISABLIFERL
45 PCI-to-ISAKF, PCl-to-ISA HEEERPCIEL, PCIEZF]iAhost-to-PCINF, /5 Fiknexus . iXFiE _FidiE
HI 5 2 AbEE T T LUE 25 (R SR 25 Hei sk« Fox230 103 [ fi5 SKZEMIPSHLES AT L# PCIHF 28 A0xb0000230 A
N TE BRI -

O B 43 BE AT AR & AR AT oo 75 in DAY - filtn, ZEfRZAlphaF& £, ISAHET 5 PCIF & B E 2

), XTISAHIT Y BTE Sr FL & FHAIphalISA G I s B HEY - 7EIA-32. 1, ISAFIPCIF I #E I Z nexusk

AEE . NTWMBAE, N O ik as ] i A LRS- FE1A-32 FZnexus 7EAIpha (141, CIA

gitsunami AR ELE FHIRENRE T -

O 7 TG X N FE AN BT B YR A5 7], NewbudE4 T NetBSD¥Jbus_space APl b 32 T #—

FIAPIEE inb/outb I EZENFILE - XA IEAE T B -IXSh AR 5t nT LU A A7 B 27 /7 2 2l 0

ML s (B LR CREmE) -

OX PR A8 T IR BCLEI A - A BCBER, IXShAR T AT DU BR R BUOCER

HJbus_space_t ag_t flbus_space_handl e_t -

ONewbugh R VFAER F T I H RIS @ U O 7 - X2 m U, AT AfEsre/sys  H R HE] -

ONewbusi i I DR AT e/ < H T35 4% 2 (object-based programming)f=T . R HKE N & E

BERIXFH—1NHER - REAEAM R X LT RS HNE & H G RIRS - "EITSCRIAE

WENHNEZA O » B0 RS TI—HMERN 7.

O7ENewbusR S, K& T TERE RO PSR & R SFE PR HERY - 24 B 3L E (auto-configuration)#

(% & BB (attach) BV IRENFE Y, EFFHIKEHREF EBIR A ER - UG R & U EIREIFE T 4

B (detach), HEFEE (re-attach)B| EEH HIERFRNIET -« Xt R VFIREhR T RIshAEH, mais

B TSR ZJEEE A -

D% Ml 5 30 RS AT € vnoddf A EITE S UREE O € SUE B ORIA - 3 OB RAFAE T IE S
(GEH 44 Hfoo_ifm ) -
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001420 Newbus

#114-1. Newbug) 77
# Foo TARG WhtERF (EE.. )
INTERFACE foo

METHOD int doit {
device_t dev;

h
# WHREEIETDEVMETHOD@E(E— 17571, NIDEFAULTHRF& A 0I5 1%

METHOD void doit_to_child {
device_t dev;
driver_t child;

} DEFAULT doit_generic_to_child;

OYLOFIIER, CFE— DKM “foo_ith 7, HAEEREFEH:

int FOO_DOIT(device_t dev);
int FOO_DOIT_TO_CHILD(device_t dev, device_t child);

OfkERE BB EREL S, et @E— R “foo_ifc 7 ; HAE&—LLRERILI, XERHAHAT
TENT R ITER P B HAE R R BT E AR pR %L -

ORGENL TWADNFEERZD . B—DERFZOWKRN & (devicey , HEESMEREMHERITT

o “i&&(devicey BEOFRINEEIE “BRMll(probe)” ,  “EH(attach)” F “ZrB(detach)y’ , flifi 1%
PEHITE AT, DAK <R (shutdown)” | “HEf(suspend) 1 “VKE (resume) , b TH T REFHHF
HE -

OF—1, EMEREDE “bus” - HBEOGEHAEEHTHEEZFINZE, SR EERENER
FERY, HEMHEA (chil d_detached, driver _added) AR FH

(al l oc_resource, activate_resource, deactivate resource, rel ease_resource) -

O “bus’ FEOFMIRE T ERN BEEFNEEZFHITIRS - XETEBEEFHIIN 2218 REIRS
HREANE R IRS I Fix e - A T R EWEFARY, XLETEFRIRZEE U 7% (accessorRi %],
ViRl R R E AR & A A%k & LT - B, J77%BUS_TEARDOWN_INTR(device_t dev,
device_t child, ...) A] DL H B #bus_teardown_intr(device_t child, ...) SR -

O RS0 AR S 2 R AR (L T &Y O DR T SRR @ ThRER A R] - Blan, PCISERIREIFET &

T cpei” O, WEOEM D HEread _configfiwite config, FATUIFPCRE M E RS .

14.3 Newbus API
O T Newbus APHEF FER, AT /R BT « ASCREI N — A HRELER -

14.3.1 PR B M R EEZALE
Osrc/sys/[arch]/[arch] - FRENLER S BN AR AL T X B3R - flnizse L9 SPARCE4ET -
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001420 Newbus

Osrc/sys/dev/[bus] - TFRRERE bus] AR AL THIX N HE -

Osrc/sys/devipci - PCIR & R RS TiX N H % -

Osrc/sys/[isa|pci] - PCIISAX & IR T AL TIX 1 H % - FreeBSR.0 A, PCIUISAT FFCIE T %
FETXNEEF -

14.3.2 HEEMFIRTE L

Odevclass_t - iXJE¥5[Alstruct devclass  FATEEFIRTLE X .

Odevice_method_t - Skobj_method_t #H[E (ZFsrc/sys/kobj.h )

Odevice_t - iX@&¥5[Istruct device — HIFEFTHIRME X - device t FRAGHHIEE - ERNZN S -
SR T 22 F srelsys/sys/bus_private.h .

Odriver t - X2 —1ERAE XL, E5|Hstruct driver o driver £5HE—Fdevice( E®) AENS; T
W GFERNEFOAEEIE .

K 14-1. driver t3£F1

struct driver {
KOBJ_CLASS_FIELDS;
void * priv; I« WENEFREEGE «/

Odevice_state_t s — M ZERA, Hldevice_state - BB Newbusk #&7E H B E AT E AT REATIRE -

El14-2.1% &R &device_state_t

| *
* src/sys/sys/bus.h
*/
typedef enum device_state {
DS_NOTPRESENT, # ARERMISHZM KL «/

DS_ALIVE, [ A «/
DS_ATTACHED, K YA TERE TR«
DS _BUSY b EEDITH «/

} device_state _t;

T

1. bus_generic_read_ivar(9) and bus_generic_write(9yar
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R

f5: Jean-Francois Dockeg/i#: spellar @SMTH.

15.1 f&

OFreeBSDE &1 A SuTEWiHINE 8 FH 7 2 A0 A 3 5 1% & 45 E W R B T3 o XIS A AT ik &
RIS EE -

Opcm(ANEZEE B F ARG HOE D o B EESCHL N H BZE A

o — M EIETFIEEMBE SRR RGIHAED (read, write, ioctls - ioctlfii & & A EHIOSS
BiVoxwarefi [, FoiF— M PR N RE A IE i AR A -

o WFHEEHRIEHI AN Bk, BibEE) -
o —MGI—HIEIHEEN, SRR E R E IR ORI O
o MFLLEMAREFED (ac9?) SRR ER (Fla0: ISADMABITE) KIS -

OXHFE P R ISR B o R A 8 R S AR RS2 T, X IR shig P fe ihEEfR S etk 0, HAZ
1B HpemigH .

OAZES, ARifpemBi e A FWNEFHIFL, WA, XX R4 E RIBER T Y -

OFUARIRIRE P9 5 S RHENIE RS, HEMABLRBIENRESE . B2, HTHEHH
TR, XWEAR LR TR . AU ES MRS E O — MR, HEES S I AT
i B ) — L R A -

OfERAIMAER, B HER T IN—17T TAEREFI R dmEZ 5, /RFAT LA
M http://people.FreeBSD.org/~cg/template.c (http:/fped-reeBSD.org/~cg/templatet@E!|— N E RS iR B2
JFPAEAR -

15.2 344

O B&lusr/src/sys/sys/soundcard.h HR et € XAh, B OFE A 2 Fif (FreeBSD 4.40)1

T lusr/srcisysidevisound/

O lustisrc/sys/dev/sound/ N, pem/ BRI RAFEFORES, Tisas Fpcil  H3RFHISAFIPCIHR
FIERENEEST -

15.3 B, EFESE

O 7 FWENFE T 8 H SAR R IX sh AR PP Al R O 7 VAN 2 B (&%) - IRATREA AN — N F
FISAEPCIE T N A RKIELZEER -

OORT, P BN A R L8 T SR L[]
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o AR B O E M Apem®EILsE, W — Mg &FVE S struct snddev_info

static driver_t xxx_driver = {
"pcm",
xxx_methods,
sizeof(struct snddev_info)

I3
DRIVER_MODULE(snd_xxxpci, pci, xxx_driver, pcm_devclas s, 0, 0);
MODULE_DEPEND(snd_xxxpci, snd_pcm, PCM_MINVER, PCM_PREFVER,PCM_MAXVER);

REHFEERNEFFEFAERTHEENHMAEEER - AEEIREE S EEEGRE i - Hit
BB Fpem_register()  Flmixer_init() iR pem. J5 H pem B Lt B HE1E R A S S IR AR 32 1
S EU B B AR -

o FEEIBHARF BUERFIRE R = 3833 Y F mixer_init() [ pemiE B E FIMIXERE{ACO7 #2 1 o X
FTMIXERE: O, X &HESIEITR xxxmixer_init()

o FEIXGHIREFF AIEEGIFEE 1 Fpem_register(dev, sc, nplay, nrec) [ pemps AR EL3E
FICHANNELEC &, HAsc Zs & iR i, EpemllUs AR SHEITE, nplay Flnrec &%
BORSR &R E R -

o P EIREHAR T HOTE BEGIFEE T 8 Fpem_addchan() 75 BB B MEEX B o XS EpemA BT 5EE &
B, FHEEE 2T xxxchannel_init() (BE: BSBED -

o FEIRENIE T I 5 B AR AE R A BE YR 2 BT B 24 18 Fpem_unregister()
OB WM AT RERI T AR FRIEPNPE & :

o f#Fdevice_identify() J7ik (J5B: soundlisales1888.c ) . device_identify() JTEAE C Ak
PRIVBE A, an R RIS R &t & O — T pemik 8, X >pemik & 75 2 1 (%182 probe/attach

o MHEHINZECER T, Npemi &% EiE Y fhints GEH: soundisa/mssc ) -

Opcm3RBHH2F N 24 S device_suspend , device_resume Fldevice shutdown ffilF2, XHFFE JRE BRAIIE
PN RE IR A VR -

15.4 80
Opemiz 005 B IR Eh AR T 2 8] BHE 1 DIARIE AT G B IR SR g -
O 75 S 9K shFE i SR AR A E A8 . CHANNEL LA MIXER B{AC97 -

OACO7E— MR/ NHIREEI ] (RFFEIE) B0, HIHHEEF N7 ACOTRID R 25 AR/ R 503 - 31X
FEH R, SEFRAIMIXEREE K HpemA 4L Z IACO 7L SRt .

15.4.1 CHANNEL #1

15.4.1.1 B S HHE F EEEI
O F MR FEH H — M VE BdEE AR b T &, IR B SO o R H U EE & H

_A/I\o

OXFTFrE FICHANNELEZ H R EL, SB— S E0E— D AEWRTRES -
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O =/ SHGR R MAVE PBEEIR S TEET, channel_init) 2165, ERFRHTENAE X &L
(FFIRE HpemlUs EFLEETRED) -

15.4.1.2 B R L HiRENE T

DX F A FEIE R, peiZ /05 FE FIRENEEF /&8 — > Hstruct snd_dbufiid i3 = A7 X085
H -

Ostruct snd_dbuf:pecmfAE 1Y), = IRBHARE B A IR AL (sndbuf_getxxx() ) RIRIFEESLHERAY
.

O3 Z A X A KN T sndbuf_getsize() BN R/NEE, HEE T sndbuf_getblksz() FATH
REBR .

OYERES, EHEEmILEmT REEIEERE) -

o pemFIRRTHE TR MX , IRI5 IS EPCMTRIG _STARTH I & IXBhHEF ) xxxchannel_trigger()

o FEIRHNFEFESE ZHE sndbuf_getblksz()  FTIA/NRNER, EEEA MK
(sndbuf_getbuf()  , sndbuf_getsize() ) fREIEIAE - XTE ML HEHE JHpemi&%ichn_intr() (3%
BHEEFWTR R L E) -

o chn_intr)  ZHERFETEIETE I BIARLEERE O Fm ek s IESR) B, HX% snd_doudE e 1TiE
EEOES TP

15.4.1.3 channel_init

O F xxxchannel_init() RAA BN ERANTH VA FE E AR AR IR A
(ZERMFIEE )

static void *
xxxchannel_init(kobj_t obj, void * data,

struct snd_dbuf *b, struct pcm_channel *C, int dir) O
{

struct xxx_info *sc = data;

struct xxx_chinfo *ch;

return ch; O

O b i#i&struct snd_dbufHbik - &R M 7E KA @ Hsndbuf_alloc()  SRATIAIL - FTAMZRMHX K
IR SRR BB R RN — RN RIS

c HpemiBi BRI HITRE - X DAERTRE - WA LYK ERFE R EESHT, ERHH
FpcmeB % (BI40: chn_intrc) ) BF&HEHE .

dir $E7RiEE /7 (PCMDIR_PLA¥{PCMDIR_REC -

O BREN HIR[E—NFeET, MLFEEHE M A T HIEE FIRAE K38 . BRHE RSB %R 25 58 E %
HEEA -
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15.4.1.4 channel_setformat

[Ixxxchannel_setformat()

static int
xxxchannel_setformat(kobj_t obj, void

{

struct xxx_chinfo *ch = data;

return 0;

0 format “HAFMT XXX value{HZ — (soundcard.h

15.4.1.5 channel_setspeed

[Ixxxchannel_setspeed()

static int
xxxchannel_setspeed(kobj_t obj, void
{
struct xxx_chinfo *ch = data;
return speed;
}
15.4.1.6 channel_setblocksize
Oxxxchannel_setblocksize() WER RN,

TG € HHURE R B L

001520 F&FF A%

R 2 T REEIE, i E A B B -

*data, u_int32_t format) ad

) .

ERELE, FFRE]R A AT R B R -

+data, u_int32_t speed)

X EpemS EHIRANER, DLRE FWIEF 5% & Z A1

RN A o (RRE], RRRIRRRX A SRR, BB RSP = Al pemifchn_intr) - -
ORZEIRBREFF RERIX LR A, RO = SEPR & BT aa it BOZ AL ME -

static int
xxxchannel_setblocksize(kobj_t obj, void
{
struct xxx_chinfo *ch = data;
return blocksize; 0

O RECRE AT FER BT RN - SRR NERZEL T, X FPE ST B = ¥ fsndbuf_resize()

PR

15.4.1.7 channel_trigger

[Ixxxchannel_trigger()

static int
xxxchannel_trigger(kobj_t obj, void

*data, u_int32_t blocksize)

I

H pemoR ZEHI AN BNAE P A B SE PR d iR -

*data, int go) O
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struct xxx_chinfo *ch = data;

return 0;

O gofE X AR MIENE . ATRERIE D

o PCMTRIG_START IXBHART R 2 f5 Bl W/ EIEE S 10 X OB (B - SRR, Nl
1Isndbuf_getbuf()  Flsndbuf_getsize()  FeHEXZR X AIFEEHHEFI AN -

e PCMTRIG_EMLDMAWRCMTRIG_EMLDMARDZE IFIXBNART, i A Bl & i X rl g it 1 -
REBIRNRET H S ZWX L A -

e PCMTRIG_STOR PCMTRIG_ABORT IRBNARF N 2 15 11 24 Bij (1L i

EE: SRR FRFHHISADMA, NN M7 & EHATIMERT A Hsndbuf_isadma() , HAEEDMALGH — )
=

15.4.1.8 channel_getptr

Oxxxchannel_getptr() R EEEIR T X A Y B - Bl Hehn_intr) WA, 1 HEXHE R
2, pemEiE B N S MR ) L& FEdE -

15.4.1.9 channel_free

O Fixxxchannel_free() — FEEHCEERIR, G0 IRSREFEIERS, H HanRiEE LIRS 580 i
), BB AR AE Hsndbuf_alloc)  EATSRIMIXTED, IR = SEHHX A R %L -

15.4.1.10 channel_getcaps

struct pcmchan_caps *
xxxchannel_getcaps(kobj_t obj, void * data)

{

return &xxx_caps; g

}

O XABIRERERER GEFERSE LM) pemehan_cagstififa¥t (fEsound/ipcmichannelh  H17E
30 o XANEERIEE B MR CRERR IR Z S FR - AR A F IR FE A LR —E
-

15.4.1.11 EL K

Ochannel_reset()  , channel_resetdone() Flchannel_notify() HTHRRER, REPUE AT (Cameron
Grant <g@FreeBSD.org >)FATHRIT Z B AN S EIK SR SEIE -
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O 515 F channel_setdir()

15.4.2 MIXERE O

15.4.2.1 mixer_init
Oxxxmixer_init() Wi, E S fpemft 2R S &1 & AT FORFE IR & -

static int

xxxmixer_init(struct snd_mixer *m)

{
struct xxx_info *sc = mix_getdevinfo(m);
u_int32_t v;

[ AR
[ MR E AL B

I&
mix_setdevs(m, Vv);
[ ARE RS EYHIE

mix_setrecdevs(m, V)

(] O
2y ir]

return 0;

O wE - PEEEFA, HIAHmix_setdevs()  Flmix_setrecdevs() EfFpemFIEA 2% & -
IR & 23BN E X AT DAFEsoundcard.h - HFEE] . (SOUND_MASK_XAEXAISOUND_MIXER_ XX fI) -

15.4.2.2 mixer_set

Oxxxmixer_set()  NREE &I EE 2R (level)-

static int

xxxmixer_set(struct snd_mixer *m, unsigned dev,
unsigned left, unsigned right) O

{

struct sc_info *sc = mix_getdevinfo(m);
[ ZEZFER T (level)]
return left | (right << 8); O

0 K&HTEE NSOUND_MIXER_XXKE
FEVEE[0-100]2 A48 E S & E - FEN A iZ i -

0 MWMTEEEEE) RS (leve) TREANILEEALLE], £ HIIELEE FIFRR E N - TR R SEPrgsHE
(JEFE0-100H) -
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15.4.2.3 mixer_setrecsrc

Oxxxmixer_setrecsrc() BOE R IR -

static int
xxxmixer_setrecsrc(struct snd_mixer *m, u_int32_t src) O
{

struct xxx_info *SC = mix_getdevinfo(m);

[ &F&src FROFEZNL, WEE
[ EHrsre BRSLFRENE]

return src; O

W RSRE IR E H— MEEEE.
IRESCEFRFE LRSS . —SEREREF ARRE PR ERE - WREIER, RN 2R
[l-1.

15.4.2.4 mixer_uninit, mixer_reinit
Oxxxmixer_uninit() NSRS &K AR T, I B A0SR A gell R 2 LhiR B A e (R T F
Oxxxmixer_reinit() N R S et RN, HEKE A

Zmixer_set()  Eimixer_setrecsrc() EHIFEE -

15.4.3 AC97¥:
OACO7H 7 H ACO 7RIS EID 23 AR AR P S8 - & B =4 ik

o Xxxac97_init() R A BN aco PRiL RIS AR VAL E -
e ac97_read() Sac97 write() IEEIEEMIFFE -

NN

OThe AC97#z H FHpem ! FIACO 7SR T =1 2354 - 22 F sound/pci/maestro3.c gisound/pcii  FRZ
HA A ERTEB -
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00160
PC Card

17 spellar @SMTH.

OARTER 1112 FreeBSDN 4 5 PC CardCardBusk & IR SR P MR BLAHLH] - (5 B BTASUIET T anfi
I KpccardE ST P IR SR P -

16.1 AN

O W B 3L R fipecardX & 51 & IR IN# % & 1P IR O 42 5 R Gi7EFreeBSD 4R S RITTIEAR T - 7ELLRTH)
WA, FHEGRERetc PRI— D IUFRS R - FreeBSD 5.0F 1R, W& EIEFHIE EA 1SR 4%
& WENEHE PR IEFRERR, WP EARERLE -

16.1.1 HE ¥R

OR] LU BT EAIRAIPC Card i T#EEET R ERICISTER o 55— M7 152 5 A flE i A0 it 05T S
T BIMUTERER AT ERATA S, FAFERMEESTECIST . PC Cards 2 fif Fi 4 AU A1 — L8
FHRGRME— DS RRBOT RS, ALK 109 S B IR 5 i € L AN sh RE P 18 %

O— MR R SEPREZE, FENAFN—HKPC Card” A R HSERIT, WX EITsRE AN
Fl, DMEET S EHE . AR AR ESOT, SRR BiRg P s X B, HRi] 8
CHIZFHE RS . RTPTERN IS RS, BIEMGTERERS, X SEECEF T A . R,

TSR] B CRCRR AR, X LG F O SRR A R A FIACISZE AR AT &, AR
BN HIIE P AN S EID

OXTLLERO, X T FreeBSDRULH X FID AT LA N TAER o IR 26/ RID AR RS AR +
WORME RN . DAFAIREIER RMREERES, THARMETOHEEET CERETEEF 1
AFIFIID B - Linksys, D-LinkHINetGeay 22 H i AR B B JL A SR EHLER - AR AT AT HEAE H AL
W inBuffalofiCoregal) & 7 Hi 8 - SR, X% &% A M R & FE A1 &ID -

OPC Cardsh 2 78 5 H U EdE % /sy s/devipecard/pecarddevs HRGE T RIEER, EANE S IREIE T
SEMXBMEER . BHRMt T —2%, DUAFrERSETAEEREENRTESHOERBEE -

Offa, FLAEH MmN E RN S HIE R IRR o XER & F R RECISTAT R ILACEN] - a1k
BN ATEIMYBINEZE 2L, (BT RLARH o A6 5 T AICD-ROMER R A AR L 7R 1Y -
A R 2R O S HLXMOT I, (BT HISRSIH TIRZ W R, FIOVENZAINREIPC Cardd )l FIOEMAR i
ZHIINAEY, B RECT ik -

16.1.2 pccar ddevs A&

Opccarddevs CHEIT « SH—T AEA BN RS THER S5 . N THEEFHET - T—7

B TSR ERNTE &, S0 SID SR TS - AT R EE NS
(PR, BIEFRATAT ATCECEC AR A S, BAMDARET AERICISE E R AHR) - R ERAFR &

VCEL TR A X TR « Bfm, ST 75 AT DUSE F CXURS TR -

ORI —TT RS HEEID - i ERFFFIREETFHT - o, T 8EE — 18 IEM A R H R 7 (b

REZEFE, FA15NetBSDEZ 0, FIHIE RS AR B 2 {540
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vendor FUJITSU 0x0004 Fujitsu Corporation

vendor NETGEAR_2 0x000b  Netgear

vendor PANASONIC 0x0032 Matsushita Electric Industrial Co
vendor SANDISK 0x0045 Sandisk Corporation

O 8R T JLMERIEID - RBETIHENETGEAR_ZEFT_F ENETGEARM B SE R HIOEM, XARLLRHZHESL
FRIEE BT F- AN AENETgeal FH FE AARID - XUk B Y B . &7 LAV (IR L7 okes
IRASTHIZER] . WEHRIERNZT . ZFHSEpccarddevE G HEE HIL, & FHEHAERSERF
VCELR A, FULRFFENE/ N ERESICHIRT . i — MAM BRI+ /St HIECEEID - ANER

i iiiiiii sioxffif  JEFNHID, FRAEITEREID (FiEE DIDEE, MeEENSEREWMEER
RHEF, FRiERnone - HELE R THIF AR KRR & XTI EEFreeBSDRIR T TR
B B EEE # R .

OSCHER)EE — a ST i AARAE T A B 26

[ Allied Telesis K.K. */
product ALLIEDTELESIS LA _PCM 0x0002 Allied Telesis LA-PCM

[ * Archos «/
product ARCHOS ARC_ATAPI 0x0043 MiniCD

OA& A S TR AARLEATHE L . HAE BT - N RMtHaT, HEmESMmE. FHRE™ M
27, WAFERSREFHFERE, BNYE—MEMCHIRS, ErILEEFE L - SRR RS
flD o BT IE T Oxfffff Foxitft  HHFEMAE - &EEXTEEBSNFHFHEMA. H
TFreeBSD¥Ipccardsh &I BN AE 72 M TIERICISH: H O —DF A7, BIHGX N F4F 8 7EFreeBSDF I
AHAER, (BFLECISFK BB R E KB AT ReE A - 7 MishE M FEIFHET, R HE%™
mIDIETFHET - BOHERKEEE —RCER, FEZRE-1TZ1T-

O = TRG A R —7, EATHEMHEREEIDA-1 - -1 #EFreeBSD peccard &I HEWRE “ILELA
MHFMERIARTE” - HTENRCHARE, BEAINSFUAME— . BRI IMERER T RS —T5 .

O i — T B SR FAF B LA F - X — T S8 TR U AN

product ADDTRON AWP100 { "Addtron", "AWP-100&spWireless& spPCMCIA", "Version&sp01.02", NULL
product ALLIEDTELESIS WR211PCM { "Allied&spTelesis&spK. K.", "WR211PCM", NULL, NULL } Allied Telesis

OENELRE T mKkiy, FRUENEET, WEERTINET, SBREIFE T HaseE . -,
RZIEMEIREAANFT « =10 28, FRILDFAE I XEFATERCIS_INFO= LA & LI
R, T AEOME B, o X TR R S pocarddevs.h - FIRRFILNE, K &sp B N EFRINERE . BF&HE
BRE A% B DR B A o EHGERFRF T HE — D ERIEE - BRI RRBRIERIEEREE,
BAR AR A EEGRAS - AR R NFRTSE FRRSARMRA, XERAEGETIE, X
FRIE LT ARLL(E B R S AR A ML R A TEFreeBSDREEXMELUE - B St TH%%E (FH
P, MRS | FREHER—METRRZ AR, XBEHLER . WX, WAL
IR ORFFAR IR B HE B /7= G D B LT, BER X T R 2R E . WA ARERE I IEN A A LA -

16.1.3 HRM B FEAE 5

O BES Q1A [ B SRR & R PRI &, SO IE SRR 2 Wi F#E BRI/ s ICECGIFE - BT
WHEZREE T —PHREZ, XTEFreeBSD 5.4F — S & 2 - HT HEwindow-dressing~[F], XL H T
— AL AR -
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0016 =0 PC Card

static const struct pccard_product wi_pccard_products|] ={
PCMCIA_CARD(3COM, 3CRWE737A, 0),
PCMCIA_CARD(BUFFALO, WLI_PCM_S11, 0),
PCMCIA_CARD(BUFFALO, WLI_CF_S11G, 0),
PCMCIA_CARD(TDK, LAK_CDO011WL, 0),

{ NULL }
2
static int
wi_pccard_probe(dev)
device_t dev;
{
const struct pccard_product *pp;
if ((pp = pccard_product_lookup(dev, wi_pccard_products
sizeof(wi_pccard_products[0]), NULL)) != NULL) {
if (pp->pp_name != NULL)
device_set_desc(dev, pp->pp_name);
return (0);
}
return (ENXIO);
}

03X JLEATE —> 7] ATCHEL DEU L1 & T8 Fpccard®MI GBI « an B ATEER|, ZFrTeeAE (WA
J&foo_pccard_probe()  MgkREfoo_pccard_match() ) - Mi#lpccard_product_lookup() AR
B, ©RRREFEFE T LR RS — AR o — LK AR T R BEAE XML SR LR B n{E
BEB2WNEFHEER S, RHRT LK M—RESKE R IRE — M ARE, kg
FILEFR S — T & N4 pecard_product

OMEE— N Rwi_pccard_product 2 &I, FrH 5% HAFZPCMCIA_CARD{0o0, bar, baz) FIJEZ - foofhsr
K Hpccarddevs  FAHBERTID - bar FR5 N7 i - baz NI RETEHERITIEES - 4 £ pccards] LIG 211
e, FTEHIMNEX S FFIAELFITIAEO. #RATLLE— FPCMCIA_CARD_D B f3% T 3 Hpccarddevs  CHFHIIE
A o R AT LB EPCMCIA_CARDEIPCMCIA_CARD2_D H{RFEEH “ff FHEVAREA”

1 “Mpccarddeved BUig” ik, [RIFICECCIST AT B AIHIE R S ASAT a2 FHEIEA] -

16.1.4 B EESE—&E

ORI, 7 — s, LAUHET NP . H6, DANEEREIRREE - SERX N &E S
THER R R & ATIPC CardiCFRE T, Hf & Hidevinfo -v - YRATRERFE B —LLRAL T BRI

cbbl pnpinfo vendor=0x104c device=0xac51 subvendor=0x12 65 subdevice=0x0300 class=0x060700
cardbus1
pccardl
unknown pnpinfo manufacturer=0x026f product=0x030c cisv endor="BUFFALO" cisproduct="WLI2-Cl

OFE okt A — 05 o & RAI™ 5= S AYECFID - Ticisvendefficisproducty CISH 2 HE AUHHAZR = M)
FAFE -

O TRANTE LML ERET LD, FHELZX0RETRNER - B TRE, LHEFFELHEHH
REFLT « FATEZIRIBLE R ABUFFALO, ELEHE—1&HT:

vendor BUFFALO 0x026f BUFFALO (Melco Corporation)
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0016&=0PC Card
OXFERAT AT LT o« WX REHR—1FE, BERITEELZI - ERANTLZI:

/* BUFFALO=*/

product BUFFALO WLI_PCM_S11 0x0305 BUFFALO AirStation 11M  bps WLAN

product BUFFALO LPC_CF_CLT 0x0307 BUFFALO LPC-CF-CLT

product BUFFALO LPC3_CLT 0x030a BUFFALO LPC3-CLT Ethernet Adapter
product BUFFALO WLI_CF_S11G 0x030b BUFFALO AirStation 11M bps CF WLAN

OFA Twk AT LLH] pecarddevs AR :
product BUFFALO WLI2_CF_S11G 0x030c BUFFALO AirStation ul tra 802.11b CF

OHA, TE— TP PREFT Epccarddevs.h |, FIMRRIXEEVRMRFFERIREIZ PIREhREF o IRIEIRE
REFF A EANTZ AR SER T 55

# cd src/sys/dev/pccard
# make -f Makefil e.pccarddevs

O— B X P IR, REt ] AREENERF IR T o X R — DI —17 8o S #4E:

static const struct pccard_product wi_pccard_products]] =
PCMCIA_CARD(3COM, 3CRWE737A, 0),
PCMCIA_CARD(BUFFALO, WLI_PCM_S11, 0),
PCMCIA_CARD(BUFFALO, WLI_CF_S11G, 0),

+ PCMCIA_CARD(BUFFALO, WLI_CF2_S11G, 0),
PCMCIA_CARD(TDK, LAK_CDO011WL, 0),
{ NULL }

h

DR, BAERBMITIHES 7+, EXHREMARERX 1T . AEHEERMESERRERETF+ - —
EARGSIN T iXAT, wir] ISR AR EIR, HlE R EREREIRASE - WREIRGI S HhE
B, WRZHT « REALIE, FHRHEETERREREHRL DT - WRERARNRG]X
&, IBAVRFIREMEE 714, MAEHRER P

DR ARE— 1 FreeBSOR{Ui icommitter, F HATH R ITE EARHARIEHR TIE, MIIRE HEX LA A E]
R IRTTE L NIRRT S IR - BoE, RUAECpecarddevs SUHFEI A « SERUS, IRLATE
B Epccarddevs.h  FRRFENEN B —IKRARL GXEHN T HRIEFFISFreeBSDSRE: 2 B 787 I I 3L
) - B, RREEEERERZEWEERT -

16.1.5 BT H X &

ORE N BEBAEFE A% B & AEE o WEAEIREM . W EIENPRIERSS, FHIPREMD & EAE
HHTIORE . SHREEE RS ES . PRI, T ELEA Spccardevs.h  [diff, K RLL 4 7o
LB A - AR ENHATZ PR T RLER . WRRAAE LT, HHOEMIYEN%
. VEEHS T G R IIEOEMOQ. 55 AR M IEACOEMOO, T 1% 5 £ B OEMZ H IR0
FHH— A
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