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Preface

Intended Audience

The FreeBSD newcomer will find that the first section of thislbguides the user through the FreeBSD installation
process and gently introduces the concepts and convetiiansnderpin UNIX®. Working through this section
requires little more than the desire to explore, and thetalbd take on board new concepts as they are introduced.

Once you have traveled this far, the second, far largerioseot the Handbook is a comprehensive reference to all
manner of topics of interest to FreeBSD system adminigsagome of these chapters may recommend that you do
some prior reading, and this is noted in the synopsis at thmbig of each chapter.

For a list of additional sources of information, please Appendix B

Changes from the Third Edition

The current online version of the Handbook represents thautative effort of many hundreds of contributors over
the past 10 years. The following are some of the significaabgls since the two volume third edition was published
in 2004:

- Chapter 26DTrace, has been added with information about the powBrfuace performance analysis tool.

- Chapter 21File Systems Support, has been added with informationtatmunative file systems in FreeBSD,
such as ZFS from Sun™.,

- Chapter 18Security Event Auditing, has been added to cover the newtiag@apabilities in FreeBSD and
explain its use.

- Chapter 23Virtualization, has been added with information aboutatisig FreeBSD on virtualization software.

- Chapter 3Installing FreeBSD . and Later, has been added to cover installation of FreeB$81g tise new
installation utility,bsdinstall.

Changes from the Second Edition (2004)

The third edition was the culmination of over two years of kiby the dedicated members of the FreeBSD
Documentation Project. The printed edition grew to suclza giat it was necessary to publish as two separate
volumes. The following are the major changes in this newictit

- Chapter 12Configuration and Tuning, has been expanded with new irdtiom about the ACPI power and
resource management, then system utility, and more kernel tuning options.

« Chapter 15Security, has been expanded with new information abotualiprivate networks (VPNSs), file system
access control lists (ACLs), and security advisories.

« Chapter 17Mandatory Access Control (MAC), is a new chapter with tldgien. It explains what MAC is and
how this mechanism can be used to secure a FreeBSD system.

- Chapter 19Storage, has been expanded with new information about WSBge devices, file system snapshots,
file system quotas, file and network backed filesystems, aoyeted disk partitions.

Xiv



Preface

« Chapter 22Vinum, is a new chapter with this edition. It describes howse Vinum, a logical volume manager
which provides device-independent logical disks, andsri@ RAID-0, RAID-1 and RAID-5.

- Atroubleshooting section has been adde@hapter 28PPP and SLIP.

- Chapter 29Electronic Mail, has been expanded with new informatioowlusing alternative transport agents,
SMTP authentication, UUCRetchmail, procmail, and other advanced topics.

- Chapter 30Network Servers, is all new with this edition. This chaptetudes information about setting up the
Apache HTTP Server, ftpd, and setting up a server for Microsoft® Windows® clientshwiamba Some
sections fromChapter 32Advanced Networking, were moved here to improve the ptasen.

« Chapter 32Advanced Networking, has been expanded with new infolonatbout using Bluetooth® devices
with FreeBSD, setting up wireless networks, and Asynchusridansfer Mode (ATM) networking.

- Aglossary has been added to provide a central location éoddiinitions of technical terms used throughout the
book.

- A number of aesthetic improvements have been made to thestahd figures throughout the book.

Changes from the First Edition (2001)

The second edition was the culmination of over two years akwy the dedicated members of the FreeBSD
Documentation Project. The following were the major charigehis edition:

- A complete Index has been added.
- All ASCII figures have been replaced by graphical diagrams.

- A standard synopsis has been added to each chapter to givekesgmmary of what information the chapter
contains, and what the reader is expected to know.

- The content has been logically reorganized into three g@esting Started”, “System Administration”, and
“Appendices”.

« Chapter X“Installing FreeBSD”) was completely rewritten with masgreenshots to make it much easier for new
users to grasp the text.

- Chapter 4"UNIX Basics”) has been expanded to contain additionadinfation about processes, daemons, and
signals.

- Chapter 5“Installing Applications”) has been expanded to contaldiional information about binary package
management.

- Chapter §“The X Window System”) has been completely rewritten witheamphasis on using modern desktop
technologies such d&DE andGNOME on XFree86™ 4.X.

- Chapter 13“The FreeBSD Booting Process”) has been expanded.

- Chapter 19“Storage”) has been written from what used to be two sepatadpters on “Disks” and “Backups”.
We feel that the topics are easier to comprehend when pezbasta single chapter. A section on RAID (both
hardware and software) has also been added.

« Chapter 21“Serial Communications”) has been completely reorgashaaed updated for FreeBSD 4.X/5.X.
- Chapter 2§“PPP and SLIP”) has been substantially updated.

- Many new sections have been adde€tmpter 33“Advanced Networking”).
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« Chapter 29"Electronic Mail”) has been expanded to include more infation about configuringendmail

- Chapter 11“Linux® Compatibility”) has been expanded to include infoation about installin@racle® and
SAP® R/3®.

- The following new topics are covered in this second edition:
- Configuration and TuningGhapter 12
- Multimedia Chapter §

Organization of This Book

This book is split into five logically distinct sections. Thiest sectionGetting Startedcovers the installation and
basic usage of FreeBSD. It is expected that the reader WidMidhese chapters in sequence, possibly skipping
chapters covering familiar topics. The second sect@ommon Tasksovers some frequently used features of
FreeBSD. This section, and all subsequent sections, cagaldleout of order. Each chapter begins with a succinct
synopsis that describes what the chapter covers and whagaber is expected to already know. This is meant to
allow the casual reader to skip around to find chapters ofésteThe third sectior§ystem Administratiqrcovers
administration topics. The fourth sectiddetwork Communicatigrcovers networking and server topics. The fifth
section contains appendices of reference information.

Chapter 1 Introduction
Introduces FreeBSD to a new user. It describes the histattyeofreeBSD Project, its goals and development
model.

Chapter 2 Installation of FreeBSD &.and Earlier
Walks a user through the entire installation process of B8&28x and earlier usingysinstall Some advanced
installation topics, such as installing through a serialsme, are also covered.

Chapter 3 Installation of FreeBSD Q.and Later

Walks a user through the entire installation process of B8&29x and later usindpsdinstall.

Chapter 4 UNIX Basics
Covers the basic commands and functionality of the FreeBS@ating system. If you are familiar with Linux
or another flavor of UNIX then you can probably skip this cleapt

Chapter 5 Installing Applications
Covers the installation of third-party software with botle€BSD’s innovative “Ports Collection” and standard
binary packages.

Chapter § The X Window System

Describes the X Window System in general and using X11 onB3&ein particular. Also describes common
desktop environments suchidBE andGNOME.

XVi
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Chapter 7 Desktop Applications
Lists some common desktop applications, such as web brewasdrproductivity suites, and describes how to
install them on FreeBSD.

Chapter 8 Multimedia
Shows how to set up sound and video playback support for yates. Also describes some sample audio and
video applications.

Chapter 9 Configuring the FreeBSD Kernel
Explains why you might need to configure a new kernel and ples/detailed instructions for configuring,
building, and installing a custom kernel.

Chapter 10 Printing
Describes managing printers on FreeBSD, including infeionaabout banner pages, printer accounting, and
initial setup.

Chapter 11 Linux Binary Compatibility
Describes the Linux compatibility features of FreeBSD.oApsovides detailed installation instructions for
many popular Linux applications such @sacle andMathematica®.

Chapter 12 Configuration and Tuning
Describes the parameters available for system admirossrad tune a FreeBSD system for optimum
performance. Also describes the various configuration figesl in FreeBSD and where to find them.

Chapter 13 Booting Process

Describes the FreeBSD boot process and explains how tootdmis process with configuration options.

Chapter 14 Users and Basic Account Management
Describes the creation and manipulation of user accouifgs.discusses resource limitations that can be set on
users and other account management tasks.

Chapter 15 Security
Describes many different tools available to help keep yaaeBSD system secure, including Kerberos, IPsec
and OpenSSH.

Chapter 16 Jails

Describes the jails framework, and the improvements o jaier the traditional chroot support of FreeBSD.

Chapter 17 Mandatory Access Control
Explains what Mandatory Access Control (MAC) is and how thischanism can be used to secure a FreeBSD
system.

Chapter 18 Security Event Auditing

Describes what FreeBSD Event Auditing is, how it can be Irestaconfigured, and how audit trails can be
inspected or monitored.

XVii
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Chapter 19 Storage
Describes how to manage storage media and filesystems ve#BBD. This includes physical disks, RAID
arrays, optical and tape media, memory-backed disks, ameriefilesystems.

Chapter 20 GEOM

Describes what the GEOM framework in FreeBSD is and how tdigare various supported RAID levels.

Chapter 21 File Systems Support

Examines support of non-native file systems in FreeBSD thkeZ File System from Sun.

Chapter 22 Vinum
Describes how to use Vinum, a logical volume manager whickiges device-independent logical disks, and
software RAID-0, RAID-1 and RAID-5.

Chapter 23 Virtualization

Describes what virtualization systems offer, and how thaylee used with FreeBSD.

Chapter 24 Localization
Describes how to use FreeBSD in languages other than EnGiisters both system and application level
localization.

Chapter 25 Updating and Upgrading FreeBSD
Explains the differences between FreeBSD-STABLE, FreeB3IRRENT, and FreeBSD releases. Describes
which users would benefit from tracking a development systechoutlines that process. Covers the methods
users may take to update their system to the latest secalésge.

Chapter 26 DTrace
Describes how to configure and use the DTrace tool from SunegaBSD. Dynamic tracing can help locate
performance issues, by performing real time system arsalysi

Chapter 27 Serial Communications
Explains how to connect terminals and modems to your Free88Em for both dial in and dial out
connections.

Chapter 28 PPP and SLIP
Describes how to use PPP, SLIP, or PPP over Ethernet to colomeenote systems with FreeBSD.

Chapter 29 Electronic Malil
Explains the different components of an email server anegdinto simple configuration topics for the most
popular mail server softwarsendmail

Chapter 30 Network Servers

Provides detailed instructions and example configuraties fo set up your FreeBSD machine as a network
filesystem server, domain name server, network informalystem server, or time synchronization server.

XViii
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Chapter 31 Firewalls

Explains the philosophy behind software-based firewaltsovides detailed information about the
configuration of the different firewalls available for FreaiB.

Chapter 32 Advanced Networking

Describes many networking topics, including sharing aarimtt connection with other computers on your
LAN, advanced routing topics, wireless networking, Bluetg ATM, IPv6, and much more.

Appendix AObtaining FreeBSD

Lists different sources for obtaining FreeBSD media on CIYR@ DVD as well as different sites on the
Internet that allow you to download and install FreeBSD.

Appendix BBibliography

This book touches on many different subjects that may leavehyngry for a more detailed explanation. The
bibliography lists many excellent books that are referdringhe text.

Appendix C Resources on the Internet

Describes the many forums available for FreeBSD users toquestions and engage in technical conversations
about FreeBSD.

Appendix D PGP Keys

Lists the PGP fingerprints of several FreeBSD Developers.

Conventions used in this book

To provide a consistent and easy to read text, several ctomsrare followed throughout the book.
Typographic Conventions

Italic

An italic font is used for filenames, URLs, emphasized text, and theuiege of technical terms.

Monospace

A monospaced fontis used for error messages, commands, environmeatblas, names of ports, hostnames,
user names, group names, device names, variables, andragdeehts.

Bold

A bold font is used for applications, commands, and keys.

User Input

Keys are shown ibold to stand out from other text. Key combinations that are meabe typed simultaneously are
shown with %+’ between the keys, such as:

Ctrl +Alt +Del

XiX



Preface

Meaning the user should type tarl, Alt, andDel keys at the same time.
Keys that are meant to be typed in sequence will be separatiedemmas, for example:
Ctrl +X, Ctrl +S

Would mean that the user is expected to typeGhé andX keys simultaneously and then to type &l andS
keys simultaneously.

Examples

Examples starting witk:\ > indicate a MS-DOS® command. Unless otherwise noted, thesenands may be
executed from a “Command Prompt” window in a modern Micro®dhdows environment.

E:\ > tool s\fdimage floppies\kern.flp A

Examples starting witk indicate a command that must be invoked as the superusee@BBD. You can login as
root to type the command, or login as your normal account and u48 gugain superuser privileges.

# dd if=kern.flp of =/dev/fd0

Examples starting witkeindicate a command that should be invoked from a normal uwsEnat. Unless otherwise
noted, C-shell syntax is used for setting environment éggand other shell commands.

% top
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|. Getting Started

This part of the FreeBSD Handbook is for users and adminissavho are new to FreeBSD. These chapters:

« Introduce you to FreeBSD.

- Guide you through the installation process.

- Teach you UNIX basics and fundamentals.

- Show you how to install the wealth of third party applicas@vailable for FreeBSD.

- Introduce you to X, the UNIX windowing system, and detail himxconfigure a desktop environment that makes
you more productive.

We have tried to keep the number of forward references ingkigtd a minimum so that you can read this section of
the Handbook from front to back with the minimum page flippiagquired.



Chapter 1 Introduction

Restructured, reorganized, and parts rewritten by Jim Mock

1.1 Synopsis
Thank you for your interest in FreeBSD! The following chaptevers various aspects of the FreeBSD Project, such

as its history, goals, development model, and so on.

After reading this chapter, you will know:

- How FreeBSD relates to other computer operating systems.

- The history of the FreeBSD Project.

« The goals of the FreeBSD Project.

« The basics of the FreeBSD open-source development model.

- And of course: where the name “FreeBSD” comes from.

1.2 Welcome to FreeBSD!

FreeBSD is a 4.4BSD-Lite based operating system for In&6 @nd Itanium®), AMD64, Sun UltraSPARC®
computers. Ports to other architectures are also undeloaycan also read abotlte history of FreeBSDor the
current releasdf you are interested in contributing something to the &ecbjcode, hardware, funding), see the
Contributing to FreeBSD (http://www.FreeBSD.org/doc/ei$.1SO8859-1/articles/contributing/index.html) elei

1.2.1 What Can FreeBSD Do?

FreeBSD has many noteworthy features. Some of these are:

- Preemptive multitaskingith dynamic priority adjustment to ensure smooth and faargg of the computer
between applications and users, even under the heaviestds.|

- Multi-user facilitieswhich allow many people to use a FreeBSD system simultametarsa variety of things.
This means, for example, that system peripherals such @igpiand tape drives are properly shared between all
users on the system or the network and that individual resdimits can be placed on users or groups of users,
protecting critical system resources from over-use.

« StrongTCP/IP networkingvith support for industry standards such as SCTP, DHCP, NS, PPP, SLIP, IPsec,
and IPv6. This means that your FreeBSD machine can inteatspeasily with other systems as well as act as an
enterprise server, providing vital functions such as NE&te file access) and email services or putting your
organization on the Internet with WWW, FTP, routing and fisdWsecurity) services.

« Memory protectiorensures that applications (or users) cannot interfereewitih other. One application crashing
will not affect others in any way.

- FreeBSD is 82-bitoperating systenb@-biton the Itanium, AMD64, and UltraSPARC) and was designed as
such from the ground up.
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+ The industry standard Window SysterfK11R7) provides a graphical user interface (GUI) for thetad a
common VGA card and monitor and comes with full sources.

- Binary compatibilitywith many programs built for Linux, SCO, SVR4, BSDI and NefBS

- Thousands ofeady-to-runapplications are available from the FreeBp&rtsandpackagesollection. Why
search the net when you can find it all right here?

- Thousands of additional arehsy-to-porapplications are available on the Internet. FreeBSD iscgocode
compatible with most popular commercial UNIX systems angstimost applications require few, if any, changes
to compile.

- Demand pagedirtual memoryand “merged VM/buffer cache” design efficiently satisfieplagations with large
appetites for memory while still maintaining interactiesponse to other users.

« SMPsupport for machines with multiple CPUs.

« A full complement ofC andC++ development tools. Many additional languages for advanesearch and
development are also available in the ports and packaglestonh.

- Source codéor the entire system means you have the greatest degreatwbbover your environment. Why be
locked into a proprietary solution at the mercy of your vemathen you can have a truly open system?

- Extensiveonline documentatian
« And many more!

FreeBSD is based on the 4.4BSD-Lite release from ComputeBys Research Group (CSRG) at the University of
California at Berkeley, and carries on the distinguishadition of BSD systems development. In addition to the fine
work provided by CSRG, the FreeBSD Project has put in manygaids of hours in fine tuning the system for
maximum performance and reliability in real-life load sitions. As many of the commercial giants struggle to field
PC operating systems with such features, performance &adiligy, FreeBSD can offer themow!

The applications to which FreeBSD can be put are truly lichdaly by your own imagination. From software
development to factory automation, inventory control toragh correction of remote satellite antennae; if it can be
done with a commercial UNIX product then it is more than ljkdlat you can do it with FreeBSD too! FreeBSD
also benefits significantly from literally thousands of higrality applications developed by research centers and
universities around the world, often available at littletmcost. Commercial applications are also available and
appearing in greater numbers every day.

Because the source code for FreeBSD itself is generallyedolaj the system can also be customized to an almost
unheard of degree for special applications or projectsjmmgys not generally possible with operating systems
from most major commercial vendors. Here is just a samplirspme of the applications in which people are
currently using FreeBSD:

- Internet ServicesThe robust TCP/IP networking built into FreeBSD makes itgeal platform for a variety of
Internet services such as:

- FTP servers

- World Wide Web servers (standard or secure [SSL])
- IPv4 and IPv6 routing

- Firewalls and NAT (“IP masquerading”) gateways

- Electronic Mail servers

- USENET News or Bulletin Board Systems
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- And more...

With FreeBSD, you can easily start out small with an inexpe&n386 class PC and upgrade all the way up to a
guad-processor Xeon with RAID storage as your enterprieegjr

- Education:Are you a student of computer science or a related engirgefielld? There is no better way of
learning about operating systems, computer architecndeatworking than the hands on, under the hood
experience that FreeBSD can provide. A number of freelali CAD, mathematical and graphic design
packages also make it highly useful to those whose primaeyeast in a computer is to getherwork done!

- ResearchWith source code for the entire system available, FreeB%iD isxcellent platform for research in
operating systems as well as other branches of computercgciEreeBSD'’s freely available nature also makes it
possible for remote groups to collaborate on ideas or stdeelopment without having to worry about special
licensing agreements or limitations on what may be discussepen forums.

- Networking:Need a new router? A name server (DNS)? A firewall to keep gemyi of your internal network?
FreeBSD can easily turn that unused 386 or 486 PC sittingeiicdiner into an advanced router with sophisticated
packet-filtering capabilities.

- X Window workstationEreeBSD is a fine choice for an inexpensive X terminal sofytissing the freely available
X11 server. Unlike an X terminal, FreeBSD allows many amilans to be run locally if desired, thus relieving
the burden on a central server. FreeBSD can even boot “dsklemaking individual workstations even cheaper
and easier to administer.

+ Software Developmenthe basic FreeBSD system comes with a full complement ofldpagent tools including
the renowned GNU C/C++ compiler and debugger.

FreeBSD is available in both source and binary form on CD-ROMD, and via anonymous FTP. Please see
Appendix Afor more information about obtaining FreeBSD.

1.2.2 Who Uses FreeBSD?

FreeBSD is used as a platform for devices and products fronymthe world’s largest IT companies, including:

- Apple (http://www.apple.com/)

« Cisco (http://www.cisco.com/)

« Juniper (http://www.juniper.net/)
- NetApp (http://www.netapp.com/)

FreeBSD is also used to power some of the biggest sites ontdét, including:

« Yahoo! (http://www.yahoo.com/)

« Yandex (http://www.yandex.ru/)

« Apache (http://www.apache.org/)

- Rambler (http://www.rambler.ru/)

« Sina (http://www.sina.com/)

« Pair Networks (http://www.pair.com/)

« Sony Japan (http://www.sony.co.jp/)
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- Netcraft (http://www.netcraft.com/)

- NetEase (http://www.163.com/)

- Weathernews (http://www.wni.com/)

« TELEHOUSE America (http://www.telehouse.com/)

- Experts Exchange (http://www.experts-exchange.com/)

and many more.

1.3 About the FreeBSD Project

The following section provides some background infornratia the project, including a brief history, project goals,
and the development model of the project.

1.3.1 A Brief History of FreeBSD
Contributed by Jordan Hubbard.

The FreeBSD Project had its genesis in the early part of 183ially as an outgrowth of the “Unofficial 386BSD
Patchkit” by the patchkit’s last 3 coordinators: Nate Wdithis, Rod Grimes and myself.

Our original goal was to produce an intermediate snapsh®86BSD in order to fix a number of problems with it
that the patchkit mechanism just was not capable of sol8ogae of you may remember the early working title for
the project being “386BSD 0.5” or “386BSD Interim” in refeiee to that fact.

386BSD was Bill Jolitz's operating system, which had beetouihat point suffering rather severely from almost a
year’s worth of neglect. As the patchkit swelled ever moreaimfortably with each passing day, we were in
unanimous agreement that something had to be done and déaidssist Bill by providing this interim “cleanup”
snapshot. Those plans came to a rude halt when Bill Jolitdexugl decided to withdraw his sanction from the
project without any clear indication of what would be donstéad.

It did not take us long to decide that the goal remained wdntleyeven without Bill's support, and so we adopted
the name “FreeBSD”, coined by David Greenman. Our initigeotives were set after consulting with the system’s
current users and, once it became clear that the projectmvieeaoad to perhaps even becoming a reality, |
contacted Walnut Creek CDROM with an eye toward improvinggBSD’s distribution channels for those many
unfortunates without easy access to the Internet. WalneglCEDROM not only supported the idea of distributing
FreeBSD on CD but also went so far as to provide the projett avinachine to work on and a fast Internet
connection. Without Walnut Creek CDROM’s almost unpreceee degree of faith in what was, at the time, a
completely unknown project, it is quite unlikely that FredBwould have gotten as far, as fast, as it has today.

The first CD-ROM (and general net-wide) distribution wasdB8D 1.0, released in December of 1993. This was
based on the 4.3BSD-Lite (“Net/2”) tape from U.C. Berkelgith many components also provided by 386BSD and
the Free Software Foundation. It was a fairly reasonableesscfor a first offering, and we followed it with the
highly successful FreeBSD 1.1 release in May of 1994,

Around this time, some rather unexpected storm clouds fdromethe horizon as Novell and U.C. Berkeley settled
their long-running lawsuit over the legal status of the Bdel¢ Net/2 tape. A condition of that settlement was U.C.
Berkeley’s concession that large parts of Net/2 were “erimened” code and the property of Novell, who had in turn
acquired it from AT&T some time previously. What Berkeleyt goreturn was Novell’s “blessing” that the
4.4BSD-Lite release, when it was finally released, wouldédated unencumbered and all existing Net/2 users
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would be strongly encouraged to switch. This included F&2Band the project was given until the end of July
1994 to stop shipping its own Net/2 based product. Underdimed of that agreement, the project was allowed one
last release before the deadline, that release being FE2&B5.1.

FreeBSD then set about the arduous task of literally reriting itself from a completely new and rather incomplete
set of 4.4BSD-Lite bits. The “Lite” releases were light irrfd@ecause Berkeley's CSRG had removed large chunks
of code required for actually constructing a bootable rograystem (due to various legal requirements) and the fact
that the Intel port of 4.4 was highly incomplete. It took theject until November of 1994 to make this transition, at
which point it released FreeBSD 2.0 to the net and on CD-R@N&fe December). Despite being still more than a
little rough around the edges, the release was a significaaess and was followed by the more robust and easier to
install FreeBSD 2.0.5 release in June of 1995.

We released FreeBSD 2.1.5 in August of 1996, and it appearee popular enough among the ISP and commercial
communities that another release along the 2.1-STABLEdiraras merited. This was FreeBSD 2.1.7.1, released in
February 1997 and capping the end of mainstream developnehil-STABLE. Now in maintenance mode, only
security enhancements and other critical bug fixes will beedin this branch (RELENG_2 1 0).

FreeBSD 2.2 was branched from the development mainlindJfRRENT”) in November 1996 as the
RELENG_2_ 2 branch, and the first full release (2.2.1) wasassd in April 1997. Further releases along the 2.2
branch were done in the summer and fall of '97, the last of Wiiic2.8) appeared in November 1998. The first
official 3.0 release appeared in October 1998 and spellebapimning of the end for the 2.2 branch.

The tree branched again on Jan 20, 1999, leading to the 4RREMT and 3.X-STABLE branches. From
3.X-STABLE, 3.1 was released on February 15, 1999, 3.2 on Mgy 999, 3.3 on September 16, 1999, 3.4 on
December 20, 1999, and 3.5 on June 24, 2000, which was fallaWew days later by a minor point release update
to 3.5.1, to incorporate some last-minute security fixesedoros. This will be the final release in the 3.X branch.

There was another branch on March 13, 2000, which saw thegemee of the 4.X-STABLE branch. There have
been several releases from it so far: 4.0-RELEASE was intred in March 2000, and the last 4.11-RELEASE came
out in January 2005.

The long-awaited 5.0-RELEASE was announced on JanuarydD3. X he culmination of nearly three years of
work, this release started FreeBSD on the path of advancégmeessor and application thread support and
introduced support for the UltraSPARC aiad4 platforms. This release was followed by 5.1 in June of 200 T
last 5.X release from the -CURRENT branch was 5.2.1-RELEASE0duced in February 2004.

The RELENG_5 branch, created in August 2004, was followe#.ByRELEASE, which marked the beginning of
the 5-STABLE branch releases. The most recent 5.5-RELEA&&fase came out in May 2006. There will be no
additional releases from the RELENG_5 branch.

The tree was branched again in July 2005, this time for RELEBI®.0-RELEASE, the first release of the 6.X
branch, was released in November 2005. The most recentlBL&ERSE came out in November 2008. There will be
no additional releases from the RELENG_6 branch. This brathe last branch to support the Alpha architecture.

The RELENG_7 branch was created in October 2007. The firsasel of this branch was 7.0-RELEASE, which
came out in February 2008. The most recent 7.4-RELEASE cautia &ebruary 2011. There will be no additional
releases from the RELENG_7 branch.

The tree was branched again in August 2009, this time for REERES. 8.0-RELEASE, the first release of the 8.X
branch, was released in November 2009. The most recentBLERSE came out in April 2012. There will be
additional releases from the RELENG_8 branch.

The RELENG_9 branch was created in September 2011. Thediestse of this branch was 9.1-RELEASE, which
came out in August 2012. There will be additional releasesfthe RELENG_9 branch.
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For now, long-term development projects continue to takegin the 10.X-CURRENT (trunk) branch, and
SNAPshot releases of 10.X on CD-ROM (and, of course, on teane continually made available from the
snapshot server (ftp://ftp.FreeBSD.org/pub/FreeBS&shots/) as work progresses.

1.3.2 FreeBSD Project Goals
Contributed by Jordan Hubbard.

The goals of the FreeBSD Project are to provide softwarentiagtbe used for any purpose and without strings
attached. Many of us have a significant investment in the ¢al@ project) and would certainly not mind a little
financial compensation now and then, but we are definitelyprepared to insist on it. We believe that our first and
foremost “mission” is to provide code to any and all comens] #or whatever purpose, so that the code gets the
widest possible use and provides the widest possible benbi# s, | believe, one of the most fundamental goals of
Free Software and one that we enthusiastically support.

That code in our source tree which falls under the GNU Gerrhblic License (GPL) or Library General Public
License (LGPL) comes with slightly more strings attachédugh at least on the side of enforced access rather than
the usual opposite. Due to the additional complexities¢hatevolve in the commercial use of GPL software we do,
however, prefer software submitted under the more relax@d Bopyright when it is a reasonable option to do so.

1.3.3 The FreeBSD Development Model
Contributed by Satoshi Asami.

The development of FreeBSD is a very open and flexible probessg literally built from the contributions of
hundreds of people around the world, as can be seen fromsbuif Eontributors
(http://www.FreeBSD.org/doc/en_US.1SO8859-1/arsfdentributors/article.html). FreeBSD’s development
infrastructure allow these hundreds of developers to boliate over the Internet. We are constantly on the lookout
for new developers and ideas, and those interested in bagamire closely involved with the project need simply
contact us at the FreeBSD technical discussions mailihg lis
(http://lists.FreeBSD.org/mailman/listinfo/freebkdekers). The FreeBSD announcements mailing list
(http://lists.FreeBSD.org/mailman/listinfo/freebadnounce) is also available to those wishing to make other
FreeBSD users aware of major areas of work.

Useful things to know about the FreeBSD Project and its @graknt process, whether working independently or in
close cooperation:

The SVN and CVS repositories

For several years, the central source tree for FreeBSD wagaired by CVS (http://www.nongnu.org/cvs/)
(Concurrent Versions System), a freely available sourde @mntrol tool that comes bundled with FreeBSD. In
June 2008, the Project switched to using SVN (http://suigartigris.org) (Subversion). The switch was
deemed necessary, as the technical limitations impos&@M3/were becoming obvious due to the rapid
expansion of the source tree and the amount of history alretaded. The Documentation Project and Ports
Collection repositories also moved fra@VS to SVN in May 2012 and July 2012, respectively.

While thesrc/ andports/  repositories now us8VN, client side tools likeesupthat depend on the older
CVS infrastructure, continue to work normally — changes in 8\ repository are backported @VS for
this purpose. Unlikerc/ andports/ , the documentatio8VN repository is not backported ©VS.
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The primaryCVS repository (http://www.FreeBSD.org/cgi/cvsweb.cggitkes on a machine in Santa Clara
CA, USA from where it is replicated to numerous mirror ma@sithroughout the world. TH&VN tree, which
contains theCURRENTand-STABLE trees, can all be easily replicated to your own machine ak Rlelse
refer to theSynchronizing your source tresection for more information on doing this.

The committers list

Thecommittersare the people who hawerite access to the CVS tree, and are authorized to make modifisatio
to the FreeBSD source (the term “committer” comes from ttecommit command, which is used to bring
new changes into the CVS repository). The best way of makibgnéssions for review by the committers list is
to use the send-pr(1) command. If something appears to bregan the system, then you may also reach
them by sending mail to the FreeBSD committer’s mailing list

The FreeBSD core team

TheFreeBSD core teaiwould be equivalent to the board of directors if the FreeB3@det were a company.
The primary task of the core team is to make sure the projee vehole, is in good shape and is heading in the
right directions. Inviting dedicated and responsible digwers to join our group of committers is one of the
functions of the core team, as is the recruitment of new amtmembers as others move on. The current core
team was elected from a pool of committer candidates in J0y22Elections are held every 2 years.

Some core team members also have specific areas of resfipnsitg#aning that they are committed to
ensuring that some large portion of the system works as tiswdr For a complete list of FreeBSD developers
and their areas of responsibility, please see the Contniiist
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/arsfdentributors/article.html)

Note: Most members of the core team are volunteers when it comes to FreeBSD development and do not
benefit from the project financially, so “commitment” should also not be misconstrued as meaning
“guaranteed support.” The “board of directors” analogy above is not very accurate, and it may be more
suitable to say that these are the people who gave up their lives in favor of FreeBSD against their better
judgement!

Outside contributors

Last, but definitely not least, the largest group of devaispee the users themselves who provide feedback and
bug fixes to us on an almost constant basis. The primary wageyikg in touch with FreeBSD’s more
non-centralized development is to subscribe to the Freet@8iinical discussions mailing list
(http://lists.FreeBSD.org/mailman/listinfo/freebkdekers) where such things are discussed Apgendix C

for more information about the various FreeBSD mailinggslist

The FreeBSD Contributors List
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/artilentributors/article.htmlis a long and growing one,
so why not join it by contributing something back to FreeB®Day?

Providing code is not the only way of contributing to the jicij for a more complete list of things that need
doing, please refer to the FreeBSD Project web site (hitpW.FreeBSD.org/index.html).

In summary, our development model is organized as a loosd sehcentric circles. The centralized model is
designed for the convenience of theersof FreeBSD, who are provided with an easy way of tracking cargral
code base, not to keep potential contributors out! Our désito present a stable operating system with a large set of
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coherenapplication program#hat the users can easily install and use — this model wonkswell in
accomplishing that.

All we ask of those who would join us as FreeBSD developersiisesof the same dedication its current people have
to its continued success!

1.3.4 The Current FreeBSD Release

FreeBSD is a freely available, full source 4.4BSD-L.ite ltasdease for Intel i386™, i486™, Pentium®,

Pentium Pro, Celeron®, Pentium II, Pentium IIl, Pentium Adempatible), Xeon™, and Sun UltraSPARC based
computer systems. It is based primarily on software from.B€rkeley’'s CSRG group, with some enhancements
from NetBSD, OpenBSD, 386BSD, and the Free Software Foiordat

Since our release of FreeBSD 2.0 in late 1994, the performdeature set, and stability of FreeBSD has improved
dramatically. The largest change is a revamped virtual nmgisystem with a merged VM/file buffer cache that not
only increases performance, but also reduces FreeBSD’onydootprint, making a 5 MB configuration a more
acceptable minimum. Other enhancements include full NEhthnd server support, transaction TCP support,
dial-on-demand PPP, integrated DHCP support, an impro@l Subsystem, ISDN support, support for ATM,
FDDI, Fast and Gigabit Ethernet (1000 Mbit) adapters, impdosupport for the latest Adaptec controllers, and
many thousands of bug fixes.

In addition to the base distributions, FreeBSD offers agabsbftware collection with thousands of commonly
sought-after programs. At the time of this printing, theer&over 23,000 ports! The list of ports ranges from http
(WWW) servers, to games, languages, editors, and almostthirgg in between. The entire Ports Collection requires
approximately 500 MB of storage, all ports being expresseidialtas” to their original sources. This makes it much
easier for us to update ports, and greatly reduces the diglestemands made by the older 1.0 Ports Collection. To
compile a port, you simply change to the directory of the paogyou wish to install, typenake install , and let

the system do the rest. The full original distribution foclkeg@ort you build is retrieved dynamically off the CD-ROM
or a local FTP site, so you need only enough disk space to theélgorts you want. Almost every port is also
provided as a pre-compiled “package”, which can be ingtallih a simple commandkg_add ) by those who do

not wish to compile their own ports from source. More infotima on packages and ports can be foun@hapter 5

All recent FreeBSD versions provide an option in the instaléither sysinstall(8) or bsdinstall(8)) to install
additional documentation undeissr/local/share/doc/freebsd during the initial system setup.
Documentation may also be installed at any later time usau@ges as described$ection 25.4.6.2You may
view the locally installed manuals with any HTML capablewser using the following URLSs:

The FreeBSD Handbook

/usr/local/share/doc/freebsd/handbook/index.html

The FreeBSD FAQ
/usr/local/share/doc/freebsd/fag/index.html

You can also view the master (and most frequently updatgasat http://www.FreeBSD.org/.
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Restructured, reorganized, and parts rewritten by Jim Matie sysinstall walkthrough, screenshots, and general
copy by Randy Pratt.

2.1 Synopsis

FreeBSD is provided with a text-based, easy to use indtallagrogram. FreeBSD 9.0-RELEASE and later use the
installation program known dssdinstall, with releases prior to 9.0-RELEASE usisgsinstallfor installation. This
chapter describes the usesysinstallto install FreeBSD. The use bkdinstall is covered irChapter 3

After reading this chapter, you will know:

+ How to create the FreeBSD installation disks.

- How FreeBSD refers to, and subdivides, your hard disks.

- How to startsysinstall

« The questionsysinstallwill ask you, what they mean, and how to answer them.

Before reading this chapter, you should:

- Read the supported hardware list that shipped with thear i FreeBSD you are installing, and verify that your
hardware is supported.

Note: In general, these installation instructions are written for i386 (“PC compatible”) architecture computers.
Where applicable, instructions specific to other platforms will be listed. Although this guide is kept as up to date
as possible, you may find minor differences between the installer and what is shown here. It is suggested that
you use this chapter as a general guide rather than a literal installation manual.

2.2 Hardware Requirements

2.2.1 Minimal Configuration
The minimal configuration to install FreeBSD varies with FreeBSD version and the hardware architecture.

A summary of this information is given in the following semtis. Depending on the method you choose to install
FreeBSD, you may also need a floppy drive, a supported CDROM,@nd in some case a network adapter. This
will be covered by thé&ection 2.3.7

2.2.1.1 FreeBSD/i386 and FreeBSD/pc98

Both FreeBSD/i386 and FreeBSD/pc98 require a 486 or betteegsor and at least 24 MB of RAM. You will need
at least 150 MB of free hard drive space for the most minimsthithation.
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Note: In case of old configurations, most of time, getting more RAM and more hard drive space is more
important than getting a faster processor.

2.2.1.2 FreeBSD/amd64

There are two classes of processors capable of running Bi2end64. The first are AMD64 processors, including
the AMD Athlon™64, AMD Athlon64-FX, AMD Opteron™ or betterpcessors.

The second class of processors that can use FreeBSD/anulifdes those using the Intel® EM64T architecture.
Examples of these processors include the Intel Core™ 2 Duad(Extreme processor families, and the Intel Xeon
3000, 5000, and 7000 sequences of processors.

If you have a machine based on an nVidia nForce3 Pro-150numiuse the BIOS setup to disable the 10 APIC. If
you do not have an option to do this, you will likely have toatike ACPI instead. There are bugs in the Pro-150
chipset that we have not found a workaround for yet.

2.2.1.3 FreeBSD/sparc64
To install FreeBSD/sparc64, you will need a supported ptatf(seeSection 2.2.2

You will need a dedicated disk for FreeBSD/sparc64. It ispussible to share a disk with another operating system
at this time.

2.2.2 Supported Hardware

A list of supported hardware is provided with each FreeBSBase in the FreeBSD Hardware Notes. This document
can usually be found in a file nameARDWARE.TXTin the top-level directory of a CDROM or FTP distribution or

in sysinstalls documentation menu. It lists, for a given architecturbathardware devices are known to be
supported by each release of FreeBSD. Copies of the supdmatdware list for various releases and architectures
can also be found on the Release Information (http://wweeBISD.org/releases/index.html) page of the FreeBSD
Web site.

2.3 Pre-installation Tasks

2.3.1 Inventory Your Computer

Before installing FreeBSD you should attempt to inventbigr¢omponents in your computer. The FreeBSD
installation routines will show you the components (haskdj network cards, CDROM drives, and so forth) with
their model number and manufacturer. FreeBSD will alsawgtteo determine the correct configuration for these
devices, which includes information about IRQ and IO podges Due to the vagaries of PC hardware this process is
not always completely successful, and you may need to ddfreeBSD’s determination of your configuration.

If you already have another operating system installedy asdVindows or Linux, it is a good idea to use the
facilities provided by those operating systems to see haw giardware is already configured. If you are not sure

10
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what settings an expansion card is using, you may find itg@dionh the card itself. Popular IRQ numbers are 3, 5,
and 7, and 10 port addresses are normally written as hexadénumbers, such as 0x330.

We recommend you print or write down this information befmi&alling FreeBSD. It may help to use a table, like
this:

Table 2-1. Sample Device Inventory

Device Name IRQ IO port(s) Notes

First hard disk N/A N/A 40 GB, made by Seagate, first IDE master
CDROM N/A N/A First IDE slave

Second hard disk N/A N/A 20 GB, made by IBM, second IDE master
First IDE controller 14 0x1fo

Network card N/A N/A Intel 10/100

Modem N/A N/A 3Com® 56K faxmodem, on COM1

Once the inventory of the components in your computer is dgme have to check if they match the hardware
requirements of the FreeBSD release you want to install.

2.3.2 Backup Your Data

If the computer you will be installing FreeBSD on containksedle data, then ensure you have it backed up, and that
you have tested the backups before installing FreeBSD. TéeBSD installation routine will prompt you before
writing any data to your disk, but once that process hasestatrcannot be undone.

2.3.3 Decide Where to Install FreeBSD

If you want FreeBSD to use your entire hard disk, then ther®tking more to concern yourself with at this point —
you can skip this section.

However, if you need FreeBSD to co-exist with other opepsiystems then you need to have a rough understanding
of how data is laid out on the disk, and how this affects you.

2.3.3.1 Disk Layouts for FreeBSD/i386

A PC disk can be divided into discrete chunks. These churkealledpartitions Since FreeBSD internally also has
partitions, the naming can become confusing very quickirefore these disk chunks are referred to as disk slices
or simply slices in FreeBSD itself. For example, the FreeBflity fdisk which operates on the PC disk partitions,
refers to slices instead of partitions. By design, the P@ sapports four partitions per disk. These partitions are
calledprimary partitions To work around this limitation and allow more than four tarhs, a new partition type

was created, thextended partitionA disk may contain only one extended partition. Speciatipans, calledogical
partitions can be created inside this extended partition.

Each partition has partition ID, which is a number used to identify the type of data on thatpart FreeBSD
partitions have the partition ID df65.

11



Chapter 2 Installing FreeBSD 8.and Earlier

In general, each operating system that you use will idepfiitions in a particular way. For example, MS-DOS,
and its descendants, like Windows, assign each primaryamicHl partition adrive letter, starting withC: .

FreeBSD must be installed into a primary partition. FreeB8B keep all its data, including any files that you create,
on this one partition. However, if you have multiple diskeen you can create a FreeBSD partition on all, or some,
of them. When you install FreeBSD, you must have one panmtiicailable. This might be a blank partition that you
have prepared, or it might be an existing partition that amstdata that you no longer care about.

If you are already using all the partitions on all your digk&n you will have to free one of them for FreeBSD using
the tools provided by the other operating systems you uge féisk on MS-DOS or Windows).

If you have a spare partition then you can use that. Howewernyay need to shrink one or more of your existing
partitions first.

A minimal installation of FreeBSD takes as little as 100 MBlifk space. However, that isvery minimal install,
leaving almost no space for your own files. A more realistinimum is 250 MB without a graphical environment,
and 350 MB or more if you want a graphical user interface. lf yrtend to install a lot of third-party software as
well, then you will need more space.

You can use a commercial tool suchRartitionMagic®, or a free tool such aSParted, to resize your partitions
and make space for FreeBSD. B&hrtitionMagic andGParted are known to work on NTFSGParted is
available on a number of Live CD Linux distributions, suctSystemRescueCD (http://www.sysresccd.org/).

Problems have been reported resizing Microsoft Vista fi@mg. Having a Vista installation CDROM handy when
attempting such an operation is recommended. As with ali gigk maintenance tasks, a current set of backups is
also strongly advised.

Warning: Incorrect use of these tools can delete the data on your disk. Be sure that you have recent, working
backups before using them.

Example 2-1. Using an Existing Partition Unchanged

Suppose that you have a computer with a single 4 GB disk theddy has a version of Windows installed, and you
have split the disk into two drive letterS; andD:, each of which is 2 GB in size. You have 1 GB of data®nand
0.5 GB of data or: .

This means that your disk has two partitions on it, one pesedsdtter. You can copy all your existing data fr@m to
C:, which will free up the second partition, ready for FreeBSD.

Example 2-2. Shrinking an Existing Partition

Suppose that you have a computer with a single 4 GB disk theddy has a version of Windows installed. When
you installed Windows you created one large partition,rgiwou aC: drive that is 4 GB in size. You are currently
using 1.5 GB of space, and want FreeBSD to have 2 GB of space.

In order to install FreeBSD you will need to either:

1. Backup your Windows data, and then reinstall Windowsirasfor a 2 GB partition at install time.

2. Use one of the tools such BRartitionMagic , described above, to shrink your Windows partition.

12
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2.3.4 Collect Your Network Configuration Details

If you intend to connect to a network as part of your FreeBSiaittation (for example, if you will be installing from
an FTP site or an NFS server), then you need to know your nkteanfiguration. You will be prompted for this
information during the installation so that FreeBSD canrert to the network to complete the install.

2.3.4.1 Connecting to an Ethernet Network or Cable/DSL Mode m

If you connect to an Ethernet network, or you have an Intezaphection using an Ethernet adapter via cable or
DSL, then you will need the following information:

1. IP address

2. IP address of the default gateway
3. Hostname

4. DNS server IP addresses

5. Subnet Mask

If you do not know this information, then ask your system austrator or service provider. They may say that this
information is assigned automatically, usiDlCP. If so, make a note of this.

2.3.4.2 Connecting Using a Modem

If you dial up to an ISP using a regular modem then you canistithll FreeBSD over the Internet, it will just take a
very long time.

You will need to know:

1. The phone number to dial for your ISP
2. The COM: port your modem is connected to

3. The username and password for your ISP account

2.3.5 Check for FreeBSD Errata

Although the FreeBSD project strives to ensure that eaetasel of FreeBSD is as stable as possible, bugs do
occasionally creep into the process. On very rare occaffimse bugs affect the installation process. As these
problems are discovered and fixed, they are noted in the BiedBrata
(http:/lwww.FreeBSD.org/releases/9.1R/errata.htwijch is found on the FreeBSD web site. You should check the
errata before installing to make sure that there are nddataking problems which you should be aware of.

Information about all the releases, including the errataeézh release, can be found on the release information
(http://www.FreeBSD.org/releases/index.html) sectibthe FreeBSD web site
(http://www.FreeBSD.org/index.html).

13
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2.3.6 Obtain the FreeBSD Installation Files

The FreeBSD installation process can install FreeBSD frées focated in any of the following places:

Local Media

+ ACDROM or DVD

« A USB Memory Stick

« A MS-DOS partition on the same computer
« A SCSI or QIC tape

- Floppy disks

Network

- An FTP site, going through a firewall, or using an HTTP proxynacessary
+ An NFS server

- A dedicated parallel or serial connection

If you have purchased FreeBSD on CD or DVD then you alreadg kaerything you need, and should proceed to
the next section§ection 2.3.Y.

If you have not obtained the FreeBSD installation files yoousdth skip ahead t&ection 2.13vhich explains how to
prepare to install FreeBSD from any of the above. After negdhat section, you should come back here, and read
on toSection 2.3.7

2.3.7 Prepare the Boot Media

The FreeBSD installation process is started by booting goorputer into the FreeBSD installer—it is not a
program you run within another operating system. Your caiepoormally boots using the operating system
installed on your hard disk, but it can also be configured sai$hootable” floppy disk. Most modern computers can
also boot from a CDROM in the CDROM drive or from a USB disk.

Tip: If you have FreeBSD on CDROM or DVD (either one you purchased or you prepared yourself), and your
computer allows you to boot from the CDROM or DVD (typically a BIOS option called “Boot Order” or similar),
then you can skip this section. The FreeBSD CDROM and DVD images are bootable and can be used to install
FreeBSD without any other special preparation.

To create a bootable memory stick, follow these steps:

1. Acquire the Memory Stick Image

Memory stick images for FreeBSDX8and earlier can be downloaded from 18©-IMAGES/ directory at
ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/ ar ch/ISO-IMAGES/ ver si on/FreeBSD- ver si on-RELEASE-ar ch-r
Replacear ch andver si on with the architecture and the version number which you waintgtall,

respectively. For example, the memory stick images for B&#i386 8.3-RELEASE are available from
ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386 ASAGES/8.3/FreeBSD-8.3-RELEASE-i386-

memstick.img.

14
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Tip: A different directory path is used for FreeBSD 9.0-RELEASE and later versions. Details of download
and installation of FreeBSD 9.0-RELEASE and later is covered in Chapter 3.

The memory stick image hasieng extension. ThéSO-IMAGES/ directory contains a number of different
images, and the one you will need to use will depend on theoreaof FreeBSD you are installing, and in some
cases, the hardware you are installing to.

Important: Before proceeding, back up the data you currently have on your USB stick, as this procedure will
erase it.

Write The Image File to the Memory Stick

Using FreeBSD To Write the Image

Warning: The example below lists /devida0  as the target device where the image will be written. Be very
careful that you have the correct device as the output target, or you may destroy your existing data.

1. Writing the Image with dd(1)

The.img file is nota regular file you copy to the memory stick. It is an image ofdbmaplete contents of
the disk. This means that yaannotsimply copy files from one disk to another. Instead, you mastdd(1)
to write the image directly to the disk:

# dd if=FreeBSD- 8. 3- RELEASE-i 386- nensti ck.i ng of =/ dev/ da0 bs=64k

If an Operation not permitted error is displayed, make certain that the target devicetismase,
mounted, or being automounted by some well-intentiondyutrogram. Then try again.

Using Windows® To Write the Image

Warning: Make sure you use the correct drive letter as the output target, or you may overwrite and destroy
existing data.

1. Obtainingmage Writer for Windows

Image Writer for Windows is a free application that can correctly write an image fila tnemory stick.
Download it from https://launchpad.net/win32-imageteniand extract it into a folder.

2. Writing The Image with Image Writer

Double-click thewin32Diskimager icon to start the program. Verify that the drive letter shawnler
Device is the drive with the memory stick. Click the folder icon amiext the image to be written to the
memory stick. ClickSave to accept the image file name. Verify that everything is adrr@nd that no
folders on the memory stick are open in other windows. Fynalick Write to write the image file to the
drive.

15
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To create boot floppy images, follow these steps:
1. Acquire the Boot Floppy Images

Important: Please note, as of FreeBSD 8.X, floppy disk images are no longer available. Please see above
for instructions on how to install FreeBSD using a USB memory stick or just use a CDROM or a DVD.

The boot disks are available on your installation media @fltippies/  directory, and can also be downloaded
from the floppies directory,

ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/ ar ch/ ver si on-RELEASE/floppies/ . Replacear ch
andver si on with the architecture and the version number which you wairgtall, respectively. For example,
the boot floppy images for FreeBSD/i386 8.3-RELEASE arelalbg from
ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386RBE_EASE/floppies/.

The floppy images have.ip  extension. Théloppies/  directory contains a number of differentimages, and
the ones you will need to use depends on the version of FregB8@re installing, and in some cases, the
hardware you are installing to. In most cases you will need floppiesoot.flp , kernl.flp ,kern2.flp ,
andkern3.flp . CheckREADME.TXTin the same directory for the most up to date information atfzese

floppy images.

Important: Your FTP program must use binary mode to download these disk images. Some web browsers
have been known to use text (or ASCII) mode, which will be apparent if you cannot boot from the disks.

2. Prepare the Floppy Disks

You must prepare one floppy disk per image file you had to doahlt is imperative that these disks are free
from defects. The easiest way to test this is to format thiesdisr yourself. Do not trust pre-formatted floppies.
The format utility in Windows will not tell about the presenaf bad blocks, it simply marks them as “bad” and
ignores them. It is advised that you use brand new floppidsabsing this installation route.

Important: If you try to install FreeBSD and the installation program crashes, freezes, or otherwise
misbehaves, one of the first things to suspect is the floppies. Try writing the floppy image files to new disks
and try again.

3. Write the Image Files to the Floppy Disks

The flp files arenotregular files you copy to the disk. They are images of the cetepontents of the disk.
This means that yooannotsimply copy files from one disk to another. Instead, you mgstapecific tools to
write the images directly to the disk.

If you are creating the floppies on a computer running MS-D@&ndows, then we provide a tool to do this
calledfdimage .

If you are using the floppies from the CDROM, and your CDROMis&: drive, then you would run this:

E:\ > tool s\fdimage fl oppies\boot.flp A

Repeat this command for eadlp file, replacing the floppy disk each time, being sure to labeldisks with
the name of the file that you copied to them. Adjust the comntiaechs necessary, depending on where you
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have placed thélp files. If you do not have the CDROM, thédimage can be downloaded from theols
directory (ftp://ftp.FreeBSD.org/pub/FreeBSD/tootsf)the FreeBSD FTP site.

If you are writing the floppies on a UNIX system (such as anofinieeBSD system) you can use the dd(1)
command to write the image files directly to disk. On FreeBi, would run:

# dd if=boot.flp of=/dev/fdO

On FreeBSD/dev/fd0  refers to the first floppy disk (th&: drive)./dev/fdl  would be theB: drive, and so
on. Other UNIX variants might have different names for thefip disk devices, and you will need to check the
documentation for the system as necessary.

You are now ready to start installing FreeBSD.

2.4 Starting the Installation

Important: By default, the installation will not make any changes to your disk(s) until you see the following
message:

Last Chance: Are you SURE you want continue the installation ?

If you're running this on a disk with data you wish to save then WE
STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before piouge

We can take no responsibility for lost disk contents!

The install can be exited at any time prior to the final warning without changing the contents of the hard drive. If
you are concerned that you have configured something incorrectly you can just turn the computer off before this
point, and no damage will be done.

2.4.1 Booting

2.4.1.1 Booting for the i386™

1. Start with your computer turned off.

2. Turn on the computer. As it starts it should display anapto enter the system set up menu, or BIOS,
commonly reached by keys like2, F10, Del, or Alt +S. Use whichever keystroke is indicated on screen. In
some cases your computer may display a graphic while isstgypically, pressingscwill dismiss the graphic
and allow you to see the necessary messages.

3. Find the setting that controls which devices the systeatdivom. This is usually labeled as the “Boot Order”
and commonly shown as a list of devices, sucklagpy , CDROWMFirst Hard Disk , and so on.

If you are booting from the CDROM then make sure that the CDR®Bklected. If you are booting from a
USB disk or a floppy disk then make sure that is selected idstaaase of doubt, you should consult the
manual that came with your computer, and/or its motherhoard

Make the change, then save and exit. The computer shouldexiart.
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4. If you prepared a “bootable” USB stick, as describe8éttion 2.3.7then plug in your USB stick before
turning on the computer.

If you are booting from CDROM, then you will need to turn on twnputer, and insert the CDROM at the first
opportunity.

Note: For FreeBSD 7.X, installation boot floppies are available and can be prepared as described in
Section 2.3.7. One of them will be the first boot disc: boot.flp . Put this disc in your floppy drive and boot
the computer.

If your computer starts up as normal and loads your existpegating system, then either:

1. The disks were not inserted early enough in the boot psotesve them in, and try restarting your
computer.

2. The BIOS changes earlier did not work correctly. You saato that step until you get the right option.
3. Your particular BIOS does not support booting from ther@elsmedia.

5. FreeBSD will start to boot. If you are booting from CDROMwwill see a display similar to this (version
information omitted):

Booting from CD-Rom...
645MB medium detected
CD Loader 1.2

Building the boot loader arguments

Looking up /BOOT/LOADER... Found
Relocating the loader and the BTX

Starting the BTX loader

BTX loader 1.00 BTX version is 1.02
Consoles: internal video/keyboard

BIOS CD is cdO

BIOS drive C: is diskO

BIOS drive D: is diskl

BIOS 636kB/261056kB available memory

FreeBSD/i386 bootstrap loader, Revision 1.1

Loading /boot/defaults/loader.conf
/boot/kernel/kernel text=0x64daa0 data=0xa4e80+0xa9e4 0 syms=[0x4+0x6cac0+0x4+0x88e9d]
\

If you are booting from floppy disc, you will see a display damito this (version information omitted):

Booting from Floppy...
Uncompressing ... done

BTX loader 1.00 BTX version is 1.01
Console: internal video/keyboard

BIOS drive A: is disk0

BIOS drive C: is diskl

BIOS 639kB/261120kB available memory
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FreeBSD/i386 bootstrap loader, Revision 1.1

Loading /boot/defaults/loader.conf
/kernel text=0x277391 data=0x3268c+0x332a8 |

Insert disk labelled "Kernel floppy 1" and press any key...

Follow these instructions by removing theot.flp  disc, insert thé&ernl.flp  disc, and presinter. Boot
from first floppy; when prompted, insert the other disks asiireq.

6. Whether you booted from CDROM, USB stick or floppy, the bmmicess will then get to the FreeBSD boot
loader menu:

Figure 2-1. FreeBSD Boot Loader Menu

Welcome to FreeBSD!

. Boot FreeBSD [defaultl

. Boot FreeBSD with ACPI disabled

. Boot FreeBSD in Safe Mode

. Boot FreeBSD in single user mode
. Boot FreeBSD with verbose logging
. Escape to loader prompt

. Reboot

1
2
3
4
5
[
?

Select option, [Enter] for default
or [Spacel to pause timer 10

Either wait ten seconds, or prelSater.

2.4.1.2 Booting for SPARC64®

Most SPARC64® systems are set up to boot automatically friskn do install FreeBSD, you need to boot over the
network or from a CDROM, which requires you to break into tfRCmM (OpenFirmware).

To do this, reboot the system, and wait until the boot mesapgears. It depends on the model, but should look
about like:

Sun Blade 100 (UltraSPARC-Ile), Keyboard Present

Copyright 1998-2001 Sun Microsystems, Inc. All rights rese rved.
OpenBoot 4.2, 128 MB memory installed, Serial #51090132.

Ethernet address 0:3:ba:b:92:d4, Host ID: 830b92d4.

If your system proceeds to boot from disk at this point, yoeidh pres& 1+A or Stop+A on the keyboard, or send a
BREAKover the serial console (using for exampiein tip(1) or cu(1)) to get to the PROM prompt. It looks like ghi

ok 0
ok {0} 0
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0 Thisis the prompt used on systems with just one CPU.

0 Thisis the prompt used on SMP systems, the digit indicatestimber of the active CPU.

At this point, place the CDROM into your drive, and from the® prompt, typeboot cdrom .

2.4.2 Reviewing the Device Probe Results
The last few hundred lines that have been displayed on saresstored and can be reviewed.

To review the buffer, presScroll Lock. This turns on scrolling in the display. You can then use thevakeys, or
PageUpandPageDownto view the results. Presicroll Lock again to stop scrolling.

Do this now, to review the text that scrolled off the screemewthe kernel was carrying out the device probes. You
will see text similar tdrigure 2-2 although the precise text will differ depending on the desithat you have in your
computer.

Figure 2-2. Typical Device Probe Results

avail memory = 253050880 (247120K bytes)
Preloaded elf kernel "kernel" at Oxc0817000.
Preloaded mfs_root "/mfsroot" at Oxc0817084.
md0: Preloaded image <Imfsroot > 4423680 bytes at Oxc03ddcd4

md1: Malloc disk

Using $PIR table, 4 entries at 0xc00fde60

npx0: <math processor > on motherboard

npx0: INT 16 interface

pcib0:  <Host to PCI bridge > on motherboard

pci0:  <PCI bus > on pcib0

pcibl: <VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge > at device 1.0 on pciO
pcil: <PCI bus > on pcibl

pcil: <Matrox MGA G200 AGP graphics accelerator > at 0.0 irg 11

isab0:  <VIA 82C586 PCI-ISA bridge > at device 7.0 on pciO

isa0:  <iSA bus > on isab0

atapcio: <VIA 82C586 ATA33 controller > port 0xe000-0xe00f at device 7.1 on pciO
ata0: at Ox1f0 irg 14 on atapciO

atal: at 0x170 irg 15 on atapciO

uhci0  <VIA 83C572 USB controller > port 0xe400-Oxe4lf irq 10 at device 7.2 on pci
0

usb0:  <VIA 83572 USB controller > on uhci0

usb0: USB revision 1.0

uhubO: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addrl

uhub0: 2 ports with 2 removable, self powered

pci0:  <unknown card > (vendor=0x1106, dev=0x3040) at 7.3

dcO: <ADMtek AN985 10/100BaseTX > port 0xe800-0xe8ff mem 0xdb000000-0xeb0003ff ir
g 11 at device 8.0 on pci0

dcO: Ethernet address: 00:04:5a:74:6b:b5

miibusO: <MIl bus > on dcO

ukphyO: <Generic IEEE 802.3u media interface > on miibusO
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ukphyO: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto

ed0: <NE2000 PCI Ethernet (RealTek 8029) > port Oxec00-Oxeclf irq 9 at device 10.
0 on pci0

ed0 address 52:54:05:de:73:1b, type NE2000 (16 bit)

isa0: too many dependant configs (8)

isa0: unexpected small tag 14

ormO: <Option ROM> at iomem 0xc0000-Oxc7fff on isa0

fdcO: <NEC 72065B or clone > at port 0x3f0-0x3f5,0x3f7 irq 6 drg2 on isa0
fdcO: FIFO enabled, 8 bytes threshold

fd0: <1440-KB 3.5” drive > on fdcO drive O

atkbdcO:  <Keyboard controller (i8042) > at port 0x60,0x64 on isa0
atkbd0: <AT Keyboard > flags 0x1 irgl on atkbdcO

kbdO at atkbdO

psm0: <PS/2 Mouse > irq 12 on atkbdcO

psmO: model Generic PS/@ mouse, device ID 0

vga0: <Generic ISA VGA > at port 0x3c0-0x3df iomem 0xa0000-0xbffff on isa0
sc0: <System console > at flags 0x100 on isa0

sc0: VGA <16 virtual consoles, flags=0x300 >

sio0 at port 0x3f8-0x3ff irq 4 flags 0x10 on isa0

sio0: type 16550A

siol at port 0x2f8-0x2ff irg 3 on isa0

siol: type 16550A

ppcO:  <Parallel port > at port 0x378-0x37f irg 7 on isa0

pppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIB LE mode
ppcO: FIFO with 16/16/15 bytes threshold
plipO: <PLIP network interface > on ppbus0

ad0: 8063MB <IBM-DHEA-38451 > [16383/16/63] at ataO-master UDMA33
acdO: CD-RW <LITE-ON LTR-1210B > at atal-slave PlO4

Mounting root from ufs:/dev/mdOc

/stand/sysinstall running as init on vtyO

Check the probe results carefully to make sure that FreeB8Dd all the devices you expected. If a device was not
found, then it will not be listed. Austom kernedllows you to add in support for devices which are not in the
GENERICkernel, such as sound cards.

After the procedure of device probing, you will seigure 2-3 Use the arrow key to choose a country, region, or
group. Then presBnter, it will set your country easily.
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Figure 2-3. Selecting Country Menu

Please choose a country, region, or group.
Select an item using [SPACE] or [ENTERI.

nited States

United States Minor Outlying Islands
Uruguay

Uzbekistan

Vanuatu

Holy See (Vatican City State)
Venezuela

Viet Nam

Uirgin Islands, British
Virgin Islands, U.3.

Wallis and Futuna

Western Sahara

Yemen

Zambia

MMNNNNNMNMNMNNMNMNDN

OMIEE  Cencel

If you selectedJnited States as country, the standard American keyboard map will be utadlifferent country is
chosen the following menu will be displayed. Use the arroyske choose the correct keyboard map and press
Enter.

Figure 2-4. Selecting Keyboard Menu

The default system console driver for FreeBSD (syscons) defaults
to a standard "American” keyboard map. Users in other countries
(or with different keyboard preferences) may wish to choose one of
the other keymaps below.

Note that sysinstall itself only uses the part of the keyboard map
which is required to generate the ANSI character subset, but your
choice of keymap will also be saved for later (fuller) use.

Brazil CPB50 keymap

Brazil IS0 keymap (accent keys)
Brazil IS0 keymap

Bulgarian BDS keymap

Bulgarian Phonetic keymap
Central European IS0 keymap
Croatian ISD keymap

Czech IS0 keymap (accent keys)

OMIEE  Cencel

After the country selecting, th&ysinstallmain menu will display.

2.5 Introducing Sysinstall

Thesysinstallutility is the installation application provided by the EE&SD Project. It is console based and is
divided into a number of menus and screens that you can usafigare and control the installation process.
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Thesysinstallmenu system is controlled by the arrow kelyster, Tab, Space and other keys. A detailed
description of these keys and what they do is containegy$nstalls usage information.

To review this information, ensure that thisage entry is highlighted and that tH{&elect] button is selected, as
shown inFigure 2-5 then pres&nter.

The instructions for using the menu system will be displaydter reviewing them, pressnter to return to the
Main Menu.

Figure 2-5. Selecting Usage from Sysinstall Main Menu

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

| Usage| Quick start - How to use this menu system|
3

Begin a standard installation (recommended)
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeB3D
Installation instructions, README, etc.
Select keyboard type

ViewsSet various installation optioms
Repair mode with CDROM/DVUD-floppy or start shell
Upgrade an existing system

Load default install configuration
Glossary of functions

SO0

[ Select 1 X Exit Install

2.5.1 Selecting the Documentation Menu

From the Main Menu, sele@oc with the arrow keys and pregster.

Figure 2-6. Selecting Documentation Menu

Welcome to the FreeBSD installation and configuration tool. FPlease
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

Quick start - How to use this menu system
Begin a standard installation (recommended)
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type

ViewSet various installation optioms
Repair mode with CDROM/DUD-floppy or start shell
Upgrade an existing systen

Load default install configuration
Glossary of functions

[ Select 1 X Exit Install

This will display the Documentation Menu.
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Figure 2-7. Sysinstall Documentation Menu

If you are at all unsure about the configuration of your hardware

or are looking to build a system specifically for FreeBSD, read the
Hardware guide! New users should also read the Install document for

a step-by-step tutorial on installing FreeBSD. For general information,
consult the README file.

Exit thiz menu (returning to previous)

A general description of FreeBSD. Read this?

Late-breaking, post-release neus.

The FreeB3D suruival guide for PC harduware.

The FreeBSD Copyright notices.

The release notes for this version of FreeBSD.
Creating shortcuts to sysinstall.

Go to the HTHL documentation menu (post-install).

S =l IR N

[_OK ] Cancel

It is important to read the documents provided.

To view a document, select it with the arrow keys and pEager. When finished reading a document, pressing
Enter will return to the Documentation Menu.

To return to the Main Installation Menu, seldexit with the arrow keys and pre&nter.

2.5.2 Selecting the Keymap Menu

To change the keyboard mapping, use the arrow keys to s&gatap from the menu and pregnter. This is only
required if you are using a non-standard or non-US keyboard.

Figure 2-8. Sysinstall Main Menu

Welcome to the FreeBSD installation and configuration tool. FPlease
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

Quick start - How to use this menu system
Begin a standard installation (recommended)
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
ViewSet various installation optioms
Repair mode with CDROM/DUD-floppy or start shell
Upgrade an existing systen

Load default install configuration
Glossary of functions

[ Select 1 X Exit Install

A different keyboard mapping may be chosen by selecting theunitem using up/down arrow keys and pressing
Space Pressingpaceagain will unselect the item. When finished, choostB& ] using the arrow keys and press
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Enter.

Only a patrtial list is shown in this screen representati@e&ing[ Cancel | by pressingrab will use the default
keymap and return to the Main Install Menu.

Figure 2-9. Sysinstall Keymap Menu

The default system console driver for FreeBSD (syscons) defaults
to a standard "American” keyboard map. Users in other countries
(or with different keyboard preferences) may wish to choose one of
the other keymaps below.

Note that sysinstall itself only uses the part of the keyboard map
which is required to generate the ANSI character subset, but your
choice of keymap will also be saved for later (fuller) use.

Brazil CPB50 keymap

Brazil IS0 keymap (accent keys)
Brazil IS0 keymap

Bulgarian BDS keymap

Bulgarian Phonetic keymap
Central European IS0 keymap
Croatian ISD keymap

Czech IS0 keymap (accent keys)

OMIEE  Cencel

2.5.3 Installation Options Screen

SelectOptions and pres&nter.

Figure 2-10. Sysinstall Main Menu

Welcome to the FreeBSD installation and configuration tool. FPlease
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

Quick start - How to use this menu system
Begin a standard installation (recommended)
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type

ptions
Repair mode with CDROM/DUD-floppy or start shell
Upgrade an existing systen
Load default install configuration
Glossary of functions

[ Select 1 X Exit Install
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Figure 2-11. Sysinstall Options

Options Editor|

Name

Browser Exec susrrslocalsbinslinks
Media Tupe <not yet set>

Media Timeout 300

Package Temp suarstmnp

Neufs fArgs -b 16384 -f 2048
Fixit Console  serial

Re-scan Devices <{=>

Use Defaults [RESET?1

susrsbincee
high
8.1-RELEASE
I

Brouwser package links

ze SPACE to selectrtoggle an option, arrow keys to moue,
? or F1 for more help. When you’re done, type Q to Quit.

F3 server talks only on a secure port

The default values are usually fine for most users and do reat teebe changed. The release name will vary
according to the version being installed.

The description of the selected item will appear at the Imotvdthe screen highlighted in blue. Notice that one of the
options isUse Defaults to reset all values to startup defaults.

Presg~1to read the help screen about the various options.

PressindQ will return to the Main Install menu.

2.5.4 Begin a Standard Installation

TheStandard installation is the option recommended for those new to UNXreeBSD. Use the arrow keys to
selectStandard and then presBnter to start the installation.

Figure 2-12. Begin Standard Installation

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

Quick start - How to use this menu system
E Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeB3D
Installation instructions, README, etc.
Select keyboard type
ViewsSet various installation optioms
Repair mode with CDROM/DVUD-floppy or start shell
Upgrade an existing system
Load default install configuration
Glossary of functions

SO0

[ Select 1 X Exit Install
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2.6 Allocating Disk Space

Your first task is to allocate disk space for FreeBSD, andlldiat space so thatysinstallcan prepare it. In order to
do this you need to know how FreeBSD expects to find informatiothe disk.

2.6.1 BIOS Drive Numbering

Before you install and configure FreeBSD on your systemegtiean important subject that you should be aware of,
especially if you have multiple hard drives.

In a PC running a BIOS-dependent operating system such aB®ISor Microsoft Windows, the BIOS is able to
abstract the normal disk drive order, and the operatingsysgioes along with the change. This allows the user to
boot from a disk drive other than the so-called “primary radstThis is especially convenient for some users who
have found that the simplest and cheapest way to keep a spstehup is to buy an identical second hard drive, and
perform routine copies of the first drive to the second drsi@gGhost® or XCOPY . Then, if the first drive fails,

or is attacked by a virus, or is scribbled upon by an operatystem defect, he can easily recover by instructing the
BIOS to logically swap the drives. It is like switching thebdas on the drives, but without having to open the case.

More expensive systems with SCSI controllers often incBBH@S extensions which allow the SCSI drives to be
re-ordered in a similar fashion for up to seven drives.

A user who is accustomed to taking advantage of these featusg become surprised when the results with
FreeBSD are not as expected. FreeBSD does not use the BI®8pas not know the “logical BIOS drive
mapping”. This can lead to very perplexing situations, e&ly when drives are physically identical in geometry,
and have also been made as data clones of one another.

When using FreeBSD, always restore the BIOS to natural diivebering before installing FreeBSD, and then leave
it that way. If you need to switch drives around, then do sodouit the hard way, and open the case and move the
jumpers and cables.
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An lllustration from the Files of Bill and Fred’s Exceptiona | Adventures:

Bill breaks-down an older Wintel box to make another FreeB®R for Fred. Bill installs a single SCSI drive as
SCSI unit zero and installs FreeBSD on it.

Fred begins using the system, but after several days natiaethe older SCSI drive is reporting numerous soft
errors and reports this fact to Bill.

After several more days, Bill decides it is time to addresgssituation, so he grabs an identical SCSI drive from
disk drive “archive” in the back room. An initial surface scadicates that this drive is functioning well, so Bill
installs this drive as SCSI unit four and makes an image capy firive zero to drive four. Now that the new driv
is installed and functioning nicely, Bill decides that itigjood idea to start using it, so he uses features in the §
BIOS to re-order the disk drives so that the system boots B8@8I unit four. FreeBSD boots and runs just fine.

Fred continues his work for several days, and soon Bill ard Elecide that it is time for a new adventure — timg
upgrade to a newer version of FreeBSD. Bill removes SCSlaamni because it was a bit flaky and replaces it wi
another identical disk drive from the “archive”. Bill thensitalls the new version of FreeBSD onto the new SCS
unit zero using Fred’s magic Internet FTP floppies. The Ifedtan goes well.

Fred uses the new version of FreeBSD for a few days, and esttifat it is good enough for use in the engineer
department. It is time to copy all of his work from the old viers So Fred mounts SCSI unit four (the latest copy
the older FreeBSD version). Fred is dismayed to find that dihés precious work is present on SCSI unit four.

Where did the data go?

When Bill made an image copy of the original SCSI unit zerad€SI unit four, unit four became the “new
clone”. When Bill re-ordered the SCSI BIOS so that he couldtlicom SCSI unit four, he was only fooling
himself. FreeBSD was still running on SCSI unit zero. Makiinig kind of BIOS change will cause some or all of
the Boot and Loader code to be fetched from the selected BIO8, thut when the FreeBSD kernel drivers
take-over, the BIOS drive numbering will be ignored, andeB8D will transition back to normal drive numberin
In the illustration at hand, the system continued to operatthe original SCSI unit zero, and all of Fred’s data w
there, not on SCSI unit four. The fact that the system apparbe running on SCSI unit four was simply an
artifact of human expectations.

We are delighted to mention that no data bytes were killechomled in any way by our discovery of this
phenomenon. The older SCSI unit zero was retrieved fromdine pile, and all of Fred’s work was returned to
him, (and now Bill knows that he can count as high as zero).

Although SCSI drives were used in this illustration, the@gpts apply equally to IDE drives.
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2.6.2 Creating Slices Using FDisk

Note: No changes you make at this point will be written to the disk. If you think you have made a mistake and
want to start again you can use the menus to exit sysinstall and try again or press U to use the Undo option. If
you get confused and can not see how to exit you can always turn your computer off.

After choosing to begin a standard installatiorsysinstallyou will be shown this message:

Message
In the next menu, you will need to set up a DOS-style ("fdisk")
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partitioning scheme for your hard disk. If you simply wish to devote

all disk space to FreeBSD (overwriting anything else that mi ght be on
the disk(s) selected) then use the (A)ll command to select th e default
partitioning scheme followed by a (Q)uit. If you wish to allo cate only
free space to FreeBSD, move to a partition marked "unused" an d use the

(C)reate command.
[ OK ]

[ Press enter or space ]

PressEnter as instructed. You will then be shown a list of all the hardesithat the kernel found when it carried out
the device probesigure 2-13shows an example from a system with two IDE disks. They haea balledado and
ad2.

Figure 2-13. Select Drive for FDisk

Please select the drive, or drives, on which you wish to perform
this operation. If you are attempting to install a boot partition
on a drive other than the first one or have multiple operating
systems on your machine, you will have the option to install a boot
manager later. To select a drive, use the arrow keys to mouve to it
and press [SPACE] or [ENTER]. To de-select it, press it again.

Use [TAB] to get to the buttons and leave this menu.

L1} dORgade)

[1a adZ

OMIEE  Cencel

You might be wondering whyd1 is not listed here. Why has it been missed?

Consider what would happen if you had two IDE hard disks, aie master on the first IDE controller, and one as
the master on the second IDE controller. If FreeBSD numbtresk as it found them, ad0 andadl then
everything would work.

But if you then added a third disk, as the slave device on teelfdE controller, it would now bad1, and the
previousadl would becomed2. Because device names (sucladssla ) are used to find filesystems, you may
suddenly discover that some of your filesystems no longegapgorrectly, and you would need to change your
FreeBSD configuration.

To work around this, the kernel can be configured to name IBEsdiased on where they are, and not the order in
which they were found. With this scheme the master disk oséltend IDE controller wilalwaysbead2, even if
there are nad0 or adl devices.

This configuration is the default for the FreeBSD kernel,chiis why this display showsd0 andad2. The machine
on which this screenshot was taken had IDE disks on both metsa@nels of the IDE controllers, and no disks on
the slave channels.
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You should select the disk on which you want to install FreeB&hd then pregsOK ]. FDisk will start, with a
display similar to that shown iRigure 2-14

TheFDisk display is broken into three sections.

The first section, covering the first two lines of the dispkhpws details about the currently selected disk, including
its FreeBSD name, the disk geometry, and the total size dafitie

The second section shows the slices that are currently afiskewhere they start and end, how large they are, the
name FreeBSD gives them, and their description and sub-Type example shows two small unused slices, which
are artifacts of disk layout schemes on the PC. It also showdarge FAT slice, which almost certainly appears as
C: in MS-DOS / Windows, and an extended slice, which may cora#ier drive letters for MS-DOS / Windows.

The third section shows the commands that are availali#®isk.

Figure 2-14. Typicalf di sk Partitions Before Editing

Disk name: ado| FDISK Partition Editor
DISK Geometry: 16383 cyls-16 heads/63 sectors = 16514064 sectors (8063MB)

8ize(8T) End Name PType Desc Subtype Flags

4] 63 [:¥4 = 6 unused o]

%] 4193217 4193279 ados1 2 fat 14
4193280 1008 4194287 - 6 unused 0
4194288 12319776 16514063 adds?2 4  extended 15

The following commands are supported (in wupper or lower case):
Use Entire Disk G = set Drive Geometry C = Create Slice F = DD’ mode|

Delete Slice Z = Toggle Size Units 3 = Set Bootable I = Wizard m.
Change Type U = Undo All Changes 0 = Finish

F1 or 7 to get more help, arrow keys to select.

What you do now will depend on how you want to slice up your disk

If you want to use FreeBSD for the entire disk (which will delall the other data on this disk when you confirm
that you wansysinstallto continue later in the installation process) then you aasgA, which corresponds to the
Use Entire Disk option. The existing slices will be removed, and replacetthwismall area flagged asused

(again, an artifact of PC disk layout), and then one largedbr FreeBSD. If you do this, then you should select the
newly created FreeBSD slice using the arrow keys, and [@é&ssnark the slice as being bootable. The screen will
then look very similar td-igure 2-15 Note theA in theFlags column, which indicates that this sliceastive and

will be booted from.

If you will be deleting an existing slice to make space fordB&D then you should select the slice using the arrow
keys, and then pre$3. You can then presS, and be prompted for size of slice you want to create. Enter th
appropriate figure and preEsiter. The default value in this box represents the largest plessiice you can make,
which could be the largest contiguous block of unallocapets or the size of the entire hard disk.

If you have already made space for FreeBSD (perhaps by usog such asartitionMagic ) then you can press
to create a new slice. Again, you will be prompted for the sizglice you would like to create.
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Figure 2-15. Fdisk Partition Using Entire Disk

Disk name: ado| FDISK Partition Editor
DISK Geometry: 16383 cyls-16 heads/63 sectors = 16514064 sectors (8063MB)

8ize(8T) End Name PType Desc Subtype Flags

63 [:¥4 = 6 unused o]
63 16514001 16514063 ados1 3 freebsd 165 cA

The following commands are supported (in wupper or lower case):
Use Entire Disk set Drive Geometry C = Create Slice F “DD’ mode|

Delete Slice Toggle Size Units 3 = Set Bootable 1 Wizard m.
Change Type Undo All Changes 0 = Finish

F1 or 7 to get more help, arrow keys to select.

When finished, pres®. Your changes will be saved 8ysinstall but will not yet be written to disk.

2.6.3 Install a Boot Manager

You now have the option to install a boot manager. In gengaai,should choose to install the FreeBSD boot
manager if:

- You have more than one drive, and have installed FreeBSDabdtive other than the first one.

- You have installed FreeBSD alongside another operatingisysn the same disk, and you want to choose
whether to start FreeBSD or the other operating system wherstart the computer.

If FreeBSD is going to be the only operating system on thishime; installed on the first hard disk, then the
Standard boot manager will suffice. Choodéne if you are using a third-party boot manager capable of bgotin
FreeBSD.

Make your choice and pre&siter.
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Figure 2-16. Sysinstall Boot Manager Menu

FreeBSD comes with a boot selector that allows you to easily

select between FreeB3D and any other operating systems on your machine
at boot time. If you have more than one drive and want to boot

from the second one, the boot selector will also make it possible

to do so (limitations in the PC BIDS usually prevent this otheruwise).
If you do not want a boot selector, or wish to replace an existing
one, select "standard”. If you would prefer your Master Boot

Record to remain untouched then select "None".

NOTE: PC-DOS users will almost certainly require "None"?

B Install the FreeBSD Boot Manager
Install a standard MBR (no boot manager)
N Leave the Master Boot Record untouched

[ Ok ] Cancel

The help screen, reached by presdiigdiscusses the problems that can be encountered when toyihgire the
hard disk between operating systems.

2.6.4 Creating Slices on Another Drive

If there is more than one drive, it will return to the Seleciv@s screen after the boot manager selection. If you wish
to install FreeBSD on to more than one disk, then you can setexther disk here and repeat the slice process using
FDisk.

Important: If you are installing FreeBSD on a drive other than your first, then the FreeBSD boot manager needs
to be installed on both drives.
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Figure 2-17. Exit Select Drive

Please select the drive, or drives, on which you wish to perform
this operation. If you are attempting to install a boot partition
on a drive other than the first one or have multiple operating
systems on your machine, you will have the option to install a boot
manager later. To select a drive, use the arrow keys to move to it
and press [SPACE] or [ENTER]1. To de-select it, press it again.

Use [TAB] to get to the buttons and leave this menu.

EY E IO

[1a adZ

(MIEE  Cencel

TheTab key toggles between the last drive selecfedK ], and[ Cancel ].

Press th@ab once to toggle to thEOK ], then pres&nter to continue with the installation.

2.6.5 Creating Partitions Using Disklabel

You must now create some partitions inside each slice thatgoe just created. Remember that each partition is
lettered, froma through toh, and that partitions, ¢, andd have conventional meanings that you should adhere to.

Certain applications can benefit from particular partiichemes, especially if you are laying out partitions across
more than one disk. However, for this, your first FreeBSDalltstion, you do not need to give too much thought to
how you partition the disk. It is more important that you alsFreeBSD and start learning how to use it. You can
always re-install FreeBSD to change your partition schetenwyou are more familiar with the operating system.

This scheme features four partitions—one for swap spackthaiae for filesystems.

Table 2-2. Partition Layout for First Disk

Partition Filesystem Size Description

a / 1GB This is the root filesystem. Every other filesystem will be
mounted somewhere under this one. 1 GB is a reasonable size fo
this filesystem. You will not be storing too much data on itaas
regular FreeBSD install will put about 128 MB of data hereeTh
remaining space is for temporary data, and also leaves sigran
space if future versions of FreeBSD need more spacte in
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Partition Filesystem  Size Description

b N/A 2-3x RAM The system’s swap space is kept ontthgartition. Choosing the
right amount of swap space can be a bit of an art. A good rule of
thumb is that your swap space should be two or three times as
much as the available physical memory (RAM). You should also
have at least 64 MB of swap, so if you have less than 32 MB of
RAM in your computer then set the swap amount to 64 MB.
If you have more than one disk then you can put swap space on
each disk. FreeBSD will then use each disk for swap, which
effectively speeds up the act of swapping. In this caseutate
the total amount of swap you need (e.g., 128 MB), and then
divide this by the number of disks you have (e.g., two dis&s) t
give the amount of swap you should put on each disk, in this
example, 64 MB of swap per disk.

e Ivar 512 MB to The/var directory contains files that are constantly varying; log
4096 MB files, and other administrative files. Many of these files are
read-from or written-to extensively during FreeBSD’s dayday
running. Putting these files on another filesystem allows
FreeBSD to optimize the access of these files without affgcti
other files in other directories that do not have the samesacce
pattern.
f usr Rest of disk (atAll your other files will typically be stored irusr and its
least 8 GB)  subdirectories.

Warning: The values above are given as example and should be used by experienced users only. Users are
encouraged to use the automatic partition layout called Auto Defaults by the FreeBSD partition editor.

If you will be installing FreeBSD on to more than one disk tlye must also create partitions in the other slices that
you configured. The easiest way to do this is to create twatjoaut on each disk, one for the swap space, and one
for a filesystem.

Table 2-3. Partition Layout for Subsequent Disks

Partition Filesystem  Size Description

b N/A See description As already discussed, you can split spape
across each disk. Even though thpartition is
free, convention dictates that swap space stays
on theb partition.
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Partition Filesystem  Size Description

e /diskn Rest of disk The rest of the disk is taken up with one big
partition. This could easily be put on the
partition, instead of the partition. However,
convention says that treepartition on a slice is
reserved for the filesystem that will be the root
() filesystem. You do not have to follow this
convention, busysinstalldoes, so following it
yourself makes the installation slightly cleaner.
You can choose to mount this filesystem
anywhere; this example suggests that you mount
them as directorieglisk n, wheren is a
number that changes for each disk. But you can
use another scheme if you prefer.

Having chosen your partition layout you can now create igisysinstall You will see this message:

Message
Now, you need to create BSD partitions inside of the fdisk
partition(s) just created. If you have a reasonable amount o f disk
space (1GB or more) and don't have any special requirements, simply
use the (A)uto command to allocate space automatically. If y ou have
more specific needs or just don't care for the layout chosen b y

(A)uto, press F1 for more information on manual layout.

[ OK ]
[ Press enter or space |
PressEnter to start the FreeBSD partition editor, callBisklabel.
Figure 2-18shows the display when you first starisklabel. The display is divided in to three sections.

The first few lines show the name of the disk you are currentlskimg on, and the slice that contains the partitions
you are creating (at this poiftisklabel calls this thePartition name  rather than slice name). This display also
shows the amount of free space within the slice; that is,esffeat was set aside in the slice, but that has not yet been
assigned to a partition.

The middle of the display shows the partitions that have loeeated, the name of the filesystem that each partition
contains, their size, and some options pertaining to thatione of the filesystem.

The bottom third of the screen shows the keystrokes thatediet im Disklabel.
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Figure 2-18. Sysinstall Disklabel Editor

FreeBSD Disklabel Editor

Disk: ado Partition name: addosl Free: 16514001 blocks (8063MB)

Size Newfs Part Hount Size Neuwfs

following commands are valid here (upper or lower case):
Create D = Delete M = Mount pt.

Hewfs Opts Q inish 3 = Toggle SoftUpdates 2
Toggle Newfs U = Undo A = Auto Defaults R

Custom Newfs
Delete+Merge

F1 or 7 to get more help, arrow keys to select.

Disklabel can automatically create partitions for you and assign tlefault sizes. The default sizes are calculated
with the help of an internal partition sizing algorithm bdse the disk size. Try this now, by PressiigYou will

see a display similar to that shownhiigure 2-19 Depending on the size of the disk you are using, the defedis

or may not be appropriate. This does not matter, as you doawvet to accept the defaults.

Note: The default partitioning assigns the /tmp directory its own partition instead of being part of the / partition.
This helps avoid filling the / partition with temporary files.

Figure 2-19. Sysinstall Disklabel Editor with Auto Defaults

FreeBSD Disklabel Editor
Disk: ado Partition name: addsl Free: O blocks (OME)
Mount Size Newfs Part Hount Size Neuwfs

42ZMB UF3Z ¥
321MB SUAP
710MB UFSZ+3 Y
J??MB UF32+3 ¥
bZ3ZMB UFSZ+5 ¥

The following commands are valid here (upper or lower case):
D = Delete M = Mount pt.
Hewfs Opts Q ini = Toggle SoftUpdates

2 ustom Newfs
T = Toggle Newfs U futo Defaults R

C
Delete+Merge

se F1 or 7 to get more help, arrow keys to select.

If you choose to not use the default partitions and wish téaepthem with your own, use the arrow keys to select
the first partition, and pred€3 to delete it. Repeat this to delete all the suggested parsiti
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To create the first partitiora( mounted ag — root), make sure the proper disk slice at the top of the sdee
selected and press A dialog box will appear prompting you for the size of the ngavtition (as shown in

Figure 2-20. You can enter the size as the number of disk blocks you weamsé, or as a number followed by either
Mfor megabytesGfor gigabytes, ocC for cylinders.

Figure 2-20. Free Space for Root Partition

FreeBSD Disklabel Editor

Disk: ado Partition name: addosl Free: 16514001 blocks (8063MB)

Size Newfs Part Hount Size Neuwfs

Please specify the partition size in blocks or append a trailing G for
gigabytes, M for megabytes, or C for cylinders.
16514001 blocks (BO63MB) are free.

116514001

[ Ok ] Cancel

following commands are valid here (upper or lower case):

Create D = Delete M = Mount pt.

Hewfs Opts Q inish 3 = Toggle SoftUpdates 2 = Custom Newfs
Toggle Newfs U = Undo A = Auto Defaults R = Delete+Merge

F1 or 7 to get more help, arrow keys to select.

The default size shown will create a partition that takeshgprest of the slice. If you are using the patrtition sizes
described in the earlier example, then delete the existingdiusingBackspace and then type i%12M as shown in
Figure 2-21 Then pres§ OK ].

Figure 2-21. Edit Root Partition Size

FreeBSD Disklabel Editor
Disk: ado Partition name: addosl Free: 16514001 blocks (8063MB)

Size Newfs Part Hount Size Neuwfs

Please specify the partition size in blocks or append a trailing G for
gigabytes, M for megabytes, or C for cylinders.
16514001 blocks (BO63MB) are free.

lS 1Z2M

following commands are valid here (upper or lower case):
= Create D = Delete M = Mount pt.

Hewfs Opts Q inish 3 = Toggle SoftUpdates 2

Toggle Newfs U = Undo A = Auto Defaults R

Custom Newfs
Delete+Merge

F1 or 7 to get more help, arrow keys to select.

Having chosen the partition’s size you will then be askedtiviethis partition will contain a filesystem or swap
space. The dialog box is shownhigure 2-22 This first partition will contain a filesystem, so check th& is
selected and pregnter.
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Figure 2-22. Choose the Root Partition Type

FreeBSD Disklabel Editor
Disk: ado Partition name: addosl Free: 16514001 blocks (8063MB)

Size Newfs Part Hount Size Neuwfs

If you want to use this partition for swap space, select Swap.
If you want to put a filesystem on it, choose FS.

B A file system

3 A swap partition.

[ Ok ] Cancel

following commands are valid here (upper or lower case):
Create D = Delete M = Mount pt.

Hewfs Opts Q inish 3 = Toggle SoftUpdates 2
Toggle Newfs U = Undo A = Auto Defaults R

Custom Newfs
Delete+Merge

F1 or 7 to get more help, arrow keys to select.

Finally, because you are creating a filesystem, you mudbisklabel where the filesystem is to be mounted. The
dialog box is shown ifrigure 2-23 The root filesystem’s mount pointis so type/ , and then presEnter.

Figure 2-23. Choose the Root Mount Point

FreeBSD Disklabel Editor
Disk: ado Partition name: addosl Free: 16514001 blocks (8063MB)

Size Newfs Part Hount Size Neuwfs

Please specify a mount point for the partitiom

|

following commands are valid here (upper or lower case):
Create D = Delete = Mount pt.
Hewfs Opts ini = Toggle SoftUpdates

2 ustom Newfs
Toggle Newfs U = Undo futo Defaults R

C
Delete+Merge

F1 or 7 to get more help, arrow keys to select.

The display will then update to show you the newly createdtpar. You should repeat this procedure for the other
partitions. When you create the swap partition, you will betprompted for the filesystem mount point, as swap
partitions are never mounted. When you create the finaltjpertiusr , you can leave the suggested size as is, to use
the rest of the slice.

Your final FreeBSD DiskLabel Editor screen will appear santo Figure 2-24 although your values chosen may be
different. Pres® to finish.
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Figure 2-24. Sysinstall Disklabel Editor

FreeBSD Disklabel Editor
Disk: ado Partition name: addsl Free: O blocks (OME)
Mount Size Newfs Part Hount Size Neuwfs

51Z2MB UFSZ2 ¥

51ZMB SUAP

Z56MB UFSZ+S Y
6783MB UF32+3 ¥

following commands are valid here (upper or lower case):
Create D = Delete M = Mount pt.

Hewfs Opts = Finish 3 = Toggle SoftUpdates 2
Toggle Newfs U = Undo A = Auto Defaults R

Custom Newfs
Delete+Merge

F1 or 7 to get more help, arrow keys to select.

2.7 Choosing What to Install

2.7.1 Select the Distribution Set

Deciding which distribution set to install will depend lafg on the intended use of the system and the amount of
disk space available. The predefined options range froraliimgt the smallest possible configuration to everything.
Those who are new to UNIX and/or FreeBSD should almost ¢dytaelect one of these canned options.
Customizing a distribution set is typically for the more exipnced user.

Presd=1 for more information on the distribution set options and tthay contain. When finished reviewing the
help, pressindenter will return to the Select Distributions Menu.

If a graphical user interface is desired then the configomatf the X server and selection of a default desktop must
be done after the installation of FreeBSD. More informatiegarding the installation and configuration of a X
server can be found i@hapter 6

If compiling a custom kernel is anticipated, select an aptidich includes the source code. For more information
on why a custom kernel should be built or how to build a custemmé&l, seeChapter 9

Obviously, the most versatile system is one that includesygiing. If there is adequate disk space, sefdichs

shown inFigure 2-2%y using the arrow keys and preSater. If there is a concern about disk space consider using
an option that is more suitable for the situation. Do not énedr the perfect choice, as other distributions can be
added after installation.
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Figure 2-25. Choose Distributions

fis a convenience, we provide several “cammed"” distribution sets.

These select what we consider to be the most reasonable defaults for the
type of system in question. If you would prefer to pick and choose the
list of distributions yourself, simply select "Custom”. You can also
pick a cammed distribution set and then fine—tune it with the Custom item.

Choose an item by pressing [SPACE] or [ENTER1. UWhen finished, choose the
Exit item or move to the DK button with [TABI.

Exit this menu (returning to previous)

All system sources and binaries

Reset selected distribution list to nothing
Full sources, binaries and doc but no games
Full binaries and doc, kernel sources only
Average user — binaries and doc only

The smallest configuration possible

Specify your oun distribution set

A
R
4
5
6
A
B

OMIEE  Cencel

2.7.2 Installing the Ports Collection

After selecting the desired distribution, an opportunityristall the FreeBSD Ports Collection is presented. Thespor
collection is an easy and convenient way to install softwahe Ports Collection does not contain the source code
necessary to compile the software. Instead, it is a cotledf files which automates the downloading, compiling and
installation of third-party software packag&hapter Sdiscusses how to use the ports collection.

The installation program does not check to see if you havgute space. Select this option only if you have
adequate hard disk space. As of FreeBSD 9.1, the FreeBSB @altection takes up about 500 MB of disk space.
You can safely assume a larger value for more recent versidiieeBSD.

User Confirmation Requested
Would you like to install the FreeBSD ports collection?

This will give you ready access to over 23,000 ported softwar e packages,
at a cost of around 500 MB of disk space when "clean" and possib ly much
more than that if a lot of the distribution tarballs are loade d

(unless you have the extra CDs from a FreeBSD CD/DVD distribu tion
available and can mount it on /cdrom, in which case this is far less

of a problem).

The Ports Collection is a very valuable resource and well wor th having
on your /usr partition, so it is advisable to say Yes to this op tion.
For more information on the Ports Collection & the latest por ts,

visit:

http://www.FreeBSD.org/ports
[ Yes ] No

Select Yes ] with the arrow keys to install the Ports Collection[d¥o ] to skip this option. Pressnter to continue.
The Choose Distributions menu will redisplay.
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Figure 2-26. Confirm Distributions

fis a convenience, we provide several “cammed"” distribution sets.

These select what we consider to be the most reasonable defaults for the
type of system in question. If you would prefer to pick and choose the
list of distributions yourself, simply select "Custom”. You can also
pick a cammed distribution set and then fine—tune it with the Custom item.

Choose an item by pressing [SPACE] or [ENTER1. UWhen finished, choose the
Exit item or move to the DK button with [TABI.

Exit this menu (returning to previous)

All system sources and binaries

Reset selected distribution list to nothing
[X1 Full sources, binaries and doc but no games
[X1 Full binaries and doc, kernel sources only

Average user — binaries and doc only

The smallest configuration possible

Specify your oun distribution set

OMIEE  Cencel

If satisfied with the options, seleEkit with the arrow keys, ensure tha®K ] is highlighted, and pressirignter to
continue.

2.8 Choosing Your Installation Media

If Installing from a CDROM or DVD, use the arrow keys to higitit Install from a FreeBSD CD/DVD. Ensure
that[ OK ] is highlighted, then pre€snter to proceed with the installation.

For other methods of installation, select the appropriptesa and follow the instructions.

Presd-1 to display the Online Help for installation media. Pr&sger to return to the media selection menu.

Figure 2-27. Choose Installation Media

FreeB3D can be installed from a variety of different installatiom
nedia, ranging from floppies to an Internet FTIP seruver. If you're
installing FreeBSD from a supported CD/DUD drive then this is generally
the best media to use if you have no overriding reason for using other
nedia.

Install from a FreeBSD CD.-DUD|

Install from an FTP server

Install from an FIP server through a firewall
Install from an FIP seruver through a http proxy
Install from a DOS partition

Install over NF3

Install from an existing filesysten

Install from a floppy disk set

Install from a USB drive

Go to the Options screen

KOOI AW

[ Ok ]| Cancel
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FTP Installation Modes: There are three FTP installation modes you can choose from: active FTP, passive FTP,
or via a HTTP proxy.

FTP Active: Install from an FTP server

This option will make all FTP transfers use “Active” mode. This will not work through firewalls, but will often
work with older FTP servers that do not support passive mode. If your connection hangs with passive mode
(the default), try active!

FTP Passive: Install from an FTP server through a firewall

This option instructs sysinstall to “Passive” mode for all FTP operations. This allows the user to pass
through firewalls that do not allow incoming connections on random TCP ports.

FTP via a HTTP proxy: Install from an FTP server through a http proxy

This option instructs sysinstall to use the HTTP protocol (like a web browser) to connect to a proxy for all
FTP operations. The proxy will translate the requests and send them to the FTP server. This allows the user
to pass through firewalls that do not allow FTP at all, but offer a HTTP proxy. In this case, you have to
specify the proxy in addition to the FTP server.

For a proxy FTP server, you should usually give the name of the server you really want as a part of the
username, after an “@” sign. The proxy server then “fakes” the real server. For example, assuming you want to
install from ftp.FreeBSD.org  , using the proxy FTP server foo.example.com , listening on port 1234.

In this case, you go to the options menu, set the FTP username to ftp@ftp.FreeBSD.org , and the password to
your email address. As your installation media, you specify FTP (or passive FTP, if the proxy supports it), and the
URL ftp://foo.example.com:1234/pub/FreeBSD

Since /pub/FreeBSD  from ftp.FreeBSD.org is proxied under foo.example.com , you are able to install from that
machine (which will fetch the files from ftp.FreeBSD.org as your installation requests them).

2.9 Committing to the Installation

The installation can now proceed if desired. This is alsddsechance for aborting the installation to prevent
changes to the hard drive.

User Confirmation Requested
Last Chance! Are you SURE you want to continue the installati on?

If you're running this on a disk with data you wish to save then WE
STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before pdoogle

We can take no responsibility for lost disk contents!
[ Yes ] No

Select Yes ] and pres&nter to proceed.
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The installation time will vary according to the distriborti chosen, installation media, and the speed of the
computer. There will be a series of messages displayeddtidgcthe status.

The installation is complete when the following messagéspldyed:

Message
Congratulations! You now have FreeBSD installed on your sys tem.

We will now move on to the final configuration questions.
For any option you do not wish to configure, simply select No.

If you wish to re-enter this utility after the system is up, yo u may
do so by typing: /usr/shin/sysinstall.

[ OK ]
[ Press enter or space ]

PressEnter to proceed with post-installation configurations.

Selecting No ] and pressingenter will abort the installation so no changes will be made to ysystem. The
following message will appear:

Message
Installation complete with some errors. You may wish to scro I
through the debugging messages on VTY1 with the scroll-lock feature.
You can also choose "No" at the next prompt and go back into the
installation menus to retry whichever operations have fail ed.

[ OK ]

This message is generated because nothing was instaléssifgEnter will return to the Main Installation Menu to
exit the installation.

2.10 Post-installation

Configuration of various options follows the successfutatiation. An option can be configured by re-entering the
configuration options before booting the new FreeBSD systeafter installation usingysinstall and selecting
Configure.

2.10.1 Network Device Configuration

If you previously configured PPP for an FTP install, this serevill not display and can be configured later as
described above.

For detailed information on Local Area Networks and configgiFreeBSD as a gateway/router refer to the
Advanced Networkinghapter.

User Confirmation Requested
Would you like to configure any Ethernet or PPP network devic es?
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[ Yes ] No

To configure a network device, selgctes | and pres&nter. Otherwise, seledtNo ] to continue.

Figure 2-28. Selecting an Ethernet Device

If you are using PPP over a serial device, as opposed to a direct
ethernet conmection, then you may first need to dial your Internet
Service Provider using the ppp utility we provide for that purpose.
If you’re using SLIP over a serial device then the expectation is
that you have a HARDWIRED connectiom.

You can also install over a parallel port using a special "laplink"
cable to another machine rumming FreeBsSD.

-do) ouvell NE1000-2000; 3C503: NE2000-compatible PCMCIA
p

Parallel Port IP (PLIP) peer commection

OMIEE  Cencel

Select the interface to be configured with the arrow keys aeggEnter.

User Confirmation Requested
Do you want to try IPv6 configuration of the interface?

Yes [ No ]
In this private local area network, the current Interneetppotocol (IPv4) was sufficient afidNo ] was selected

with the arrow keys anénter pressed.

If you are connected to an existing IPv6 network with an RA/egrithen choosgYes | and pres&nter. It will take
several seconds to scan for RA servers.

User Confirmation Requested
Do you want to try DHCP configuration of the interface?

Yes [ No ]

If DHCP (Dynamic Host Configuration Protocol) is not requiselec{ No ] with the arrow keys and pregsiter.

Selecting Yes ] will executedhclient, and if successful, will fill in the network configuration eration
automatically. Refer t&ection 30.50r more information.

The following Network Configuration screen shows the corrigjon of the Ethernet device for a system that will act
as the gateway for a Local Area Network.
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Figure 2-29. Set Network Configuration fored0

Network Configuration

Host : Domain:
kb-Z .exanple .comn ] exanple.con |
IPu4 Gateway: Name server:

| 208.163.10.2 |

Configuration for Interface ed®
IPv4 fiddress: Netmask:

192.168.0.1 ] 255.255.255.0 ]

Extra options to ifconfig (usually empty):

|
CANCEL |

|

UseTab to select the information fields and fill in appropriate imf@tion:

Host

The fully-qualified hostname, such k&2.example.com in this case.

Domain

The name of the domain that your machine is in, sucéxasple.com for this case.

IPv4 Gateway

IP address of host forwarding packets to non-local destingt You must fill this in if the machine is a node on
the networkLeave this field blank the machine is the gateway to the Internet for the netwéhe IPv4
Gateway is also known as the default gateway or default route

Name server

IP address of your local DNS server. There is no local DNSeseym this private local area network so the IP
address of the provider's DNS serve0$.163.10.2 ) was used.

IPv4 address
The IP address to be used for this interface 1&%168.0.1

Netmask

The address block being used for this local area netwat824s68.0.0 - 192.168.0.255  with a netmask of
255.255.255.0

Extra options to ifconfig
Any interface-specific options itconfigy ~ you would like to add. There were none in this case.

UseTab to selecf OK ] when finished and pre&nter.

User Confirmation Requested

45



Chapter 2 Installing FreeBSD 8.and Earlier
Would you like to bring the edO interface up right now?
[ Yes ] No

Choosind Yes ] and pressingnter will bring the machine up on the network and be ready for usavéver, this
does not accomplish much during installation, since thelmmacstill needs to be rebooted.

2.10.2 Configure Gateway

User Confirmation Requested
Do you want this machine to function as a network gateway?

[ Yes ] No

If the machine will be acting as the gateway for a local ardwork and forwarding packets between other machines
then selecf Yes ] and pres&nter. If the machine is a node on a network then selédb ] and pres&nter to
continue.

2.10.3 Configure Internet Services

User Confirmation Requested
Do you want to configure inetd and the network services that i t provides?

Yes [ No ]

If [ No ] is selected, various services suemetd will not be enabled. This means that remote users will notie a
to telnetinto this machine. Local users will still be able to accessate machines witkelnet.

These services can be enabled after installation by ed#intinetd.conf with your favorite text editor. See
Section 30.2.for more information.

Select Yes ] if you wish to configure these services during install. Anitiddal confirmation will display:

User Confirmation Requested

The Internet Super Server (inetd) allows a number of simple | nternet
services to be enabled, including finger, ftp and telnetd. E nabling
these services may increase risk of security problems by inc reasing

the exposure of your system.

With this in mind, do you wish to enable inetd?
[ Yes ] No

Select Yes ] to continue.

User Confirmation Requested

inetd(8) relies on its configuration file, /etc/inetd.con f, to determine
which of its Internet services will be available. The defaul t FreeBSD
inetd.conf(5) leaves all services disabled by default, so t hey must be
specifically enabled in the configuration file before they will

function, even once inetd(8) is enabled. Note that services for
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IPv6 must be separately enabled from IPv4 services.

Select [Yes] now to invoke an editor on /etc/inetd.conf, or [ No] to
use the current settings.

[ Yes ] No

Selecting Yes ] will allow adding services by deleting theat the beginning of a line.

Figure 2-30. Editingi net d. conf

(escape) menu search prompt delete line p prev li g prev page
ascii code search undelete line “n next 1i “u next page
end of file begin of line delete word b back 1 char

top of text end of line restore word “f forward 1 char

conmand delete char j undelete char "z next word

==line 1 col O lines from top 1
FreeB3D: srcsoetcsinetd.conf,v 1.73.10.2.4.1 2010/06-14 0Z2:09:06 kensnith Exp

it Internet server configuration database

t Define =both= IPv4 and IPub entries for dual-stack support.
t To disable a service, comment it out by prefixing the line with “#°.

t To enable a service, remove the '#' at the beginning of the line.

stream tcp nowait root susr/libexec/ftpd fipd -1
stream +tcpb nowait root ~usr/libexec/ftpd fipd -1
stream tcp nowait root susr/sbinssshd sshd -i -4
stream tcpb nowait root ~usr/shinssshd sshd -1 -6
stream tcp nowait root ~usr/libexec-telnetd telnetd
stream tcpb nowait root susr/libexecstelnetd telnetd
stream tcp nowait root ~usr/libexec rshd rshd
stream tcpb nowait root susr/libexecsrshd rshd
stream tcp nowait root ~usr/libexecsrlogind rlogind

u stream tcpb nowait root ~usr/libexec rlogind rlogind

file "setcsinetd.conf”, 118 lines

After adding the desired services, presdisg will display a menu which will allow exiting and saving theastges.

2.10.4 Enabling SSH login
User Confirmation Requested
Would you like to enable SSH login?
Yes [ No ]

Selecting Yes ] will enable sshd(8), the daemon program@penSSH This will allow secure remote access to
your machine. For more information abddpenSSHseeSection 15.10

2.10.5 Anonymous FTP

User Confirmation Requested
Do you want to have anonymous FTP access to this machine?

Yes [ No ]
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2.10.5.1 Deny Anonymous FTP

Selecting the defaultNo ] and pressingnter will still allow users who have accounts with passwords te E$P to
access the machine.

2.10.5.2 Allow Anonymous FTP

Anyone can access your machine if you elect to allow anon@®RdlP connections. The security implications
should be considered before enabling this option. For mdogrmation about security s&€&hapter 15

To allow anonymous FTP, use the arrow keys to sdl&es ] and pres&nter. An additional confirmation will
display:

User Confirmation Requested

Anonymous FTP permits un-authenticated users to connect to the system
FTP server, if FTP service is enabled. Anonymous users are

restricted to a specific subset of the file system, and the de fault
configuration provides a drop-box incoming directory to wh ich uploads
are permitted. You must separately enable both inetd(8), an d enable
ftpd(8) in inetd.conf(5) for FTP services to be available. | f you

did not do so earlier, you will have the opportunity to enable inetd(8)
again later.

If you want the server to be read-only you should leave the upl oad
directory option empty and add the -r command-line option to ftpd(8)

in inetd.conf(5)
Do you wish to continue configuring anonymous FTP?
[ Yes ] No

This message informs you that the FTP service will also haveetenabled iretc/inetd.conf if you want to
allow anonymous FTP connections, $extion 2.10.3Select Yes ] and pres&nter to continue; the following
screen will display:
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Figure 2-31. Default Anonymous FTP Configuration

finonymous FTP Configuration
Comment :

] finonymous FTP Admin ]

Path Configuration
FTP Root Directory:

~var/ftp

Upload Subdirectory:

incoming ]

DK | CANCEL |

UseTab to select the information fields and fill in appropriate imf@tion:

uiD

The user ID you wish to assign to the anonymous FTP user. A fibloaded will be owned by this ID.

Group

Which group you wish the anonymous FTP user to be in.

Comment

String describing this user ietc/passwd

FTP Root Directory

Where files available for anonymous FTP will be kept.

Upload Subdirectory
Where files uploaded by anonymous FTP users will go.

The FTP root directory will be putifvar by default. If you do not have enough room there for the goaiteid FTP
needs, theéusr directory could be used by setting the FTP root directorsoftp

When you are satisfied with the values, prEsser to continue.

User Confirmation Requested
Create a welcome message file for anonymous FTP users?

[ Yes ] No

If you select] Yes ] and pres&nter, an editor will automatically start allowing you to edit theessage.
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Figure 2-32. Edit the FTP Welcome Message

(escape) menu
ascii code
end of file
begin of file
conmnand

y search prompt "k delete line p prev line “g preu page
x search “1 undelete line “n next line “u next page
a begin of line "w delete word “b back char "z next word
end of line r restore word “f forward char

delete char Jj undelete char ESC-Enter: exit

S
~
~

~
~,
~

e
!

Your welcome message here.

file "ruar-ftpretc ftpmotd”, 1 lines, read only

This is a text editor callede. Use the instructions to change the message or change tisagedater using a text
editor of your choice. Note the file name/location at the drotbf the editor screen.

Press€Escand a pop-up menu will default &) leave editor. Pres€Enter to exit and continue. Pre&nter again to
save changes if you made any.

2.10.6 Configure Network File System

Network File System (NFS) allows sharing of files across avogk. A machine can be configured as a server, a
client, or both. Refer t&ection 30.3or a more information.

2.10.6.1 NFS Server

User Confirmation Requested
Do you want to configure this machine as an NFS server?

Yes [ No ]

If there is no need for a Network File System server, s¢ldld | and pres&nter.

If [ Yes ]is chosen, a message will pop-up indicating thatettports  file must be created.

Message
Operating as an NFS server means that you must first configur e an
/etc/exports file to indicate which hosts are allowed certa in kinds of

access to your local filesystems.
Press [Enter] now to invoke an editor on /etc/exports
[ OK ]

PressEnter to continue. A text editor will start allowing thexports  file to be created and edited.
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Figure 2-33. Editing export s

[ (escape) menu
o ascii code
u end of file
t begin of file
c command

y search prompt delete line p prev li g preu page
x search “1 undelete line “n mext 1i  “v next page
a begin of line delete word b back 1 char
“f
“z

A
A
A

~
end of line “r restore word forward 1 char
~

e
“d delete char j undelete char next word

The following examples export ~usr to 3 machines named after ducks,
it usr/src and susr/ports read-only to machines named after trouble makers
it-home and all directories under it to machines named after dead rock stars
ftand, ~a to a network of privileged machines allowed to write on it as root.
it usr huey lowie dewie
it usr/src ~usr/obj —ro calvin hobbes
it-hone —alldirs Jjanice jimmy frank
it a -maproot=0 -network 10.0.1.0 -mask £55.255.248.0

it You should replace these lines with your actwal exported filesystems.
t Note that BSD's export syntax is 'host-centric’ vs. Sun’s 'FS-centric’ one.

file "retcrexports”, 12 lines

Use the instructions to add the actual exported filesystewson later using a text editor of your choice. Note the
file name/location at the bottom of the editor screen.

Press€Escand a pop-up menu will default &) leave editor. Pres€Enter to exit and continue.

2.10.6.2 NFS Client

The NFS client allows your machine to access NFS servers.

User Confirmation Requested
Do you want to configure this machine as an NFS client?

Yes [ No ]

With the arrow keys, sele§tYes ] or [ No ] as appropriate and preEster.

2.10.7 System Console Settings

There are several options available to customize the sysbeisole.

User Confirmation Requested
Would you like to customize your system console settings?

[ Yes] No

To view and configure the options, sel¢des | and pres&nter.
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Figure 2-34. System Console Configuration Options

The default system console driver for FreeBSD (syscons) has a
number of configuration options which may be set according to
your preference.

When you are done setting configuration options, select Cancel.

Exit this menu (returning to previous)
Choose an alternate screen font
Choose an alternate keyboard map

Set the rate at which keys repeat
Choose an alternate screenmap

Choose console terminal type

OMIEE  Cencel

A commonly used option is the screen saver. Use the arrowtkesedectSaver and then presBnter.

Figure 2-35. Screen Saver Options

By default, the console driver will not attempt to do anything

special with your screen when it's idle. If you expect to leave your
nonitor switched on and idle for long periods of time them you should
probably enable one of these screem savers to prevent phosphor burn-in.

Simply blank the screen

"BSD Daemon” animated screen saver (text)
Fade out effect screen saver

"Green" power saving mode (if supported by monitor)
"BSD Daemon” animated screen saver (graphics)
Rain drops screen sauver

Draw a FreeBSD "snake" on your screen

A "twinkling stars" effect

A "stars warping” effect

Dragon screensaver (graphics)

Set the screen saver timeout interval

'—IUE\.QCB\IU\U'IILUNH

OMIEE  Cencel

Select the desired screen saver using the arrow keys angithesiEnter. The System Console Configuration menu
will redisplay.

The default time interval is 300 seconds. To change the tirtegval, selecBaver again. At the Screen Saver
Options menu, seledtimeout using the arrow keys and prelSater. A pop-up menu will appear:
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Figure 2-36. Screen Saver Timeout

By default, the console driver will not attempt to do anything

special with your screen when it's idle. If you expect to leave your
nonitor switched on and idle for long periods of time them you should
probably enable one of these screem savers to prevent phosphor burn-in.

Simply blank the screen
"BSD Daemon” animated screen saver (text)

Enter time-out period in seconds for screen saver

1300

OMIEE  Cencel

1
2
3
4
5
[i]
?
5]
9
]
D

Dragon screensaver (graphics)

ineoutSet the screen saver timeout interval

OMIEE  Cencel

The value can be changed, then seJg@K | and pres&nter to return to the System Console Configuration menu.

Figure 2-37. System Console Configuration Exit

The default system console driver for FreeBSD (syscons) has a
number of configuration options which may be set according to
your preference.

When you are done setting configuration options, select Cancel.

Exit this menu (returning to previous)

Choose an alternate screen font
Choose an alternate keyboard map
Set the rate at which keys repeat
Configure the screen saver

Choose an alternate screenmap
Choose console terminal type

2
3
4
]
6
?

OMIEE  Cencel

Selectingexit and pressindgnter will continue with the post-installation configurations.

2.10.8 Setting the Time Zone

Setting the time zone for your machine will allow it to autdioally correct for any regional time changes and
perform other time zone related functions properly.

The example shown is for a machine located in the Easternzime of the United States. Your selections will vary
according to your geographical location.

User Confirmation Requested
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Would you like to set this machine’s time zone now?
[ Yes ] No

Select Yes ] and pres&nter to set the time zone.

User Confirmation Requested
Is this machine’s CMOS clock set to UTC? If it is set to local ti me
or you don’'t know, please choose NO here!

Yes [ No ]

Select Yes ] or[ No ] according to how the machine’s clock is configured and pEeger.

Figure 2-38. Select Your Region

Select a region

Africa

Aimerica —— North and South|
Antarctica

firctic Ocean

Asia

Atlantic Ocean

Australia

Europe

Indian Dcean

Pacific Ocean

SO0 A Ol

The appropriate region is selected using the arrow keysterdpressingnter.

54



Figure 2-39. Selec

3
3
3
3
3
3
4
4
4
4
4
4
4
4
4

t Your Country

3elect a country

Panama

Paraguay

Peru

Puerto Rico

Saint Kitts and Nevis
Saint Lucia

Saint Vincent and the Grenadines
8t. Pierre and Migquelon
Sur iname

Trinidad and Tobago
Turks and Caicos Islands
Uruguay

Uenezuela

Virgin Islands (British)
Virgin Islands (U.5.)

[_OK ]| Cancel

Select the appropriate country using the arrow keys and ga®r.

Figure 2-40. Selec

t Your Time Zone
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Select a zone

which observes the same time as your locality.

Eastern Timel

Eastern Time -
Eastern Time —
Eastern Time -
Eastern Time —
Eastern Time —
Eastern Time -
Eastern Time —
Central Time

Central Time -
Central Time —
Central Time -
Central Time -
Central Time -
Mountain Time
Mountain Time

ol Y == B =y R FE R L] |

Michigan - nost locations
Kentucky - Louisville area
Kentucky - Wayne County
Indiana - most locations
Indiana — Crawford County
Indiana - Starke County
Indiana — Switzerland County

Indiana - Daviess, Dubois, Knox, Martin, Perry & Pula
Indiana — Pike County

Michigan - Dickinson, Gogebic, Iron & Menominee Count
North Dakota — Oliver County

North Dakota - Morton County (except Mandan area)

— south Idaho & east Oregon

[_OK ]| Cancel

The appropriate time zone is selected using the arrow keypaassing=nter.

Confirmation

Does the abbreviation 'EDT’ look reasonable?

[ Yes ] No

Confirm the abbreviation for the time zone is correct. If ks okay, presEnter to continue with the
post-installation configuration.
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2.10.9 Linux Compatibility

Note: This part only applies to FreeBSD 7.X installation, if you install FreeBSD 8.X this screen will not be
proposed.

User Confirmation Requested
Would you like to enable Linux binary compatibility?

[ Yes ] No

Selecting Yes ] and pressindenter will allow running Linux software on FreeBSD. The installllkadd the
appropriate packages for Linux compatibility.

If installing by FTP, the machine will need to be connectethi®Internet. Sometimes a remote ftp site will not have
all the distributions like the Linux binary compatibilityhis can be installed later if necessary.

2.10.10 Mouse Settings

This option will allow you to cut and paste text in the consahel user programs with a 3-button mouse. If using a
2-button mouse, refer to manual page, moused(8), afteliasbn for details on emulating the 3-button style. This
example depicts a non-USB mouse configuration (such as aoPSRM port mouse):

User Confirmation Requested
Does this system have a PS/2, serial, or bus mouse?

[ Yes ] No

Select Yes ] for a PS/2, serial or bus mouse,[d¥o ] for a USB mouse and pregsnter.

Figure 2-41. Select Mouse Protocol Type

You can cut and paste text in the text console by rumming the mouse
daemon. 3Specify a port and a protocol type of your mouse and enable
the mouse daemon. If you don’t want this feature, select 6 to disable
the daemon.

Once you've enabled the mouse daemon, you can specify “~devrssysmouse"
as your mouse device and "SysMouse" or "MouseSystems" as mouse
protocol when rumning the X configuration utility (see Configuration
menu).

Exit this memu (returning to previous)
Test and run the mouse daemon

Select mouse port

Set additional flags

Disable the mouse daemon

[ Ok ] Cancel

Use the arrow keys to seletype and pres&nter.
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Figure 2-42. Set Mouse Protocol

If your mouse is attached to the P52 mouse port or the bus mouse port,
you should always choose "Auto", regardless of the model and the brand
of the mouse. All other protocol types are for serial mice and should
not be used with the P3-Z port mouse or the bus mouse. If you have

a serial mouse and are not sure about its protocol, you should also try
“Auto”. It may not work for the serial mouse if the mouse does not
support the PnP standard. But, it won’t hurt.
are compatible with "Microsoft" or “"MouseMan".
may be compatible with "MouseSystems" or “MouseMan”.

3-button serial mice
If the serial

mouse has a wheel, it may be compatible with "IntelliMouse™.

Many Z2-button serial mice

[Bus mouse, P3-Z style mouse or PnP serial mouse

ALPS GlidePoint pad (serial)

Hitachi tablet (serial)

Microsoft IntelliMouse (serial)
Logitech protocol (old models) (serial)
Microsoft protocol (serial)

=l A ST ot ]

Cancel
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The mouse used in this example is a PS/2 type, so the défatdtwas appropriate. To change protocol, use the
arrow keys to select another option. Ensure fif@K ] is highlighted and predsnter to exit this menu.

Figure 2-43. Configure Mouse Port

You can cut and paste text in the text console by rumming the mouse
daemon. 3Specify a port and a protocol type of your mouse and enable
the mouse daemon.
the daemon.

Once you've enabled the mouse daemon, you can specify “~devrssysmouse"
as your mouse device and "SysMouse" or "MouseSystems" as mouse
protocol when rumning the X configuration utility (see Configuration
menu).

If you don’t want this feature, select 6 to disable

Exit this memu (returning to previous)
Test and run the mouse daemon

Select mouse protocol type

Set additional flags

Disable the mouse daemon

Cancel

Use the arrow keys to seleebrt and pres&nter.
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Figure 2-44. Setting the Mouse Port

The built-in pointing device of laptopsnotebook computers is usually
a P32 style device.

PS-2 style mouse (rdeurpsm0)

Serial mouse on COM1 (rdeu/cuad0)
Serial mouse on COMZ (rdevrscuadl)
Serial mouse on COM3 (rdevrscuadz)
Serial mouse on COM4 (rdevrcuad3)
Logitech, ATI or M3 bus mouse (rdeu nsed)

[_OK ]| Cancel

This system had a PS/2 mouse, so the defa8IR was appropriate. To change the port, use the arrow keys and th
pressEnter.

Figure 2-45. Enable the Mouse Daemon

You can cut and paste text in the text console by rumming the mouse
daemon. 3Specify a port and a protocol type of your mouse and enable
the mouse daemon. If you don’t want this feature, select 6 to disable
the daemon.

Once you've enabled the mouse daemon, you can specify “~devrssysmouse"
as your mouse device and "SysMouse" or "MouseSystems" as mouse
protocol when rumning the X configuration utility (see Configuration
menu).

Exit this menu (returning to previous)

X
Test and run the mouse daemon|

Select mouse protocol type
Select mouse port

Set additional flags
Disable the mouse daemon

[ Ok ] Cancel

Last, use the arrow keys to selé&table, and pres&nter to enable and test the mouse daemon.
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Figure 2-46. Test the Mouse Daemon

You can cut and paste text in the text console by rumming the mouse
daemon. 3Specify a port and a protocol type of your mouse and enable
the mouse daemon. If you don’t want this feature, select 6 to disable
the daemon.

Once you've enabled the mouse daemon, you can specify “~devrssysmouse"
as your

protocol MNow move the mouse and see if it works.

menu ). (Note that buttons don’t have any effect for now.)

Is the nouse cursor mouving?

[ tes 1] Ho

[ Ok ] Cancel

Move the mouse around the screen and verify the cursor shesponds properly. If it does, seld¢ctes ] and press
Enter. If not, the mouse has not been configured correctly — s¢lot] and try using different configuration
options.

SelectExit with the arrow keys and pre&nter to return to continue with the post-installation configioat

2.10.11 Install Packages
Packages are pre-compiled binaries and are a convenierbvirastall software.

Installation of one package is shown for purposes of ilatgin. Additional packages can also be added at this time
if desired. After installatiosysinstall can be used to add additional packages.

User Confirmation Requested
The FreeBSD package collection is a collection of hundreds o f
ready-to-run applications, from text editors to games to WE B servers
and more. Would you like to browse the collection now?

[ Yes ] No

Selecting Yes ] and pressingnter will be followed by the Package Selection screens:
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Figure 2-47. Select Package Category

To mark a package, move to it and press SPACE. If the package is
already marked, it will be unmarked or deleted (if installed).

Items marked with a *D’ are dependencies which will be auto-loaded.
To search for a package by name, press ESC. To select a category,
press RETURN. HNOTE: The All category selection creates a very large
submenu? If you select it, please be patient while it comes up.

fill available packages in all categories.

Ports to help disabled users.

Ports to support the AfterStep window manager.
Ported software for Arab countries.

Utilities for archiving and unarchiving data.
Applications related to astromomy.

Audio utilities — most require a supported sound card.
Utilities for measuring system performance.
Software related to biology.

Computer Aided Design utilities.

Ported softuare for the Chinese market.
Communications utilities.

ﬁnnu‘c‘ﬂﬂlﬂlﬂlﬂlﬂlg

[[DK ]| Install

Only packages on the current installation media are avaifal installation at any given time.

All packages available will be displayedAll is selected or you can select a particular category. Highligur
selection with the arrow keys and prdsster.

A menu will display showing all the packages available fa& fielection made:

Figure 2-48. Select Packages

All available packages in all categories.

[rusr/ports/fip
[ usr portssgra
[ usr/ ports-wuw
[ usr ports-net
[ usr ports-sgra
[/usr/ports-con

ash-2.05al [ usr ports-she

[ usr ports-x11
[ usr ports/nis
[ usr ports-mai
[L/usr/ports-net
[ usr portsssys

U"U‘U"U"U"IU‘U"U"U"U"Q

fidded bash-2.05a to selection list

Thebashshell is shown selected. Select as many as desired by higinligthe package and pressing Bgacekey.
A short description of each package will appear in the lowéirdorner of the screen.

Pressing thdab key will toggle between the last selected packdgeK ], and[ Cancel ].

When you have finished marking the packages for installaficgssTab once to toggle to theOK ] and press
Enter to return to the Package Selection menu.
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The left and right arrow keys will also toggle betwge@K ] and[ Cancel ]. This method can also be used to select
[ OK ] and pres&nter to return to the Package Selection menu.

Figure 2-49. Install Packages

To mark a package, move to it and press SPACE. If the package is
already marked, it will be unmarked or deleted (if installed).

Items marked with a *D’ are dependencies which will be auto-loaded.
To search for a package by name, press ESC. To select a category,
press RETURN. HNOTE: The fAll category selection creates a very large
submenut If you select it, please be patient while it comes up.

fill available packages in all categories.

Ports to help disabled users.

Ports to support the AfterStep window manager.
Ported software for Arab countries.

Utilities for archiving and unarchiving data.
fApplications related to astronony.

Audio utilities — most require a supported sound card.
Utilities for measuring system performance.
Software related to biology.

Computer Aided Design utilities.

Ported software for the Chinese market.
Communications utilities.

Oﬂnc‘u‘ﬂlﬂ/ﬂlﬂlﬂlﬂlg

OK [Installl

Use theTab and arrow keys to selefinstall ] and presg&nter. You will then need to confirm that you want to
install the packages:

Figure 2-50. Confirm Package Installation

These are the packages you’'ve selected for extraction.

If you’'re sure of these choices, select OK.
If not, select Cancel to go back to the package selection menu.

[ ash-2.05a[ -usr-ports-shells bashZ]

[0k ]| Cancel

The GNU Bourne Again Shell

Selecting OK ] and pressingnter will start the package installation. Installing messagésappear until
completed. Make note if there are any error messages.

The final configuration continues after packages are irstalf you end up not selecting any packages, and wish to
return to the final configuration, seldastall anyways.
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2.10.12 Add Users/Groups

You should add at least one user during the installation abythu can use the system without being logged in as
root . The root partition is generally small and running applmas asoot can quickly fill it. A bigger danger is
noted below:

User Confirmation Requested

Would you like to add any initial user accounts to the system? Adding
at least one account for yourself at this stage is suggested s ince
working as the "root" user is dangerous (it is easy to do thing s which

adversely affect the entire system).
[ Yes ] No

Select Yes ] and pres&nter to continue with adding a user.

Figure 2-51. Select User

The submenus here allow to manipulate user groups and
login accounts.

Exit this menu (returning to previous)

Add a new user to the systen.

fidd a new user group to the system.

OMIEE  Cencel

SelectUser with the arrow keys and pregter.
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Figure 2-52. Add User Information

User and Group Management

Add a new user
Login ID: UID: Group:
rpratt ] 1001 ] ]
Password: Confirm Password:
e e
Full name: Menber groups:
Randy Pratt ] wheel ]
Home directory: Login shell:
hone-rpratt ] ~usr/local- bin/bash ]
([OK]] | CANCEL |

The following descriptions will appear in the lower part bétscreen as the items are selected Wath to assist with
entering the required information:

Login ID
The login name of the new user (mandatory).

uiD

The numerical ID for this user (leave blank for automaticichp

Group

The login group name for this user (leave blank for autondtmce).

Password

The password for this user (enter this field with care!).

Full name

The user’s full name (comment).

Member groups

The groups this user belongs to (i.e., gets access rights for

Home directory

The user’'s home directory (leave blank for default).

Login shell

The user’s login shell (leave blank for default, e/bin/sh ).
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The login shell was changed frofsin/sh  to /usr/local/bin/bash to use thebashshell that was previously
installed as a package. Do not try to use a shell that doexisttoz you will not be able to login. The most common
shell used in the BSD-world is the C shell, which can be inéidagbin/tcsh

The user was also added to thieeel group to be able to become a superuser with privileges.

When you are satisfied, prels®K ] and the User and Group Management menu will redisplay:

Figure 2-53. Exit User and Group Management

The submenus here allow to manipulate user groups and
login accounts.

Exit this menu (returning to previous)
u

fidd a new user to the systen.
G fidd a new user group to the system.

[_OK ]| Cancel

Groups can also be added at this time if specific needs arerkr@thierwise, this may be accessed through using
sysinstall after installation is completed.

When you are finished adding users, seledt with the arrow keys and pregnter to continue the installation.

2.10.13 Set the r oot Password
Message

Now you must set the system manager's password.
This is the password you'll use to log in as "root".

[ OK ]
[ Press enter or space ]

PressEnter to set thaoot password.

The password will need to be typed in twice correctly. Negslte say, make sure you have a way of finding the
password if you forget. Notice that the password you typs imat echoed, nor are asterisks displayed.

New password:
Retype new password :

The installation will continue after the password is sust@fy entered.
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2.10.14 Exiting Install

If you need to configuradditional network services any other configuration, you can do it at this point or after
installation withsysinstall

User Confirmation Requested
Visit the general configuration menu for a chance to set any | ast
options?

Yes [ No ]

Selectf No ] with the arrow keys and pre&nter to return to the Main Installation Menu.

Figure 2-54. Exit Install

Welcome to the FreeBSD installation and configuration tool. FPlease
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

Quick start - How to use this menu system
Begin a guick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type
View Set various installation options
Repair mode with CDROM-DUD.floppy or start shell
Upgrade an existing system
Load default install configuration
Glossary of functioms

=]

= =N

Select [X Exit Installl

Select{X Exit Install] with the arrow keys and pre&nter. You will be asked to confirm exiting the installation:

User Confirmation Requested
Are you sure you wish to exit? The system will reboot.

[ Yes ] No
Selecq Yes ]. If you are booting from the CDROM drive the following messaill remind you to remove the disk:

Message
Be sure to remove the media from the drive.

[ OK ]
[ Press enter or space ]

The CDROM drive is locked until the machine starts to rebbentthe disk can be removed from drive (quickly).
Presqd OK ] to reboot.

The system will reboot so watch for any error messages thaiappear, se8€ection 2.10.16r more detalils.
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2.10.15 Configure Additional Network Services
Contributed by Tom Rhodes.

Configuring network services can be a daunting task for nersugthey lack previous knowledge in this area.
Networking, including the Internet, is critical to all madeoperating systems including FreeBSD; as a result, it is
very useful to have some understanding FreeBSD’s extensiveorking capabilities. Doing this during the
installation will ensure users have some understandinigeofarious services available to them.

Network services are programs that accept input from anyevbie the network. Every effort is made to make sure
these programs will not do anything “harmful”. Unfortunigt@rogrammers are not perfect and through time there
have been cases where bugs in network services have beeitexkply attackers to do bad things. It is important that
you only enable the network services you know that you ndéd doubt it is best if you do not enable a network
service until you find out that you do need it. You can alwaystda it later by re-runningysinstallor by using the
features provided by thetc/rc.conf file.

Selecting théNetworking option will display a menu similar to the one below:

Figure 2-55. Network Configuration Upper-level

You may have already configured one netuwork device (and the other
various hostnamesgatewvay-name seruver parameters) in the process
of installing FreeBSD. This menu allows you to configure other
aspects of your system’s network configuration.

Exit this menu (returning to previous)
[1

Configure additional network interfaces

This machine wants to run the auto—mounter service
Set flags to AMD service (if enabled)

This machine wishes to allow anonymous FTP.

This machine will route packets between interfaces
This machine wants to run the inet daemon

This machine wants to run a Mail Transfer Agent
This machine will be an NFS client

This machine will be an NF3 seruver

3elect a clock-synchronization server

Run authentication server for clients with PC-NFS.

X

[
[
[
[
[
[
[
[
[
[
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The first option)nterfaces, was previously covered during tisection 2.10.1thus this option can safely be ignored.

Selecting theAMD option adds support for the BSD automatic mount utility.sTisiusually used in conjunction with
the NFS protocol (see below) for automatically mountinge&rfile systems. No special configuration is required
here.

Next in line is theAMD Flags option. When selected, a menu will pop up for you to enterifige&MD flags. The
menu already contains a set of default options:

-a /.amd_mnt -l syslog /host /etc/amd.map /net /etc/amd.ma p

The-a option sets the default mount location which is specifieé lzaf.amd_mnt . The-I option specifies the
defaultlog file; however, whemyslogd is used all log activity will be sent to the system log daenidre/host

directory is used to mount an exported file system from a rernost, whilenet directory is used to mount an
exported file system from an IP address. Téte/lamd.map file defines the default options for AMD exports.
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The Anon FTP option permits anonymous FTP connections. Select thi®npd make this machine an anonymous
FTP server. Be aware of the security risks involved with tfggon. Another menu will be displayed to explain the
security risks and configuration in depth.

TheGateway configuration menu will set the machine up to be a gateway jplsigred previously. This can be used
to unset th&Gateway option if you accidentally selected it during the instadlatprocess.

Thelnetd option can be used to configure or completely disable thel{Betlaemon as discussed above.

TheMail option is used to configure the system’s default MTA or Madfisfer Agent. Selecting this option will
bring up the following menu:

Figure 2-56. Select a default MTA

You can choose which Mail Transfer Agent (MTA) you wish to install and run.
Selecting Sendmail local disables sendmail’s network socket for

incoming mail, but still enables sendmail for local and outbound mail.

The Postfix option will install the Postfix MTA from the ports

collection. The Exim option will install the Exim MTA from the ports
collection. To return to the previous menu, select Exit.

Cendmai | se sendmail

Use sendmail, but do not listen on the network
Use the Postfix MTA

Use the Exim MTA

Do not install an MTA

Exit this menu (returning to previous)

> XL

[ Ok ]| Cancel

Here you are offered a choice as to which MTA to install andasehe default. An MTA is nothing more than a mail
server which delivers email to users on the system or therlate

SelectingSendmail will install the popularsendmail server which is the FreeBSD default. TBendmail local
option will setsendmailto be the default MTA, but disable its ability to receive intiag email from the Internet.
The other options her@ostfix andExim act similar toSendmail. They both deliver email; however, some users
prefer these alternatives to tekendmailMTA.

After selecting an MTA, or choosing not to select an MTA, tlegwork configuration menu will appear with the next
option beingNFS client.

TheNFS client option will configure the system to communicate with a sew@NFS. An NFS server makes file
systems available to other machines on the network via tH& pdBtocol. If this is a stand-alone machine, this option
can remain unselected. The system may require more cortiigutater; seesection 30.3or more information

about client and server configuration.

Below that option is th&lFS server option, permitting you to set the system up as an NFS sertés.aldds the
required information to start up the RPC remote procedutservices. RPC is used to coordinate connections
between hosts and programs.

Next in line is theNtpdate option, which deals with time synchronization. When seldca menu like the one below
shows up:
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Figure 2-57. Ntpdate Configuration

There are a number of time synchronization servers available
for public use around the Internet. Please select one reasonably
close to you to have your system time synchronized accordingly.

Select a site not on this list
pool .ntp.org

asia.pool.ntp.org

europe.pool .ntp.org
oceania.pool .ntp.org
north-america.pool .ntp.org
tick.nap.com.ar
time.sinectis.com.ar
tock.nap.com.ar

au.pool .ntp.org
augean.eleceng.adelaide.edu.au
ntp.adelaide.edu.au

:b:b:b:b:b:bzam:bEDE

OMIEE  Cencel

From this menu, select the server which is the closest to lpoation. Selecting a close one will make the time
synchronization more accurate as a server further from lp@ation may have more connection latency.

The next option is the PCNFSD selection. This option wiltétighenet/pcnfsd ~ package from the Ports
Collection. This is a useful utility which provides NFS aeitttication services for systems which are unable to
provide their own, such as Microsoft's MS-DOS operatingeys

Now you must scroll down a bit to see the other options:

Figure 2-58. Network Configuration Lower-level

You may have already configured one network device (and the other
various hostnamesgateway-name server parameters) in the process
of installing FreeBSD. This menu allows you to configure other
aspects of your system’s network configuration.

This machine wants to run a Mail Transfer Agent
This machine will be an NF3 client

This machine will be an NFS seruver

Select a clock-synchronization server

RPC port mapping daemon (formerly portmapper)
NF3 status monitoring daemon

NFS file locking daemon

Select routing daemon (default: routed)

This machine wants to run the rwho daemon
This machine wants to run the ssh daemon
fillow RFC1323 and RFC1644 TCP extensions?

m .-
—

el ]

b 4
(A S S R

[0k ]| Cancel

The rpchind(8), rpc.statd(8), and rpc.lockd(8) utiliteee all used for Remote Procedure Calls (RPC). rphkind
utility manages communication between NFS servers andtsliand is required for NFS servers to operate
correctly. Therpc.statd daemon interacts with thgc.statd daemon on other hosts to provide status monitoring.
The reported status is usually held in thar/db/statd.status file. The next option listed here is thpc.lockd
option, which, when selected, will provide file locking sieles. This is usually used witipc.statd to monitor what
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hosts are requesting locks and how frequently they regoest.tWhile these last two options are marvelous for
debugging, they are not required for NFS servers and clierdperate correctly.

As you progress down the list the next item herRauited, which is the routing daemon. The routed(8) utility
manages network routing tables, discovers multicast reyg@d supplies a copy of the routing tables to any
physically connected host on the network upon request.i$minly used for machines which act as a gateway for
the local network. When selected, a menu will be presenigaesting the default location of the utility. The default
location is already defined for you and can be selected wilkitter key. You will then be presented with yet
another menu, this time asking for the flags you wish to page avuted. The default isq and it should already
appear on the screen.

Next in line is theRwhod option which, when selected, will start the rwhod(8) daerdoring system initialization.
Therwhod utility broadcasts system messages across the netwoddjeily, or collects them when in “consumer”
mode. More information can be found in the ruptime(1) anda{®h manual pages.

The next to the last option in the list is for the sshd(8) daeniis is the secure shell server fopenSSHand it is
highly recommended over the standssthet and FTP servers. Theshdserver is used to create a secure connection
from one host to another by using encrypted connections.

Finally there is thef CP Extensions option. This enables the TCP Extensions defined in RFC 13@R&C 1644.
While on many hosts this can speed up connections, it carcalsse some connections to be dropped. It is not
recommended for servers, but may be beneficial for stancat@achines.

Now that you have configured the network services, you caollagy to the very top item which iX Exit and
continue on to the next configuration item or simply eisinstallin selectingX Exit twice then[X Exit Install].

2.10.16 FreeBSD Bootup

2.10.16.1 FreeBSD/i386 Bootup

If everything went well, you will see messages scroll off #Hteeen and you will arrive at a login prompt. You can
view the content of the messages by presSomll-Lock and usingPgUp andPgDn. Pressingscroll-Lock again
will return to the prompt.

The entire message may not display (buffer limitation) baan be viewed from the command line after logging in
by typingdmesg at the prompt.

Login using the username/password you set during ingtall@tpratt , in this example). Avoid logging in asot
except when necessary.

Typical boot messages (version information omitted):

Copyright (c) 1992-2002 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992 , 1993, 1994
The Regents of the University of California. All rights rese rved.

Timecounter "i8254" frequency 1193182 Hz

CPU: AMD-K6(tm) 3D processor (300.68-MHz 586-class CPU)
Origin = "AuthenticAMD" Id = 0x580 Stepping = 0
Features=0x8001bf = <FPU,VME,DE,PSE, TSC,MSR,MCE,CX8,MMX>
AMD Features=0x80000800 <SYSCALL,3DNow!>

real memory = 268435456 (262144K bytes)

config > di sn0
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config > di IncO
config > di le0

config > di ie0

config > di fe0

config > di csO

config > di bt

config > di aicO
config > di aha0
config > di advO
config > ¢

avail memory = 256311296 (250304K bytes)

Preloaded elf kernel "kernel" at 0xc0491000.

Preloaded userconfig_script "/boot/kernel.conf* at 0xcO 49109c.
mdO: Malloc disk

Using $PIR table, 4 entries at 0xc00fde60

npx0: <math processor > on motherboard

npx0: INT 16 interface

pcib0:  <Host to PCI bridge > on motherboard

pci0:  <PCI bus > on pcib0

pcibl:  <VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge > at device 1.0 on pci0
pcil: <PCI bus > on pcibl

pcil: <Matrox MGA G200 AGP graphics accelerator > at 0.0 irg 11
isab0:  <VIA 82C586 PCI-ISA bridge > at device 7.0 on pciO

isa0:  <ISA bus > on isab0

atapcio: <VIA 82C586 ATA33 controller > port 0xe000-0xe00f at device 7.1 on pciO
ata0: at Ox1f0 irg 14 on atapciO

atal: at 0x170 irg 15 on atapciO

uhci0:  <VIA 83C572 USB controller > port 0xe400-Oxe4lf irq 10 at device 7.2 on pciO
ush0: <VIA 83C572 USB controller > on uhci0

usb0: USB revision 1.0

uhub0: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addr 1

uhub0: 2 ports with 2 removable, self powered

chipl: <VIA 82C586B ACPI interface > at device 7.3 on pci0

ed0: <NE2000 PCI Ethernet (RealTek 8029) > port 0xe800-0xe81f irq 9 at
device 10.0 on pci0

edO: address 52:54:05:de:73:1b, type NE2000 (16 bit)

isa0: too many dependant configs (8)

isa0: unexpected small tag 14

fdcO: <NEC 72065B or clone > at port 0x3f0-0x3f5,0x3f7 irq 6 drq 2 on isa0
fdcO: FIFO enabled, 8 bytes threshold

fd0: <1440-KB 3.5" drive > on fdcO drive 0

atkbdcO:  <keyboard controller (i8042) > at port 0x60-Ox64 on isa0
atkbd0:  <AT Keyboard > flags 0x1 irg 1 on atkbdcO

kbd0 at atkbdO

psm0: <PS/2 Mouse > irq 12 on atkbdcO

psmO: model Generic PS/2 mouse, device ID 0

vga0: <Generic ISA VGA > at port 0x3c0-0x3df iomem 0xa0000-0xbffff on isa0
scO: <System console > at flags 0x1 on isa0

sc0: VGA <16 virtual consoles, flags=0x300 >

sio0 at port 0x3f8-0x3ff irq 4 flags 0x10 on isa0

sio0: type 16550A

siol at port 0x2f8-0x2ff irq 3 on isa0

siol: type 16550A
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ppcO:  <Parallel port > at port 0x378-0x37f irg 7 on isa0

ppc0O: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBL E mode
ppcO: FIFO with 16/16/15 bytes threshold

ppbusO: IEEE1284 device found /NIBBLE

Probing for PnP devices on ppbusO:

plipO: <PLIP network interface > on ppbusO

Ipt0:  <Printer > on ppbus0

IptO: Interrupt-driven port

ppi0:  <Parallel 1/0 > on ppbusO

ad0: 8063MB <IBM-DHEA-38451 > [16383/16/63] at ataO-master using UDMA33
ad2: 8063MB <IBM-DHEA-38451 > [16383/16/63] at atal-master using UDMA33
acd0: CDROM <DELTA OTC-H101/ST3 F/W by OIPD> at ata0O-slave using PlO4
Mounting root from ufs:/dev/adOsla

swapon: adding /dev/adOslb as swap device

Automatic boot in progress...

/dev/adOsla: FILESYSTEM CLEAN; SKIPPING CHECKS

/dev/adOsla: clean, 48752 free (552 frags, 6025 blocks, 0.9 % fragmentation)
/dev/ad0s1f: FILESYSTEM CLEAN; SKIPPING CHECKS

/dev/ad0s1f: clean, 128997 free (21 frags, 16122 blocks, O. 0% fragmentation)
/dev/ad0sl1lg: FILESYSTEM CLEAN; SKIPPING CHECKS

/dev/ad0Os1g: clean, 3036299 free (43175 frags, 374073 bloc ks, 1.3% fragmentation)
/dev/adOsle: filesystem CLEAN; SKIPPING CHECKS

/dev/adOsle: clean, 128193 free (17 frags, 16022 blocks, O. 0% fragmentation)

Doing initial network setup: hostname.

ed0: flags=8843 <UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
inet 192.168.0.1 netmask Oxffffff00 broadcast 192.168.0. 255
inet6 fe80::5054::5ff::fede:731b%ed0 prefixlen 64 tenta tive scopeid 0x1
ether 52:54:05:de:73:1b

100: flags=8049 <UP,LOOPBACK,RUNNING,MULTICAS® mtu 16384
inet6 fe80::1%Ilo0 prefixlen 64 scopeid 0x8
ineté ::1 prefixlen 128
inet 127.0.0.1 netmask Oxff000000

Additional routing options: IP gateway=YES TCP keepalive= YES

routing daemons:..

additional daemons: syslogd.

Doing additional network setup:.

Starting final network daemons: creating ssh RSA host key

Generating public/private rsal key pair.

Your identification has been saved in /etc/ssh/ssh_host k ey.

Your public key has been saved in /etc/ssh/ssh_host_key.pu b.

The key fingerprint is:

cd:76:89:16:69:0e:d0:6e:f8:66:d0:07:26:3c:7e:2d root @k6-2.example.com

creating ssh DSA host key
Generating public/private dsa key pair.

Your identification has been saved in /etc/ssh/ssh_host d sa_key.

Your public key has been saved in /etc/ssh/ssh_host_dsa_ke y.pub.

The key fingerprint is:

f9:al:a9:47:c4:ad:f9:8d:52:b8:b8:ff:8c:ad:2d:e6 root @k6-2.example.com.
setting ELF Idconfig path: /ust/lib /usr/lib/compat /usr/ X11R6/lib
/usr/local/lib

a.out ldconfig path: /usr/lib/aout /usr/lib/compat/aout Jusr/X11R6/lib/aout

starting standard daemons: inetd cron sshd usbd sendmail.
Initial rc.i386 initialization:.
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rc.i386 configuring syscons: blank_time screensaver mous ed.
Additional ABI support: linux.

Local package initialization:.

Additional TCP options:.

FreeBSD/i386 (k6-2.example.com) (ttyvO)

login: rpratt
Password:

Generating the RSA and DSA keys may take some time on slowehimes. This happens only on the initial
boot-up of a new installation. Subsequent boots will beefast

If the X server has been configured and a Default Desktop chisean be started by typinglartx — at the
command line.

2.10.17 FreeBSD Shutdown

It is important to properly shutdown the operating system.not just turn off power. First, become a superuser by
typingsu at the command line and entering tlvet password. This will work only if the user is a member of the
wheel group. Otherwise, login asot and useshutdown -h now .

The operating system has halted.
Please press any key to reboot.

It is safe to turn off the power after the shutdown commanddees issued and the message “Please press any key to
reboot” appears. If any key is pressed instead of turningheffpower switch, the system will reboot.

You could also use th€trl +Alt +Del key combination to reboot the system, however this is naimsnended
during normal operation.

2.11 Troubleshooting

The following section covers basic installation troublesting, such as common problems people have reported.
There are also a few questions and answers for people wishihgal-boot FreeBSD with MS-DOS or Windows.

2.11.1 What to Do If Something Goes Wrong

Due to various limitations of the PC architecture, it is impible for probing to be 100% reliable, however, there are
a few things you can do if it fails.

Check the Hardware Notes (http://www.FreeBSD.org/rasésdex.html) document for your version of FreeBSD
to make sure your hardware is supported.

If your hardware is supported and you still experience lapk-or other problems, you will need to build a

custom kernelThis will allow you to add in support for devices which are poesent in th&sENERICkernel. The
kernel on the boot disks is configured assuming that mostweaeldevices are in their factory default configuration
in terms of IRQs, 10 addresses, and DMA channels. If yourard has been reconfigured, you will most likely
need to edit the kernel configuration and recompile to teleBSD where to find things.
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Itis also possible that a probe for a device not present willse a later probe for another device that is present to
fail. In that case, the probes for the conflicting driver{g)wd be disabled.

Note: Some installation problems can be avoided or alleviated by updating the firmware on various hardware
components, most notably the motherboard. The motherboard firmware may also be referred to as BIOS and
most of the motherboard or computer manufactures have a website where the upgrades and upgrade information
may be located.

Most manufacturers strongly advise against upgrading the motherboard BIOS unless there is a good reason for
doing so, which could possibly be a critical update of sorts. The upgrade process can go wrong, causing
permanent damage to the BIOS chip.

2.11.2 Using MS-DOS® and Windows File Systems

At this time, FreeBSD does not support file systems compdesih theDouble Space ™application. Therefore the
file system will need to be uncompressed before FreeBSD a@sathe data. This can be done by running the
Compression Agentlocated in theStart> Programs > System Tools menu.

FreeBSD can support MS-DOS file systems (sometimes callédileAsystems). The mount_msdosfs(8) command
grafts such file systems onto the existing directory hidnarallowing the file system’s contents to be accessed. The
mount_msdosfs(8) program is not usually invoked diredtigtead, it is called by the system through a line in
letc/fstab or by a call to the mount(8) utility with the appropriate paeters.

A typical line in/etc/fstab is:
/dev/adOsN /dos msdosfs rw 0 O

Note: The /dos directory must already exist for this to work. For details about the format of /etc/fstab ~ , see
fstab(5).

A typical call to mount(8) for a MS-DOS file system looks like:
# mount -t nsdosfs /dev/adOsl /mt

In this example, the MS-DOS file system is located on the fastijion of the primary hard disk. Your situation may
be different, check the output from tdemesg, andmount commands. They should produce enough information to
give an idea of the partition layout.

Note: FreeBSD may number disk slices (that is, MS-DOS partitions) differently than other operating systems. In
particular, extended MS-DOS partitions are usually given higher slice numbers than primary MS-DOS partitions.
The fdisk(8) utility can help determine which slices belong to FreeBSD and which belong to other operating
systems.

NTFS partitions can also be mounted in a similar manner usiagnount_ntfs(8) command.
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2.11.3 Troubleshooting Questions and Answers

1. My system hangs while probing hardware during boot, or itdvels strangely during install, or the floppy drive is
not probed.

FreeBSD makes extensive use of the system ACPI service d886eamd64 and ia64 platforms to aid in system
configuration if it is detected during boot. Unfortunatalgme bugs still exist in both the ACPI driver and within
system motherboards and BIOS. The use of ACPI can be dishblsetting thehint.acpi.0.disabled hintin
the third stage boot loader:

set hint.acpi.O.disabl ed="1"

This is reset each time the system is booted, so it is negessaddhint.acpi.0.disabled="1" to the file
/boot/loader.conf . More information about the boot loader can be foun8éttion 13.1

2.1 go to boot from the hard disk for the first time after instadjiFreeBSD, the kernel loads and probes my
hardware, but stops with messages like:

changing root device to adlsla panic: cannot mount root

What is wrong? What can | do?

What is thisbios_drive:interface(unit,partition)kernel_name thing that is displayed with the boot
help?

There is a longstanding problem in the case where the bdotgli®t the first disk in the system. The BIOS uses a
different numbering scheme to FreeBSD, and working out twhiembers correspond to which is difficult to get
right.

In the case where the boot disk is not the first disk in the syskgeeBSD can need some help finding it. There are
two common situations here, and in both of these cases, yeditodell FreeBSD where the root filesystem is. You
do this by specifying the BIOS disk number, the disk type dredRreeBSD disk number for that type.

The first situation is where you have two IDE disks, each coméd as the master on their respective IDE busses,
and wish to boot FreeBSD from the second disk. The BIOS sesg ths disk 0 and disk 1, while FreeBSD sees them
asad0 andad2.

FreeBSD is on BIOS disk 1, of typel and the FreeBSD disk number is 2, so you would say:
1: ad(2, a) ker nel

Note that if you have a slave on the primary bus, the abovetis@messary (and is effectively wrong).

The second situation involves booting from a SCSI disk whamlyave one or more IDE disks in the system. In this
case, the FreeBSD disk number is lower than the BIOS disk eurtftyou have two IDE disks as well as the SCSI
disk, the SCSI disk is BIOS disk 2, typ and FreeBSD disk number 0, so you would say:

2:da(0, a) ker nel

To tell FreeBSD that you want to boot from BIOS disk 2, whiclthis first SCSI disk in the system. If you only had
one IDE disk, you would usg: instead.
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Once you have determined the correct values to use, you ¢dhgpcommand exactly as you would have typed it in
the/boot.config file using a standard text editor. Unless instructed othewireeBSD will use the contents of
this file as the default response to thwwt: prompt.

3.1 go to boot from the hard disk for the first time after instadjiFreeBSD, but the Boot Manager prompt just prints
F? at the boot menu each time but the boot will not go any further.

The hard disk geometry was set incorrectly in the partitiditoe when you installed FreeBSD. Go back into the
partition editor and specify the actual geometry of youddisk. You must reinstall FreeBSD again from the
beginning with the correct geometry.

If you are failing entirely in figuring out the correct geometor your machine, here is a tip: Install a small MS-DOS
partition at the beginning of the disk and install FreeBSiemthat. The install program will see the MS-DOS
partition and try to infer the correct geometry from it, winigsually works.

The following tip is no longer recommended, but is left hevereference:

If you are setting up a truly dedicated FreeBSD server or station where you do not care for (future) compatibilityhwit
MS-DOS, Linux or another operating system, you also havetgobption to use the entire disk (n the partition editor),
selecting the non-standard option where FreeBSD occupégesritire disk from the very first to the very last sector. Wiis
leave all geometry considerations aside, but is somewindinig unless you’re never going to run anything other than
FreeBSD on a disk.

4. The system finds my ed(4) network card, but | keep gettingagettneout errors.

Your card is probably on a different IRQ from what is speciiiethe/boot/device.hints file. The ed(4) driver
does not use the “soft” configuration by default (values mtteising EZSETUP in MS-DOS), but it will use the
software configuration if you specifg in the hints for the interface.

Either move the jumper on the card to a hard configuratiomsgtaltering the kernel settings if necessary), or
specify the IRQ asl by setting the hinhint.ed.0.irg="-1" . This will tell the kernel to use the soft
configuration.

Another possibility is that your card is at IRQ 9, which is skthby IRQ 2 and frequently a cause of problems
(especially when you have a VGA card using IRQ 2!). You shadtluse IRQ 2 or 9 if at all possible.

5. Whensysinstallis used in an X11 terminal, the yellow font is difficult to reaghinst the light gray background. Is
there a way to provide higher contrast for this application?

If you already have X11 installed and the default colors ehdsysysinstallmake text illegible while using xterm(1)
or rxvt(1), add the following to you#/.Xdefaults to get a darker background grayTerms color7: #c0cOcO

2.12 Advanced Installation Guide
Contributed by Valentino Vaschetto. Updated by Marc Faltgie

This section describes how to install FreeBSD in excepticases.
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2.12.1 Installing FreeBSD on a System without a Monitor or Ke  yboard

This type of installation is called a “headless install’chase the machine that you are trying to install FreeBSD on
either does not have a monitor attached to it, or does notleaema VGA output. How is this possible you ask?
Using a serial console. A serial console is basically usmaffzer machine to act as the main display and keyboard
for a system. To do this, just follow the steps to create atailasion USB memstick, explained Bection 2.3.7r
download the correct installation ISO image, S&etion 2.13.1

To modify these media to boot into a serial console, folloasthsteps (If you want to use a CDROM you can skip
the first step):

1.

Enabling the Installation USB Stick to Boot into a SerialnSole

If you were to boot into the USB stick that you just made, Fr@BBvould boot into its normal install mode. We
want FreeBSD to boot into a serial console for our installdddhis, you have to mount the USB disk onto your
FreeBSD system using the mount(8) command.

# nmount /dev/dala /mt

Note: Adapt the device node and the mount point to your situation.

Now that you have the stick mounted, you must set the USB #titloot into a serial console. You have to add
to theloader.conf  file of the USB stick file system a line setting the serial cdass the system console:

# echo 'consol e="contonsol e"’ >> /mt/ boot /| oader. conf

Now that you have your USB stick configured correctly, you tumsmount the disk using the umount(8)
command:

# unount /mt
Now you can unplug the USB stick and jump directly to the tlsirep of this procedure.
Enabling the Installation CD to Boot into a Serial Console

If you were to boot into the CD that you just made from the itiat@n ISO image (se8ection 2.13.]
FreeBSD would boot into its normal install mode. We want B&P to boot into a serial console for our install.
To do this, you have to extract, modify and regenerate theih&{@e before burning it on a CD-R media.

From the FreeBSD system where is saved the installation /&@¢&, for example
FreeBSD- 9. 1-RELEASE-i 386-discl.iso  , use the tar(1) utility to extract all the files:

# nkdir /path/to/headl ess-iso
# tar -C /path/to/headl ess-iso -pxvf FreeBSD 9.1- RELEASE-i386-discl.iso

Now you must set the installation media to boot into a senakole. You have to add to theader.conf  file
from the extracted ISO image a line setting the serial canaslthe system console:

# echo 'consol e="contonsol e"’ >> /path/to/headl ess-iso/ boot/| oader. conf

Then we can create a new ISO image from the modified tree. Tleofsk8) tool from the
sysutils/cdrtools port is used:

# nkisofs -v -b boot/cdboot -no-emul-boot -r -J -V "Headless_install" \
-0 Headl ess- FreeBSD- 9. 1- RELEASE- i 386- di scl.iso /path/to/headl ess-iso

Now that you have your ISO image configured correctly, youtmamm it on a CD-R with your favorite burning
application.
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3. Connecting Your Null-modem Cable

You now need to connectraull-modem cabldetween the two machines. Just connect the cable to thé seria
ports of the 2 machine#é normal serial cable will not work hergrou need a null-modem cable because it has
some of the wires inside crossed over.

4. Booting Up for the Install

It is now time to go ahead and start the install. Plug in the W&Bnstick on the machine you are doing the
headless install on, and power on the machine. If you argyusprepared CDROM, power on the machine and
insert the disk to boot on.

5. Connecting to Your Headless Machine
Now you have to connect to that machine with cu(1):
# cu -1 /dev/cuau0
On FreeBSD X use the following command instead:
# cu -1 /dev/cuadO
That's it! You should now be able to control the headless rmectinrough youcu session. It will load the kernel

and then it will come up with a selection of what kind of teraiito use. Select the FreeBSD color console and
proceed with your install!

2.13 Preparing Your Own Installation Media

Note: To prevent repetition, “FreeBSD disc” in this context means a FreeBSD CDROM or DVD that you have
purchased or produced yourself.

There may be some situations in which you need to create yoniFoeeBSD installation media and/or source. This
might be physical media, such as a tape, or a sourceylsatstallcan use to retrieve the files, such as a local FTP
site, or an MS-DOS patrtition.

For example:

- You have many machines connected to your local network, ard-0eeBSD disc. You want to create a local FTP
site using the contents of the FreeBSD disc, and then havawyachines use this local FTP site instead of
needing to connect to the Internet.

« You have a FreeBSD disc, and FreeBSD does not recognize Yollb\MD drive, but MS-DOS / Windows does.
You want to copy the FreeBSD installation files to a MS-DOSipan on the same computer, and then install
FreeBSD using those files.

- The computer you want to install on does not have a CD/DVDedoiva network card, but you can connect a
“Laplink-style” serial or parallel cable to a computer tliaies.

- You want to create a tape that can be used to install FreeBSD.
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As part of each release, the FreeBSD project makes avadaldast twvo CDROM images (“ISO images”) per
supported architecture. These images can be written (8alijio CDs if you have a CD writer, and then used to
install FreeBSD. If you have a CD writer, and bandwidth isaghehen this is the easiest way to install FreeBSD.

1. Download the Correct ISO Images

The ISO images for each release can be downloaded from

ftp://ftp.FreeBSD.org/pub/FreeBSD/ISO-IMAGES-
ar ch andver si on as appropriate.

ar ch/ ver si on or the closest mirror. Substitute

That directory will normally contain the following images:

Table 2-4. FreeBSD 7X and 8 X ISO Image Names and Meanings

Filename

Contents

FreeBSD- ver si on-RELEASE-ar ch-bootonly.iso

FreeBSD- ver si on-RELEASE-ar ch-dvdl.iso.gz

FreeBSD- ver si on-RELEASE-ar ch-memstick.img

FreeBSD- ver si on-RELEASE-ar ch-discl.iso

FreeBSD- ver si on-RELEASE-ar ch-disc2.iso

FreeBSD- ver si on-RELEASE-ar ch-disc3.iso

FreeBSD- ver si on-RELEASE-ar ch-docs.iso

FreeBSD- ver si on-RELEASE-ar ch-livefs.iso

This CD image allows you to start the installation
process by booting from a CD-ROM drive but it does
not contain the support for installing FreeBSD from
the CD itself. You would need to perform a network
based install (e.g. from an FTP server) after booting
from this CD.

This DVD image contains everything necessary to
install the base FreeBSD operating system, a
collection of pre-built packages, and the
documentation. It also supports booting into a “livefs”
based rescue mode.

This image can be written to an USB memory stick
and used to do an install on machines capable of
booting off USB drives. It also supports booting into a
“livefs” based rescue mode. The documentation
packages are provided but no other packages. This
image is not available for FreeBSDXZ.

This CD image contains the base FreeBSD operating
system and the documentation packages but no other
packages.

A CD image with as many third-party packages as
would fit on the disc. This image is not available for
FreeBSD 8x.

Another CD image with as many third-party packages
as would fit on the disc. This image is not available for
FreeBSD 8X.

The FreeBSD documentation. This image is not
available for FreeBSD &.

This CD image contains support for booting into a
“livefs” based rescue mode but does not support doing
an install from the CD itself.
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Note: FreeBSD 7.X releases before FreeBSD 7.3 and FreeBSD 8.0 used a different naming convention. The
names of their ISO images are not prefixed with FreeBSD- .

You mustdownload one of either thaotonly  1SO image, or the image alfisc1 . Do not download both of
them, since theisc1 image contains everything that theotonly 1SO image contains.

Use thebootonly  I1SO if Internet access is cheap for you. It will let you inkfaleeBSD, and you can then
install third-party packages by downloading them usingpbkts/packages system (S8kapter % as necessary.

Use the image advdl if you want to install a FreeBSD release and want a reasosaldetion of third-party
packages on the disc as well.

The additional disc images are useful, but not essentip&a@ally if you have high-speed access to the Internet.
Write the CDs

You must then write the CD images to disc. If you will be doihgston another FreeBSD system then see
Section 19.6or more information (in particulaGection 19.6.&ndSection 19.6.1%

If you will be doing this on another platform then you will e use whatever utilities exist to control your CD
writer on that platform. The images provided are in the staaddSO format, which many CD writing
applications support.

Note: If you are interested in building a customized release of FreeBSD, please see the Release Engineering
Article (http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/releng).

2.13.2 Creating a Local FTP Site with a FreeBSD Disc

FreeBSD discs are laid out in the same way as the FTP sitenTdiiss it very easy for you to create a local FTP site
that can be used by other machines on your network whenlingt&reeBSD.

1.

3.

On the FreeBSD computer that will host the FTP site, enhiatethe CDROM is in the drive, and mounted on
/cdrom .

# nmount /cdrom

Create an account for anonymous FTRein/passwd . Do this by editingetc/passwd  using vipw(8) and
adding this line:

ftp:  *:99:99::0:0:FTP:/cdrom:/nonexistent

Ensure that the FTP service is enabletit/inetd.conf

Anyone with network connectivity to your machine can nowsda media type of FTP and typefinp: / / your
machi ne after picking “Other” in the FTP sites menu during the inistal

Note: If the boot media (floppy disks, usually) for your FTP clients is not precisely the same version as that
provided by the local FTP site, then sysinstall will not let you complete the installation. If the versions are not
similar and you want to override this, you must go into the Options menu and change distribution name to any.
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Warning: This approach is OK for a machine that is on your local network, and that is protected by your firewall.
Offering up FTP services to other machines over the Internet (and not your local network) exposes your
computer to the attention of crackers and other undesirables. We strongly recommend that you follow good
security practices if you do this.

2.13.3 Creating Installation Floppies

If you must install from floppy disk (which we suggest yourdat do), either due to unsupported hardware or simply
because you insist on doing things the hard way, you muspfiegtare some floppies for the installation.

At a minimum, you will need as many 1.44 MB floppies as it takeldld all the files in thdase (base distribution)
directory. If you are preparing the floppies from MS-DOS rtitieeymustbe formatted using the MS-DOSORMAT
command. If you are using Windows, use Explorer to formatlisks (right-click on thex: drive, and select
“Format”).

Do nottrust factory pre-formatted floppies. Format them agairrgeld, just to be sure. Many problems reported by
our users in the past have resulted from the use of improfmryatted media, which is why we are making a point
of it now.

If you are creating the floppies on another FreeBSD machifegnaat is still not a bad idea, though you do not need
to put a MS-DOS filesystem on each floppy. You can usé¢ldiabel andnewfs commands to puta UFS
filesystem on them instead, as the following sequence of comds(for a 3.5" 1.44 MB floppy) illustrates:

# fdformat -f 1440 fdO0. 1440
# bsdl abel -w fdO0.1440 fl oppy3
# newfs -t 2 -u 18 -1 1 -i 65536 /dev/fdO

Then you can mount and write to them like any other filesystem.

After you have formatted the floppies, you will need to copy fites to them. The distribution files are split into
chunks conveniently sized so that five of them will fit on a camional 1.44 MB floppy. Go through all your
floppies, packing as many files as will fit on each one, until lpave all of the distributions you want packed up in
this fashion. Each distribution should go into a subdiractm the floppy, e.ga:\base\base.aa

a:\base\base.ab ,and so on.

Important: The base.inf  file also needs to go on the first floppy of the base set since it is read by the
installation program in order to figure out how many additional pieces to look for when fetching and concatenating
the distribution.

Once you come to the Media screen during the install prosessctFloppy and you will be prompted for the rest.

2.13.4 Installing from an MS-DOS Partition

To prepare for an installation from an MS-DOS partition, gte files from the distribution into a directory called
freebsd in the root directory of the partition. For exampigfreebsd . The directory structure of the CDROM or
FTP site must be partially reproduced within this directsywe suggest using the MS-DQ@&py command if

you are copying it from a CD. For example, to prepare for a maliinstallation of FreeBSD:
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C\ > nd c:\freebsd
C\ > xcopy e:\bin c:\freebsd\bin\ /s
C:\ > xcopy e:\manpages c:\freebsd\ nanpages\ /s

Assuming that: is where you have free space aadis where your CDROM is mounted.

If you do not have a CDROM drive, you can download the distidsufrom ftp.FreeBSD.org
(ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386RELEASE/). Each distribution is in its own directory; for
example, thdasedistribution can be found in the 9.1/base/
(ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386RELEASE/base/) directory.

For as many distributions you wish to install from an MS-DG#tjtion (and you have the free space for), install
each one under\freebsd ~ — theBIN distribution is the only one required for a minimum instada.

2.13.5 Creating an Installation Tape

Installing from tape is probably the easiest method, shahmnline FTP install or CDROM install. The installation
program expects the files to be simply tarred onto the tager getting all of the distribution files you are interested
in, simply tar them onto the tape:

# cd /freebsd/distdir
# tar cvf /dev/rwO distl ... dist2

When you perform the installation, you should make sureytbatleave enough room in some temporary directory
(which you will be allowed to choose) to accommodateftilecontents of the tape you have created. Due to the
non-random access nature of tapes, this method of ingpalletquires quite a bit of temporary storage.

Note: When starting the installation, the tape must be in the drive before booting from the boot floppy. The
installation probe may otherwise fail to find it.

2.13.6 Before Installing over a Network

There are three types of network installations availabilee et (a standard Ethernet controller), Serial port {PPP
or Parallel port (PLIP (laplink cable)).

For the fastest possible network installation, an Ethemdepter is always a good choice! FreeBSD supports most
common PC Ethernet cards; a table of supported cards (aimdebaired settings) is provided in the Hardware
Notes for each release of FreeBSD. If you are using one ofuppsted PCMCIA Ethernet cards, also be sure that
it is plugged inbeforethe laptop is powered on! FreeBSD does not, unfortunatelyeatly support hot insertion of
PCMCIA cards during installation.

You will also need to know your IP address on the network, #tenask value for your address class, and the name
of your machine. If you are installing over a PPP connectimh@o not have a static IP, fear not, the IP address can
be dynamically assigned by your ISP. Your system admirndstiaan tell you which values to use for your particular
network setup. If you will be referring to other hosts by namaher than IP address, you will also need a name
server and possibly the address of a gateway (if you are &8ty it is your provider’s IP address) to use in talking
to it. If you want to install by FTP via a HTTP proxy, you willsd need the proxy’s address. If you do not know the
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answers to all or most of these questions, then you shoullg prabably talk to your system administrator or ISP
beforetrying this type of installation.

If you are using a modem, then PPP is almost certainly yoyr dmbice. Make sure that you have your service
provider’s information handy as you will need to know it fgiearly in the installation process.

If you use PAP or CHAP to connect your ISP (in other words, ifigan connect to the ISP in Windows without
using a script), then all you will need to do is typedial at theppp prompt. Otherwise, you will need to know how
to dial your ISP using the “AT commands” specific to your mogdasthe PPP dialer provides only a very simple
terminal emulator. Please refer to the user-pppdbooland FAQ
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bodafdpp.html) entries for further information. If you have
problems, logging can be directed to the screen using thenaordset log local ...

If a hard-wired connection to another FreeBSD machine igabla, you might also consider installing over a
“laplink” parallel port cable. The data rate over the paaigtlort is much higher than what is typically possible over a
serial line (up to 50 kbytes/sec), thus resulting in a quidkstallation.

2.13.6.1 Before Installing via NFS

The NFS installation is fairly straight-forward. Simplymothe FreeBSD distribution files you want onto an NFS
server and then point the NFS media selection at it.

If this server supports only “privileged port” (as is gerigréhe default for Sun workstations), you will need to set
the optionNFS Secure in the Options menu before installation can proceed.

If you have a poor quality Ethernet card which suffers fromastow transfer rates, you may also wish to toggle the
NFS Slow flag.

In order for NFS installation to work, the server must supgabdir mounts, for example, if your FreeBSD 9.1
distribution directory lives orriggy:/usr/archive/stuff/FreeBSD ,thenziggy will have to allow the direct
mounting of/usr/archive/stuff/FreeBSD , hot just/usr  or /usr/archive/stuff

In FreeBSD'Yetc/exports file, this is controlled by thealldirs options. Other NFS servers may have
different conventions. If you are gettipgrmission denied messages from the server, then it is likely that you do
not have this enabled properly.
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Restructured, reorganized, and parts rewritten by Jim Matie sysinstall walkthrough, screenshots, and general
copy by Randy Pratt. Updated for bsdinstall by Gavin Atkinand Warren Block.

3.1 Synopsis

FreeBSD comes with a text-based, easy to use installatmgrgm. FreeBSD 9.0-RELEASE and later use an
installation program calleldsdinstall, while releases prior to FreeBSD 9.0-RELEASE ussgginstallfor
installation. This chapter describes the usesdinstall. The use obysinstallis covered inrChapter 2

After reading this chapter, you will know:

« How to create the FreeBSD installation media.

+ How FreeBSD subdivides and refers to hard disks.

+ How to startbsdinstall.

. The questiondsdinstall will ask you, what they mean, and how to answer them.

Before reading this chapter, you should:

- Read the supported hardware list that shipped with theare i FreeBSD you are installing, and verify that your
hardware is supported.

Note: In general, these installation instructions are written for i386 (“PC compatible”) architecture computers.
Where applicable, instructions specific to other platforms will be listed. There may be minor differences between
the installer and what is shown here, so use this chapter as a general guide rather than as exact literal
instructions.

3.2 Hardware Requirements

3.2.1 Minimal Configuration
The minimal configuration to install FreeBSD varies with FreeBSD version and the hardware architecture.

A summary of this information is given in the following semtis. Depending on the method you choose to install
FreeBSD, you may also need a supported CDROM drive, and ile saises a network adapter. This will be covered
by Section 3.3.5

3.2.1.1 FreeBSD/i386

FreeBSD/i386 requires a 486 or better processor and atddadB of RAM. At least 1.1 GB of free hard drive
space is needed for the most minimal installation.
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Note: On old computers, increasing RAM and hard drive space is usually more effective at improving
performance than installing a faster processor.

3.2.1.2 FreeBSD/amd64

There are two classes of processors capable of running Bi2elnd64. The first are AMD64 processors, including
the AMD Athlon64, AMD Athlon64-FX, AMD Opteron or better pcessors.

The second class of processors that can use FreeBSD/anulifdes those using the Intel EM64T architecture.
Examples of these processors include the Intel Core 2 Duad(Jxtreme processor families, the Intel Xeon 3000,
5000, and 7000 sequences of processors, and the Intel CiBeidd i7 processors.

If you have a machine based on an nVidia nForce3 Pro-150numiuse the BIOS setup to disable the 10 APIC. If
you do not have an option to do this, you will likely have toatike ACPI instead. There are bugs in the Pro-150
chipset for which we have not yet found a workaround.

3.2.1.3 FreeBSD/powerpc Apple® Macintosh®

All New World Apple® Macintosh® systems with built-in USBesupported. SMP is supported on machines with
multiple CPUs.

A 32-bit kernel can only use the first 2 GB of RAM. FireWire® istrsupported on the Blue & White PowerMac G3.

3.2.1.4 FreeBSD/sparc64

Systems supported by FreeBSD/sparc64 are listed at thdBEBgsparc64
(http:/lwww.freebsd.org/platforms/sparc.html) Prajec

A dedicated disk is required for FreeBSD/sparc64. It is mssible to share a disk with another operating system at
this time.

3.2.2 Supported Hardware

Hardware architectures and devices supported by a FreeB88se are listed in the Hardware Notes file. Usually
namedHARDWARE.TXThe file is located in the root directory of the release me@@pies of the supported
hardware list are also available on the Release Informéhtitip://www.FreeBSD.org/releases/index.html) page of
the FreeBSD web site.

3.3 Pre-Installation Tasks

3.3.1 Back Up Your Data

Back up all important data on the target computer where F3&e®ill be installed. Test the backups before
continuing. The FreeBSD installer will ask before makingwges to the disk, but once the process has started it
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cannot be undone.

3.3.2 Decide Where to Install FreeBSD

If FreeBSD will be the only operating system installed, arildilve allowed to use the entire hard disk, the rest of this
section can be skipped. But if FreeBSD will share the diskwiher operating systems, an understanding of disk
layout is useful during the installation.

3.3.2.1 Disk Layouts for FreeBSD/i386 and FreeBSD/amd64
Hard disks can be divided into multiple sections. Thesd@esiare calleghartitions

There are two ways of dividing a disk into partitions. A tr@atial Master Boot Recor@VIBR) holds a partition table
defining up to fouprimary partitions (For historical reasons, FreeBSD calls primary partgislices) A limit of
only four partitions is restrictive for large disks, so orfdtese primary partitions can be made intoesttended
partition. Multiple logical partitionsmay then be created inside the extended partition. This maydsa little
unwieldy, and it is.

The GUID Partition Table(GPT) is a newer and simpler method of partitioning a diskT@&Har more versatile than
the traditional MBR partition table. Common GPT implemeiatas allow up to 128 partitions per disk, eliminating
the need for inconvenient workarounds like logical patis.

Warning: Some older operating systems like Windows XP are not compatible with the GPT partition scheme. If
FreeBSD will be sharing a disk with such an operating system, MBR partitioning is required.

FreeBSD’s standard boot loader requires either a prima@Rr partition. (Se€hapter 13or more information
about the FreeBSD booting process.) If all of the primary Bif(artitions are already in use, one must be freed for
FreeBSD.

A minimal installation of FreeBSD takes as little as 1 GB afldspace. However, that isvary minimal install,
leaving almost no free space. A more realistic minimum is 3v@tBout a graphical environment, and 5 GB or more
if a graphical user interface will be used. Third-party apgtion software requires more space.

A variety of free and commercial partition resizing tools

(http://en.wikipedia.org/wiki/List_of disk_partitiong_software) are available. GParted Live
(http://gparted.sourceforge.net/livecd.php) is a free ICD which includes the GParted partition editor. GPaited
also included with many other Linux Live CD distributions.

Warning: Disk partition applications can destroy data. Make a full backup and verify its integrity before modifying
disk partitions.

Resizing Microsoft Vista partitions can be difficult. A \é@sinstallation CDROM can be useful when attempting such
an operation.

Example 3-1. Using an Existing Partition

A Windows computer has a single 40 GB disk that has been gpditwo 20 GB partitions. Windows calls thetn
andD: . TheC: partition contains 10 GB of data, and the partition contains 5 GB of data.
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Moving the data fronD: to C: frees up the second partition to be used for FreeBSD.

Example 3-2. Shrinking an Existing Partition

A Windows computer has a single 40 GB disk and one large fmartitsing the whole disk. Windows shows this
40 GB partition as a single: . 15 GB of space is being used. The goal is to end up with Windows20 GB
partition, and have another 20 GB partition for FreeBSD.

There are two ways to do this.

1. Back up your Windows data. Then reinstall Windows, crepsi 20 GB partition during the install.

2. Use a partition resizing tool likéParted to shrink the Windows partition and create a new partitiothanfreed
space for FreeBSD.

Disk partitions containing different operating systemskei possible to run any one of those operating systems at a
time. An alternative method that allows running multipleecgting systems at the same time is covered in
Chapter 23

3.3.3 Collect Network Information

Some FreeBSD installation methods need a network conmactidownload files. To connect to an Ethernet network
(or cable or DSL modem with an Ethernet interface), the llestavill request some information about the network.

DHCPis commonly used to provide automatic network configuratibBHCP is not available, this network
information must be obtained from the local network adntrai®r or service provider:
Network Information

1. IP address

2. Subnet mask

3. Default router IP address

4. domain name of the local network

5. DNS server IP address(es)

3.3.4 Check for FreeBSD Errata

Although the FreeBSD Project strives to ensure that eaelaselof FreeBSD is as stable as possible, bugs
occasionally creep into the process. On very rare occaglimss bugs affect the installation process. As these
problems are discovered and fixed, they are noted in the BiedBrata
(http://www.FreeBSD.org/releases/9.0R/errata.htmife FreeBSD web site. Check the errata before installing to
make sure that there are no problems that might affect thallatson.
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Information and errata for all the releases can be found emdlease information
(http://www.FreeBSD.org/releases/index.html) sectibthe FreeBSD web site
(http://www.FreeBSD.org/index.html).

3.3.5 Prepare the Installation Media

A FreeBSD installation is started by booting the computéhwiFreeBSD installation CD, DVD, or USB memory
stick. The installer is not a program that can be run from witimother operating system.

In addition to the standard installation media which cargaiopies of all the FreeBSD installation files, there is a
bootonlyvariant. Bootonly install media does not have copies of tiséailation files, but downloads them from the
network during an install. The bootonly install CD is consently much smaller, and reduces bandwidth usage
during the install by only downloading required files.

Copies of FreeBSD installation media are available at tleeBED web site
(http://www.FreeBSD.org/where.html#download).

Tip: If you already have a copy of FreeBSD on CDROM, DVD, or USB memory stick, this section can be skipped.

FreeBSD CD and DVD images are bootable ISO files. Only one CDMD is needed for an install. Burn the ISO
image to a bootable CD or DVD using the CD recording applacegiavailable with your current operating system.

To create a bootable memory stick, follow these steps:

1. Acquire the Memory Stick Image

Memory stick images for FreeBSD 9.0-RELEASE and later caddyenloaded from théSO-IMAGES/

directory at

ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/ ar ch/ ar ch/ISO-IMAGES/ ver si on/FreeBSD- ver si on-RELEASE-
Replacear ch andver si on with the architecture and the version number which you waunstall,

respectively. For example, the memory stick images forB&i#i386 9.0-RELEASE are available from
ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i38@iBBO-IMAGES/9.0/FreeBSD-9.0-RELEASE-i386-

memstick.img.

Tip: A different directory path is used for FreeBSD 8.X and earlier versions. Details of download and

installation of FreeBSD 8.X and earlier is covered in Chapter 2.

The memory stick image hasieng extension. ThéSO-IMAGES/ directory contains a number of different
images, and the one needed depends on the version of Free®&Ditstalled, and in some cases, the target
hardware.

Important: Before proceeding, back up the data on the USB stick, as this procedure will erase it.

2. Write the Image File to the Memory Stick
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Using FreeBSD to Write the Image

Warning: The example below shows /dev/da0  as the target device where the image will be written. Be very
careful that the correct device is used as the output target, or you may destroy existing data.

1. Writing the Image with dd(1)

The.img file is nota regular file. It is anmageof the complete contents of the memory stickcdnnot
simply be copied like a regular file, but must be written dieto the target device with dd(1):

# dd if=FreeBSD- 9. 0- RELEASE-i 386- nensti ck.ing of =/ dev/ da0 bs=64k

Using Windows to Write the Image

Warning: Be sure to give the correct drive letter as the output target, or you may overwrite and destroy
existing data.

1. Obtainingmage Writer for Windows
Image Writer for Windows is a free application that can correctly write an image fila tnemory stick.
Download it from https://launchpad.net/win32-imageteniand extract it into a folder.

2. Writing the Image with Image Writer

Double-click thewin32Diskimager icon to start the program. Verify that the drive letter shawmaler
Device is the drive with the memory stick. Click the folder icon amiext the image to be written to the
memory stick. Clicl] Save ] to accept the image file name. Verify that everything is adrr@nd that no
folders on the memory stick are open in other windows. Whemyking is ready, click Write ] to write
the image file to the memory stick.

Note: Installation from floppy disks is no longer supported.

You are now ready to start installing FreeBSD.

3.4 Starting the Installation

Important: By default, the installation will not make any changes to your disk(s) until you see the following
message:

Your changes will now be written to disk. If you

have chosen to overwrite existing data, it will

be PERMANENTLY ERASED. Are you sure you want to
commit your changes?
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The install can be exited at any time prior to this warning without changing the contents of the hard drive. If you
are concerned that you have configured something incorrectly you can just turn the computer off before this
point, and no damage will be done.

3.4.1 Booting

3.4.1.1 Booting on i386 and amd64

1.

If you prepared a “bootable” USB stick, as describe8éttion 3.3.5then plug in your USB stick before
turning on the computer.

If you are booting from CDROM, then you will need to turn on twnputer, and insert the CDROM at the first
opportunity.

Configure your machine to boot from either the CDROM or fld8B, depending on the media being used for
the installation. BIOS configurations allow the selectida specific boot device. Most systems also provide for
selecting a boot device during startup, typically by pneg&il0, F11, F12, or Escape

If your computer starts up as normal and loads your exjsipperating system, then either:

1. The disks were not inserted early enough in the boot psotesive them in, and try restarting your
computer.

2. The BIOS changes earlier did not work correctly. You stlagto that step until you get the right option.

3. Your particular BIOS does not support booting from thar@elsmedia. The Plop Boot Manager
(http://www.plop.at/en/bootmanager.html) can be usdubiat older computers from CD or USB media.

FreeBSD will start to boot. If you are booting from CDROMuwwill see a display similar to this (version
information omitted):

Booting from CD-ROM...
645MB medium detected
CD Loader 1.2

Building the boot loader arguments

Looking up /BOOT/LOADER... Found
Relocating the loader and the BTX

Starting the BTX loader

BTX loader 1.00 BTX version is 1.02
Consoles: internal video/keyboard

BIOS CD is cd0

BIOS drive C: is diskO

BIOS drive D: is diskl

BIOS 636kB/261056kB available memory

FreeBSD/i386 bootstrap loader, Revision 1.1
Loading /boot/defaults/loader.conf

/boot/kernel/kernel text=0x64daa0 data=0xa4e80+0xa9e4 0 syms=[0x4+0x6cac0+0x4+0x88e9d]
\
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5. The FreeBSD boot loader is displayed:

Figure 3-1. FreeBSD Boot Loader Menu

elcome to FreeBSD

1. Boot [ENTERI]
Z. [Esclape to loader prompt
3

. Reboot

Dptions:

4. [AICPI Support: Enabled
5. Boot S8afe [Mlode: NO

b. Boot [Slingle User: NO
7. Boot [Vlerbose: NO

Autoboot in 8 seconds. [Spacel to pause

Either wait ten seconds, or preSater.

3.4.1.2 Booting for Macintosh PowerPC®

On most machines, holding on the keyboard during boot will boot from the CD. Otherwiseld
Command+Option+O+F, or Windows+Alt +O+F on non-Apple keyboards. At thee > prompt, enter

boot cd:,\ppc\loader cd:0

For Xserves without keyboards, see Apple’s support wel(sitp://support.apple.com/kb/TA26930) about booting
into Open Firmware.

3.4.1.3 Booting for SPARC64

Most SPARC64 systems are set up to boot automatically frak do install FreeBSD, you need to boot over the
network or from a CDROM, which requires you to break into tfRCM (OpenFirmware).

To do this, reboot the system, and wait until the boot mesappears. It depends on the model, but should look
about like:

Sun Blade 100 (UltraSPARC-Ile), Keyboard Present

Copyright 1998-2001 Sun Microsystems, Inc. All rights rese rved.
OpenBoot 4.2, 128 MB memory installed, Serial #51090132.

Ethernet address 0:3:ba:b:92:d4, Host ID: 830b92d4.

If your system proceeds to boot from disk at this point, yoeidh pres& 1+A or Stop+A on the keyboard, or send a
BREAKover the serial console (using for exampiein tip(1) or cu(1)) to get to the PROM prompt. It looks like ghi

ok a
ok {0} 0

O Thisis the prompt used on systems with just one CPU.
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0 Thisis the prompt used on SMP systems, the digit indicatestimber of the active CPU.

At this point, place the CDROM into your drive, and from the®R prompt, typeboot cdrom .

3.4.2 Reviewing the Device Probe Results
The last few hundred lines that have been displayed on sareestored and can be reviewed.

To review the buffer, presScroll Lock. This turns on scrolling in the display. You can then use thevakeys, or
PageUpandPageDownto view the results. Presicroll Lock again to stop scrolling.

Do this now, to review the text that scrolled off the screerewthe kernel was carrying out the device probes. You
will see text similar tdrigure 3-2 although the precise text will differ depending on the desithat you have in your
computer.

Figure 3-2. Typical Device Probe Results

Copyright (c) 1992-2011 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992 , 1993, 1994
The Regents of the University of California. All rights rese rved.
FreeBSD is a registered trademark of The FreeBSD Foundation .
FreeBSD 9.0-RELEASE #0 r225473M: Sun Sep 11 16:07:30 BST 201 1
root@psi:/usr/obj/usr/src/sys/GENERIC amd64

CPU: Intel(R) Core(TM)2 Duo CPU T9400 @ 2.53GHz (2527.05-MH z K8-class CPU)
Origin = "Genuinelntel* Id = 0x10676 Family = 6 Model = 17 Step ping = 6
Features=0xbfebfbff <FPU,VME,DE,PSE, TSC,MSR,PAE,MCE,CX8,APIC,SEP,MTRR,PG E,MCA,CMOV,PAT,PSE36,CLF
Features2=0x8e3fd = <SSE3,DTES64,MON,DS_CPL,VMX,SMX,EST,TM2,SSSE3,CX16,x TPR,PDCM,SSE4.1 >
AMD Features=0x20100800 <SYSCALL,NX,LM>
AMD Features2=0x1 <LAHF>
TSC: P-state invariant, performance statistics

real memory = 3221225472 (3072 MB)

avail memory = 2926649344 (2791 MB)

Event timer "LAPIC" quality 400

ACPI APIC Table: <TOSHIB A0064 >

FreeBSD/SMP: Multiprocessor System Detected: 2 CPUs

FreeBSD/SMP: 1 package(s) x 2 core(s)

cpu0 (BSP): APIC ID: 0

cpul (AP): APIC ID: 1

ioapicO: Changing APIC ID to 1

ioapic0  <Version 2.0 > irgs 0-23 on motherboard

kbdl at kbdmuxO

acpi0:  <TOSHIB A0064> on motherboard

acpiO: Power Button (fixed)

acpiO: reservation of 0, a0000 (3) failed

acpiO: reservation of 100000, b6690000 (3) failed

Timecounter "ACPI-safe" frequency 3579545 Hz quality 850

acpi_timer0: <24-bit timer at 3.579545MHz > port 0xd808-0xd80b on acpi0

cpu0: <ACPI CPU> on acpi0

ACPI Warning: Incorrect checksum in table [ASF!] - OxFE, sho uld be 0x9A (20110527/tbutils-282)

cpul: <ACPI CPU> on acpi0
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pcib0:  <ACPI Host-PCI bridge > port 0xcf8-Oxcff on acpiO

pci0:  <ACPI PCI bus > on pcibO

vgapci0:  <VGA-compatible display > port Oxcff8-0xcfff mem 0xff400000-0xff7fffff,0xe000000 0-Oxefffffff
agp0: <Intel GM45 SVGA controller > on vgapcio

agp0: aperture size is 256M, detected 131068k stolen memory

vgapcil:  <VGA-compatible display > mem Oxffc00000-0xffcfffff at device 2.1 on pciO

pci0:  <simple comms > at device 3.0 (no driver attached)

em0: <lIntel(R) PRO/1000 Network Connection 7.2.3 > port 0xcf80-0xcfof mem 0xff9c0000-0xffodffff,0xffofe00
emO: Using an MSI interrupt

emO: Ethernet address: 00:1c:7e:6a:ca:b0

uhciO:  <Intel 828011 (ICH9) USB controller > port 0xcf60-Oxcf7f irg 16 at device 26.0 on pciO
usbusO:  <Intel 828011 (ICH9) USB controller > on uhci0

uhcil:  <Intel 828011 (ICH9) USB controller > port 0xcf40-Oxcf5f irqg 21 at device 26.1 on pciO
usbusl: <lIntel 828011 (ICH9) USB controller > on uhcil

uhci2:  <Intel 828011 (ICH9) USB controller > port 0xcf20-0xcf3f irg 19 at device 26.2 on pciO
usbus2: <Intel 828011 (ICH9) USB controller > on uhci2

ehci0:  <Intel 828011 (ICH9) USB 2.0 controller > mem O0xffoff800-0xffoffbff irg 19 at device 26.7 on
usbus3: EHCI version 1.0

usbus3: <Intel 828011 (ICH9) USB 2.0 controller > on ehci0

hdacO: <lIntel 828011 High Definition Audio Controller > mem Oxff9f8000-0xffofbfff irq 22 at device

pcibl:  <ACPI PCI-PCI bridge > irg 17 at device 28.0 on pci0

pcil: <ACPI PCI bus > on pcibl

iwn0:  <Intel(R) WiFi Link 5100 > mem Oxff8fe000-0xff8fffff irq 16 at device 0.0 on pcil
pcib2:  <ACPI PCI-PCI bridge > irg 16 at device 28.1 on pciO

pci2:  <ACPI PCI bus > on pcib2

pcib3:  <ACPI PCI-PCI bridge > irg 18 at device 28.2 on pci0

pcid:  <ACPI PCI bus > on pcib3

pcib4:  <ACPI PCI-PCI bridge > at device 30.0 on pciO

pci5:  <ACPI PCI bus > on pcib4

cbb0: <RF5C476 PCI-CardBus Bridge > at device 11.0 on pci5

cardbusO:  <CardBus bus > on cbhbO

pccard0:  <16-bit PCCard bus > on cbb0

isab0:  <PCI-ISA bridge > at device 31.0 on pciO

isa0:  <ISA bus > on isab0

ahci0:  <Intel ICHOM AHCI SATA controller > port 0x8f58-0x8f5f,0x8f54-0x8f57,0x8f48-0x8f4f,0x8f4 4-0
ahciO: AHCI v1.20 with 4 3Gbps ports, Port Multiplier not sup ported
ahcichO:  <AHCI channel > at channel 0 on ahciO

ahcich1l: <AHCI channel > at channel 1 on ahciO

ahcich2: <AHCI channel > at channel 4 on ahciO

acpi_lido: <Control Method Lid Switch > on acpi0

batteryO: <ACPI Control Method Battery > on acpi0

acpi_button0: <Power Button > on acpi0

acpi_acado: <AC Adapter > on acpiO

acpi_toshiba0: <Toshiba HCI Extras > on acpi0

acpi_tz0: <Thermal Zone > on acpi0

attimerO: <AT timer > port 0x40-0x43 irg O on acpiO

Timecounter "i8254" frequency 1193182 Hz quality O

Event timer "i8254" frequency 1193182 Hz quality 100

atkbdcO:  <Keyboard controller (i8042) > port 0x60,0x64 irg 1 on acpiO
atkbd0:  <AT Keyboard > irqg 1 on atkbdcO

kbdO at atkbdO

atkbd0: [GIANT-LOCKED]

psm0: <PS/2 Mouse > irq 12 on atkbdcO
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psmO: [GIANT-LOCKED]

psmO: model GlidePoint, device ID 0

atrtcO: <AT realtime clock > port 0x70-0x71 irg 8 on acpiO

Event timer "RTC" frequency 32768 Hz quality O

hpet0:  <High Precision Event Timer > jomem Oxfed00000-0xfed003ff on acpiO
Timecounter "HPET" frequency 14318180 Hz quality 950

Event timer "HPET" frequency 14318180 Hz quality 450

Event timer "HPET1" frequency 14318180 Hz quality 440

Event timer "HPET2" frequency 14318180 Hz quality 440

Event timer "HPET3" frequency 14318180 Hz quality 440

uart0:  <16550 or compatible > port 0x3f8-0x3ff irg 4 flags 0x10 on acpiO
sc0: <System console > at flags 0x100 on isa0

sc0: VGA <16 virtual consoles, flags=0x300 >

vga0: <Generic ISA VGA > at port 0x3c0-0x3df iomem 0xa0000-0xbffff on isa0
ppc0: cannot reserve I/O port range

est0: <Enhanced SpeedStep Frequency Control > on cpu0
p4dtccO:  <CPU Frequency Thermal Control > on cpu0
estl: <Enhanced SpeedStep Frequency Control > on cpul

padtccl: <CPU Frequency Thermal Control > on cpul

Timecounters tick every 1.000 msec

hdacO: HDA Codec #0: Realtek ALC268

hdacO: HDA Codec #1: Lucent/Agere Systems (Unknown)

pcm0: <HDA Realtek ALC268 PCM #0 Analog > at cad O nid 1 on hdacO
pcml: <HDA Realtek ALC268 PCM #1 Analog > at cad O nid 1 on hdacO
usbus0: 12Mbps Full Speed USB v1.0

usbusl: 12Mbps Full Speed USB v1.0

usbus2: 12Mbps Full Speed USB v1.0

usbus3: 480Mbps High Speed USB v2.0

ugen0.1: <lIntel > at usbusO

uhub0O: <lIntel UHCI root HUB, class 9/0, rev 1.00/1.00, addr 1 > on usbhus0
ugenl.l: <intel > at usbusl
uhubl: <lIntel UHCI root HUB, class 9/0, rev 1.00/1.00, addr 1 > on usbusl
ugen2.1: <lIntel > at usbus2
uhub2: <lIntel UHCI root HUB, class 9/0, rev 1.00/1.00, addr 1 > on usbus2
ugen3.1: <Intel > at usbus3
uhub3: <lIntel EHCI root HUB, class 9/0, rev 2.00/1.00, addr 1 > on usbus3

uhub0: 2 ports with 2 removable, self powered

uhubl: 2 ports with 2 removable, self powered

uhub2: 2 ports with 2 removable, self powered

uhub3: 6 ports with 6 removable, self powered

ugen2.2: <vendor 0xO0b97 > at usbus2

uhub8: <vendor 0x0b97 product 0x7761, class 9/0, rev 1.10/1.10, add r 2> on usbus2
ugenl.2: <Microsoft > at usbusl

ada0 at ahcichO bus 0 scbusl target O lun 0

ada0: <Hitachi HTS543225L9SA00 FBEOC43C > ATA-8 SATA 1.x device

adaO: 150.000MB/s transfers (SATA 1.x, UDMA6, PIO 8192byte S)

ada0: Command Queueing enabled

ada0: 238475MB (488397168 512 byte sectors: 16H 63S/T 16383 C)

adaO: Previously was known as ad4

ums0: <Microsoft Microsoft 3-Button Mouse with IntelliEyeTM, cla ss 0/0, rev 1.10/3.00, addr 2

SMP: AP CPU #1 Launched!
cd0 at ahcichl bus 0 scbus2 target O lun O
cd0: <TEAC DV-W28S-RT 7.0C> Removable CD-ROM SCSI-0 device
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cd0: 150.000MB/s transfers (SATA 1.x, ums0: 3 buttons and [X YZ] coordinates 1D=0
UDMA2, ATAPI 12bytes, PIO 8192bytes)

cd0: cd present [1 x 2048 byte records]

ugen0.2:  <Microsoft > at usbusO

ukbdO: <Microsoft Natural Ergonomic Keyboard 4000, class 0/0, rev 2 .00/1.73, addr 2 > on usbusO
kbd2 at ukbdO

uhid0:  <Microsoft Natural Ergonomic Keyboard 4000, class 0/0, rev 2 .00/1.73, addr 2 > on usbusO
Trying to mount root from cd9660:/dev/is09660/FREEBSD_IN STALL [ro]...

Check the probe results carefully to make sure that FreeB8bd all the devices you expected. If a device was not
found, then it will not be listedKernel modulesllows you to add in support for devices which are notin the
GENERICKkernel.

After the procedure of device probing, you will sSEgure 3-3 The install media can be used in three ways: to install
FreeBSD, as a "live CD", or to simply access a FreeBSD she#.tble arrow keys to choose an option, &mder to
select.

Figure 3-3. Selecting Installation Media Mode

FreeBSD Installer

Welcome
Welcome to FreeBSDY! Would you
like to begin an installation
or use the live CD?

RITSTINE < Shell > <Live CD>

Selecting Install ] here will enter the installer.

3.5 Introducing bsdinstall

bsdinstall is a text-based FreeBSD installer program written by Naiviitehorn <awhitehorn@FreeBSD.org >
and introduced in 2011 for FreeBSD 9.0.

Note: Kris Moore <kmoore@FreeBSD.org >'s pc-sysinstall is included with PC-BSD (http://pcbsd.org), and can
also be used to install FreeBSD (http://wiki.pcbsd.org/index.php/Use_PC-BSD_Installer_to_lInstall_FreeBSD).
Although sometimes confused with bsdinstall , the two are not related.

Thebsdinstall menu system is controlled by the arrow kelgater, Tab, Space and other keys.
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3.5.1 Selecting the Keymap Menu

Depending on the system console being ubedinstall may initially prompt to select a non-default keyboard layou

Figure 3-4. Keymap Selection

FreeBSD Installer

Keymap Selection
Would you like to =set a
non-default key mapping
for your keyboard?

AT <o >

If [ YES ]is selected, the following keyboard selection screen véltlisplayed. Otherwise, this selection menu will
not be displayed, and a default keyboard mapping will be .used

Figure 3-5. Selecting Keyboard Menu

Keyboard Menu
Choose your keyboard language

Belarusian Codepage 1131

Belarusian Codepage 1251

Belarusian I30-8859-5

Belgian IS0-8859-1

Belgian I180-8859-1 (accent keys)
Brazilian 275 Codepage 850

Brazilian 275 I150-8859-1

Brazilian 275 I150-8859-1 (accent keys)

Bulgarian BD3

Bulgarian Phonetic

Central European I30-8859-2
Colemak ergonmomic alternative
Croatian ISD-88593-2

Czech IS0-8859-2

& bbb b oS ch oo o oo oo o oo o

<Cancel>

Select the keymap that most closely represents the mappthg &eyboard attached to the system, using the
up/down arrow keys and pressiggter.

Note: Pressing Esc will use the default keymap. United States of America ISO-8859-1 is also a safe option if the
choice of keymap is not clear.
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3.5.2 Setting the Hostname

Next, bsdinstall will prompt for the hostname to be given to the newly insthkgstem.

Figure 3-6. Setting the Hostname

FreeBSD Installer

Set Hostname
Flease choose a hostname for this machine.

If you are running on a managed network, please
ask your network administrator for an appropriate |
name. i

imachine3.example.coml]
+

The entered hostname should be a fully-qualified hostnameh, &machine3.example.com

3.5.3 Selecting Components to Install

Next, bsdinstall will prompt to select optional components to install.

Figure 3-7. Selecting Components to Install

FreeBSD Installer

Distribution Select
Choose optional system components to install: |

i [ Additional documentation

I [=%]1 games Games (fortune, etc.)

i [=1 1ib3Z2 32-bit compatibility libraries
i [«%]1 ports Ports tree

i [ 1 src System source code

Deciding which components to install will depend largelytba intended use of the system and the amount of disk
space available. The FreeBSD Kernel and userland (caldgtine “base system”) are always installed.

Depending on the type of installation, some of these compismaay not appear.

Optional Components
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- doc - Additional documentation, mostly of historical interd3bcumentation provided by the FreeBSD
Documentation Project may be installed later.
- games - Several traditional BSD games, includifaytune, rot13, and others.
« lib32 - Compatibility libraries for running 32-bit applications a 64-bit version of FreeBSD.
. ports - The FreeBSD Ports Collection.

The ports collection is an easy and convenient way to instdiivare. The Ports Collection does not contain the
source code necessary to compile the software. Instead itallection of files which automates the downloading,
compiling and installation of third-party software packadg_hapter Sdiscusses how to use the ports collection.

Warning: The installation program does not check to see if you have adequate space. Select this option only if
you have adequate hard disk space. As of FreeBSD 9.0, the FreeBSD Ports Collection takes up about 500 MB
of disk space. You can safely assume a larger value for more recent versions of FreeBSD.

. src - System source code.

FreeBSD comes with full source code for both the kernel apdiierland. Although not required for the majority
of applications, it may be required to build certain softevaupplied as source (for example, device drivers or
kernel modules), or for developing FreeBSD itself.

The full source tree requires 1 GB of disk space, and recamgytihe entire FreeBSD system requires an
additional 5 GB of space.

3.6 Installing from the Network

Thebootonlyinstallation media does not hold copies of the installafies. When abootonlyinstallation method is
used, the files must be retrieved over a network connectitimeysare needed.

Figure 3-8. Installing from the Network

FreeBSD Installer

Network Installation
No installation files were found on
the boot volume. The next few screens |
will allow you to configure i
networking so that they can be

downloaded from the Internet.
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After the network connection has been configured as showBedtion 3.9.2a mirror site is selected. Mirror sites
cache copies of the FreeBSD files. Choose a mirror site ld¢atdne same region of the world as the computer on
which FreeBSD is being installed. Files can be retrievedengiickly when the mirror is close to the target
computer, and installation time will be reduced.

Figure 3-9. Choosing a Mirror

Mirror Selection
Please select the site closest to you or "other" if you'd like
to specify a different choice. Also note that not every site
listed here carries more than the base distribution kits. Only
Primary sites are guaranteed to carry the full range of
possible distributions. Select a site that’s closet

ftp://ftp.freebsd.org
ftp:srsznapshots. jp.freebsd.ory  Snapshots Server Japan
ftpisrsenapshots . se frechsd . ory  Snapshots Server Sweden

i

i

H

i ftp:ssftp.freebsd.org IPu6 Main Site
i fip:ssftp3.ie.freebsd.org IPvb Ireland
i ftp:ssftp.il.freebsd.oryg IPvb Israel
i ftp:ssrftp2. jp.freebsd.org IPvb Japan

i ftp:ssftpd.se.freebsd.org IPU6 Sweden
i ftp:srsftpd.us.freebsd.org IPu6 USA

i fip:s ftp2.tr.freebsd.org IPvb Turkey
i ftp:ssftpl.freebsd.ory Frimary

+

<Other > <Cancel>

Installation will continue as if the installation files wdpeated on local media.

3.7 Allocating Disk Space

There are three ways to allocate disk space for FreeB&iiledpartitioning automatically sets up disk partitions,
while Manualpartitioning allows advanced users to create customizedipas. Finally, there’s the option of
starting a shell where command-line programs like gparf{®k(8), and bsdlabel(8) can be used directly.

Figure 3-10. Selecting Guided or Manual Partitioning

FreeBSD Installer

Partitioning
Would you like to use the guided
partitioning tool (recommended for
beginners) or to set up partitions
manually (experts)? You can also open a

shell and set up partitions entirely by
hand.

ECHIEE  <Manual>  <Shell >
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3.7.1 Guided Partitioning

If multiple disks are connected, choose the one where Friba8® be installed.

Figure 3-11. Selecting from Multiple Disks

FreeBSD Installer

Partitioning
Jelect the disk on which to install FreeB3D.

12 GB ATA Hard Disk <{UBOX HARDDISK>

adal 16 GB ATA Hard Disk <UBOX HARDDISK>

<Cancel>

The entire disk can be allocated to FreeBSD, or just a podidn If [ Entire Disk ] is chosen, a general partition
layout filling the whole disk is created. SelectihBartition ] creates a partition layout in unused space on the disk.

Figure 3-12. Selecting Entire Disk or Partition

FreeBSD Installer

Partition
Would you like to use this entire disk
(ada®) for FreeBSD or partition it to
share it with other operating systems?
Using the entire disk will erase any

data currently stored there.

RENEFTIET® < Partition >

After the partition layout has been created, review it adhgfor accuracy. If a mistake has been made, selecting

[ Revert ] will reset the partitions as they were previously[ @wuto ] will recreate the automatic FreeBSD partitions.
Partitions can be manually created, modified, or deleteceWhe partitioning is correct, selgdtinish ] to

continue with the installation.
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Figure 3-13. Review Created Partitions

FreeBSD Installer

Partition Editor
Please review the disk setup. When complete, press
the Finish button.

12 GB GPT
ada@pl b4 kB freebsd-boot
ada@p2 11 GB freebsd-ufs /
ada@p3 627 MB freebsd-swap none

<Delete> <Modify> <Revert> ¢ Auto > <Finish>

fAdd a new partition

3.7.2 Manual Partitioning

Manual partitioning goes straight to the partition editor.

Figure 3-14. Manually Create Partitions

FreeBSD Installer

Partition Editor
Create partitions for FreeBSD. No changes will be
made until you select Finish.

adadf 12 GB

<Delete> <Modify> <Revert> < Auto > <Finish>

fidd a new partition

Highlighting a drive &da0 in this example) and selectijdreate ] displays a menu for choosing the type of
partitioning scheme
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Figure 3-15. Manually Create Partitions

FreeBSD Installer

Partition Scheme
Select a partition scheme for this
volume :

AFM Apple Partition Map

BSD BSD Labels

MBR DDS Partitions

PC98 NEC PC9801 Partition Table
UTOCH  Sun UTOCB Partition Table

<Cancel>

Bootable on most x86 systems

GPT partitioning is usually the most appropriate choicé¥@rcompatible computers. Older PC operating systems
that are not compatible with GPT may require MBR partiti@ninstead. The other partitioning schemes are
generally used for uncommon or older computer systems.

Table 3-1. Partitioning Schemes

Abbreviation Description

APM Apple Partition Map, used by PowerPC® Macintosh.
(http://support.apple.com/kb/TA21692)

BSD BSD Labels without an MBR, sometimes called
"dangerously dedicated mode". See bsdlabel(8).

GPT GUID Partition Table.
(http://en.wikipedia.org/wiki/GUID_Partition_Table)

MBR Master Boot Record.
(http://en.wikipedia.org/wiki/Master_boot_record)

PC98 MBR variant, used by NEC PC-98 computers.
(http://en.wikipedia.org/wiki/Pc9801)

VTOCS8 Volume Table Of Contents, used by Sun SPARC64 and

UltraSPARC computers.

After the partitioning scheme has been selected and cresgketting Create ] again will create new partitions.
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Figure 3-16. Manually Create Partitions

FreeBSD Installer

Partition Editor
Create partitions for FreeBSD. No changes will be
made un fAdd Partition +

Hadaol iType: lireebsd-ufs
i iSize: 12GE

i iMountpoint:

i iLabel:

i

+

< OK > {Options> <Cancel >

<Delete> <Modify> <Revert> ¢ Auto > <Finish> |

Filesystem type (e.g. freebsd-ufs, freebsd-swap)

A standard FreeBSD GPT installation uses at least thre#ipast

Standard FreeBSD GPT Partitions

- freebsd-boot - FreeBSD boot code.

- freebsd-ufs - A FreeBSD UFS filesystem.

- freebsd-zfs - A FreeBSD ZFS filesystem. S&ection 21.2
« freebsd-swap - FreeBSD swap space.

Multiple filesystem partitions can be used, and some peopleprefer a traditional layout with separate partitions
forthe/, /var ,/tmp , and/usr filesystems. SeExample 3-For an example.

See gpart(8) for a complete list of available GPT partitigpess.

Size may be entered with common abbreviatidgh$or kilobytes,M for megabytes, oG for gigabytes.

Tip: Proper sector alignment provides the best performance, and making partition sizes even multiples of 4K
bytes helps to ensure alignment on drives with either 512-byte or 4K-byte sectors. Generally, using partition sizes
that are even multiples of 1M or 1G is the easiest way to make sure every partition starts at an even multiple of
4K. One exception: at present, the freebsd-boot partition should be no larger than 512K due to boot code
limitations.

A mountpoint is needed if this partition will contain a filesgm. If only a single UFS partition will be created, the
mountpoint should bé.

A labelis also requested. A label is a name by which this partitidhbwe known. Drive names or numbers can
change if the drive is connected to a different controllgpant, but the partition label does not change. Referring to
labels instead of drive names and partition numbers in fikegétc/fstab makes the system more tolerant of
changing hardware. GPT labels appeadev/gpt/  when a disk is attached. Other partitioning schemes have
different label capabilities, and their labels appear ffedent directories irdev/

Tip: Use a unique label on every filesystem to avoid conflicts from identical labels. A few letters from the
computer's name, use, or location can be added to the label. "labroot" or "rootfs-lab" for the UFS root partition on
the lab’s computer, for example.
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Example 3-3. Creating Traditional Split Filesystem Partitions

For a traditional partition layout where the/var , /tmp , and/usr directories are separate filesystems on their own
partitions, create a GPT partitioning scheme, then créat@artitions as shown. Partition sizes shown are typical fo
a 20G target disk. If more space is available on the targkt lieger swap ofvar partitions may be useful. Labels
shown here are prefixed witix for "example”, but readers should use other unique labeleghs described above.

By default, FreeBSD'gptboot expects the first UFS partition found to be thpartition.

Partition Type Size Mountpoint Label
freebsd-boot 512K

freebsd-ufs 2G / exrootfs
freebsd-swap 4G exswap
freebsd-ufs 2G Ivar exvarfs
freebsd-ufs 1G /tmp extmpfs
freebsd-ufs accept the default lusr exusrfs

(remainder of the disk)

After the custom partitions have been created, s¢lEttish ] to continue with the installation.

3.8 Committing to the Installation

This is the last chance for aborting the installation to princhanges to the hard drive.
Figure 3-17. Final Confirmation
FreeBSD Installer

Partition Editor
Please review the disk setup. When complete, press
the Finish button.

Conf irmation
Your changes will now be written to disk. If you
have chosen to overwrite existing data, it will
be PERMANENTLY ERASED. Are you sure you want to
commit your changes?

<Revert & Exit> < Back >

<Create> <Delete> <Modify> <Revert> < Auto > H

Exit partitioner (will ask whether to save changes)

Selecf Commit ] and pres&nter to proceed. If changes need to be made, s¢lBatk ] to return to the partition
editor.[ Revert & Exit] will exit the installer without making any changes to theddrive.
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Installation time will vary depending on the distributioctsosen, installation media, and speed of the computer.
There will be a series of messages displayed indicatingrpssg

Firstly, the installer will write the partitions to the dis&nd perform aewfs to initialise the partitions.

If doing a network installpsdinstall will then proceed to download the required distributiondile

Figure 3-18. Fetching Distribution Files

FreeBSD Installer

Fetching Distribution

base.txz [ Done

kernel . txz | 66 |
games.txz [ Pending
src.txz [ Pending

Fetching distribution files...

Overall Frogress
43

Next, the integrity of the distribution files is verified, tagure they have not been corrupted during download or
misread from the installation media.

Figure 3-19. Verifying Distribution Files

FreeBSD Installer

Checksum Verification

Passed
Passed
Passed

In Progress

base.txz
kernel . txz
games . txz

L
L
L
src.txz [

1
14
11
1

Uerifying checksums of selected
distributions.

Overall Progress
75

Finally, the verified distribution files are extracted to thek.
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Figure 3-20. Extracting Distribution Files

FreeBSD Installer

Archive Extraction +|

i

base.txz [ Done 11
kernel . txz i 88« BN
games.txz [ Pending 1 i
src.txz [ Pending I}

Extracting distribution files...

Overall Progress
257

Once all requested distribution files have been extrabiginstall will then drop straight into the post-installation
configuration tasks (segection 3.9.

3.9 Post-Installation

Configuration of various options follows a successful ittat@n of FreeBSD. An option can be configured by
re-entering the configuration options from the final menwbebooting into the newly installed FreeBSD system.

3.9.1 Setting the root Password

Theroot password must be set. Note that while entering the passw@dharacters being typed are not displayed
on the screen. After the password has been entered, it mesttéeed again. This helps prevent typing errors.
Figure 3-21. Setting ther oot Password

[FreeBSD Installer

[Please select a password for the system management account (root):

[Retype New Password:[]

After the password has been successfully entered, thelatsta will continue.
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3.9.2 Configuring Network Interfaces

Note: Network configuration will be skipped if it has already been done as part of a bootonly installation.

A list of all the network interfaces found on the computertiswn next. Select one to be configured.

Figure 3-22. Choose a Network Interface

FreeBSD Installer

Network Configuration
Please select a network interface to configure:

cmOfIntel (R) PRO/1000 Legacy Network Conmection 1.0.3]

+

<Cancel>

3.9.2.1 Configuring a Wireless Network Interface

If a wireless network interface is chosen, wireless ideg#tfon and security parameters must be entered to allow it
to connect to the network.

Wireless networks are identified by a Service Set IdentifieiSSID. The SSID is a short, unique name given to each
network.

Most wireless networks encrypt transmitted data to pratgotmation from unauthorized viewing. WPA2
encryption is strongly recommended. Older encryptionsypike WEP, offer very little security.

The first step in connecting to a wireless network is to scamfreless access points.
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Figure 3-23. Scanning for Wireless Access Points

FreeBSD Installer

Scanning
Waiting 5 seconds to scan for
wireless networks...

I -

< Skip > <Cancel>

SSIDs found during the scan are listed, followed by a deBorif the encryption types available for that network.
If the desired SSID doesn't appear in the list, seJdRescan ] to scan again. If the desired network still does not
appeatr, check for problems with antenna connections or éryimg the computer closer to the access point. Rescan
after each change is made.

Figure 3-24. Choosing a Wireless Network

FreeBSD Installer

Network Selection
Select a wireless network to connect to.

Giftshop [WEP1LESS]

penguin [WPA-PSK-TKIP+CCHP 1IWPAZ-PSK-TKIP+CCHMP 1[ESS]
KrocogatorZ [WPA-PSK-TKIP 1 [WPAZ-PSK-TKIP-preauth]l[ESS]
MostlyHarmless [ESS]

randomnet [WPA-PSK-TKIP+CCHP 1IWPAZ-PSK-TKIP+CCHP 1[ESS ]
Otherwise [ESS]

l=amp leoff ice [WPAZ-PSK-CCMPI1LESS]
YetAnother [WEP1LESS]

<Rescan’ <Cancel>

The encryption information for connecting to the selectéetl@ss network is entered after selecting the network.
With WPA2, only a password (also known as the Pre-SharedddysK) is needed. Characters typed into the input
box are shown as asterisks for security.
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Figure 3-25. WPA2 Setup

FreeBSD Installer

WPA Setup

i331D

Password [

+

< 0K > <Cancel>

Network configuration continues after selection of the leiss network and entry of the connection information.

3.9.2.2 Configuring IPv4 Networking

Choose whether IPv4 networking is to be used. This is the nasaimon type of network connection.

Figure 3-26. Choose IPv4 Networking

FreeBSD Installer

Network Configuration
Would you like to
conf igure IPu4 for this
interface?

AT <o >

There are two methods of IPv4 configurati@HCP will automatically configure the network interface corigct
and is the preferred metho8taticconfiguration requires manual entry of network information

Note: Do not enter random network information, as it will not work. Obtain the information shown in Section 3.3.3
from the network administrator or service provider.

3.9.2.2.1 IPv4 DHCP Network Configuration

If a DHCP server is available, selgcYes ] to automatically configure the network interface.
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Figure 3-27. Choose IPv4 DHCP Configuration

FreeBSD Installer

Network Configuration
Would you like to use
DHCP to configure this
interface?

AIE < te >

3.9.2.2.2 IPv4 Static Network Configuration

Static configuration of the network interface requiresynfrsome IPv4 information.

Figure 3-28. IPv4 Static Configuration

FreeBSD Installer

Network Configuration
Static Network Interface Configuration i

{IP nddress 192.0.2.142
iSubnet Mask 255.255.255.0
iDefault Router 192.0.2.1

+

<Cancel>

« IP Address - The manually-assigned IPv4 address to be assigned todimipwter. This address must be unique
and not already in use by another piece of equipment on tlaé hatwork.

« Subnet Mask - The subnet mask used for the local network. Typically, ih#65.255.255.0

- Default Router - The IP address of the default router on this network. Uguhlk is the address of the router
or other network equipment that connects the local netwmtke Internet. Also known as tliefault gateway
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3.9.2.3 Configuring IPv6 Networking

IPv6 is a newer method of network configuration. If IPv6 isimlde and desired, choo§é&es ] to select it.

Figure 3-29. Choose IPv6 Networking

FreeBSD Installer

Network Configuration
Would you like to
conf igure IPve for this

interface?

AIE < te >

IPv6 also has two methods of configurati®LAAC, or StateLess Address AutoConfiguratiaill automatically
configure the network interface correciBtaticconfiguration requires manual entry of network information

3.9.2.3.1 IPv6 Stateless Address Autoconfiguration

SLAAC allows an IPv6 network component to request autocomégion information from a local router. See
RFC4862 (http://tools.ietf.org/html/rfc4862) for mordarmation.

Figure 3-30. Choose IPv6 SLAAC Configuration

FreeBSD Installer

Network Configuration
Would you like to try
stateless address
autoconf iguration
(SLARC)?

AT < Mo >

3.9.2.3.2 IPv6 Static Network Configuration

Static configuration of the network interface requiresynfrthe IPv6 configuration information.
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Figure 3-31. IPv6 Static Configuration

FreeBSD Installer

Network Configuration
Static IPub Network Interface Configuration

iIPvb Address 2001 :db8:4672:6565:2026:5043:2d42: 534464
iDefault Router e{eloNiEril TR (e

+

{Cancel >

- IPv6 Address - The manually-assigned IP address to be assigned to thisuidemThis address must be unique
and not already in use by another piece of equipment on tla hatwork.

- Default Router - The IPv6 address of the default router on this network. Uysthas is the address of the router
or other network equipment that connects the local netwmtke Internet. Also known as tliefault gateway

3.9.2.4 Configuring DNS

TheDomain Name Syste(or DNS) Resolver converts hostnames to and from network addrd§&#4CP or

SLAAC was used to autoconfigure the network interface, theoRer Configuration values may already be present.
Otherwise, enter the local network’s domain name in the@efield. DNS #1 and DNS #2 are the IP addresses for
the local DNS servers. At least one DNS server is required.

Figure 3-32. DNS Configuration

FreeBSD Installer

Network Configuration
Resolver Configuration

iIPu6 DNS
iIPuv6 DNS
iIPv4 DH3

iIPv4 DNS

+

<Cancel>
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3.9.3 Setting the Time Zone

Setting the time zone for your machine will allow it to autdroally correct for any regional time changes and
perform other time zone related functions properly.

The example shown is for a machine located in the Easternzime of the United States. Your selections will vary
according to your geographical location.

Figure 3-33. Select Local or UTC Clock

Is this machine’s CMOS clock set to UTCY If it is set to local time,i
or you don’t know, please choose NO heret i

Selecf Yes ] or[ No ] according to how the machine’s clock is configured and pEgger. If you don’t know
whether the system uses UTC or local time, sdlétd ] to choose the more commonly-used local time.

Figure 3-34. Select a Region

Select a region

Africa
fAntarctica
Airctic Ocean
Asia

Atlantic Ocean
Australia
Europe

Indian Dcean
Pacific Ocean
UTC

(0T cancel

The appropriate region is selected using the arrow keysterdpressindgnter.
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Figure 3-35. Select a Country

Select a country or region

Puerto Rico

Saint Barthelemy

Saint Ritts and Hevis

Saint Lucia

Saint Martin (French Part)

Saint Pierre and Miquelon

Saint Vincent and the Grenadines
Sint Maarten (Dutch part)
Suriname

Trinidad and Tobago

Turks and Caicos Islands

Uruguay

Uenezuela, Bolivarian Republic of
Uirgin Islands, British

Virgin Islands, U.3.

(0T cancel

Select the appropriate country using the arrow keys and pie®r.

Figure 3-36. Select a Time Zone

Central Time — Michigan - Dickinson, Gogebic, Iron & Menominee Count
Central Time - North Dakota - Oliver County
Central Time - North Dakota - Morton County (except Mandan area)

+
Select a zone which observes the same time as your locality. i

i

i i
i Eastern Time - Michigan - most locations i
i Eastern Time - Kentucky - Louwisville area i
i Eastern Time - Kentucky - Wayne County i
i Eastern Time - Indiana - most locations i
i Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties i
i Eastern Time - Indiana - Pulaski County i
i Eastern Time - Indiana - Crawford County i
i Eastern Time - Indiana - Pike County i
i Eastern Time - Indiana - Switzerland County i
i Central Time i
i Central Time - Indiana - Perry County i
i Central Time - Indiana - Starke County i
i i
i i
i i
+ i
+

i

+

(O] Cancel
[ e ————

The appropriate time zone is selected using the arrow keypaassing=nter.
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Figure 3-37. Confirm Time Zone

Select a zone which observes the same time as your locality.

Eastern Time

— Michigan - most locations
Eastern Time - Kentucky - Louwisville area

Eastern Time - Kentucky - Wayne County

Eastern Time - Indiana - most locations

Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties

Does the abbreviation "EDT' look reasonable?

[ yes 1) Ho

Central Time - Indiana - Starke County
Central Time — Michigan - Dickinson, Gogebic, Iron & Menominee Count
Central Time - North Dakota - Oliver County

Central Time - North Dakota - Morton County (except Mandan area)

B = =

[T Cancel

==
R e e e e

Confirm the abbreviation for the time zone is correct. If ks okay, presEnter to continue with the
post-installation configuration.

3.9.4 Selecting Services to Enable

Additional system services which will be started at bootloarenabled. All of these services are optional.

Figure 3-38. Selecting Additional Services to Enable

FreeBSD Installer

System Configuration
Choose the services you would like to be started at
boot:

[*]1 sshd Secure shell daemon
[ 1 moused PS/2 mouse pointer on console

i
i
| [E3] Sunchronize system and network time
i
+

[ 1 powerd Adjust CPU frequency dynamically

Additional Services

« sshd - Secure Shell (SSH) daemon for secure remote access.

« moused - Provides mouse usage within the system console.

- ntpd - Network Time Protocol (NTP) daemon for automatic clockayronization.

- powerd - System power control utility for power control and energyigsg.
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3.9.5 Enabling Crash Dumps

bsdinstall will prompt if crash dumps should be enabled on the targaegysEnabling crash dumps can be very
useful in debugging issues with the system, so users areiaged to enable crash dumps whenever possible. Select
[ Yes ] to enable crash dumps, pNo ] to proceed without crash dumps enabled.

Figure 3-39. Enabling Crash Dumps

FreeBSD Installer

Dumpdew Conf iguration
Would you like to enable crash dumps?
If you start having problems with the
system it can help the FreeBSD

developers debug the problem. But the
crash dumps can take up a lot of disk
space in svar.

< jes >

3.9.6 Add Users

Adding at least one user during the installation allows tfetesn to be used without being logged inrest . When
logged in asoot , there are essentially no limits or protection on what caddoee. Logging in as a normal user is
safer and more secure.

Select Yes ] to add new users.

Figure 3-40. Add User Accounts

FreeBSD Installer

Add User Accounts
Would you like to add
users to the installed
system now?

AIE < te >

Enter the information for the user to be added.
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Figure 3-41. Enter User Information

[FreeBSD Installer
ndd Users

sername: asample
[Full name: Arthur Sample
id (Leave empty for default):
[Login group [asamplel:
[Login group is asample. Invite asample into other groups? [1: wheel
Login class [defaultl:
[Shell (sh csh tcsh nologin) [shl: csh
ome directory [shome-asamplel:

ome directory permissions (Leave empty for default):
se password-based authentication? [yes]:
se an empty password? (yessno) [nol:
se a random password? (yessno) [nol:
[Enter password:
[Enter password again:
Lock out the account after creation? [nol: [

User Information

« Username - The name the user will enter to log in. Typically the firstéetof their first name combined with their
last name.

« Full name - The user’s full name.

- Uid - User ID. Typically, this is left blank so the system will @gsa value.

« Login group - The user’s group. Typically left blank to accept the defaul

« Invite  user into other groups? - Additional groups to which the user will be added as a member
« Login class - Typically left blank for the default.

« Shell - The interactive shell for this user. In the example, cshél§ been chosen.

« Home directory - The user’s home directory. The default is usually correct.

+ Home directory permissions - Permissions on the user’'s home directory. The defaultisliyscorrect.
« Use password-based authentication? - Typically "yes".

« Use an empty password? - Typically "no".

« Use a random password? - Typically "no".

- Enter password - The actual password for this user. Characters typed wilshow on the screen.

« Enter password again - The password must be typed again for verification.

« Lock out the account after creation? - Typically "no".

After entering everything, a summary is shown, and the gsystsks if it is correct. If a mistake was made during
entry, enteno and try again. If everything is correct, entes to create the new user.

116



Chapter 3 Installing FreeBSD 9.and Later

Figure 3-42. Exit User and Group Management

Login group [asamplel:
Login group is asample. Invite asample into other groups? [1: wheel
[Login class [defaultl:
IShell (sh csh tcsh nologin) [shl: csh
ome directory [-home-sasamplel:
ome directory permissions (Leave empty for default):
se password-based authentication? [yesl:
se an empty password? (yesswo) [nol:
se a random password? (yessno) [nol:
[Enter password:
[Enter password again:
[Lock out the account after creation? [wol:
: asample
Do
¢ Arthur Sample
1001

asample wheel
homeasample

t #binscsh

tono
OK? (yes/nod: yes
dduser: INFD: Successfully added (asample) to the user database.
fidd another user? (yes.no):

If there are more users to add, answer the "Add another ugagation withyes . Enterno to finish adding users and
continue the installation.

For more information on adding users and user managemer@hapter 14

3.9.7 Final Configuration

After everything has been installed and configured, a finahck is provided to modify settings.

Figure 3-43. Final Configuration

FreeBSD Installer

Final Configuration
Setup of your FreeBSD system is nearly complete. You can now
modify your configuration choices. After this screen, you will
have an opportunity to make more complex changes using a shell.

Exit Apply configuration and exit installer

Add User Add a user to the system

Root FPassword Change root password

Hostname Set system hostname

Network Networking conf iguration
Services Set daemons to run on startup

Time Zone Set system timezone
Handbook Install FreeBSD Handbook (requires network)

Use this menu to make any changes or do any additional coafigatbefore completing the installation.

Final Configuration Options
« Add User - Described irSection 3.9.6
« Root Password - Described irSection 3.9.1

« Hostname - Described irSection 3.5.2
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+ Network - Described infSection 3.9.2

+ Services - Described inSection 3.9.4

« Time Zone - Described irSection 3.9.3

« Handbook - Download and install the FreeBSD Handbook (which is what e reading now).

After any final configuration is complete, selé&ctit to leave the installation.

Figure 3-44. Manual Configuration

FreeBSD Installer

Manual Configuration
The installation is now finished.
Before exiting the installer, would |

you like to open a shell in the new |
system to make any final manual i
modif ications?

Yo > NEERE TR

bsdinstall will prompt if there are any additional configuration thaeds to be done before rebooting into the new
system. SeledtYes ] to exit to a shell within the new system, joNo ] to proceed to the last step of the installation.

Figure 3-45. Complete the Installation

FreeBSD Installer

Complete
Installation of FreeB3D
complete? Would you like
to reboot into the

installed system now?

GREYTIEE <Live CD>

If further configuration or special setup is needed, selgdtLive CD ] will boot the install media into Live CD
mode.

When the installation is complete, sel¢&eboot ] to reboot the computer and start the new FreeBSD systemt Don’
forget to remove the FreeBSD install CD, DVD, or USB memorgkstor the computer may boot from it again.
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3.9.8 FreeBSD Booting and Shutdown

3.9.8.1 FreeBSD/i386 Booting

As FreeBSD boots, many informational messages are displdjest will scroll off the screen; this is normal. After
the system finishes booting, a login prompt is displayed.ddgss that scrolled off the screen can be reviewed by
pressingScroll-Lock to turn on thescroll-back buffer ThePgUp, PgDn, and arrow keys can be used to scroll back
through the messages. Pressswoll-Lock again unlocks the display and returns to the normal screen.

Atthelogin:  prompt, enter the username added during the installaedgzmple in the example. Avoid logging in
asroot exceptwhen necessary.

The scroll-back buffer examined above is limited in sizeneball of the messages may have been visible. After
logging in, most of them can be seen from the command line pngydmesg | less at the prompt. Presgto
return to the command line after viewing.

Typical boot messages (version information omitted):

Copyright (c) 1992-2011 The FreeBSD Project.

Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992 , 1993, 1994
The Regents of the University of California. All rights rese rved.

FreeBSD is a registered trademark of The FreeBSD Foundation

root@farrell.cse.buffalo.edu:/usr/obj/usr/src/sys/G ENERIC amd64
CPU: Intel(R) Core(TM)2 Duo CPU E8400 @ 3.00GHz (3007.77-MH z K8-class CPU)
Origin = "Genuinelntel* Id = 0x10676 Family = 6 Model = 17 Step ping = 6

Features=0x783fbff <FPU,VME,DE,PSE, TSC,MSR,PAE,MCE,CX8,APIC,SEP,MTRR,PG E,MCA,CMOV,PAT,PSE36,MMX,
Features2=0x209 <SSE3,MON,SSSE3>
AMD Features=0x20100800 <SYSCALL,NX,LM>
AMD Features2=0x1 <LAHF>
real memory = 536805376 (511 MB)
avail memory = 491819008 (469 MB)
Event timer "LAPIC" quality 400
ACPI APIC Table: <VBOX  VBOXAPIE
ioapicO: Changing APIC ID to 1
ioapicO  <Version 1.1 > irgs 0-23 on motherboard
kbdl at kbdmuxO
acpi0:  <VBOX VBOXXSDI on motherboard
acpiO: Power Button (fixed)
acpiO: Sleep Button (fixed)
Timecounter "ACPI-fast" frequency 3579545 Hz quality 900
acpi_timer0: <32-bit timer at 3.579545MHz > port 0x4008-0x400b on acpiO
cpu0: <ACPI CPU> on acpi0
pcib0:  <ACPI Host-PCI bridge > port 0xcf8-Oxcff on acpiO
pci0:  <ACPI PCI bus > on pcib0
isab0:  <PCI-ISA bridge > at device 1.0 on pciO
isa0: <ISA bus > on isab0
atapcio: <Intel PlIX4 UDMA33 controller > port 0x1f0-0x1f7,0x3f6,0x170-0x177,0x376,0xd000-0xd0 Of af
ata0: <ATA channel 0 > on atapciO
atal: <ATA channel 1 > on atapciO
vgapci0:  <VGA-compatible display > mem O0xe0000000-0xeOffffff irg 18 at device 2.0 on pciO
em0: <Intel(R) PRO/1000 Legacy Network Connection 1.0.3 > port 0xd010-0xd017 mem O0xfO000000-0xfOO1ffff
emO: Ethernet address: 08:00:27:9f:€0:92
pci0:  <base peripheral > at device 4.0 (no driver attached)
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pcm0: <Intel ICH (82801AA) > port 0xd100-0xd1ff,0xd200-0xd23f irq 21 at device 5.0 on pc i0
pcm0: <SigmaTel STAC9700/83/84 AC97 Codec >

ohci0:  <OHCI (generic) USB controller > mem 0xf0804000-0xf0804fff irq 22 at device 6.0 on pciO
usbusO: <OHCI (generic) USB controller > on ohci0

pci0:  <bridge > at device 7.0 (no driver attached)

acpi_acado: <AC Adapter > on acpiO

atkbdcO:  <Keyboard controller (i8042) > port 0x60,0x64 irg 1 on acpiO
atkbd0:  <AT Keyboard > irg 1 on atkbdcO

kbd0 at atkbdO

atkbdO: [GIANT-LOCKED]

psm0: <PS/2 Mouse > irq 12 on atkbdcO

psmO: [GIANT-LOCKED]

psmO: model IntelliMouse Explorer, device ID 4

attimerO: <AT timer > port 0x40-0x43,0x50-0x53 on acpiO

Timecounter "i8254" frequency 1193182 Hz quality O

Event timer "i8254" frequency 1193182 Hz quality 100

sc0: <System console > at flags 0x100 on isa0

sc0: VGA <16 virtual consoles, flags=0x300 >

vga0: <Generic ISA VGA > at port 0x3c0-0x3df iomem 0xa0000-0xbffff on isa0
atrtcO: <AT realtime clock > at port 0x70 irg 8 on isa0

Event timer "RTC" frequency 32768 Hz quality O

ppcO: cannot reserve I/O port range

Timecounters tick every 10.000 msec

pcmO: measured ac97 link rate at 485193 Hz

emO: link state changed to UP

usbus0: 12Mbps Full Speed USB v1.0

ugen0.1:  <Apple > at usbusO

uhub0: <Apple OHCI root HUB, class 9/0, rev 1.00/1.00, addr 1 > on usbusO
cd0 at atal bus O scbusl target O lun O

cd0: <VBOX CD-ROM 1.0- Removable CD-ROM SCSI-0 device

cd0: 33.300MB/s transfers (UDMA2, ATAPI 12bytes, PIO 65534 bytes)
cd0: Attempt to query device size failed: NOT READY, Medium n ot present
ada0 at ata0 bus 0 scbusO target O lun 0

ada0: <VBOX HARDDISK 1.0> ATA-6 device

ada0O: 33.300MB/s transfers (UDMA2, PIO 65536bytes)

ada0: 12546MB (25694208 512 byte sectors: 16H 63S/T 16383C)

adaO: Previously was known as adO

Timecounter "TSC" frequency 3007772192 Hz quality 800

Root mount waiting for: usbusO

uhub0: 8 ports with 8 removable, self powered

Trying to mount root from ufs:/dev/adaOp2 [rw]...

Setting hostuuid: 1848d7bf-e6a4-4ed4-b782-bd3f1685d55 1.

Setting hostid: 0xa03479b2.

Entropy harvesting: interrupts ethernet point_to_point k ickstart.
Starting file system checks:

/dev/adaOp2: FILE SYSTEM CLEAN; SKIPPING CHECKS

/dev/adaOp2: clean, 2620402 free (714 frags, 327461 blocks , 0.0% fragmentation)
Mounting local file systems:.
vboxguestO port 0xd020-0xd03f mem 0xf0400000-0xfO7fffff ,0xf0800000-0xf0803fff irg 20 at device 4.0

vboxguest: loaded successfully

Setting hostname: machine3.example.com.

Starting Network: 100 emO.

100: flags=8049 <UP,LOOPBACK,RUNNING,MULTICAST® metric 0 mtu 16384
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options=3 <RXCSUM,TXCSUM
ineté ::1 prefixlen 128
inet6 fe80::1%Ilo0 prefixlen 64 scopeid 0x3
inet 127.0.0.1 netmask Oxff000000
nd6 options=21 <PERFORMNUD,AUTO_LINKLOCAL

em0: flags=8843 <UP,BROADCAST,RUNNING,SIMPLEX,MULTICAS® metric 0 mtu 1500
options=9b <RXCSUM,TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWESUM
ether 08:00:27:9f:e0:92
nd6 options=29 <PERFORMNUD,IFDISABLED,AUTO_LINKLOCAL
media: Ethernet autoselect (1000baseT <full-duplex >)
status: active

Starting devd.

Starting Network: usbusO.

DHCPREQUEST on emO to 255.255.255.255 port 67

DHCPACK from 10.0.2.2

bound to 192.168.1.142 -- renewal in 43200 seconds.

add net :ffff:0.0.0.0: gateway ::1

add net ::0.0.0.0: gateway :1

add net fe80:: gateway ::1

add net ff02::: gateway ::1

ELF Idconfig path: /lib /usr/lib /usr/lib/compat /usr/loc alllib

32-bit compatibility Idconfig path: /usr/lib32

Creating and/or trimming log files.

Starting syslogd.

No core dumps found.

Clearing /tmp (X related).

Updating motd:.

Configuring syscons: blanktime.

Generating public/private rsal key pair.

Your identification has been saved in /etc/ssh/ssh_host_k ey.

Your public key has been saved in /etc/ssh/ssh_host_key.pu b.

The key fingerprint is:

10:a0:f5:af:93:ae:a3:1a:b2:bb:3c:35:d9:5a:b3:f3 root @machine3.example.com

The key's randomart image is:
+--[RSA1l 1024]----+

I 0.. I

| o.. I

| . o I
I

I o S I
| + + 0 |
o . + = I
o+ ..+ . |
|==0..0+E |

Generating public/private dsa key pair.

Your identification has been saved in /etc/ssh/ssh_host_d sa_key.

Your public key has been saved in /etc/ssh/ssh_host_dsa_ke y.pub.

The key fingerprint is:

7e:1c:ce:dc:8a:3a:18:13:5b:34:b5:cf:d9:d1:47:b2 root @machine3.example.com
The key's randomart image is:

+--[ DSA 1024]----+
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I
I
I
I
I
I
I
I

Starting sshd.
Starting cron.
Starting background file system checks in 60 seconds.

Thu Oct 6 19:15:31 MDT 2011

FreeBSD/amd64 (machine3.example.com) (ttyv0)

login:

Generating the RSA and DSA keys may take some time on slowehimes. This happens only on the initial

boot-up of a new installation, and onlyséhdis set to start automatically. Subsequent boots will besfast

FreeBSD does not install graphical environments by defauttmany are available. S&hapter &or more
information.

3.9.9 FreeBSD Shutdown

Proper shutdown of a FreeBSD computer helps protect dataardhardware from damage. Do not just turn off the
power. If the user is a member of thideel group, become the superuser by typstngat the command line and
entering theoot password. Otherwise, log in asot and useshutdown -p now . The system will close down
cleanly and turn itself off.

The Ctrl +Alt +Del key combination can be used to reboot the system, but is notmmended during normal
operation.

3.10 Troubleshooting

The following section covers basic installation troublesting, such as common problems people have reported.

3.10.1 What to Do If Something Goes Wrong

Due to various limitations of the PC architecture, it is irmpible for probing to be 100% reliable, however, there are
a few things you can do if it fails.

Check the Hardware Notes (http://www.FreeBSD.org/rasfisdex.html) document for your version of FreeBSD to
make sure your hardware is supported.

If your hardware is supported and you still experience lapk-or other problems, you will need to build a
custom kernelThis will allow you to add in support for devices which are poesent in th&sENERICkernel. The
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kernel on the boot disks is configured assuming that moswearddevices are in their factory default configuration
in terms of IRQs, |0 addresses, and DMA channels. If yourivard has been reconfigured, you will most likely
need to edit the kernel configuration and recompile to tedeBSD where to find things.

Itis also possible that a probe for a device not present willse a later probe for another device that is present to
fail. In that case, the probes for the conflicting driver{g)wd be disabled.

Note: Some installation problems can be avoided or alleviated by updating the firmware on various hardware
components, most notably the motherboard. Motherboard firmware is usually referred to as the BIOS. Most
motherboard and computer manufacturers have a website for upgrades and upgrade information.

Manufacturers generally advise against upgrading the motherboard BIOS unless there is a good reason for doing

s0, like a critical update. The upgrade process can go wrong, leaving the BIOS incomplete and the computer
inoperative.

3.10.2 Troubleshooting Questions and Answers

1. My system hangs while probing hardware during boot, or itdvels strangely during install.

FreeBSD makes extensive use of the system ACPI service 6886eamd64, and ia64 platforms to aid in system
configuration if it is detected during boot. Unfortunatelgme bugs still exist in both the ACPI driver and within
system motherboards and BIOS firmware. ACPI can be disalylsdtting thehint.acpi.0.disabled hintin the
third stage boot loader:

set hint.acpi.O.disabl ed="1"

This is reset each time the system is booted, so it is negessaddhint.acpi.0.disabled="1" to the file
/boot/loader.conf . More information about the boot loader can be foun8éttion 13.1
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Rewritten by Chris Shumway.

4.1 Synopsis

The following chapter will cover the basic commands and fiomality of the FreeBSD operating system. Much of
this material is relevant for any UNIX-like operating systa-eel free to skim over this chapter if you are familiar
with the material. If you are new to FreeBSD, then you will dieéily want to read through this chapter carefully.

After reading this chapter, you will know:

+ How to use the “virtual consoles” of FreeBSD.

- How UNIX file permissions work along with understanding filegs in FreeBSD.
« The default FreeBSD file system layout.

« The FreeBSD disk organization.

« How to mount and unmount file systems.

- What processes, daemons, and signals are.

« What a shell is, and how to change your default login envirenm

+ How to use basic text editors.

« What devices and device nodes are.

- What binary format is used under FreeBSD.

- How to read manual pages for more information.

4.2 Virtual Consoles and Terminals

FreeBSD can be used in various ways. One of them is typing @mdsito a text terminal. A lot of the flexibility and
power of a UNIX operating system is readily available at yloands when using FreeBSD this way. This section
describes what “terminals” and “consoles” are, and how yaruuse them in FreeBSD.

4.2.1 The Console

If you have not configured FreeBSD to automatically startapfical environment during startup, the system will
present you with a login prompt after it boots, right aftex gtartup scripts finish running. You will see something
similar to:

Additional ABI support:.

Local package initialization:.
Additional TCP options:.

Fri Sep 20 13:01:06 EEST 2002

FreeBSD/i386 (pc3.example.org) (ttyv0)
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login:

The messages might be a bit different on your system, but ylbaee something similar. The last two lines are what
we are interested in right now. The second last line reads:

FreeBSD/i386 (pc3.example.org) (ttyv0)

This line contains some bits of information about the sysyemhave just booted. You are looking at a “FreeBSD”
console, running on an Intel or compatible processor of 8tarchitecture The name of this machine (every UNIX
machine has a name)ps3.example.org , and you are now looking at its system console—tth@ terminal.

Finally, the last line is always:
login:

This is the part where you are supposed to type in your “useefi#o log into FreeBSD. The next section describes
how you can do this.

4.2.2 Logging into FreeBSD

FreeBSD is a multiuser, multiprocessing system. This igdh@aal description that is usually given to a system that
can be used by many different people, who simultaneouslaidohof programs on a single machine.

Every multiuser system needs some way to distinguish orexr™fiom the rest. In FreeBSD (and all the UNIX-like
operating systems), this is accomplished by requiringeliaty user must “log into” the system before being able to
run programs. Every user has a unique name (the “username’g personal, secret key (the “password”). FreeBSD
will ask for these two before allowing a user to run any progsa

Right after FreeBSD boots and finishes running its startuptsg it will present you with a prompt and ask for a
valid username:

login:

For the sake of this example, let us assume that your userisgohe . Typejohn at this prompt and pre€nter.
You should then be presented with a prompt to enter a “pasSwor

login:  john
Password:

Type injohn s password now, and preEsiter. The password inot echoed¥ou need not worry about this right
now. Suffice it to say that it is done for security reasons.

If you have typed your password correctly, you should by nevidgged into FreeBSD and ready to try out all the
available commands.

You should see the MOTD or message of the day followed by a camdrprompt (a¢, $, or %character). This
indicates you have successfully logged into FreeBSD.
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4.2.3 Multiple Consoles

Running UNIX commands in one console is fine, but FreeBSD aamrany programs at once. Having one console
where commands can be typed would be a bit of a waste when aatimgesystem like FreeBSD can run dozens of
programs at the same time. This is where “virtual consolas’lze very helpful.

FreeBSD can be configured to present you with many differigtutal consoles. You can switch from one of them to
any other virtual console by pressing a couple of keys on ieyboard. Each console has its own different output
channel, and FreeBSD takes care of properly redirectingdand input and monitor output as you switch from one
virtual console to the next.

Special key combinations have been reserved by FreeBSvitmhéng console’ You can useilt-F1, Alt-F2,
throughAlt -F8 to switch to a different virtual console in FreeBSD.

As you are switching from one console to the next, FreeBSBgakre of saving and restoring the screen output.
The resultis an “illusion” of having multiple “virtual” seens and keyboards that you can use to type commands for
FreeBSD to run. The programs that you launch on one virtuadaie do not stop running when that console is not
visible. They continue running when you have switched toffeidint virtual console.

4.2.4The /etc/ttys File

The default configuration of FreeBSD will start up with eigitual consoles. This is not a hardwired setting
though, and you can easily customize your installation tt both more or fewer virtual consoles. The number and
settings of the virtual consoles are configured in/¢he@'ttys file.

You can use théetc/ttys file to configure the virtual consoles of FreeBSD. Each uncemted line in this file

(lines that do not start with & character) contains settings for a single terminal or girtwnsole. The default

version of this file that ships with FreeBSD configures niméual consoles, and enables eight of them. They are the
lines that start withtyv

# name getty type status comments
#

ttyvO  "/usr/libexec/getty Pc" cons25 on secure
# Virtual terminals

ttyvl  "/usr/libexec/getty Pc" cons25 on secure
ttyv2  "/usr/libexec/getty Pc" cons25 on secure
ttyv3  "/usr/libexec/getty Pc" cons25 on secure
ttyv4  "/usr/libexec/getty Pc" cons25 on secure
ttyv5  "/usr/libexec/getty Pc" cons25 on secure
ttyv6  "/usr/libexec/getty Pc" cons25 on secure
ttyv7  "lusr/libexec/getty Pc" cons25 on secure

ttyv8  "/usr/X11R6/bin/xdm -nodaemon" xterm off secure

For a detailed description of every column in this file andlal options you can use to set things up for the virtual
consoles, consult the ttys(5) manual page.

4.2.5 Single User Mode Console

A detailed description of what “single user mode” is can hanfhin Section 13.6.2lt is worth noting that there is
only one console when you are running FreeBSD in single useleniThere are no virtual consoles available. The
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settings of the single user mode console can also be fouie iatt/ttys file. Look for the line that starts with
console :

# name getty type status comments

#

# If console is marked "insecure", then init will ask for the r oot password
# when going to single-user mode.

console none unknown off secure

Note: As the comments above the console line indicate, you can edit this line and change secure to insecure
If you do that, when FreeBSD boots into single user mode, it will still ask for the root password.

Be careful when changing this to i nsecur e. If you ever forget the root password, booting into single user mode
is a bit involved. It is still possible, but it might be a bit hard for someone who is not very comfortable with the
FreeBSD booting process and the programs involved.

4.2.6 Changing Console Video Modes

The FreeBSD console default video mode may be adjusted #x¥®38, 1280x1024, or any other size supported by
your graphics chip and monitor. To use a different video mgde first must recompile your kernel and include two
additional options:

options VESA
options SC_PIXEL_MODE

Once the kernel has been recompiled with these two opti@nscgn then determine what video modes are supported
by your hardware by using the vidcontrol(1) utility. To gdist of supported video modes issue the following:

# vidcontrol -i node

The output of this command is a list of video modes that ar@astipd by your hardware. You can then choose to use
a new video mode by passing it to vidcontrol(1) iroat console:

# vidcontrol MODE 279
If the new video mode is acceptable, it can be permanentlygrsbbot by setting it in théetc/rc.conf file:

allscreens_flags="MODE_279"

4.3 Permissions

FreeBSD, being a direct descendant of BSD UNIX, is basedwarakkey UNIX concepts. The first and most
pronounced is that FreeBSD is a multi-user operating systémsystem can handle several users all working
simultaneously on completely unrelated tasks. The syst@esponsible for properly sharing and managing requests
for hardware devices, peripherals, memory, and CPU tinmly i each user.
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Because the system is capable of supporting multiple useesything the system manages has a set of permissions
governing who can read, write, and execute the resourcaelermissions are stored as three octets broken into
three pieces, one for the owner of the file, one for the groapttie file belongs to, and one for everyone else. This
numerical representation works like this:

Value Permission Directory Listing
0 No read, no write, no execute

1 No read, no write, execute --X

2 No read, write, no execute -w-

3 No read, write, execute -WX

4 Read, no write, no execute r--

5 Read, no write, execute r-x

6 Read, write, no execute rw-

7 Read, write, execute rwx

You can use thd command line argumentto Is(1) to view a long directorytigtthat includes a column with
information about a file's permissions for the owner, graupd everyone else. For exampldésal in an arbitrary
directory may show:

%ls -1

total 530

-rw-r--r-- 1 root wheel 512 Sep 5 12:31 myfile
-rw-r--r-- 1 root wheel 512 Sep 5 12:31 otherfile

-rw-r--r-- 1 root wheel 7680 Sep 5 12:31 email.txt

Here is how the first column ¢ -I is broken up:
-W-r--r--

The first (leftmost) character tells if this file is a regulde fia directory, a special character device, a socket, or any
other special pseudo-file device. In this case tledicates a regular file. The next three characters,in this
example, give the permissions for the owner of the file. The theee characters;- , give the permissions for the
group that the file belongs to. The final three characters, give the permissions for the rest of the world. A dash
means that the permission is turned off. In the case of tkistfie permissions are set so the owner can read and
write to the file, the group can read the file, and the rest ofwtidd can only read the file. According to the table
above, the permissions for this file would &1, where each digit represents the three parts of the filelmigsion.

This is all well and good, but how does the system control jEgions on devices? FreeBSD actually treats most
hardware devices as a file that programs can open, read, &ediata to just like any other file. These special device
files are stored on thidev directory.

Directories are also treated as files. They have read, varittt execute permissions. The executable bit for a
directory has a slightly different meaning than that of fil&en a directory is marked executable, it means it can be
traversed into, that is, it is possible to “cd” (change diogg) into it. This also means that within the directory it is
possible to access files whose names are known (subjectifesdo the permissions on the files themselves).

In particular, in order to perform a directory listing, re@ekrmission must be set on the directory, whilst to delete a
file that one knows the name of, it is necessary to have ariteexecute permissions to the directory containing the
file.
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There are more permission bits, but they are primarily usesppecial circumstances such as setuid binaries and
sticky directories. If you want more information on file passions and how to set them, be sure to look at the
chmod(1) manual page.

4.3.1 Symbolic Permissions
Contributed by Tom Rhodes.

Symbolic permissions, sometimes referred to as symbopoessions, use characters in place of octal values to
assign permissions to files or directories. Symbolic exgioes use the syntax of (who) (action) (permissions), where
the following values are available:

Option Letter Represents

(who) u User

(who) g Group owner

(who) 0 Other

(who) a All (“world™)

(action) + Adding permissions
(action) - Removing permissions
(action) = Explicitly set permissions
(permissions) r Read

(permissions) w Write

(permissions) X Execute
(permissions) t Sticky bit
(permissions) s Set UID or GID

These values are used with the chmod(1) command just likeddiut with letters. For an example, you could use
the following command to block other users from accessing::

% chnod go= FILE

A comma separated list can be provided when more than oné cletinges to a file must be made. For example the
following command will remove the group and “world” write qpeission orFI LE, then it adds the execute
permissions for everyone:

% chnmod go-w, a+x FILE

4.3.2 FreeBSD File Flags
Contributed by Tom Rhodes.

In addition to file permissions discussed previously, F@BBupports the use of “file flags.” These flags add an
additional level of security and control over files, but nisedtories.

These file flags add an additional level of control over filedpimg to ensure that in some cases not evemdbie
can remove or alter files.
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File flags are altered by using the chflags(1) utility, usirginaple interface. For example, to enable the system
undeletable flag on the fifdgel , issue the following command:

# chflags sunlink filel
And to disable the system undeletable flag, issue the preiomnmand with “no” in front of theunlink . Observe:

# chflags nosunlink filel

To view the flags of this file, use the Is(1) command with4be flags:
#1s -lo filel

The output should look like the following:

-rw-r--r-- 1 trhodes trhodes sunink O Mar 1 05:54 filel

Several flags may only added or removed to files byrdle user. In other cases, the file owner may set these flags.
It is recommended that administrators read over the chflags(d chflags(2) manual pages for more information.

4.3.3 The setuid, setgid, and sticky Permissions
Contributed by Tom Rhodes.

Other than the permissions already discussed, there & dltiner specific settings that all administrators should
know about. They are theetuid , setgid andsticky permissions.

These settings are important for some UNIX operations asphavide functionality not normally granted to normal
users. To understand them, the difference between thesealD and effective user ID must also be noted.

The real user ID is the UID who owns or starts the process. Teetae UID is the user ID the process runs as. As
an example, the passwd(1) utility runs with the real userdiha user changing their password; however, to
manipulate the password database, it runs as the effettigétheroot user. This is what allows normal users to
change their passwords without seeireamission Denied  error.

Note: The nosuid mount(8) option will cause these binaries to silently fail. That is, they will fail to execute without
ever alerting the user. That option is also not completely reliable as a nosuid wrapper may be able to circumvent
it; according to the mount(8) manual page.

The setuid permission may be set by prefixing a permissiowiiethe number four (4) as shown in the following
example:

# chnmod 4755 sui dexanpl e. sh
The permissions on thaii dexanpl e. sh file should now look like the following:
-rWSr-Xr-X 1 trhodes trhodes 63 Aug 29 06:36 suidexample.sh

It should be noticeable from this example thatsais now part of the permission set designated for the file owner
replacing the executable bit. This allows utilities whicked elevated permissions, suctpasswd .
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To view this in real time, open two terminals. On one, stagfdisswd process as a hormal user. While it waits for a
new password, check the process table and look at the usemiafion of thepasswd command.

In terminal A:

Changing local password for trhodes
Old Password:

In terminal B:
# ps aux | grep passwd

trhodes 5232 0.0 0.2 3420 1608 0 R+ 2:10AM 0:00.00 grep passwd
root 5211 0.0 0.2 3620 1724 2 I+ 2:09AM  0:00.01 passwd

As stated above, theasswd is run by a normal user, but is using the effective UIDaft .

Thesetgid permission performs the same function asdbieid permission; except that it alters the group
settings. When an application or utility is ran with thistseg, it will be granted the permissions based on the group
that owns the file, not the user who started the process.

To set thesetgid permission on a file, provide tlehmod command with a leading two (2) as in the following
example:

# chnod 2755 sgi dexanpl e. sh

The new setting may be viewed as before, noticestieenow in the field designated for the group permission
settings:

-rwxr-sr-x 1 trhodes trhodes 44 Aug 31 01:49 sgidexample.sh

Note: In these examples, even though the shell script in question is an executable file, it will not run with a
different EUID or effective user ID. This is because shell scripts may not access the setuid(2) system calls.

The first two special permission bits we discussed §theid andsetgid permission bits) may lower system
security, by allowing for elevated permissions. There isialtspecial permission bit that can strengthen the securit
of a system: thaticky bit

Thesticky bit , when set on a directory, allows file deletion only by the filner. This permission set is useful to
prevent file deletion in public directories, such/asp , by users who do not own the file. To utilize this permission,
prefix the permission with a one (1). For example:

# chmod 1777 /tnp

Now, it is possible to see the effect by using thecommand:
#1s -al / | grep tnp
drwxrwxrwt 10 root wheel 512 Aug 31 01:49 tmp

Thesticky bit permission is distinguishable from theat the very end of the set.
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4.4 Directory Structure

The FreeBSD directory hierarchy is fundamental to obtajain overall understanding of the system. The most
important concept to grasp is that of the root directory, This directory is the first one mounted at boot time and it
contains the base system necessary to prepare the opexygdteqn for multi-user operation. The root directory also
contains mount points for other file systems that are mouhteithg the transition to multi-user operation.

A mount point is a directory where additional file systems bamyrafted onto a parent file system (usually the root
file system). This is further described$®ection 4.5Standard mount points includesr , /var , /tmp , /mnt , and
/cdrom . These directories are usually referenced to entries ifilthietc/fstab . /etc/fstab is a table of
various file systems and mount points for reference by thiesysviost of the file systems ietc/fstab are
mounted automatically at boot time from the script rc(8)asslthey contain theoauto option. Details can be found
in Section 4.6.1

A complete description of the file system hierarchy is avdéan hier(7). For now, a brief overview of the most
common directories will suffice.

Directory Description

/ Root directory of the file system.

/bin/ User utilities fundamental to both single-user and
multi-user environments.

/boot/ Programs and configuration files used during operating
system bootstrap.

/boot/defaults/ Default bootstrapping configuration files; see
loader.conf(5).

/dev/ Device nodes; see intro(4).

letc/ System configuration files and scripts.

/etc/defaults/

Default system configuration files; see rc(8).

letc/mail/ Configuration files for mail transport agents such as
sendmail(8).
letc/namedb/ named configuration files; see named(8).

/etc/periodic/

Scripts that are run daily, weekly, and monthly, via
cron(8); see periodic(8).

letc/ppp/ ppp configuration files; see ppp(8).

/mnt/ Empty directory commonly used by system
administrators as a temporary mount point.

Iproc/ Process file system; see procfs(5), mount_procfs(8).

Irescue/ Statically linked programs for emergency recovery; see
rescue(8).

Iroot/ Home directory for theoot account.

/sbin/ System programs and administration utilities

fundamental to both single-user and multi-user
environments.
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Directory
/tmp/

lusr/
[usr/bin/
{usr/include/
lusr/lib/
[usr/libdata/
lusr/libexec/

/usr/local/

lusr/obj/

lusr/ports/
lusr/sbin/
lusr/share/
lusr/src/
/usr/X11R6/
Ivar/

Ivarllog/
Ivar/mail/

Ivar/spool/

Ivaritmp/

Ivarlypl/
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Description

Temporary files. The contents tnp are usually NOT
preserved across a system reboot. A memory-based file
system is often mounted atp . This can be automated
using the tmpmfs-related variables of rc.conf(5) (or with
an entry infetc/fstab  ; see mdmfs(8)).

The majority of user utilities and applications.

Common utilities, programming tools, and applications.
Standard C include files.

Archive libraries.

Miscellaneous utility data files.

System daemons & system utilities (executed by other
programs).

Local executables, libraries, etc. Also used as the default
destination for the FreeBSD ports framework. Within
/usr/local , the general layout sketched out by hier(7)
for /usr should be used. Exceptions are the man
directory, which is directly undeusr/local rather

than underusr/local/share , and the ports
documentation is ishare/doc/ port.

Architecture-specific target tree produced by building
thelusrisrc  tree.

The FreeBSD Ports Collection (optional).

System daemons & system utilities (executed by users).
Architecture-independent files.

BSD and/or local source files.

X11R6 distribution executables, libraries, etc (optignal
Multi-purpose log, temporary, transient, and spool files.
A memory-based file system is sometimes mounted at
Ivar . This can be automated using the varmfs-related
variables of rc.conf(5) (or with an entry iatc/fstab
see mdmfs(8)).

Miscellaneous system log files.

User mailbox files.

Miscellaneous printer and mail system spooling
directories.

Temporary files. The files are usually preserved across a
system reboot, unleggar is a memory-based file
system.

NIS maps.
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4.5 Disk Organization

The smallest unit of organization that FreeBSD uses to fied f# the filename. Filenames are case-sensitive, which
means thateadme.txt ~andREADME.TXTare two separate files. FreeBSD does not use the extension)(of a
file to determine whether the file is a program, or a documergpme other form of data.

Files are stored in directories. A directory may contain tesfior it may contain many hundreds of files. A directory
can also contain other directories, allowing you to buildaugerarchy of directories within one another. This makes
it much easier to organize your data.

Files and directories are referenced by giving the file ceatory name, followed by a forward slagh followed by
any other directory names that are necessary. If you hagetdityfoo , which contains directorpar , which
contains the fileeadme.txt , then the full name, gpathto the file isfoo/bar/readme.txt

Directories and files are stored in a file system. Each fileesystontains exactly one directory at the very top level,
called theroot directoryfor that file system. This root directory can then contaireottirectories.

So far this is probably similar to any other operating sysy@mmay have used. There are a few differences; for
example, MS-DOS usasto separate file and directory names, while Mac OS® uses

FreeBSD does not use drive letters, or other drive name®ipdth. You would not write
c:/foo/bar/readme.txt on FreeBSD.

Instead, one file system is designatedrti file systemThe root file system’s root directory is referred ta as
Every other file system is theanountedunder the root file system. No matter how many disks you haysan
FreeBSD system, every directory appears to be part of the sésk.

Suppose you have three file systems, callg, andC. Each file system has one root directory, which contains two
other directories, called1, A2 (and likewiseB1, B2 andC1, C2).

Call Athe root file system. If you used thee command to view the contents of this directory you would see t
subdirectoriesa1 andA2. The directory tree looks like this:

A file system must be mounted on to a directory in another fiséesy. So now suppose that you mount file sysem
on to the directonAl. The root directory oB replacesAl, and the directories iB appear accordingly:
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Any files that are in th®1 or B2 directories can be reached with the p&tlyB1 or/A1/B2 as necessary. Any files
that were ifA1 have been temporarily hidden. They will reapped i$ unmountedrom A.

If B had been mounted oxe then the diagram would look like this:

and the paths would ba2/B1 and/A2/B2 respectively.

File systems can be mounted on top of one another. Contitln@igst example, the file system could be mounted
on top of theB1 directory in theB file system, leading to this arrangement:
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Or C could be mounted directly on to thefile system, under tha1 directory:

y \

i

If you are familiar with MS-DOS, this is similar, althoughtridentical, to thgoin command.

This is not normally something you need to concern yoursitf.\Wypically you create file systems when installing
FreeBSD and decide where to mount them, and then never clizgmeunless you add a new disk.

Itis entirely possible to have one large root file system, moicheed to create any others. There are some drawbacks
to this approach, and one advantage.
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Benefits of Multiple File Systems

- Different file systems can have differanbunt optionsFor example, with careful planning, the root file system
can be mounted read-only, making it impossible for you talugatently delete or edit a critical file. Separating
user-writable file systems, such/asme , from other file systems also allows them to be moumtesbid this
option prevents theuid/guid bits on executables stored on the file system from takinggfp®ssibly improving
security.

- FreeBSD automatically optimizes the layout of files on a fjlstam, depending on how the file system is being
used. So a file system that contains many small files that attemfrequently will have a different optimization
to one that contains fewer, larger files. By having one bigsfilstem this optimization breaks down.

- FreeBSD’s file systems are very robust should you lose pdierever, a power loss at a critical point could still
damage the structure of the file system. By splitting youadatr multiple file systems it is more likely that the
system will still come up, making it easier for you to restfyem backup as necessary.

Benefit of a Single File System

- File systems are a fixed size. If you create a file system wharingtall FreeBSD and give it a specific size, you
may later discover that you need to make the partition bighjs is not easily accomplished without backing up,
recreating the file system with the new size, and then resjdhie backed up data.

Important: FreeBSD features the growfs(8) command, which makes it possible to increase the size of file
system on the fly, removing this limitation.

File systems are contained in partitions. This does not tlveame meaning as the common usage of the term
partition (for example, MS-DOS partition), because of B8BD’s UNIX heritage. Each partition is identified by a
letter froma through toh. Each partition can contain only one file system, which méhatsfile systems are often
described by either their typical mount point in the file systhierarchy, or the letter of the partition they are
contained in.

FreeBSD also uses disk space $arap spaceSwap space provides FreeBSD wiiitual memory This allows your
computer to behave as though it has much more memory thatualgcdoes. When FreeBSD runs out of memory it
moves some of the data that is not currently being used tonbp space, and moves it back in (moving something
else out) when it needs it.

Some partitions have certain conventions associated kgttmt

Partition Convention

a Normally contains the root file system

b Normally contains swap space

c Normally the same size as the enclosing slice. This alloilises that need to work on the

entire slice (for example, a bad block scanner) to work orctpartition. You would not
normally create a file system on this partition.

d Partitiond used to have a special meaning associated with it, althdwaghst now gone and
may work as any normal partition.

Each partition-that-contains-a-file-system is stored atFreeBSD calls glice Slice is FreeBSD'’s term for what
the common call partitions, and again, this is because &BF8®'s UNIX background. Slices are numbered, starting
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at 1, through to 4.

Slice numbers follow the device name, prefixed withsagstarting at 1. So “degl” is the first slice on the first SCSI
drive. There can only be four physical slices on a disk, butgan have logical slices inside physical slices of the
appropriate type. These extended slices are numbereidgtatr, so “ad85’ is the first extended slice on the first
IDE disk. These devices are used by file systems that expecttgy a slice.

Slices, “dangerously dedicated” physical drives, and odiees contairpartitions which are represented as letters
froma to h. This letter is appended to the device name, so al&dthe a partition on the first da drive, which is
“dangerously dedicated”. “ad183is the fifth partition in the third slice of the second IDE Kidrive.

Finally, each disk on the system is identified. A disk naméstaith a code that indicates the type of disk, and then
a number, indicating which disk it is. Unlike slices, diskmioering starts at 0. Common codes that you will see are
listed inTable 4-1

When referring to a partition FreeBSD requires that you alme the slice and disk that contains the partition, and
when referring to a slice you must also refer to the disk nalrhas, you refer to a partition by listing the disk name,
s, the slice number, and then the partition letter. Exampleshown inExample 4-1

Example 4-Zhows a conceptual model of the disk layout that should helgenthings clearer.

In order to install FreeBSD you must first configure the distes, then create partitions within the slice you will use
for FreeBSD, and then create a file system (or swap spaceginpeatition, and decide where that file system will be
mounted.

Table 4-1. Disk Device Codes

Code Meaning

ad ATAPI (IDE) disk

da SCSiI direct access disk
acd ATAPI (IDE) CDROM
cd SCSI CDROM

fd Floppy disk

Example 4-1. Sample Disk, Slice, and Partition Names

Name Meaning
adOsla The first partition &) on the first slice{1) on the first IDE disk £d0).
dals2e The fifth partition €) on the second slices?) on the second SCSI disk41).

Example 4-2. Conceptual Model of a Disk

This diagram shows FreeBSD'’s view of the first IDE disk atetto the system. Assume that the disk is 4 GB in
size, and contains two 2 GB slices (MS-DOS partitions). Tist §lice contains a MS-DOS disg; , and the second
slice contains a FreeBSD installation. This example Fr&eBStallation has three data partitions, and a swap
partition.
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DOS or

First slice, )
Windows

called ad0s1
(C:in DOS)

Second slice, -
called ad0s2

(not to scale)

4.6 Mounting and Unmounting File Systems

Partition a,
mounted as /,

called ad0s2a

Partition b,
used as swap,
called ad0s2b

Partition e,
mounted as /var,

called adOs2e

Partition f,
mounted as /usr,
called ad0s2f

Partition c,
not mounted,
called ad0Os2c

The file system is best visualized as a tree, rooted, as it\@ére/dev , /usr , and the other directories in the root

directory are branches, which may have their own brancheb, @s/usr/local

, and so on.
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There are various reasons to house some of these direatargeparate file systemsar contains the directories
log/ ,spool/ , and various types of temporary files, and as such, may g&d filb. Filling up the root file system is
not a good idea, so splittingar from/ is often favorable.

Another common reason to contain certain directory treestoer file systems is if they are to be housed on separate
physical disks, or are separate virtual disks, sudNetsvork File Systermounts, or CDROM drives.

4.6.1 The f st ab File

During theboot processfile systems listed ivetc/fstab are automatically mounted (unless they are listed with
thenoauto option).

The/etc/fstab file contains a list of lines of the following format:

devi ce / mount - poi nt fstype options dunpfreq passno

device

A device name (which should exist), as explaine&étction 19.2

mount-point

A directory (which should exist), on which to mount the filesgm.

fstype
The file system type to pass to mount(8). The default FreeB8Bystem isifs .

options
Eitherrw for read-write file systems, oo for read-only file systems, followed by any other optiong thay be
needed. A common option iwauto for file systems not normally mounted during the boot seqae®ther
options are listed in the mount(8) manual page.

dumpfreq
This is used by dump(8) to determine which file systems reqluimping. If the field is missing, a value of zero
is assumed.

passno

This determines the order in which file systems should beldted=ile systems that should be skipped should
have theipassno set to zero. The root file system (which needs to be checkexdeberything else) should
have itspassno set to one, and other file systenpaissno should be set to values greater than one. If more than
one file systems have the sapessno then fsck(8) will attempt to check file systems in parallgidfssible.

Consult the fstab(5) manual page for more information orfdhmat of the/etc/fstab file and the options it
contains.

4.6.2 The mount Command
The mount(8) command is what is ultimately used to mount fitgesms.

In its most basic form, you use:
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# nount device nount poi nt

There are plenty of options, as mentioned in the mount(8)ualgmage, but the most common are:

Mount Options

-a

Mount all the file systems listed iletc/fstab . Except those marked as “noauto”, excluded by-thdlag, or
those that are already mounted.

-d
Do everything except for the actual mount system call. Thisom is useful in conjunction with the flag to
determine what mount(8) is actually trying to do.
-f
Force the mount of an unclean file system (dangerous), oe$dhe revocation of write access when
downgrading a file system’s mount status from read-writeazironly.
-
Mount the file system read-only. This is identical to usingrth argument to theo option.
-t fstype
Mount the given file system as the given file system type, ormhoaly file systems of the given type, if given
the-a option.
“ufs” is the default file system type.
-u
Update mount options on the file system.
-V
Be verbose.
-W

Mount the file system read-write.

The-o option takes a comma-separated list of the options, inctuttie following:

noexec

Do not allow execution of binaries on this file system. Thialso a useful security option.

nosuid

Do not interpret setuid or setgid flags on the file system. iBhédso a useful security option.
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4.6.3 The umount Command
The umount(8) command takes, as a parameter, one of a manmpdevice name, or tha or-A option.

All forms take-f to force unmounting, and/ for verbosity. Be warned that is not generally a good idea.
Forcibly unmounting file systems might crash the computetaznage data on the file system.

-a and-A are used to unmount all mounted file systems, possibly mddifyehe file system types listed after.
-A, however, does not attempt to unmount the root file system.

4.7 Processes

FreeBSD is a multi-tasking operating system. This meartsttkeems as though more than one program is running
at once. Each program running at any one time is calleeess Every command you run will start at least one
new process, and there are a number of system processeagrtladitthe time, keeping the system functional.

Each process is uniquely identified by a number callpcbaess ID or PID, and, like files, each process also has one
owner and group. The owner and group information is usedt@raiéne what files and devices the process can open,
using the file permissions discussed earlier. Most prosesse have a parent process. The parent process is the
process that started them. For example, if you are typingwanas to the shell then the shell is a process, and any
commands you run are also processes. Each process you hisvaty will have your shell as its parent process.
The exception to this is a special process called init¢&). is always the first process, so its PID is alwaysit.

is started automatically by the kernel when FreeBSD starts.

Two commands are particularly useful to see the processteemystem, ps(1) and top(1). The command is used
to show a static list of the currently running processes,@mdshow their PID, how much memory they are using,
the command line they were started with, and so on.tdpecommand displays all the running processes, and
updates the display every few seconds, so that you can étitexty see what your computer is doing.

By default,ps only shows you the commands that are running and are owneduyFpr example:

% ps
PID TT STAT TIME COMMAND
298 p0 Ss 0:01.10 tcsh
7078 p0 S 2:40.88 xemacs mdoc.xsl (xemacs-21.1.14)
37393 pO | 0:03.11 xemacs freebsd.dsl (xemacs-21.1.14)
48630 p0 S 2:50.89 /usr/local/lib/netscape-linux/naviga tor-linux-4.77.bi
48730 pO0 W 0:00.00 (dns helper) (navigator-linux-)
72210 p0 R+ 0:00.00 ps
390 p1l s 0:01.14 tcsh

7059 p2 Is+ 1:36.18 /usr/local/bin/mutt -y
6688 p3 IWs 0:00.00 tcsh
10735 p4 IWs 0:00.00 tcsh
20256 p5 IWs 0:00.00 tcsh
262 vO0 IWs 0:00.00 -tcsh (tcsh)
270 v0 W+ 0:00.00 /bin/sh /usr/X11R6/bin/startx -- -bpp 16
280 vO W+ 0:00.00 xinit /home/nik/.xinitrc -- -bpp 16
284 vO W 0:00.00 /bin/sh /home/nik/.xinitrc
285 vO S 0:38.45 /usr/X11R6/bin/sawfish

As you can see in this example, the output from ps(1) is omgahinto a number of columnBID is the process ID
discussed earlier. PIDs are assigned starting from 1, go 89999, and wrap around back to the beginning when
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you run out (a PID is not reassigned if it is already in usele Thcolumn shows the tty the program is running on,
and can safely be ignored for the mome3mAT shows the program’s state, and again, can be safely ignoig.is

the amount of time the program has been running on the CPUW-stlisually not the elapsed time since you started
the program, as most programs spend a lot of time waitinghiags to happen before they need to spend time on the
CPU. Finally,COMMANB the command line that was used to run the program.

ps(1) supports a number of different options to change tfeerimation that is displayed. One of the most useful sets
is auxww. a displays information about all the running processes, usityour ownu displays the username of the
process’ owner, as well as memory usagdisplays information about daemon processesvamchuses ps(1) to
display the full command line for each process, rather thamcating it once it gets too long to fit on the screen.

The output from top(1) is similar. A sample session looks lifis:

% t op

last pid: 72257; load averages: 0.13, 0.09, 0.03 up 0+13:38: 33 22:39:10
47 processes: 1 running, 46 sleeping

CPU states: 12.6% user, 0.0% nice, 7.8% system, 0.0% interru pt, 79.7% idle
Mem: 36M Active, 5256K Inact, 13M Wired, 6312K Cache, 15M Buf , 408K Free

Swap: 256M Total, 38M Used, 217M Free, 15% Inuse

PID USERNAME PRI NICE SIZE RES STATE TIME  WCPU CPU COMMAND

72257 nik 28 0 1960K 1044K RUN 0:00 14.86% 1.42% top

7078 nik 2 0 15280K 10960K select 2:54 0.88% 0.88% xemacs-21. 1.14
281 nik 2 0 18636K 7112K select 5:36 0.73% 0.73% XF86_SVGA
296 nik 2 0 3240K 1644K select 0:12 0.05% 0.05% xterm

48630 nik 2 0 29816K 9148K select 3:18 0.00% 0.00% navigator- linu
175 root 2 0 924K 252K select  1:41 0.00% 0.00% syslogd

7059 nik 2 0 7260K 4644K poll 1:38 0.00% 0.00% mutt

The output is split into two sections. The header (the firgt liives) shows the PID of the last process to run, the

system load averages (which are a measure of how busy thersi®t the system uptime (time since the last reboot)
and the current time. The other figures in the header reldteiomany processes are running (47 in this case), how
much memory and swap space has been taken up, and how mudhdisystem is spending in different CPU states.

Below that are a series of columns containing similar infation to the output from ps(1). As before you can see the
PID, the username, the amount of CPU time taken, and the cachthat was run. top(1) also defaults to showing
you the amount of memory space taken by the process. Thifitinép two columns, one for total size, and one for
resident size—total size is how much memory the applicatesineeded, and the resident size is how much it is
actually using at the moment. In this example you can seéNé@istcape®has required almost 30 MB of RAM, but

is currently only using 9 MB.

top(1) automatically updates this display every two seeptids can be changed with theoption.

4.8 Daemons, Signals, and Killing Processes

When you run an editor it is easy to control the editor, teibitoad files, and so on. You can do this because the
editor provides facilities to do so, and because the editattached to terminal Some programs are not designed
to be run with continuous user input, and so they disconment the terminal at the first opportunity. For example, a
web server spends all day responding to web requests, itallgrdoes not need any input from you. Programs that
transport email from site to site are another example ofdlaiss of application.
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We call these prograngaemonsDaemons were characters in Greek mythology: neither goedib they were

little attendant spirits that, by and large, did useful gsfior mankind, much like the web servers and mail servers of
today do useful things. This is why the BSD mascot has, fong tame, been the cheerful-looking daemon with
sheakers and a pitchfork.

There is a convention to name programs that normally run @sidas with a trailing “d”BIND is the Berkeley
Internet Name Domain, but the actual program that execstesliednamed; the Apacheweb server program is
calledhttpd ; the line printer spooling daemonligl and so on. This is a convention, not a hard and fast rule; for
example, the main mail daemon for tSendmailapplication is calledendmail , and notmaild , as you might
imagine.

Sometimes you will need to communicate with a daemon pro€ss way to do so is to send it (or any other
running process), what is known asignal There are a number of different signals that you can sendre s

them have a specific meaning, others are interpreted by ffieation, and the application’s documentation will tell
you how that application interprets signals. You can onfydse signal to a process that you own. If you send a signal
to someone else’s process with kill(1) or kill(2), permisswill be denied. The exception to this is tleet user,

who can send signals to everyone’s processes.

FreeBSD will also send applications signals in some catas.application is badly written, and tries to access
memory that it is not supposed to, FreeBSD sends the prdeeSgegmentation Violatiosignal SIGSEGV). If an
application has used the alarm(3) system call to be aleftedaperiod of time has elapsed then it will be sent the
Alarm signal §IGALRMN), and so on.

Two signals can be used to stop a proc888TERMandSIGKILL . SIGTERMis the polite way to kill a process; the
process capatchthe signal, realize that you want it to shut down, close agyfiles it may have open, and generally
finish whatever it is doing at the time before shutting dowrsdme cases a process may even igsoed ERMIf it

is in the middle of some task that can not be interrupted.

SIGKILL can not be ignored by a process. This is the “| do not care whagye doing, stop right now” signal. If
you sendSIGKILL to a process then FreeBSD will stop that process there ant| the

The other signals you might want to use 8t6HUP, SIGUSRY, andSIGUSR2 These are general purpose signals,
and different applications will do different things whemyhare sent.

Suppose that you have changed your web server’s confignifdée—you would like to tell the web server to re-read
its configuration. You could stop and restiattpd , but this would result in a brief outage period on your welvser
which may be undesirable. Most daemons are written to resfmtheSIGHUPsignal by re-reading their
configuration file. So instead of killing and restartimgpd you would send it th&IGHUPsignal. Because there is
no standard way to respond to these signals, different daemil have different behavior, so be sure and read the
documentation for the daemon in question.

Signals are sent using the kill(1) command, as this exanhues.

Sending a Signal to a Process

This example shows how to send a signal to inetd(8).iféte  configuration file iSetc/inetd.conf , and
inetd will re-read this configuration file when it is seBIGHUP.

1. Find the process ID of the process you want to send theldigriao this using ps(1) and grep(1). The grep(1)
command is used to search through output, looking for thegsyiou specify. This command is run as a normal
user, and inetd(8) is run asot , so theax options must be given to ps(1).

% ps -ax | grep inetd
198 ?? IWs 0:00.00 inetd -wwW
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So the inetd(8) PID is 198. In some casesdlep inetd command might also appear in this output. This is
because of the way ps(1) has to find the list of running presess

2. Use kill(1) to send the signal. Because inetd(8) is beumgyroot you must use su(l1) to beconmt first.

% su

Password:

# /bin/kill -s HUP 198

In common with most UNIX commands, kill(1) will not print amutput if it is successful. If you send a signal
to a process that you do not own then you will g#le  PI D: Operation not permitted . If you mistype
the PID you will either send the signal to the wrong processctvcould be bad, or, if you are lucky, you will
have sent the signal to a PID that is not currently in use, andnill seekill: PID: No such process

Why Use / bi n/ ki | | ?: Many shells provide the kil command as a built in command; that is, the shell will
send the signal directly, rather than running /bin/kill . This can be very useful, but different shells have a
different syntax for specifying the name of the signal to send. Rather than try to learn all of them, it can be
simpler just to use the /bin/kill ... command directly.

Sending other signals is very similar, just substiftE®RMor KILL in the command line as necessary.

Important: Killing random process on the system can be a bad idea. In particular, init(8), process ID 1, is very
special. Running /bin/kill -s KILL 1 is a quick way to shutdown your system. Always double check the
arguments you run kill(1) with before you press Return .

4.9 Shells

In FreeBSD, a lot of everyday work is done in a command linerface called a shell. A shell's main job is to take
commands from the input channel and execute them. A lot disshiso have built in functions to help with everyday
tasks such as file management, file globbing, command linmgdcommand macros, and environment variables.
FreeBSD comes with a set of shells, sucklasthe Bourne Shell, andsh , the improved C-shell. Many other
shells are available from the FreeBSD Ports Collectionh siszsh andbash .

Which shell do you use? It is really a matter of taste. If yomi@C programmer you might feel more comfortable
with a C-like shell such ash . If you have come from Linux or are new to a UNIX command linerface you
might try bash . The point is that each shell has unique properties that meyag not work with your preferred
working environment, and that you have a choice of what shelke.

One common feature in a shell is filename completion. Givernthing of the first few letters of a command or
filename, you can usually have the shell automatically cetegghe rest of the command or filename by hitting the
Tab key on the keyboard. Here is an example. Suppose you havelésaéilledoobar andfoo.bar . You wantto
deletefoo.bar . So what you would type on the keyboardrns: fo[ Tab].[ Tab] .

The shell would print outm foo[BEEP].bar
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The [BEEP] is the console bell, which is the shell telling ieas unable to totally complete the filename because
there is more than one match. Bdtlobar andfoo.bar  start withfo , but it was able to complete oo . If you
type in. , then hitTab again, the shell would be able to fill in the rest of the filendare/ou.

Another feature of the shell is the use of environment véemtbEnvironment variables are a variable/key pair stored
in the shell's environment space. This space can be readybgragram invoked by the shell, and thus contains a lot
of program configuration. Here is a list of common environtvamiables and what they mean:

Variable Description

USER Current logged in user’'s name.

PATH Colon-separated list of directories to search for binaries

DISPLAY Network name of the X11 display to connect to, if
available.

SHELL The current shell.

TERM The name of the user’s type of terminal. Used to
determine the capabilities of the terminal.

TERMCAP Database entry of the terminal escape codes to perform
various terminal functions.

OSTYPE Type of operating system. e.g., FreeBSD.

MACHTYPE The CPU architecture that the system is running on.

EDITOR The user’s preferred text editor.

PAGER The user’s preferred text pager.

MANPATH Colon-separated list of directories to search for manual
pages.

Setting an environment variable differs somewhat fromlgbedhell. For example, in the C-Style shells such as
tcsh andcsh, you would usesetenv to set environment variables. Under Bourne shells sush asdbash , you
would useexport to set your current environment variables. For examplegt@smodify theEDITORenvironment
variable, undeesh ortcsh a command like this would sEDITORto /usr/local/bin/emacs

% setenv EDI TOR /usr/local /bin/emacs
Under Bourne shells:
% export EDI TOR="/usr/| ocal / bi n/ enmacs"

You can also make most shells expand the environment varishplacing & character in front of it on the
command line. For examplecho $TERMwould print out whateve$TERMis set to, because the shell expands
$TERMand passes it on techo .

Shells treat a lot of special characters, called meta-ckensas special representations of data. The most common
one is the- character, which represents any number of characters ierafite. These special meta-characters can be
used to do filename globbing. For example, typingého = is almost the same as typinglin because the shell

takes all the files that matehand puts them on the command line &ho to see.

To prevent the shell from interpreting these special chiaracthey can be escaped from the shell by putting a
backslash\() character in front of themecho $TERM prints whatever your terminal is set txho \$TERM prints
$TERMaS is.
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4.9.1 Changing Your Shell

The easiest way to change your shell is to usetisa command. Runninghsh will place you into the editor that is
in your EDITORenvironment variable; if it is not set, you will be placedvin. Change the “Shell:” line accordingly.

You can also givehsh the-s option; this will set your shell for you, without requiringy to enter an editor. For
example, if you wanted to change your shelbtsh , the following should do the trick:

% chsh -s /usr/local/bin/bash

Note: The shell that you wish to use must be present in the /etc/shells file. If you have installed a shell from
the ports collection, then this should have been done for you already. If you installed the shell by hand, you must
do this.

For example, if you installed bash by hand and placed it into /usr/local/bin , you would want to:
# echo "/usr/local/bin/bash" >> /etc/shells

Then rerun chsh .

4.10 Text Editors

A lot of configuration in FreeBSD is done by editing text filBgcause of this, it would be a good idea to become
familiar with a text editor. FreeBSD comes with a few as p&the base system, and many more are available in the
Ports Collection.

The easiest and simplest editor to learn is an editor cakedhich stands for easy editor. To stag one would

type at the command linee il enane wheref i | enane is the name of the file to be edited. For example, to edit
Jetc/rc.conf ,type inee /etc/rc.conf . Once inside oée, all of the commands for manipulating the editor’s
functions are listed at the top of the display. The careharacter represents trl key on the keyboard, s®
expands to the key combinati@irl +e. To leaveee hit theEsckey, then choose leave editor. The editor will prompt
you to save any changes if the file has been modified.

FreeBSD also comes with more powerful text editors sualhi as part of the base system, while other editors, like
Emacsandvim, are part of the FreeBSD Ports Collecti@difors/lemacs  andeditors/vim ). These editors
offer much more functionality and power at the expense aidpailittle more complicated to learn. However if you
plan on doing a lot of text editing, learning a more powerfliter such avim or Emacswill save you much more
time in the long run.

Many applications which modify files or require typed inpull@utomatically open a text editor. To alter the default
editor used, set thEDITORenvironment variable. Seshellssection for more details.

4.11 Devices and Device Nodes

A device is a term used mostly for hardware-related actigiin a system, including disks, printers, graphics cards,
and keyboards. When FreeBSD boots, the majority of whatB3&edisplays are devices being detected. You can
look through the boot messages again by viewiag/run/dmesg.boot
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For exampleacdo is the first IDE CDROM drive, whil&bdO represents the keyboard.

Most of these devices in a UNIX operating system must be aeckthrough special files called device nodes, which
are located in thédev directory.

4.11.1 Creating Device Nodes

When adding a new device to your system, or compiling in sugfpoadditional devices, new device nodes must be
created.

4.11.1.1 DEVFS (DEVice File System)

The device file system, @EVFS provides access to kernel’'s device namespace in the dittbsystem namespace.
Instead of having to create and modify device no@&/FSmaintains this particular file system for you.

See the devfs(5) manual page for more information.

4.12 Binary Formats

To understand why FreeBSD uses the elf(5) format, you msstiditow a little about the three currently “dominant”
executable formats for UNIX:

- a.out(b)

The oldest and “classic” UNIX object format. It uses a shod aompact header with a magic number at the
beginning that is often used to characterize the formatgdsm&(5) for more details). It contains three loaded
segments: .text, .data, and .bss plus a symbol table anid@ tstble.

. COFF

The SVR3 object format. The header now comprises a secti®, tso you can have more than just .text, .data,
and .bss sections.

. elf(5)

The successor to COFF, featuring multiple sections andit3&-b4-bit possible values. One major drawback:
ELF was also designed with the assumption that there woutthlyeone ABI per system architecture. That
assumption is actually quite incorrect, and not even in tmaroercial SYSV world (which has at least three ABIs:
SVR4, Solaris, SCO) does it hold true.

FreeBSD tries to work around this problem somewhat by pingid utility for brandinga known ELF executable
with information about the ABI it is compliant with. See thenual page for brandelf(1) for more information.

FreeBSD comes from the “classic” camp and used the a.owB)dt, a technology tried and proven through many
generations of BSD releases, until the beginning of the 3axith. Though it was possible to build and run native
ELF binaries (and kernels) on a FreeBSD system for some tafegdthat, FreeBSD initially resisted the “push” to
switch to ELF as the default format. Why? Well, when the Limaxnp made their painful transition to ELF, it was
not so much to flee theout executable format as it was their inflexible jump-table estieared library

mechanism, which made the construction of shared libragegdifficult for vendors and developers alike. Since the
ELF tools available offered a solution to the shared libgangblem and were generally seen as “the way forward”
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anyway, the migration cost was accepted as necessary atrdnisgion made. FreeBSD’s shared library mechanism
is based more closely on Sun’s SunOS™ style shared librachamsm and, as such, is very easy to use.

So, why are there so many different formats?

Back in the dim, dark past, there was simple hardware. Thiglsi hardware supported a simple, small system.
a.out was completely adequate for the job of representing bisaniethis simple system (a PDP-11). As people
ported UNIX from this simple system, they retained ¢haut format because it was sufficient for the early ports of
UNIX to architectures like the Motorola 68k, VAXen, etc.

Then some bright hardware engineer decided that if he coute fsoftware to do some sleazy tricks, then he would
be able to shave a few gates off the design and allow his CP&tooun faster. While it was made to work with this
new kind of hardware (known these days as RISGut was ill-suited for this hardware, so many formats were
developed to get to a better performance from this hardwsare the limited, simple.out format could offer.

Things like COFF, ECOFF, and a few obscure others were iedeantd their limitations explored before things
seemed to settle on ELF.

In addition, program sizes were getting huge and disks (agdipal memory) were still relatively small so the
concept of a shared library was born. The VM system also becaare sophisticated. While each one of these
advancements was done using &hmut  format, its usefulness was stretched more and more with eawltieature.

In addition, people wanted to dynamically load things attiore, or to junk parts of their program after the init code
had run to save in core memory and swap space. Languagesdeuamm sophisticated and people wanted code
called before main automatically. Lots of hacks were dorthéa.out format to allow all of these things to happen,
and they basically worked for a time. In timeput was not up to handling all these problems without an ever
increasing overhead in code and complexity. While ELF sbivany of these problems, it would be painful to
switch from the system that basically worked. So ELF had tid witil it was more painful to remain with.out

than it was to migrate to ELF.

However, as time passed, the build tools that FreeBSD dktiwr build tools from (the assembler and loader
especially) evolved in two parallel trees. The FreeBSD asded shared libraries and fixed some bugs. The GNU
folks that originally wrote these programs rewrote them added simpler support for building cross compilers,
plugging in different formats at will, and so on. Since maeypple wanted to build cross compilers targeting
FreeBSD, they were out of luck since the older sources tleB8D had foasandld were not up to the task. The
new GNU tools chainl{inutils) does support cross compiling, ELF, shared libraries, Cdteresions, etc. In
addition, many vendors are releasing ELF binaries, andiigeod thing for FreeBSD to run them.

ELF is more expressive thanout and allows more extensibility in the base system. The ELIstace better
maintained, and offer cross compilation support, whiclmpartant to many people. ELF may be a little slower than
a.out , but trying to measure it can be difficult. There are also momgdetails that are different between the two in
how they map pages, handle init code, etc. None of these ay@mportant, but they are differences. In time support
for a.out will be moved out of theGENERICkernel, and eventually removed from the kernel once the teath
legacya.out programs is past.

4.13 For More Information

4.13.1 Manual Pages

The most comprehensive documentation on FreeBSD is in theddmanual pages. Nearly every program on the
system comes with a short reference manual explaining tsie bperation and various arguments. These manuals
can be viewed with thenancommand. Use of themancommand is simple:
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% man conmand
commandis the name of the command you wish to learn about. For exaraplearn more about command type:
% man | s

The online manual is divided up into numbered sections:

. User commands.

. System calls and error numbers.
. Functions in the C libraries.

. Device drivers.

. File formats.

. Games and other diversions.

. Miscellaneous information.

. System maintenance and operation commands.
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. Kernel developers.

In some cases, the same topic may appear in more than onensefctihe online manual. For example, there is a
chmod user command andcamod() system call. In this case, you can tell thancommand which one you want
by specifying the section:

% man 1 chnod

This will display the manual page for the user commalmgeiod. References to a particular section of the online
manual are traditionally placed in parenthesis in writtenumentation, so chmod(1) refers to thenod user
command and chmod(2) refers to the system call.

This is fine if you know the name of the command and just wishmmakhow to use it, but what if you cannot recall
the command name? You can usanto search for keywords in the command descriptions by usiagkt switch:

% man -k mail

With this command you will be presented with a list of commstitht have the keyword “mail” in their descriptions.
This is actually functionally equivalent to using tagropos command.

So, you are looking at all those fancy command&anbin ~ but do not have the faintest idea what most of them
actually do? Type:

% cd /usr/bin
% man -f =*

or

% cd /usr/bin
% whatis *

which does the same thing.

150



Chapter 4 UNIX Basics

4.13.2 GNU Info Files

FreeBSD includes many applications and utilities produmnethe Free Software Foundation (FSF). In addition to
manual pages, these programs come with more extensivetaypgocuments calleidfo files which can be
viewed with theinfo command or, if you installedmacs the info mode oemacs

To use the info(1) command, type:

% i nfo

For a brief introduction, typa. For a quick command reference, type

Notes

1. Thisiswhai386 means. Note that even if you are not running FreeBSD on ah386&CPU, this is going to be
i386 . It is not the type of your processor, but the processor ‘fegcture” that is shown here.

2. Startup scripts are programs that are run automaticgliréeBSD when booting. Their main function is to set
things up for everything else to run, and start any servicasytou have configured to run in the background
doing useful things.

3. Afairly technical and accurate description of all theailstof the FreeBSD console and keyboard drivers can be
found in the manual pages of syscons(4), atkbd(4), vidot{ifrand kbdcontrol(1). We will not expand on the
details here, but the interested reader can always cohgsutbanual pages for a more detailed and thorough
explanation of how things work.

4. Not quite true—there are a few things that can not be inpeed. For example, if the process is trying to read
from a file that is on another computer on the network, and ther@womputer has gone away for some reason
(been turned off, or the network has a fault), then the pmisesaid to be “uninterruptible”. Eventually the
process will time out, typically after two minutes. As soanthis time out occurs the process will be killed.

151



Chapter 5 Installing Applications: Packages
and Ports

5.1 Synopsis

FreeBSD is bundled with a rich collection of system tools ag pf the base system. However, there is only so much
one can do before needing to install an additional thirdypagpplication to get real work done. FreeBSD provides
two complementary technologies for installing third-gabftware on your system: the FreeBSD Ports Collection
(for installing from source), and packages (for installfrmm pre-built binaries). Either method may be used to
install the newest version of your favorite applicatiormnfrlocal media or straight off the network.

After reading this chapter, you will know:

- How to install third-party binary software packages.

- How to build third-party software from source by using thetpeollection.
- How to remove previously installed packages or ports.

- How to override the default values that the ports collectises.

- How to find the appropriate software package.

- How to upgrade your applications.

5.2 Overview of Software Installation

If you have used a UNIX system before you will know that theitgbprocedure for installing third-party software
goes something like this:

1. Download the software, which might be distributed in seuwrode format, or as a binary.

2. Unpack the software from its distribution format (typiga tarball compressed with compress(1), gzip(1), or
bzip2(1)).

3. Locate the documentation (perhapdM8TALL or READMEile, or some files in @oc/ subdirectory) and read
up on how to install the software.

4. |If the software was distributed in source format, compil€his may involve editing &akefile , or running a
configure  script, and other work.

5. Test and install the software.
And that is only if everything goes well. If you are instafiia software package that was not deliberately ported to
FreeBSD you may even have to go in and edit the code to makelitpvoperly.

Should you want to, you can continue to install software thaditional” way with FreeBSD. However, FreeBSD
provides two technologies which can save you a lot of effratkages and ports. At the time of writing, over 23,000
third-party applications have been made available in tlzig.w
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For any given application, the FreeBSD package for thatiegjidn is a single file which you must download. The
package contains pre-compiled copies of all the commandbhéaapplication, as well as any configuration files or
documentation. A downloaded package file can be manipugitad-reeBSD package management commands,
such as pkg_add(1), pkg_delete(1), pkg_info(1), and stnstalling a new application can be carried out with a
single command.

A FreeBSD port for an application is a collection of files de&d to automate the process of compiling an
application from source code.

Remember that there are a number of steps you would nornaatly out if you compiled a program yourself
(downloading, unpacking, patching, compiling, instalinThe files that make up a port contain all the necessary
information to allow the system to do this for you. You run atiful of simple commands and the source code for
the application is automatically downloaded, extractedciped, compiled, and installed for you.

In fact, the ports system can also be used to generate packdgeh can later be manipulated witkg_add and the
other package management commands that will be introdunetys

Both packages and ports understaegendencieSuppose you want to install an application that depends on a
specific library being installed. Both the application ahd library have been made available as FreeBSD ports and
packages. If you use thekg_add command or the ports system to add the application, bothmetlte that the

library has not been installed, and automatically instedlltbrary first.

Given that the two technologies are quite similar, you mightvondering why FreeBSD bothers with both.
Packages and ports both have their own strengths, and whéekicu use will depend on your own preference.
Package Benefits

- A compressed package tarball is typically smaller than tmepressed tarball containing the source code for the
application.

- Packages do not require any additional compilation. Fgelapplications, such &dozilla, KDE, or GNOME
this can be important, particularly if you are on a slow syste

- Packages do not require any understanding of the procedséalin compiling software on FreeBSD.

Ports Benefits

« Packages are normally compiled with conservative optibesause they have to run on the maximum number of
systems. By installing from the port, you can tweak the cdatipin options to (for example) generate code that is
specific to a Pentium 4 or Athlon processor.

« Some applications have compile-time options relating tawthey can and cannot do. For examplpachecan
be configured with a wide variety of different built-in opti®. By building from the port you do not have to accept
the default options, and can set them yourself.

In some cases, multiple packages will exist for the sameaa@gifuin to specify certain settings. For example,
Ghostscriptis available as ghostscript ~ package and ghostscript-nox11 package, depending on

whether or not you have installed an X11 server. This sorbofih tweaking is possible with packages, but rapidly
becomes impossible if an application has more than one odiff@ent compile-time options.

- The licensing conditions of some software distributiormbio binary distribution. They must be distributed as
source code.

- Some people do not trust binary distributions. At least \sithirce code, you can (in theory) read through it and
look for potential problems yourself.

- If you have local patches, you will need the source in ordepioly them.
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- Some people like having code around, so they can read ityfghebored, hack it, borrow from it (license
permitting, of course), and so on.

To keep track of updated ports, subscribe to the FreeBSI3 pmatiling list
(http://lists.FreeBSD.org/mailman/listinfo/freebpdrts) and the FreeBSD ports bugs mailing list
(http://lists.FreeBSD.org/mailman/listinfo/freebpdrts-bugs).

Warning: Before installing any application, you should check http://vuxml.freebsd.org/ for security issues related
to your application.

You can also install ports-mgmt/portaudit which will automatically check all installed applications for known
vulnerabilities; a check will be also performed before any port build. Meanwhile, you can use the command
portaudit -F -a after you have installed some packages.

The remainder of this chapter will explain how to use packagel ports to install and manage third-party software
on FreeBSD.

5.3 Finding Your Application

Before you can install any applications you need to know whbatwant, and what the application is called.

FreeBSD’s list of available applications is growing all thrae. Fortunately, there are a number of ways to find what
you want:

- The FreeBSD web site maintains an up-to-date searchabtd bdl the available applications, at
http://www.FreeBSD.org/ports/ (http://www.FreeBSyfports/index.html). The ports are divided into categgyrie
and you may either search for an application by name (if yawkit), or see all the applications available in a
category.

- Dan Langille maintains FreshPorts, at http://www.Frest®org/. FreshPorts tracks changes to the applications in
the ports tree as they happen, allows you to “watch” one oerports, and can send you email when they are
updated.

- If you do not know the name of the application you want, tryngsa site like Freecode (http://www.freecode.com/)
to find an application, then check back at the FreeBSD sitegafghe application has been ported yet.

- If you know the exact name of the port, but just need to find dhittvcategory it is in, you can use the whereis(1)
command. Simply typehereis  file, wherefi | e is the program you want to install. If it is found on your
system, you will be told where it is, as follows:

# whereis |sof
Isof: /usr/ports/sysutils/Isof

This tells us thalsof  (a system utility) can be found in thesr/ports/sysutils/Isof directory.

- Additionally, you can use a simple echo(1) statement to findne a port exists in the ports tree. For example:

# echo /usr/ports/=/=|sof x
lusr/ports/sysutils/lsof

Note that this will return any matched files downloaded i@/ tisr/ports/distfiles directory.

- Yet another way to find a particular port is by using the PodBegtion’s built-in search mechanism. To use the
search feature, you will need to be in thisr/ports directory. Once in that directory, runake search
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name=pr ogr am nane Wherepr ogr am nane is the name of the program you want to find. For example, if you
were looking forlsof

# cd /usr/ports

# make search nane=| sof

Port: Isof-4.56.4

Path:  /usr/ports/sysutils/Isof

Info: Lists information about open files (similar to fstat( 1))
Maint: obrien@FreeBSD.org

Index: sysutils

B-deps:

R-deps:

The part of the output you want to pay particular attentiois tine “Path:” line, since that tells you where to find
the port. The other information provided is not needed ireotd install the port, so it will not be covered here.

For more in-depth searching you can also ma&e search key=string wherest ri ng is some text to search
for. This searches port names, comments, descriptionsepehdencies and can be used to find ports which relate
to a particular subject if you do not know the name of the paiogyou are looking for.

In both of these cases, the search string is case-insen$S&éarching for “LSOF” will yield the same results as
searching for “Isof”.

5.4 Using the Packages System
Contributed by Chern Lee.
There are several different tools used to manage package®eBSD:

« Thesysinstall utility can be invoked on a running system to install, delated list available and installed
packages. For more information, seection 2.10.11

- The package management command line tools, which are thecsobthe rest of this section.

5.4.1 Installing a Package

You can use the pkg_add(1) utility to install a FreeBSD safenpackage from a local file or from a server on the
network.

Example 5-1. Downloading a Package Manually and Installindt Locally

# ftp -a ftp2. FreeBSD. org

Connected to ftp2.FreeBSD.org.

220 ftp2.FreeBSD.org FTP server (Version 6.00LS) ready.
331 Guest login ok, send your email address as password.

230-

230- This machine is in Vienna, VA, USA, hosted by Verio.
230- Questions? E-mail freebsd@vienna.verio.net.

230-

230-

230 Guest login ok, access restrictions apply.
Remote system type is UNIX.
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Using binary mode to transfer files.

ftp> cd / pub/ FreeBSD port s/ packages/ sysutil s/

250 CWD command successful.

ftp> get |sof-4.56.4.t9z

local: Isof-4.56.4.tgz remote: Isof-4.56.4.t9z

200 PORT command successful.

150 Opening BINARY mode data connection for ’'lsof-4.56.4.t gz' (92375 bytes).
100% | * * * | 92375 00:00 ETA
226 Transfer complete.

92375 bytes received in 5.60 seconds (16.11 KB/s)

ftp>  exit

# pkg_add Isof-4.56.4.tgz

If you do not have a source of local packages (such as a Fre€BSROM set) then it will probably be easier to use
the-r option to pkg_add(1). This will cause the utility to automally determine the correct object format and
release and then fetch and install the package from an F&P sit

# pkg_add -r Isof

The example above would download the correct package anid aitout any further user intervention. If you want
to specify an alternative FreeBSD Packages Mirror, instédlde main distribution site, you have to set the
PACKAGESITEenvironment variable accordingly, to override the defaattings. pkg_add(1) uses fetch(3) to
download the files, which honors various environment vaesbncludingFTP_PASSIVE_MODEFTP_PROXYand
FTP_PASSWORLYou may need to set one or more of these if you are behind adilew need to use an FTP/HTTP
proxy. See fetch(3) for the complete list. Note that in tharaple abovésof is used instead d§of-4.56.4

When the remote fetching feature is used, the version nuoflibe package must be removed. pkg_add(1) will
automatically fetch the latest version of the application.

Note: pkg_add(1) will download the latest version of your application if you are using FreeBSD-CURRENT or
FreeBSD-STABLE. If you run a -RELEASE version, it will grab the version of the package that was built with your
release. It is possible to change this behavior by overriding PACKAGESITE For example, if you run a

FreeBSD 8.1-RELEASE system, by default pkg_add(1) will try to fetch packages from

ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packag es-8.1-release/Latest/ . If you want to force
pkg_add(1) to download FreeBSD 8-STABLE packages, set PACKAGESITEtO
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packag es-8-stable/Latest/

Package files are distributed.igz and.tbz formats. You can find them at
ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/packagasbrothe FreeBSD CD-ROM distribution. Every CD on the
FreeBSD 4-CD set (and the PowerPak, etc.) contains packages/packages directory. The layout of the
packages is similar to that of thesr/ports tree. Each category has its own directory, and every packagée
found within theAll directory.

The directory structure of the package system matches the lpgout; they work with each other to form the entire
package/port system.

5.4.2 Managing Packages

pkg_info(1) is a utility that lists and describes the vas@ackages installed.
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# pkg_info
cvsup-16.1 A general network file distribution system opti mized for CV
dochook-1.2 Meta-port for the different versions of the Doc Book DTD

pkg_version(1) is a utility that summarizes the versionalbihstalled packages. It compares the package version to
the current version found in the ports tree.

# pkg_version
cvsup
docbook =

The symbols in the second column indicate the relative agiesohstalled version and the version available in the
local ports tree.

Symbol Meaning

= The version of the installed package matches the one
found in the local ports tree.

< The installed version is older than the one available in
the ports tree.

> The installed version is newer than the one found in the
local ports tree. (The local ports tree is probably out of
date.)

? The installed package cannot be found in the ports index.

(This can happen, for instance, if an installed port is
removed from the Ports Collection or renamed.)

* There are multiple versions of the package.

! The installed package exists in the index but for some
reasonpkg_version was unable to compare the
version number of the installed package with the
corresponding entry in the index.

5.4.3 Deleting a Package

To remove a previously installed software package, usekbedgelete(1) utility.

# pkg_del ete xchat-1.7.1

Note that pkg_delete(1) requires the full package name amber; the above command would not work ifhat
was given instead ofchat - 1. 7. 1. It is, however, easy to use pkg_version(1) to find the versfdhe installed
package. You could instead simply use a wildcard:

# pkg_del ete xchat\=*

in this case, all packages whose names startxeitht will be deleted.
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5.4.4 Miscellaneous

All package information is stored within thear/db/pkg ~ directory. The installed file list and descriptions of each
package can be found within files in this directory.

5.5 Using the Ports Collection

The following sections provide basic instructions on ughmgPorts Collection to install or remove programs from
your system. The detailed description of availahkke targets and environment variables is available in ports(7)

5.5.1 Obtaining the Ports Collection

Before you can install ports, you must first obtain the PodBe€tion—which is essentially a set bfakefiles
patches, and description files placedusr/ports

When installing your FreeBSD systesysinstallasked if you would like to install the Ports Collection. Ifiyohose
no, you can follow these instructions to obtain the portéection:

CVSup Method

This is a quick method for getting and keeping your copy ofRbets Collection up to date usir@@VSup protocol. If
you want to learn more abo@VSup, seeUsing CVSup

Note: The implementation of CVSup protocol included with the FreeBSD system is called csup .

Make surgusr/ports is empty before you runsupfor the first time! If you already have the Ports Collection
present, obtained from another sourcgypwill not prune removed patch files.

1. Runcsup:
# csup -L 2 -h cvsup. FreeBSD.org /usr/share/exanpl es/ cvsup/ ports-supfile

Changecvsup. Fr eeBSD. or g to aCVSup server near you. Sé&VSup Mirrors(Section A.6.7 for a complete
listing of mirror sites.

Note: One may want to use his own ports-supfile , for example to avoid the need of passing the CVSup
server on the command line.

1. Inthis case, as root , copy /usr/share/examples/cvsup/ports-supfile to a new location, such as
/root  or your home directory.

2. Edit ports-supfile

3. Change CHANGE_THI S. FreeBSD. or g to a CVSup server near you. See CVSup Mirrors (Section A.6.7)
for a complete listing of mirror sites.

4.  And now to run csup , use the following:

# csup -L 2 /root/ports-supfile

158



Chapter 5 Installing Applications: Packages and Ports

2. Running the csup(1) command later will download and applthe recent changes to your Ports Collection,
except actually rebuilding the ports for your own system.

Portsnap Method
Portsnapis an alternative system for distributing the Ports ColtattPlease refer ttysing Portsnajor a detailed
description of alPortsnap features.

1. Download a compressed snapshot of the Ports Collectiorvisr/db/portsnap . You can disconnect from
the Internet after this step, if you wish.

# portsnap fetch

2. Ifyou are runnindPortsnap for the first time, extract the snapshot irtsr/ports

# portsnap extract

If you already have a populatédsr/ports and you are just updating, run the following command instead

# portsnap update

Sysinstall Method

This method involves usingysinstallto install the Ports Collection from the installation medite that the old
copy of Ports Collection from the date of the release willialled. If you have Internet access, you should always
use one of the methods mentioned above.

1. Asroot , runsysinstall as shown below:

# sysinstal

Scroll down and sele@onfigure, pressEnter.

Scroll down and sele®istributions, pressEnter.

Scroll down tgports, pressSpace

Scroll up toExit, pressEnter.

Select your desired installation media, such as CDRON®P, Biid so on.

Scroll up toExit and pres&nter.

© N o o~ D

PressX to exitsysinstall

5.5.2 Installing Ports

The first thing that should be explained when it comes to thiésReollection is what is actually meant by a
“skeleton”. In a nutshell, a port skeleton is a minimal sefilet that tell your FreeBSD system how to cleanly
compile and install a program. Each port skeleton includes:

- A Makefile .TheMakefile contains various statements that specify how the appicatiould be compiled and
where it should be installed on your system.

. Adistinfo file. This file contains information about the files that mustdownloaded to build the port, and their
checksums (using sha256(1)), to verify that files have nenlm®rrupted during the download.
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- Afiles directory. This directory contains patches to make the fanomgcompile and install on your FreeBSD
system. Patches are basically small files that specify asatogparticular files. They are in plain text format, and
basically say “Remove line 10” or “Change line 26 to this. Ratches are also known as “diffs” because they are
generated by the diff(1) program.

This directory may also contain other files used to build thet.p
- A pkg-descr file. This is a more detailed, often multiple-line, desdaptof the program.

- A pkg-plist  file. This is a list of all the files that will be installed by tpert. It also tells the ports system what
files to remove upon deinstallation.

Some ports have other files, suchphg-message . The ports system uses these files to handle special sitgatfo
you want more details on these files, and on ports in gendratkoout the FreeBSD Porter's Handbook
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bookdkrs-handbook/index.html).

The port includes instructions on how to build source codédbes not include the actual source code. You can get
the source code from a CD-ROM or from the Internet. Source é@distributed in whatever manner the software
author desires. Frequently this is a tarred and gzippedfilieif might be compressed with some other tool or even
uncompressed. The program source code, whatever form ggomis called a “distfile”. The two methods for
installing a FreeBSD port are described below.

Note: You must be logged in as root to install ports.

Warning: Before installing any port, you should be sure to have an up-to-date Ports Collection and you should
check http://vuxml.freebsd.org/ for security issues related to your port.

A security vulnerabilities check can be automatically done by portaudit before any new application installation.
This tool can be found in the Ports Collection (ports-mgmt/portaudit ). Consider running portaudit -F before
installing a new port, to fetch the current vulnerabilities database. A security audit and an update of the database
will be performed during the daily security system check. For more information read the portaudit(1) and
periodic(8) manual pages.

The Ports Collection makes an assumption that you have aingpitkternet connection. If you do not, you will need
to put a copy of the distfile inttusr/ports/distfiles manually.

To begin, change to the directory for the port you want toattst

# cd /usr/ports/sysutils/Isof

Once inside thésof  directory, you will see the port skeleton. The next step isaimpile, or “build”, the port. This
is done by simply typingnake at the prompt. Once you have done so, you should see somék@ngis:

# nmake
>> Isof_4.57D.freebsd.tar.gz doesn’'t seem to exist in /usr/p orts/distfiles/.
>> Attempting to fetch from ftp://Isof.itap.purdue.edu/pub [tools/unix/Isof/.

===> Extracting for Isof-4.57
[extraction output snipped]

>> Checksum OK for Isof 4.57D.freebsd.tar.gz.
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===> Patching for Isof-4.57
===> Applying FreeBSD patches for Isof-4.57
===> Configuring for Isof-4.57

[configure output snipped]

===> Building for Isof-4.57
[compilation output snipped]
#

Notice that once the compile is complete you are returnedtw grompt. The next step is to install the port. In order
to install it, you simply need to tack one word onto theke command, and that word isstall

# make install
===> Installing for Isof-4.57

[installation output snipped]

===>  Generating temporary packing list

===> Compressing manual pages for Isof-4.57

===>  Registering installation for Isof-4.57

===> SECURITY NOTE:
This port has installed the following binaries which execut e with
increased privileges.

#

Once you are returned to your prompt, you should be able ttheiapplication you just installed. Sinsef is a
program that runs with increased privileges, a securitynimaris shown. During the building and installation of
ports, you should take heed of any other warnings that magapp

Itis a good idea to delete the working subdirectory, whichtams all the temporary files used during compilation.
Not only does it consume valuable disk space, but it would edsise problems later when upgrading to the newer
version of the port.

# nmake cl ean
===> Cleaning for Isof-4.57
#

Note: You can save two extra steps by just running make install clean instead of make, make install ~and make
clean as three separate steps.

Note: Some shells keep a cache of the commands that are available in the directories listed in the PATH
environment variable, to speed up lookup operations for the executable file of these commands. If you are using
one of these shells, you might have to use the rehash command after installing a port, before the newly installed
commands can be used. This command will work for shells like tcsh . Use the hash -r command for shells like
sh. Look at the documentation for your shell for more information.
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Some third-party DVD-ROM products such as the FreeBSD Tiofstkm the FreeBSD Mall
(http://www.freebsdmall.com/) contain distfiles. Theydze used with the Ports Collection. Mount the DVD-ROM
on/cdrom . If you use a different mount point, seD_MOUNTPT®ake variable. The needed distfiles will be
automatically used if they are present on the disk.

Note: Please be aware that the licenses of a few ports do not allow for inclusion on the CD-ROM. This could be
because a registration form needs to be filled out before downloading or redistribution is not allowed, or for
another reason. If you wish to install a port not included on the CD-ROM, you will need to be online in order to do
So.

The ports system uses fetch(1) to download the files, whicloisovarious environment variables, including
FTP_PASSIVE_MODE-TP_PROXYandFTP_PASSWORLYou may need to set one or more of these if you are behind
a firewall, or need to use an FTP/HTTP proxy. See fetch(3eicomplete list.

For users which cannot be connected all the timepthiee fetch option is provided. Just run this command at the
top level directory fusr/ports ) and the required files will be downloaded for you. This comohwill also work

in the lower level categories, for examplesr/ports/net . Note that if a port depends on libraries or other ports
this will notfetch the distfiles of those ports too. Replésteh  with fetch-recursive if you want to fetch all the
dependencies of a port too.

Note: You can build all the ports in a category or as a whole by running make in the top level directory, just like
the aforementioned make fetch method. This is dangerous, however, as some ports cannot co-exist. In other
cases, some ports can install two different files with the same filename.

In some rare cases, users may need to acquire the tarbatisfsite other than thdASTER_SITES(the location
where files are downloaded from). You can overrideNt&STER_SITESoption with the following command:

# cd /usr/ports/directory
# make MASTER S| TE_OVERRI DE= \
ftp://ftp. FreeBSD. or g/ pub/ FreeBSD/ ports/distfiles/ fetch

In this example we change tIMASTER_SITESoption toftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/

Note: Some ports allow (or even require) you to provide build options which can enable/disable parts of the
application which are unneeded, certain security options, and other customizations. A few which come to mind
are wwwifirefox , security/gpgme , and mail/sylpheed-claws . A message will be displayed when options
such as these are available.

5.5.2.1 Overriding the Default Ports Directories

Sometimes it is useful (or mandatory) to use a different wayland target directory. ThR&RKDIRPREFIXand
PREFIX variables can override the default directories. For exampl

# make WRKDI RPREFI X=/ usr/ home/ exanpl e/ ports install

will compile the port infusr/home/example/ports and install everything undeusr/local
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# make PREFI X=/usr/ home/ exanpl e/l ocal install

will compile it in /usr/ports and install it in/usr/home/example/local

And of course,
# make WRKDI RPREFI X=../ports PREFI X=../local instal

will combine the two (it is too long to completely write on $fpage, but it should give you the general idea).

Alternatively, these variables can also be set as part af gouronment. Read the manual page for your shell for
instructions on doing so.

5.5.2.2 Dealing with i make

Some ports that udmake (a part of the X Window System) do not work well wiHREFIX, and will insist on
installing undevusr/X11R6 . Similarly, some Perl ports ignoRREFIX and install in the Perl tree. Making these
ports respedPREFIX is a difficult or impossible job.

5.5.2.3 Reconfiguring Ports

When building certain ports, you may be presented with asestbased menu from which you can select certain
build options. It is not uncommon for users to wish to revisis menu to add, remove, or change these options after
a port has been built. There are many ways to do this. Onerojatim go into the directory containing the port and
typemake config , which will simply present the menu again with the same agtiselected. Another option is to
usemake showconfig , which will show you all the configuration options for the pofet another option is to
executemake rmconfig which will remove all selected options and allow you to staer. All of these options, and
others, are explained in great detail in the manual pagedds(Y).

5.5.3 Removing Installed Ports

Now that you know how to install ports, you are probably wairtighow to remove them, just in case you install
one and later on decide that you installed the wrong port. \WWeeamove our previous example (which wiasf for
those of you not paying attention). Ports are being remoxadtly the same as the packages (discussed in the
Packages sectipnusing the pkg_delete(1) command:

# pkg_delete |sof-4.57

5.5.4 Upgrading Ports

First, list outdated ports that have a newer version avalimithe Ports Collection with the pkg_version(1)
command:

# pkg_version -v
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5.5.4.1/ usr/ port s/ UPDATI NG

Once you have updated your Ports Collection, before att@mptport upgrade, you should check
{usr/ports/lUPDATING . This file describes various issues and additional steps usay encounter and need to
perform when updating a port, including such things as fitenfit changes, changes in locations of configuration
files, or other such incompatibilities with previous verso

If UPDATINGcontradicts something you read hev®DATINGtakes precedence.

5.5.4.2 Upgrading Ports Using Portupgrade

Theportupgrade utility is designed to easily upgrade installed ports. Hvailable from the
ports-mgmt/portupgrade port. Install it like any other port, using theake install clean command:

# cd /usr/ports/ports-nmgnt/ portupgrade
# make install clean

Scan the list of installed ports with tipggdb -F command and fix all the inconsistencies it reports. It is adgdea
to do this regularly, before every upgrade.

When you rurportupgrade -a , portupgrade will begin to upgrade all the outdated ports installed onryou
system. Use the flag if you want to be asked for confirmation of every indivitlupgrade.

# portupgrade -a

If you want to upgrade only a certain application, not allielde ports, us@ortupgrade  pkgnare. Include theR
flag if portupgrade should first upgrade all the ports required by the given apgibn.

# portupgrade -R firefox

To use packages instead of ports for installation, provid#iag. With this optiorportupgrade searches the local
directories listed ilPKG_PATH or fetches packages from remote site if it is not found lgcHlpackages can not be
found locally or fetched remotelportupgrade will use ports. To avoid using ports, specif§P .

# portupgrade -PP gnone2

To just fetch distfiles (or packages;# is specified) without building or installing anything, uge. For further
information see portupgrade(1).

5.5.4.3 Upgrading Ports Using Portmanager

Portmanageris another utility for easy upgrading of installed portsslavailable from the
ports-mgmt/portmanager port:

# cd /usr/ports/ports-ngnt/portnanager
# make install clean

All the installed ports can be upgraded using this simpleroamd:
# portnmanager -u

You can add theui flag to the above commangdr t ranager -u - ui ) to be prompted for confirmation of every
stepPortmanagerwill perform. Portmanager can also be used to install new ports on the system. Unlikaghel
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make install clean command, it will upgrade all the dependencies prior to ngdind installing the selected
port.

# portmanager x11/gnonme2

If there are any problems regarding the dependencies faetleeted port, you can uB®rtmanagerto rebuild all of
them in the correct order. Once finished, the problematitwpitirbe rebuilt too.

# portmanager graphics/ginp -f

For further information see portmanager(1).

5.5.4.4 Upgrading Ports Using Portmaster

Portmaster is another utility for upgrading installed porfortmaster was designed make use of the tools found in
the “base” system (it does not depend upon other ports) agglthe information imvar/db/pkg/ to determine
which ports to upgrade. It is available from tharts-mgmt/portmaster port:

# cd /usr/ports/ports-ngnt/portmaster
# make install clean

Portmaster groups ports into four categories:

- Root ports (no dependencies, not depended on)

- Trunk ports (no dependencies, are depended on)

- Branch ports (have dependencies, are depended on)
. Leaf ports (have dependencies, not depended on)

You can list all the installed ports and search for updategbe-L option:

# portmaster -L
===>>> Root ports (No dependencies, not depended on)
===>>> jspell-3.2.06_18
===>>> screen-4.0.3

===>>> New version available: screen-4.0.3_1
===>>> tcpflow-0.21_1
===>>> 7 root ports

===>>> Branch ports (Have dependencies, are depended on)
===>>> apache-2.2.3
===>>> New version available: apache-2.2.8

===>>> Leaf ports (Have dependencies, not depended on)
===>>> automake-1.9.6_2
===>>> bash-3.1.17

===>>> New version available: bash-3.2.33

===>>> 32 leaf ports

===>>> 137 total installed ports
===>>> 83 have new versions available
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All the installed ports can be upgraded using this simpleroamd:

# portmaster -a
Note: By default, Portmaster will make a backup package before deleting the existing port. If the installation of
the new version is successful, Portmaster will delete the backup. Using the -b will instruct Portmaster not to

automatically delete the backup. Adding the -i option will start Portmaster in interactive mode, prompting you
before upgrading each port.

If you encounter errors during the upgrade process, you sanhef option to upgrade/rebuild all ports:
# portmaster -af

You can also usPortmaster to install new ports on the system, upgrading all depenasrmfore building and
installing the new port:

# portmaster shells/bash

Please see portmaster(8) for more information.

5.5.5 Ports and Disk Space

Using the Ports Collection will use up disk space over timgerbuilding and installing software from the ports,
you should always remember to clean up the tempoxarly directories using thenake clean command. You can
sweep the whole Ports Collection with the following command

# portsclean -C

You will accumulate a lot of old source distribution files redistfiles directory over time. You can remove them
by hand, or you can use the following command to delete aliliifiles that are no longer referenced by any ports:

# portsclean -D
Or to remove all distfiles not referenced by any port curseimstalled on your system:

# portsclean -DD

Note: The portsclean utility is part of the portupgrade suite.

Do not forget to remove the installed ports once you no lomged them. A nice tool to help automate this task is
available from theorts-mgmt/pkg_cutleaves port.
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5.6 Post-installation Activities

After installing a new application you will normally want tead any documentation it may have included, edit any
configuration files that are required, ensure that the agidic starts at boot time (if it is a daemon), and so on.

The exact steps you need to take to configure each appliaaiflorbviously be different. However, if you have just
installed a new application and are wondering “What now@sthtips might help:

Use pkg_info(1) to find out which files were installed, and véh&or example, if you have just installed
FooPackage version 1.0.0, then this command

# pkg_info -L foopackage-1.0.0 | |ess

will show all the files installed by the package. Pay spedieirion to files inrman/ directories, which will be
manual pagestc/ directories, which will be configuration files, addc/ , which will be more comprehensive
documentation.

If you are not sure which version of the application was jastalled, a command like this
# pkg_info | grep -i foopackage

will find all the installed packages that halveopackage in the package name. Replaogopackage in your
command line as necessary.

Once you have identified where the application’s manual pagee been installed, review them using man(1).
Similarly, look over the sample configuration files, and adgliional documentation that may have been provided.

If the application has a web site, check it for additional@oentation, frequently asked questions, and so forth. If
you are not sure of the web site address it may be listed inutpubfrom

# pkg_i nfo foopackage-1.0.0
A WWWine, if present, should provide a URL for the applicatiowsb site.

Ports that should start at boot (such as Internet servellg)suially install a sample script in
lusr/local/etc/rc.d . You should review this script for correctness and edit aaree it if needed. See
Starting Servicefor more information.

5.7 Dealing with Broken Ports

If you come across a port that does not work for you, there &edhings you can do, including:

1. Find out if there is a fix pending for the port in the ProblespBrt database
(http://www.FreeBSD.org/support.html#gnats). If soyynay be able to use the proposed fix.

2. Ask the maintainer of the port for help. Typgke maintainer  or read theMakefile  to find the maintainer’s
email address. Remember to include the name and versioe pbith (send théFreeBSD: line from the
Makefile ) and the output leading up to the error when you email the tamier.

Note: Some ports are not maintained by an individual but instead by a mailing list
(http://lwww.FreeBSD.org/doc/en_US.1ISO8859-1/articles/mailing-list-fag/article.html). Many, but not all, of
these addresses look like <freebsd-listhame@FreeBSD.org >. Please take this into account when phrasing
your questions.
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In particular, ports shown as maintained by <ports@FreeBSD.org > are actually not maintained by anyone.
Fixes and support, if any, come from the general community who subscribe to that mailing list. More
volunteers are always needed!

If you do not get a response, you can use send-pr(1) to sullmg aeport (see Writing FreeBSD Problem
Reports (http://www.FreeBSD.org/doc/en_US.ISO88%8iles/problem-reports/article.html)).

3. Fix it! The Porter's Handbook
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/boo&akrs-handbook/index.html) includes detailed
information on the “Ports” infrastructure so that you cartfi& occasional broken port or even submit your own!

4. Grab the package from an FTP site near you. The “masteKgogccollection is offtp.FreeBSD.org in the
packages directory (ftp:/ftp.FreeBSD.org/pub/FreeBits/packages/), but be sure to check your closer
mirror sitesfirst! These are more likely to work than trying to compile from smiand are a lot faster as well.
Use the pkg_add(1) program to install the package on youtesys
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Chapter 6 The X Window System

Updated for X.Org’s X11 server by Ken Tom and Marc Fonvigille

6.1 Synopsis

FreeBSD uses X11 to provide users with a powerful graphisat interface. X11 is a freely available version of the
X Window System that is implemented Xorg (and other software packages not discussed here). Thelthfidu
official flavor of X11 in FreeBSD ixorg, the X11 server developed by the X.Org Foundation undeease very
similar to the one used by FreeBSD. Commercial X serversifieeBSD are also available.

For more information on the video hardware that X11 suppohsck the Xorg (http://www.x.org/) web site.

After reading this chapter, you will know:

- The various components of the X Window System, and how thieyaperate.
- How to install and configure X11.

- How to install and use different window managers.

« How to use TrueType® fonts in X11.

- How to set up your system for graphical loginddM ).

Before reading this chapter, you should:

« Know how to install additional third-party softwar€ljapter .

6.2 Understanding X

Using X for the first time can be somewhat of a shock to someamdiair with other graphical environments, such
as Microsoft Windows or Mac OS.

While it is not necessary to understand all of the detailsanious X components and how they interact, some basic
knowledge makes it possible to take advantage of X’'s sthengt

6.2.1 Why X?

Xis not the first window system written for UNIX, but it is theast popular of them. X’s original development team
had worked on another window system prior to writing X. Thedtem’s name was “W” (for “Window”). X was just
the next letter in the Roman alphabet.

X can be called “X”, “X Window System”, “X11”, and a number ofter terms. You may find that using the term “X
Windows” to describe X11 can be offensive to some peopleafoit more insight on this, see X(7).

6.2.2 The X Client/Server Model

X was designed from the beginning to be network-centric,adapts a “client-server” model.
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In the X model, the “X server” runs on the computer that hask#hoard, monitor, and mouse attached. The
server’s responsibility includes tasks such as managmdiplay, handling input from the keyboard and mouse, and
other input or output devices (i.e., a “tablet” can be usedraimput device, and a video projector may be an
alternative output device). Each X application (sucbkX@&srm, or Netscap@ is a “client”. A client sends messages

to the server such as “Please draw a window at these cooedinand the server sends back messages such as “The
user just clicked on the OK button”.

In a home or small office environment, the X server and the &nt§ commonly run on the same computer.
However, it is perfectly possible to run the X server on a fesserful desktop computer, and run X applications (the
clients) on, say, the powerful and expensive machine theéséhe office. In this scenario the communication
between the X client and server takes place over the network.

This confuses some people, because the X terminology islgxeckward to what they expect. They expect the “X
server” to be the big powerful machine down the hall, and ¥elfent” to be the machine on their desk.

It is important to remember that the X server is the machirtk thie monitor and keyboard, and the X clients are the
programs that display the windows.

There is nothing in the protocol that forces the client angesemachines to be running the same operating system,
or even to be running on the same type of computer. It is edytppbssible to run an X server on Microsoft Windows
or Apple’s Mac OS, and there are various free and commenggiGtions available that do exactly that.

6.2.3 The Window Manager

The X design philosophy is much like the UNIX design philosgg'tools, not policy”. This means that X does not
try to dictate how a task is to be accomplished. Insteadstad provided to the user, and it is the user’s
responsibility to decide how to use those tools.

This philosophy extends to X not dictating what windows ddook like on screen, how to move them around with
the mouse, what keystrokes should be used to move betweewsr(i.e. Alt +Tab, in the case of

Microsoft Windows), what the title bars on each window slidobk like, whether or not they have close buttons on
them, and so on.

Instead, X delegates this responsibility to an applicat@lied a “Window Manager”. There are dozens of window
managers available for XafterStep, Blackbox, ctwm, Enlightenment, fvwm, Sawfish twm, Window Maker

and more. Each of these window managers provides a differektand feel; some of them support “virtual
desktops”; some of them allow customized keystrokes to gttee desktop; some have a “Start” button or similar
device; some are “themeable”, allowing a complete chandmoéfand-feel by applying a new theme. These window
managers, and many more, are available inkttiewm category of the Ports Collection.

In addition, theKDE andGNOME desktop environments both have their own window manageichahtegrate
with the desktop.

Each window manager also has a different configuration nrésima some expect configuration file written by hand,
others feature GUI tools for most of the configuration tasks$east onefawfish) has a configuration file written in
a dialect of the Lisp language.

Focus Policy: Another feature the window manager is responsible for is the mouse “focus policy”. Every
windowing system needs some means of choosing a window to be actively receiving keystrokes, and should
visibly indicate which window is active as well.

A familiar focus policy is called “click-to-focus”. This is the model utilized by Microsoft Windows, in which a
window becomes active upon receiving a mouse click.
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X does not support any particular focus policy. Instead, the window manager controls which window has the
focus at any one time. Different window managers will support different focus methods. All of them support click
to focus, and the majority of them support several others.

The most popular focus policies are:

focus-follows-mouse

The window that is under the mouse pointer is the window that has the focus. This may not necessarily be
the window that is on top of all the other windows. The focus is changed by pointing at another window,
there is no need to click in it as well.

sloppy-focus

This policy is a small extension to focus-follows-mouse. With focus-follows-mouse, if the mouse is moved
over the root window (or background) then no window has the focus, and keystrokes are simply lost. With
sloppy-focus, focus is only changed when the cursor enters a new window, and not when exiting the current
window.

click-to-focus

The active window is selected by mouse click. The window may then be “raised”, and appear in front of all
other windows. All keystrokes will now be directed to this window, even if the cursor is moved to another
window.

Many window managers support other policies, as well as variations on these. Be sure to consult the
documentation for the window manager itself.

6.2.4 Widgets

The X approach of providing tools and not policy extends twlidgets seen on screen in each application.

“Widget” is a term for all the items in the user interface thah be clicked or manipulated in some way; buttons,
check boxes, radio buttons, icons, lists, and so on. Midt&¥mdows calls these “controls”.

Microsoft Windows and Apple’s Mac OS both have a very rigidiget policy. Application developers are supposed
to ensure that their applications share a common look andvigth X, it was not considered sensible to mandate a
particular graphical style, or set of widgets to adhere to.

As a result, do not expect X applications to have a common éoakfeel. There are several popular widget sets and
variations, including the original Athena widget set froniMyMotif® (on which the widget set in
Microsoft Windows was modeled, all bevelled edges and teheeles of greyppenLook, and others.

Most newer X applications today will use a modern-lookinggeét set, either Qt, used BDE, or GTK+, used by
the GNOME project. In this respect, there is some convergence in &uakfeel of the UNIX desktop, which
certainly makes things easier for the novice user.

6.3 Installing X11

Xorg is the default X11 implementation for FreeBSXorg is the X server of the open source X Window System
implementation released by the X.Org Foundatiaorg is based on the code ¥fFree86 4.4RC2and X11R6.6.
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The version ofXorg currently available in the FreeBSD Ports Collection isZ..5.

To build and instalXorg from the Ports Collection:

# cd /usr/ports/x11/xorg
# make install clean

Note: To build Xorg in its entirety, be sure to have at least 4 GB of free space available.

Alternatively, X11 can be installed directly from packagemary packages to use with pkg_add(1) tool are also
available for X11. When the remote fetching feature of pkigl(a) is used, the version number of the package must
be removed. pkg_add(1) will automatically fetch the latession of the application.

So to fetch and install the packageXdrg, simply type:

# pkg_add -r xorg

Note: The examples above will install the complete X11 distribution including the servers, clients, fonts etc.
Separate packages and ports of X11 are also available.

To install a minimal X11 distribution you can alternatively install x11/xorg-minimal

The rest of this chapter will explain how to configure X11, &gy to set up a productive desktop environment.

6.4 X11 Configuration
Contributed by Christopher Shumway.

6.4.1 Before Starting

In most cases, X11 is self-configuring. Those with older arswal equipment may find it helpful to gather some
hardware information before beginning configuration.

- Monitor sync frequencies
- Video card chipset
- Video card memory

Screen resolution and refresh rate are determined by thé@aersinorizontal and vertical sync frequencies. Almost
all monitors support electronic autodetection of thesaesl A few monitors do not provide these values, and the
specifications must be determined from the printed manualamufacturer web site.

The video card chipset is also autodetected, and used w gedeproper video driver. It is beneficial for the user to
be aware of which chipset is installed for when autodetadlimes not provide the desired result.

Video card memory determines the maximum resolution anor ect@pth which can be displayed.
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6.4.2 Configuring X11

Xorg uses HAL to autodetect keyboards and mice. 3ysetils/hal anddevel/dbus  ports are installed as
dependencies ofl1/xorg , but must be enabled by the following entries in téte/rc.conf file:

hald_enable="YES"
dbus_enable="YES"

These services should be started (either manually or byotatay) before furtheXorg configuration or use is
attempted.

Xorg can often work without any further configuration steps bydintyping at prompt:

% startx

The automatic configuration may fail to work with some hardeyar may not set things up quite as desired. In these
cases, manual configuration will be necessary.

Note: Desktop environments like GNOME, KDE or Xfce have tools allowing the user to easily set the screen
parameters such as the resolution. So if the default configuration is not acceptable and you planned to install a
desktop environment then just continue with the installation of the desktop environment and use the appropriate
screen settings tool.

Configuration of X11 is a multi-step process. The first step isuild an initial configuration file. As the super user,
simply run:

# Xorg -configure

This will generate an X11 configuration skeleton file in i@t  directory calleckorg.conf.new  (whether you
su(1) or do a direct login affects the inherited supervise®MElirectory variable). The X11 program will attempt to
probe the graphics hardware on the system and write a coafignfile to load the proper drivers for the detected
hardware on the target system.

The next step is to test the existing configuration to vethiBtXorg can work with the graphics hardware on the
target system. Type:

# Xorg -config xorg.conf.new -retro

If a black and grey grid and an X mouse cursor appear, the aoatign was successful. To exit the test, switch to
the virtual console used to start it by press@igl +Alt +Fn (F1 for the first virtual console) and pre€irl +C.

Note: The Ctrl+Alt+Backspace key combination may also be used to break out of Xorg . To enable it, you can
either type the following command from any X terminal emulator:

% set xkbmap -option termnate:ctrl_alt_bksp

or create a keyboard configuration file for hald called x11-input.fdi and saved in the
Jusr/local/etc/hal/fdi/policy directory. This file should contain the following lines:
<?xml version="1.0" encoding="1SO-8859-1"? >
<deviceinfo version="0.2" >
<device >
<match key="info.capabilities" contains="input.keyboar d" >
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<merge key="input.x11_options.XkbOptions" type="string " >terminate:ctrl_alt_bksp </merge >
</match >
</device >
</deviceinfo >

You will have to reboot your machine to force hald to read this file.

The following line will also have to be added to xorg.conf.new , in the ServerLayout  or ServerFlags  section:

Option  "DontZap" "off"

If the mouse does not work, you will need to first configure fiolbe proceeding. Segection 2.10.1 the FreeBSD
install chapter. In recemorg versions, thénputDevice  sections irxorg.conf — are ignored in favor of the
autodetected devices. To restore the old behavior, adetoging line to theServerLayout — or ServerFlags
section of this file:

Option "AutoAddDevices" "false"

Input devices may then be configured as in previous versaosg with any other options needed (e.g., keyboard
layout switching).

Note: As previously explained the hald daemon will, by default, automatically detect your keyboard. There are
chances that your keyboard layout or model will not be correct, desktop environments like GNOME, KDE or Xfce
provide tools to configure the keyboard. However, it is possible to set the keyboard properties directly either with
the help of the setxkbmap(2) utility or with a hald s configuration rule.

For example if one wants to use a PC 102 keys keyboard coming with a french layout, we have to create a
keyboard configuration file for hald called x11-input.fdi and saved in the /usr/local/etc/hal/fdi/policy
directory. This file should contain the following lines:

<?xml version="1.0" encoding="1SO-8859-1"? >
<deviceinfo version="0.2" >
<device >
<match key="info.capabilities" contains="input.keyboar d" >
<merge key="input.x11_options.XkbModel" type="string" >pcl02 </merge >
<merge key="input.x11_options.XkbLayout" type="string" >fr </merge >
</match >
</device >
</deviceinfo >

If this file already exists, just copy and add to your file the lines regarding the keyboard configuration.
You will have to reboot your machine to force hald to read this file.

It is possible to do the same configuration from an X terminal or a script with this command line:

% set xkbmap -nodel pcl02 -1layout fr

The /usr/local/share/X11/xkb/rules/base.Ist file lists the various keyboard, layouts and options available.

Thexorg.conf.new  configuration file may now be tuned to taste. Open the file ixg@itor such as emacs(1) or
ee(1). If the monitor is an older or unusual model that dog@support autodetection of sync frequencies, those
settings can be addedstorg.conf.new  under the'Monitor"  section:
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Section "Monitor"
Identifier "Monitor0"
VendorName "Monitor Vendor"
ModelName "Monitor Model"
HorizSync 30-107
VertRefresh 48-120

EndSection

Most monitors support sync frequency autodetection, ntakianual entry of these values unnecessary. For the few
monitors that do not support autodetection, avoid potedémage by only entering values provided by the
manufacturer.

X allows DPMS (Energy Star) features to be used with capableitors. The xset(1) program controls the time-outs
and can force standby, suspend, or off modes. If you wishablerDPMS features for your monitor, you must add
the following line to the monitor section:

Option "DPMS"

While thexorg.conf.new  configuration file is still open in an editor, select the déffeesolution and color depth
desired. This is defined in thi&creen" section:

Section "Screen"
Identifier "Screen0"
Device "CardQ"
Monitor "Monitor0"
DefaultDepth 24
SubSection "Display"

Viewport 0 0

Depth 24

Modes "1024x768"
EndSubSection

EndSection

TheDefaultDepth  keyword describes the color depth to run at by default. Tarsle overridden with thelepth
command line switch to Xorg(1). Théodes keyword describes the resolution to run at for the given rcoépth.
Note that only VESA standard modes are supported as definteligrget system’s graphics hardware. In the
example above, the default color depth is twenty-four bétspixel. At this color depth, the accepted resolution is
1024 by 768 pixels.

Finally, write the configuration file and test it using thette®de given above.

Note: One of the tools available to assist you during troubleshooting process are the X11 log files, which contain
information on each device that the X11 server attaches to. Xorg log file names are in the format of
Ivar/log/Xorg.0.log . The exact name of the log can vary from Xorg.0.log  to Xorg.8.log  and so forth.

If all is well, the configuration file needs to be installed in@ammon location where Xorg(1) can find it. This is
typically /etc/X11/xorg.conf or /usr/local/etc/X11/xorg.conf

# cp xorg.conf.new /etc/X11/ xor g. conf
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The X11 configuration process is now completerg may be now started with the startx(1) utility. The X11 server
may also be started with the use of xdm(1).

6.4.3 Advanced Configuration Topics

6.4.3.1 Configuration with Intel® i 810 Graphics Chipsets

Configuration with Intel i810 integrated chipsets requifesagpgart AGP programming interface for X11 to drive
the card. See the agp(4) driver manual page for more inféomat

This will allow configuration of the hardware as any othergdnias board. Note on systems without the agp(4) driver
compiled in the kernel, trying to load the module with kidiig&) will not work. This driver has to be in the kernel at
boot time through being compiled in or usifigot/loader.conf

6.4.3.2 Adding a Widescreen Flatpanel to the Mix

This section assumes a bit of advanced configuration knggldéiattempts to use the standard configuration tools
above have not resulted in a working configuration, theref@rimation enough in the log files to be of use in getting
the setup working. Use of a text editor will be necessary.

Current widescreen (WSXGA, WSXGA+, WUXGA, WXGA, WXGA+, at.) formats support 16:10 and 10:9
formats or aspect ratios that can be problematic. Examplesme common screen resolutions for 16:10 aspect
ratios are:

+ 2560x1600
+ 1920x1200
+ 1680x1050
+ 1440x900
+ 1280x800

At some point, it will be as easy as adding one of these rasokiis a possiblode in the Section "Screen” as
such:

Section "Screen"
Identifier "Screen0"
Device "Card0"
Monitor "MonitorQ"
DefaultDepth 24
SubSection "Display"

Viewport 0 0O

Depth 24

Modes "1680x1050"
EndSubSection
EndSection

Xorg is smart enough to pull the resolution information from thdegcreen via 12C/DDC information so it knows
what the monitor can handle as far as frequencies and raswut
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If thoseModeLines do not exist in the drivers, one might need to gkarg a little hint. Using
Ivar/log/Xorg.0.log one can extract enough information to manually creatiedeLine that will work. Simply
look for information resembling this:

(I) MGA(0): Supported additional Video Mode:
(1) MGA(0): clock: 146.2 MHz Image Size: 433 x 271 mm

(I MGA(0): h_active: 1680 h_sync: 1784 h_sync_end 1960 h_ blank_end 2240 h_border: 0
(I MGA(0): v_active: 1050 v_sync: 1053 v_sync_end 1059 v_ blanking: 1089 v_border: 0
(I MGA(0): Ranges: V min: 48 V max: 85 Hz, H min: 30 H max: 94 kH z, PixClock max 170 MHz

This information is called EDID information. CreatingvodeLine from this is just a matter of putting the numbers
in the correct order:

ModeLine <name> <clock > <4 horiz. timings > <4 vert. timings >
So that thevlodeLine in Section "Monitor" for this example would look like this:

Section "Monitor"

Identifier "Monitorl"

VendorName "Bigname"

ModelName "BestModel"

ModeLine "1680x1050" 146.2 1680 1784 1960 2240 1050 1053 105 9 1089
Option "DPMS"

EndSection

Now having completed these simple editing steps, X shoald st your new widescreen monitor.

6.5 Using Fonts in X11
Contributed by Murray Stokely.

6.5.1 Typel Fonts

The default fonts that ship with X11 are less than ideal fordgl desktop publishing applications. Large
presentation fonts show up jagged and unprofessionaligokind small fonts ilNetscapeare almost completely
unintelligible. However, there are several free, high gudlypel (PostScript®) fonts available which can be readil
used with X11. For instance, the URW font collectiani-fonts/urwfonts ) includes high quality versions of
standard typel fonts (Times Roman®, Helvetica®, Palatiao®others). The Freefonts collection
(x11-fonts/freefonts ) includes many more fonts, but most of them are intendeddgerini graphics software
such as th&imp, and are not complete enough to serve as screen fonts. Iticagli11 can be configured to use
TrueType fonts with a minimum of effort. For more details bist see the X(7) manual page or the

section on TrueType fonts

To install the above Typel font collections from the Port#i&iion, run the following commands:

# cd /usr/ports/x11-fonts/urwfonts
# make install clean
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And likewise with the freefont or other collections. To hdkie X server detect these fonts, add an appropriate line to
the X server configuration filédtc/X11/xorg.conf ), which reads:

FontPath "/usr/local/lib/X11/fonts/lURW/"
Alternatively, at the command line in the X session run:

% xset fp+ /usr/local/lib/X1l1/fonts/ URW
% xset fp rehash

This will work but will be lost when the X session is closed|ess it is added to the startup file/kinitrc fora
normalstartx ~ session, or/.xsession  when logging in through a graphical login manager lieM ). A third
way is to use the nevusr/local/etc/fonts/local.conf file: see the section aanti-aliasing

6.5.2 TrueType® Fonts

Xorg has built in support for rendering TrueType fonts. Theretaredifferent modules that can enable this
functionality. The freetype module is used in this exam@eause it is more consistent with the other font rendering
back-ends. To enable the freetype module just add the foifpiine to the'Module" section of the

/etc/X11/xorg.conf file.

Load “freetype"

Now make a directory for the TrueType fonts (for exampler/local/lib/X11/fonts/TrueType )and copy

all of the TrueType fonts into this directory. Keep in minétfArueType fonts cannot be directly taken from a
Macintosh; they must be in UNIX/MS-DOS/Windows format faeuby X11. Once the files have been copied into
this directory, usétmkfdir to create donts.dir file, so that the X font renderer knows that these new files have
been installeditmkfdir  is available from the FreeBSD Ports Collectiorxas-fonts/ttmkfdir

# cd /usr/local/lib/X11/fonts/ TrueType
# ttnkfdir -o fonts.dir

Now add the TrueType directory to the font path. This is jhstsgame as described aboveTgpelfonts, that is, use

% xset fp+ /usr/local/lib/X11/fonts/ TrueType
% xset fp rehash

or add aFontPath line to thexorg.conf  file.

That's it. NowNetscape Gimp, StarOffice™, and all of the other X applications should now recognizearnistalled
TrueType fonts. Extremely small fonts (as with text in a higbolution display on a web page) and extremely large
fonts (withinStarOffice) will look much better now.

6.5.3 Anti-Aliased Fonts
Updated by Joe Marcus Clarke.

All fonts in X11 that are found irusr/local/lib/X11/fonts/ and~/.fonts/ are automatically made
available for anti-aliasing to Xft-aware applications. 8oecent applications are Xft-aware, includKDE,
GNOME, andFirefox.

178



Chapter 6 The X Window System

In order to control which fonts are anti-aliased, or to comfgganti-aliasing properties, create (or edit, if it alngad
exists) the fildusr/local/etc/fonts/local.conf . Several advanced features of the Xft font system can be
tuned using this file; this section describes only some smppksibilities. For more details, please see fonts-cpnf(5

This file must be in XML format. Pay careful attention to cameg make sure all tags are properly closed. The file
begins with the usual XML header followed by a DOCTYPE deifamif and then thecfontconfig > tag:

<?xml version="1.0"? >
<IDOCTYPE fontconfig SYSTEM "fonts.dtd" >
<fontconfig >

As previously stated, all fonts itusr/local/lib/X11/fonts/ as well as-/.fonts/ are already made available
to Xft-aware applications. If you wish to add another dmytout5|de of these two directory trees, add a line similar
to the following to/usr/local/etc/fonts/local.conf

<dir >/path/to/my/fonts </dir >

After adding new fonts, and especially new font directgrj@ai should run the following command to rebuild the
font caches:

# fc-cache -f

Anti-aliasing makes borders slightly fuzzy, which makespgmall text more readable and removes “staircases”
from large text, but can cause eyestrain if applied to notexdl To exclude font sizes smaller than 14 point from
anti-aliasing, include these lines:

<match target="font" >
<test name="size" compare="less" >
<double >14</double >
<[test >
<edit name="antialias" mode="assign" >
<bool >false </bool >
<ledit >
</match >
<match target="font" >
<test name="pixelsize" compare="less" qual="any" >
<double >14</double >
<ltest >
<edit mode="assign" name="antialias" >
<bool >false </bool >
<ledit >
</match >

Spacing for some monospaced fonts may also be inappropiiditanti-aliasing. This seems to be an issue with
KDE, in particular. One possible fix for this is to force the spgdior such fonts to be 100. Add the following lines:

<match target="pattern" name="family" >
<test qual="any" name="family" >
<string >fixed </string >
<ltest >
<edit name="family" mode="assign" >

<string >mono</string >
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<ledit >
</match >
<match target="pattern" name="family" >
<test qual="any" name="family" >
<string >console </string >
<[test >
<edit name="family" mode="assign" >
<string >mono</string >
<ledit >
</match >

(this aliases the other common names for fixed fonteaso" ), and then add:

<match target="pattern" name="family" >
<test qual="any" name="family" >
<string >mono</string >
<[test >
<edit name="spacing”" mode="assign" >
<int >100</int >
<ledit >
</match >

Certain fonts, such as Helvetica, may have a problem whévabased. Usually this manifests itself as a font that
seems cut in half vertically. At worst, it may cause applmas to crash. To avoid this, consider adding the following
to local.conf

<match target="pattern" name="family" >
<test qual="any" name="family" >
<string >Helvetica </string >
<ltest >
<edit name="family" mode="assign" >
<string >sans-serif  </string >
<ledit >
</match >

Once you have finished editinigcal.conf make sure you end the file with thégfontconfig > tag. Not doing
this will cause your changes to be ignored.

Finally, users can add their own settings via their persdoats.conf files. To do this, each user should simply
create a-/.fonts.conf . This file must also be in XML format.

One last point: with an LCD screen, sub-pixel sampling magésred. This basically treats the (horizontally
separated) red, green and blue components separatelytovienihe horizontal resolution; the results can be
dramatic. To enable this, add the line somewhere indde.conf  file:

<match target="font" >
<test qual="all" name="rgba" >
<const >unknown </const >
<ltest >
<edit name="rgha" mode="assign" >
<const >rgbh </const >
<ledit >
</match >
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Note: Depending on the sort of display, rgb may need to be changed to bgr , vrgb or vbgr : experiment and see
which works best.

6.6 The X Display Manager
Contributed by Seth Kingsley.

6.6.1 Overview

The X Display Manager{DM) is an optional part of the X Window System that is used foraggssion
management. This is useful for several types of situatioiciiding minimal “X Terminals”, desktops, and large
network display servers. Since the X Window System is ndtvaod protocol independent, there are a wide variety
of possible configurations for running X clients and serwarglifferent machines connected by a netwotRM
provides a graphical interface for choosing which dispkatywsr to connect to, and entering authorization
information such as a login and password combination.

Think of XDM as providing the same functionality to the user as the g&tuytflity (seeSection 27.3.2or details).

That is, it performs system logins to the display being catedto and then runs a session manager on behalf of the
user (usually an X window manageXDM then waits for this program to exit, signaling that the usetane and
should be logged out of the display. At this poiKi)M can display the login and display chooser screens for the
next user to login.

6.6.2 Using XDM
To start usingKDM, install thex11/xdm port (it is not installed by default in recent versionsxafrg). TheXDM

daemon program may then be foundusr/local/bin/xdm . This program can be run at any timerast and it
will start managing the X display on the local machineXBM is to be run every time the machine boots up, a
convenient way to do this is by adding an entrydt/ttys . For more information about the format and usage of

this file, seeSection 27.3.2.IThere is a line in the defaulttc/ttys file for running thexDM daemon on a virtual
terminal:

ttyv8  "/usr/local/bin/xdm -nodaemon" xterm off secure

By default this entry is disabled; in order to enable it chafigld 5 fromoff to on and restart init(8) using the
directions inSection 27.3.2.2The first field, the name of the terminal this program will rage, isttyv8 . This
means thaKkDM wiill start running on the 9th virtual terminal.

6.6.3 Configuring XDM

TheXDM configuration directory is located insr/local/lib/X11/xdm . In this directory there are several files
used to change the behavior and appearanZ®di . Typically these files will be found:

File Description
Xaccess Client authorization ruleset.
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File Description

Xresources Default X resource values.

Xservers List of remote and local displays to manage.

Xsession Default session script for logins.

Xsetup_ * Script to launch applications before the login interface.

xdm-config Global configuration for all displays running on this
machine.

xdm-errors Errors generated by the server program.

xdm-pid The process ID of the currently running XDM.

Also in this directory are a few scripts and programs useetaig the desktop wheXDM is running. The purpose
of each of these files will be briefly described. The exactayand usage of all of these files is described in xdm(1).

The default configuration is a simple rectangular login vekvdvith the hostname of the machine displayed at the
top in a large font and “Login:” and “Password:” prompts beld his is a good starting point for changing the look
and feel ofXDM screens.

6.6.3.1 Xaccess

The protocol for connecting tiDM -controlled displays is called the X Display Manager CoriogcProtocol
(XDMCP). This file is a ruleset for controlling XDMCP connéxis from remote machines. It is ignored unless the
xdm-config  is changed to listen for remote connections. By defaultpésinot allow any clients to connect.

6.6.3.2 Xresources

This is an application-defaults file for the display chocaed login screens. In it, the appearance of the login
program can be modified. The format is identical to the apfptdts file described in the X11 documentation.

6.6.3.3 Xservers

This is a list of the remote displays the chooser should piess choices.

6.6.3.4 Xsession

This is the default session script fSDM to run after a user has logged in. Normally each user will lzave
customized session scripttixsession  that overrides this script.

6.6.3.5 Xsetup_*

These will be run automatically before displaying the clesas login interfaces. There is a script for each display
being used, namexketup_ followed by the local display number (for instan¢setup_0 ). Typically these scripts
will run one or two programs in the background suclxa@ssole

6.6.3.6 xdm-config

This contains settings in the form of app-defaults that ppdieable to every display that this installation manages.
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6.6.3.7 xdm-errors

This contains the output of the X servers tk&M is trying to run. If a display thaXDM is trying to start hangs for
some reason, this is a good place to look for error messagjeseTmessages are also written to the user’s
~/.xsession-errors file on a per-session basis.

6.6.4 Running a Network Display Server

In order for other clients to connect to the display serveu snust edit the access control rules and enable the
connection listener. By default these are set to conseevasilues. To mak&DM listen for connections, first
comment out a line in thedm-config ~ file:

I SECURITY: do not listen for XDMCP or Chooser requests
I Comment out this line if you want to manage X terminals with x dm
DisplayManager.requestPort: 0

and then restaXDM . Remember that comments in app-defaults files begin with etféracter, not the usual “#".
More strict access controls may be desired — look at the ebeaeamries inXaccess , and refer to the xdm(1)
manual page for further information.

6.6.5 Replacements for XDM

Several replacements for the defaXidM program exist. One of therkDM (bundled withKDE) is described later
in this chapter. Th&DM display manager offers many visual improvements and casiinids, as well as the
functionality to allow users to choose their window managferhoice at login time.

6.7 Desktop Environments
Contributed by Valentino Vaschetto.

This section describes the different desktop environmerggable for X on FreeBSD. A “desktop environment” can
mean anything ranging from a simple window manager to a ceteluite of desktop applications, suchk&3E or
GNOME.

6.7.1 GNOME

6.7.1.1 About GNOME

GNOME is a user-friendly desktop environment that enables useradily use and configure their computers.
GNOME includes a panel (for starting applications and displagitadus), a desktop (where data and applications
can be placed), a set of standard desktop tools and applisatind a set of conventions that make it easy for
applications to cooperate and be consistent with each.dtlsers of other operating systems or environments should
feel right at home using the powerful graphics-driven emvinent thalGNOME provides. More information
regardingGNOME on FreeBSD can be found on the FreeBSD GNOME Project (Mtpw/.FreeBSD.org/gnome)’s
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web site. The web site also contains fairly comprehensiv@g-About installing, configuring, and managing
GNOME.

6.7.1.2 Installing GNOME
The software can be easily installed from a package or this Badlection:

To install theGNOME package from the network, simply type:
# pkg_add -r gnone2
To build GNOME from source, use the ports tree:

# cd /usr/ports/x11/ gnonme2
# make install clean

For proper operatiolGNOME requires théproc filesystem to be mounted. Add

proc /proc procfs rw O 0

to /etc/fstab to mount procfs(5) automatically during startup.
OnceGNOME is installed, the X server must be told to staflOME instead of a default window manager.

The easiest way to sta@BNOME is with GDM, the GNOME Display ManageGDM is installed as part of the
GNOME desktop, although it is disabled by default. It can be erhbleadding this line tdetc/rc.conf

gdm_enable="YES"

Once you have reboote@DM will start automatically.
It is often desirable to start aBNOME services together wittDM. To achieve this, add the following line to
letc/rc.conf

gnome_enable="YES"

GNOME may also be started from the command-line by properly corifigla file namedxinitrc . If a custom
Xinitrc is already in place, simply replace the line that starts tireemt window manager with one that starts
lusr/local/bin/gnome-sessioimstead. If nothing special has been done to the configuréitey then it is enough
simply to type:

% echo "/usr/local/bin/gnone-session" > ~/.xinitrc

Next, typestartx , and theGNOME desktop environment will be started.

Note: If an older display manager, like XDM, is being used, this will not work. Instead, create an executable
xsession file with the same command in it. To do this, edit the file and replace the existing window manager
command with /usr/local/bin/gnome-session

% echo "#!/bin/sh" > ~/.xsession
% echo "/usr/|ocal/bin/gnonme-session" >> ~/.xsession
% chnod +x ~/.xsession
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Yet another option is to configure the display manager tmatlboosing the window manager at login time; the
section orKDE detailsexplains how to do this foKDM , the display manager &{DE.

6.7.2 KDE

6.7.2.1 About KDE

KDE is an easy to use contemporary desktop environment. Sorhe ttiings thakDE brings to the user are:

« A beautiful contemporary desktop
« A desktop exhibiting complete network transparency

« Anintegrated help system allowing for convenient, corsisaccess to help on the use of KIBE desktop and
its applications

- Consistent look and feel of @{DE applications

- Standardized menu and toolbars, keybindings, color-sekgetc.

- InternationalizationKDE is available in more than 55 languages
- Centralized, consistent, dialog-driven desktop confitjoina

« A great number of usefldDE applications

KDE comes with a web browser call&bnqueror, which is a solid competitor to other existing web browsers o
UNIX systems. More information oKDE can be found on the KDE website (http://www.kde.org/). FaeBSD
specific information and resources KDE, consult the KDE/FreeBSD initiative (http://freebsd.katg/)’s website.

There are two versions ¢{DE available on FreeBSD. Version 3 has been around for a lorg tamd is still
available in the Ports Collection though it's now unmainéal and partially broken. Version 4 is punctually updated
and is the default choice f&DE users. They can even be installed side by side.

6.7.2.2 Installing KDE

Just as wittGNOME or any other desktop environment, the software can be dastiglled from a package or the
Ports Collection:

To install theKDE 3 package from the network, type:
# pkg_add -r kde

To install theKDE 4 package from the network, type:
# pkg_add -r kde4

pkg_add(1) will automatically fetch the latest versiontod aapplication.

To build KDE 3 from source, use the ports tree:

# cd /usr/ports/x11/ kde3
# make install clean
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To build KDE 4 from source, use the ports tree:

# cd /usr/ports/x11/kde4d
# make install clean

After KDE has been installed, the X server must be told to launch thuBcagion instead of the default window
manager. This is accomplished by editing tkieitrc file:

ForKDE 3:

% echo "exec startkde" > ~/.xinitrc

ForKDE 4:

% echo "exec /usr/local/kde4/bin/startkde" > ~/.xinitrc

Now, whenever the X Window System is invoked witiartx , KDE will be the desktop.

If a display manager such DM is being used, the configuration is slightly different. BHi.xsession file
instead. Instructions fdDM are described later in this chapter.

6.7.3 More Details on KDE

Now thatKDE is installed on the system, most things can be discovereddfrthe help pages, or just by pointing
and clicking at various menus. Windows or Mac® users will tpdte at home.

The best reference f&dDE is the on-line documentatioKDE comes with its own web browséd€pnqueror,
dozens of useful applications, and extensive documentafioe remainder of this section discusses the technical
items that are difficult to learn by random exploration.

6.7.3.1 The KDE Display Manager

An administrator of a multi-user system may wish to have algil login screen to welcome useX>M can be
used, as described earlier. HoweWdDE includes an alternativé&(DM , which is designed to look more attractive
and include more login-time options. In particular, usens easily choose (via a menu) which desktop environment
(KDE, GNOME, or something else) to run after logging on.

To enableKDM, different files need to be edited depending on the versid¢E .
ForKDE 3, thettyv8 entry in/etc/ttys has to be adapted as follows:

ttyv8 "/usr/local/bin/kdm -nodaemon” xterm on secure
For KDE 4, you have to mount procfs(5) and add the following lingeto/rc.conf

kdm4_enable="YES"
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6.7.4 Xfce

6.7.4.1 About Xfce

Xfce is a desktop environment based on the GTK+ toolkit useGNYOME, but is much more lightweight and
meant for those who want a simple, efficient desktop whicleiertheless easy to use and configure. Visually, it
looks very much likeCDE, found on commercial UNIX systems. SomeXite’s features are:

- Asimple, easy-to-handle desktop

- Fully configurable via mouse, with drag and drop, etc.

- Main panel similar taCDE, with menus, applets and applications launchers

- Integrated window manager, file manager, sound man@g¢@ME compliance module, and more
- Themeable (since it uses GTK+)

- Fast, light and efficient: ideal for older/slower machinesnachines with memory limitations

More information onXfce can be found on the Xfce website (http://www.xfce.org/).

6.7.4.2 Installing Xfce

A binary package foKfce exists (at the time of writing). To install, simply type:
# pkg_add -r xfced
Alternatively, to build from source, use the Ports Collenti

# cd /usr/ports/x11-wn xfced
# make install clean

Now, tell the X server to launcKfce the next time X is started. Simply type this:
% echo "/usr/local/bin/startxfced4" > ~/.xinitrc

The next time X is startefce will be the desktop. As before, if a display manager @M is being used, create
an.xsession , as described in the section @NOME, but with the/usr/local/bin/startxfce4 command,;
or, configure the display manager to allow choosing a deskittqmin time, as explained in the sectionkam.
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Now that the basics have been covered, this part of the File¢BBidbook will discuss some frequently used
features of FreeBSD. These chapters:

« Introduce you to popular and useful desktop applicatiorswbers, productivity tools, document viewers, etc.
- Introduce you to a number of multimedia tools available fardBSD.

- Explain the process of building a customized FreeBSD keta&nable extra functionality on your system.

- Describe the print system in detail, both for desktop and/agt-connected printer setups.

« Show you how to run Linux applications on your FreeBSD system

Some of these chapters recommend that you do some prionggaudtid this is noted in the synopsis at the beginning
of each chapter.



Chapter 7 Desktop Applications

Contributed by Christophe Juniet.

7.1 Synopsis

FreeBSD can run a wide variety of desktop applications, sisdbrowsers and word processors. Most of these are
available as packages or can be automatically built fronfPdrés Collection. Many new users expect to find these
kinds of applications on their desktop. This chapter withshyou how to install some popular desktop applications
effortlessly, either from their packages or from the Por#lé&tion.

Note that when installing programs from the ports, they aragiled from source. This can take a very long time,
depending on what you are compiling and the processing pofyaur machine(s). If building from source takes a
prohibitively long amount of time for you, you can install si@f the programs of the Ports Collection from pre-built
packages.

As FreeBSD features Linux binary compatibility, many apations originally developed for Linux are available for
your desktop. It is strongly recommended that you réadpter 1before installing any of the Linux applications.
Many of the ports using the Linux binary compatibility stesith “linux-". Remember this when you search for a
particular port, for instance with whereis(1). In the feliag text, it is assumed that you have enabled Linux binary
compatibility before installing any of the Linux applicatis.

Here are the categories covered by this chapter:

- Browsers (such aBirefox, Opera, Konqueror, Chromium)

- Productivity (such a&KOffice, AbiWord , The GIMP, OpenOffice.org LibreOffice)
- Document Viewers (such ascrobat Reader®, gv, Xpdf, GQview)

+ Finance (such aSnuCash Gnumeric, Abacus)

Before reading this chapter, you should:

« Know how to install additional third-party softwar€lfapter .
- Know how to install additional Linux softwar€hapter 1.

For information on how to get a multimedia environment, r€adpter 81f you want to set up and use electronic
mail, please refer t€hapter 29

7.2 Browsers

FreeBSD does not come with a particular browser pre-irestalhstead, the www
(http://www.FreeBSD.org/ports/www.html) directory dfet Ports Collection contains a lot of browsers ready to be
installed. If you do not have time to compile everything gtban take a very long time in some cases) many of them
are available as packages.

KDE andGNOME already provide HTML browsers. Please refeSection 6.7or more information on how to set
up these complete desktops.
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If you are looking for light-weight browsers, you should @stigate the Ports Collection fafvw/dillo2
www/links , or www/w3m

This section covers these applications:

Application Name Resources Needed Installation from Ports Major Dependencies
Firefox medium heavy Gtk+
Opera light light FreeBSD and Linux

versions available. The
Linux version depends on
the Linux Binary
Compatibility and
linux-openmotif.

Konqueror medium heavy KDE Libraries
Chromium medium medium Gtk+
7.2.1 Firefox

Firefox is a modern, free, open-source stable browser that is foltied to FreeBSD: it features a very
standards-compliant HTML display engine, tabbed browgdogup blocking, extensions, improved security, and
more.Firefox is based on th¥lozilla codebase.

Install the package by typing:
# pkg_add -r firefox

This will install the latest release versionfeifefox, if you want to runFirefox Extended Support Release (ESR)
version, use instead:

# pkg_add -r firefox-esr
You can also use the Ports Collection if you prefer to comipden source code:

# cd /usr/ports/ww firefox
# make install clean

For Firefox ESR, in the previous command repldicefox  with firefox-esr

7.2.2 Firefox and Java™ Plugin

Note: In this section and in the next two sections, we assume you have already installed Firefox .

Install OpenJDK 6 through the Ports Collection by typing:

# cd /usr/ports/javal openjdk6
# make install clean

Then install thgava/icedtea-web port:
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# cd /usr/ports/javalicedtea-web
# make install clean

Make sure you have kept the default configuration option®éthn ports.

Start your browser, entebout:plugins in the location bar and pregnter. A page listing the installed plugins
will be displayed; theJava™ plugin should be listed there now.

If the browser is unable to find the plugin, each user will hveun the following command and relaunch the
browser:

% 1In -s /usr/local/lib/lcedTeaPl ugin.so \
$HOVE/ . nozi | | a/ pl ugi ns/

7.2.3 Firefox and Adobe® Flash™ Plugin

The Adobe® Flash™ plugin is not available for FreeBSD. Hogves software layer (wrapper) for running the Linux
version of the plugin exists. This wrapper also supportshdacrobat® plugin, RealPlayer® plugin and more.

According to the version of FreeBSD you run various stepseqgaired:

1. Under FreeBSD 7.X

Install thewww/nspluginwrapper  port. This port requiresmulators/linux_base-fc4 which is a large
port.
The next step is to install theww/linux-flashplugin9 port. This will install Flash 9.X, this version is

known to run correctly under FreeBSD 7.X.
2. Under FreeBSD 8.X or Newer

Install thewww/nspluginwrapper  port. This port requiresmulators/linux_base-f10 which is a large
port.
The next step is to install Flash 11.X from th@w/linux-f10-flashplugin11 port.

This version will require the following link to be created:

# In -s [usr/local/lib/npapi/linux-fl10-flashplugin/libflashplayer.so \
/usr/local/lib/browser_pl ugins/

The/usr/local/lib/browser_plugins directory will have to be created manually if it does not egis
the system.

Once the right Flash port, according to the FreeBSD versmnryn, is installed, the plugin must be installed by
each user witmspluginwrapper

% nspl ugi nw apper -v -a -i

Then, start your browser, entatsout:plugins in the location bar and pre&ter. A list should appear with all
the currently available plugins.
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7.2.4 Firefox and Swfdec Flash Plugin

Swfdec is the library for decoding and rendering Flash ationa. And Swfdec-Mozilla is a plugin fdfirefox
browsers that uses the Swfdec library for playing SWF fileis. $till in heavy development.

If you cannot or do not want to compile it, just install the kage from the network:
# pkg_add -r swfdec-plugin
If the package is not available, you can compile and inst&ibim the Ports Collection:

# cd /usr/ports/ww swfdec-plugin
# make install clean

Then, restart your browser for this plugin taking effect.

7.2.5 Opera

Operais a full-featured and standards-compliant browser. ti atimes with a built-in mail and news reader, an IRC
client, an RSS/Atom feeds reader and much more. DespiteQpera is relatively lightweight and very fast. It
comes in two flavors: a “native” FreeBSD version and a ver#fiahruns under Linux emulation.

To browse the Web with the FreeBSD versiorQyera, install the package:
# pkg_add -r opera
Some FTP sites do not have all the packagesQmgra can still be obtained through the Ports Collection by typing

# cd /usr/ports/ww opera
# make install clean

To install the Linux version o®pera, substitutdinux-opera  in place ofopera in the example above.

The Adobe Flash plugin is not available for FreeBSD. Howgadrinux version of the plugin exists. To install this
version, thenww/linux-f10-flashplugin11 port has to be installed, then install the port
www/opera-linuxplugins

cd /usr/ports/ww/ |inux-f10-flashpluginll
meke install clean

cd /usr/ports/ww opera-|inuxplugins

meke install clean

H o KR

You can check the presence of the plugin: start your broveséeropera:plugins in the location bar and press
Enter. A list should appear with all the currently available plosgyi

To add theJava plugin, follow theinstructions for Firefox

7.2.6 Konqueror

Konqueror is part ofKDE but it can also be used outsideKWDE by installingx11/kdebase3 .Konqueror is
much more than a browser, it is also a file manager and a muimveewer.

There is also a set of plugins available Konqueror, available inmisc/kong-plugins

192



Chapter 7 Desktop Applications

Konqueror supports WebKit as well as its own KHTML. WebKit is used by mamodern browsers including
Chromium. To use WebKit wittkonqueror on FreeBSD:

# cd /usr/ports/ww kwebki t part
# make install clean

Then inKonqueror, click “Settings”, “Configure Konqueror”, then “Change KIMIL to WebKit”.

Konqueror also support&lash; a “How To” guide for getting-lash support orKonqueror is available at
http://freebsd.kde.org/howtos/konqueror-flash.php.

7.2.7 Chromium

Chromium is an open-source browser project that aims to build a dafggr, and more stable web browsing
experienceChromium features tabbed browsing, popup blocking, extensionspamh moreChromium is the
open-source project upon which the Google Chrome web brag/based.

Chromium can be installed as a package by typing:
# pkg_add -r chromi um
Alternatively,Chromium can be compiled from source using the Ports Collection:

# cd /usr/ports/ww chronium
# make install clean

Note: Chromium is installed as /usr/local/bin/chrome , not /usr/local/bin/chromium

7.2.8 Chromium and Java Plugin

Note: This section assumes Chromium is already installed.

Install OpenJDK 6 through the Ports Collection by typing:

# cd /usr/ports/javal openjdk6
# make install clean

Next, installjava/icedtea-web from the Ports Collection:

# cd /usr/ports/javalicedtea-web
# make install clean

StartChromium, and enteabout:plugins in the address bar. IcedTea-Web should be listed as one ofdtadied
plugins.

If Chromium does not display the IcedTea-Web plugin, run the followioghnmands, and restart the web browser:

# nkdir -p /usr/local/share/chrom uni pl ugi ns
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#1n -s /usr/local/lib/lcedTeaPl ugin.so \
/usr /| ocal / share/ chrom uni pl ugi ns/

7.2.9 Chromium and Adobe Flash Plugin

Note: This section assumes Chromium is already installed.

ConfiguringChromium and Adobe Flash is similar to thestructions for FirefoxFor more detailed instructions on
installing Adobe Flash on FreeBSD, please refer to thatmedio additional configuration should be necessary,
sinceChromium is able to use some plugins from other browsers.

7.3 Productivity

When it comes to productivity, new users often look for a gofite suite or a friendly word processor. While some
desktop environmenti&e KDE already provide an office suite, there is no default progtitgtpackage. FreeBSD
can provide all that is needed, regardless of your deskteipcgrment.

This section covers these applications:

Application Name Resources Needed Installation from Ports Major Dependencies

KOffice light heavy KDE

AbiWord light light Gtk+ or GNOME

The Gimp light heavy Gtk+

OpenOffice.org heavy huge JDK™ Mozilla

LibreOffice somewhat heavy huge Gtk+, orKDE/ GNOME,
orJDK

7.3.1 KOffice

The KDE community has provided its desktop environment witloffice suite which can be used outsiKigE . It
includes the four standard components that can be foundhar office suitesKWord is the word processor,
KSpread is the spreadsheet prograiliRPresenter manages slide presentations, auhtour lets you draw
graphical documents.

Before installing the lates€Office, make sure you have an up-to-date versioKDBE .

To installKOffice for KDE4 as a package, issue the following command:
# pkg_add -r koffice-kde4d
If the package is not available, you can use the Ports Calledtor instance, to installOffice for KDE4, do:

# cd /usr/ports/editors/koffice-kded
# make install clean
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7.3.2 AbiWord

AbiWord is a free word processing program similar in look and fedfltorosoft Word . It is suitable for typing
papers, letters, reports, memos, and so forth. It is vety dagatains many features, and is very user-friendly.

AbiWord can import or export many file formats, including some prefauy ones like Microsoft'sloc .

AbiWord is available as a package. You can install it by:
# pkg_add -r abiword

If the package is not available, it can be compiled from thes$@ollection. The Ports Collection should be more up
to date. It can be done as follows:

# cd /usr/ports/editors/abiword
# make install clean

7.3.3 The GIMP

For image authoring or picture retouchiridne GIMP is a very sophisticated image manipulation program. It G&an b
used as a simple paint program or as a quality photo retoghiite. It supports a large number of plug-ins and
features a scripting interfac€he GIMP can read and write a wide range of file formats. It supporeyiates with
scanners and tablets.

You can install the package by issuing this command:
# pkg_add -r ginp

If your FTP site does not have this package, you can use the €ollection. The graphics
(http://www.FreeBSD.org/ports/graphics.html) diregtof the Ports Collection also contaifibe Gimp Manual.
Here is how to get them installed:

cd /usr/ports/graphics/ginp

make install clean

cd /usr/ports/graphics/gi np- manual - pdf
make install clean

H o KR

Note: The graphics (http://www.FreeBSD.org/ports/graphics.html) directory of the Ports Collection holds the
development version of The GIMP in graphics/gimp-devel . An HTML version of The Gimp Manual is available
from graphics/gimp-manual-html

7.3.4 OpenOffice.org

OpenOffice.orgincludes all of the mandatory applications in a completeeffiroductivity suite: a word processor,
a spreadsheet, a presentation manager, and a drawingprdtgaiser interface is very similar to other office suites,
and it can import and export in various popular file formatss available in a number of different languages —
internationalization has been extended to interfaced, @peckers, and dictionaries.
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The word processor ddpenOffice.orguses a native XML file format for increased portability ancihdity. The
spreadsheet program features a macro language and it caretfaded with external databas@penOffice.orgis
already stable and runs natively on Windows, Solaris™, kjneeBSD, and Mac OS X. More information about
OpenOffice.orgcan be found on the OpenOffice.org web site (http://www.ojffere.org/). For FreeBSD specific
information, and to directly download packages, use thelB&D OpenOffice.org Porting Team
(http://porting.openoffice.org/freebsd/)’s web site.

To installOpenOffice.org do:
# pkg_add -r openoffice.org
Note: When running a -RELEASE version of FreeBSD, this should work. Otherwise, you should look on the

FreeBSD OpenOffice.org Porting Team’s web site to download and install the appropriate package using
pkg_add(1). Both the current release and development version are available for download at this location.

Once the package is installed, you just have to type theviiipg command to ru®@penOffice.org
% openof fice.org

Note: During the first launch, you will be asked some questions and a .openoffice.org folder will be created in
your home directory.

If the OpenOffice.orgpackages are not available, you still have the option to dlertie port. However, you must
bear in mind that it requires a lot of disk space and a fainhgltime to compile.

# cd /usr/ports/editors/openoffice.org-3

# make install clean

Note: If you want to build a localized version, replace the previous command line with the following:

# make LOCALI ZED LANG=your_| anguage install clean

You have to replace your _I anguage with the correct language ISO-code. A list of supported language codes is
available in the files/Makefile.localized file, located in the port directory.

Once this is doné)penOffice.orgcan be launched with the command:

% openoffice.org

7.3.5 LibreOffice

LibreOffice is a free software office suite developed by The Document &ation
(http://www.documentfoundation.org/) that is compatitlith other major office suites and available on a variety of
platforms. Itis a rebranded fork @penOffice.orgwhich includes all of the mandatory applications in a cortele
office productivity suite: a word processor, a spreadslagatesentation manager, a drawing program, a database

196



Chapter 7 Desktop Applications

management program, and a tool for creating and editingenadtical formula. It is available in a number of
different languages — internationalization has been addrio interfaces, spell checkers, and dictionaries.

The word processor dfibreOffice uses a native XML file format for increased portability andifidity. The
spreadsheet program features a macro language and it caretfaded with external databask#reOffice is
already stable and runs natively on Windows, Linux, FreeB8ia Mac OS X. More information abolibreOffice
can be found on the LibreOffice web site (http://www.libiféz#.org/).

To installLibreOffice as package, do:

# pkg_add -r libreoffice

Note: When running a -RELEASE version of FreeBSD, this should work.

Once the package is installed, you need to type the followomgmand to ruribreOffice:
% |ibreoffice

Note: During the first launch, you will be asked some questions and a .libreoffice folder will be created in
your home directory.

If the LibreOffice packages are not available, you still have the option to dlentipe port. However, you must bear
in mind that it requires a lot of disk space and a fairly lomgdito compile.

# cd /usr/ports/editors/libreoffice

# make install clean
Note: If you want to build a localized version, replace the previous command line with the following:
# make LOCALI ZED LANG=your_| anguage install clean

You have to replace your _I anguage with the correct language ISO-code. A list of supported language codes are
available in the pre-fetch  target of the port Makefile

Once this is dond,ibreOffice can be launched with the command:

% | ibreoffice

7.4 Document Viewers

Some new document formats have gained popularity sincedirenaof UNIX; the standard viewers they require
may not be available in the base system. We will see how tallrsich viewers in this section.

This section covers these applications:
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Application Name Resources Needed Installation from Ports Major Dependencies

Acrobat Reader light light Linux Binary
Compatibility

Qv light light Xaw3d

Xpdf light light FreeType

GQview light light Gtk+ or GNOME

7.4.1 Acrobat Reader®

Many documents are now distributed as PDF files, which stiord®ortable Document Format”. One of the
recommended viewers for these types of fileAdésobat Reader, released by Adobe for Linux. As FreeBSD can run
Linux binaries, it is also available for FreeBSD.

To install Acrobat Reader 8from the Ports collection, do:

# cd /usr/ports/print/acroread8
# make install clean

A package is not available due to licencing restrictions.

7.4.2 gv

gvis a PostScript and PDF viewer. It is originally basedybiostviewbut it has a nicer look thanks to tixaw3d
library. It is fast and its interface is cleagv has many features, such as orientation, paper size, sodle, a
anti-aliasing. AlImost any operation can be done with eitherkeyboard or the mouse.

To installgv as a package, do:
# pkg_add -r gv
If you cannot get the package, you can use the Ports Colfectio

# cd /usr/ports/print/gv
# make install clean

7.4.3 Xpdf

If you want a small FreeBSD PDF viewetpdf is a light-weight and efficient viewer. It requires very feggsources
and is very stable. It uses the standard X fonts and does quiredotif or any other X toolkit.

To install theXpdf package, issue this command:
# pkg_add -r xpdf
If the package is not available or you prefer to use the Pastetion, do:

# cd /usr/ports/graphics/xpdf
# make install clean

Once the installation is complete, you can lauXguf and use the right mouse button to activate the menu.
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7.4.4 GQview

GQview is an image manager. You can view a file with a single clickptduan external editor, get thumbnail
previews, and much more. It also features a slideshow maodie@me basic file operations. You can manage image
collections and easily find duplicat&sQview can do full screen viewing and supports internationalorati

If you want to install theGQview package, do:
# pkg_add -r gqvi ew
If the package is not available or you prefer to use the Paste&ion, do:

# cd /usr/ports/graphics/gqvi ew
# make install clean

7.5 Finance

If, for any reason, you would like to manage your personahites on your FreeBSD Desktop, there are some
powerful and easy-to-use applications ready to be instaleme of them are compatible with widespread file
formats, such as the formats used@uyicken® andExcelto store documents.

This section covers these programs:

Application Name Resources Needed Installation from Ports Major Dependencies
GnuCash light heavy GNOME

Gnumeric light heavy GNOME

Abacus light light Tcl/Tk

KMyMoney light heavy KDE

7.5.1 GnuCash

GnuCashis part of theGNOME effort to provide user-friendly, yet powerful, applicat®to end-users. With
GnuCash, you can keep track of your income and expenses, your bamkiats; and your stocks. It features an
intuitive interface while remaining very professional.

GnuCashprovides a smart register, a hierarchical system of acspantl many keyboard accelerators and
auto-completion methods. It can split a single transadtitmseveral more detailed piec&nuCashcan import
and merg&uicken QIF files. It also handles most international date and cagréormats.

To installGnuCashon your system, do:
# pkg_add -r gnucash
If the package is not available, you can use the Ports Callect

# cd /usr/ports/finance/ gnucash
# make install clean
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7.5.2 Gnumeric

Gnumeric is a spreadsheet program, part of GROME desktop environment. It features convenient automatic
“guessing” of user input according to the cell format withaarofill system for many sequences. It can import files
in a number of popular formats like thosekecel, Lotus 1-2-3 or Quattro Pro. Gnumeric supports graphs
through themath/guppi  graphing program. It has a large number of built-in funcéiand allows all of the usual
cell formats such as number, currency, date, time, and mueh.m

To installGnumeric as a package, do:
# pkg_add -r gnuneric
If the package is not available, you can use the Ports Cadlebly doing:

# cd /usr/ports/ math/ gnuneric
# make install clean

7.5.3 Abacus

Abacusis a small and easy to use spreadsheet program. It includeshudt-in functions useful in several domains
such as statistics, finances, and mathematics. It can impdréxport thé&xcelfile format. Abacuscan produce
PostScript output.

To installAbacusas a package, do:
# pkg_add -r abacus
If the package is not available, you can use the Ports Callebly doing:

# cd /usr/ports/deskutil s/ abacus
# make install clean

7.5.4 KMyMoney

KMyMoney is a personal finance manager built KIDE . KMyMoney intends to provide and incorporate all the
important features found in commercial personal financeaganapplications. It also highlights ease-of-use and
proper double-entry accounting among its featukeédyMoney imports from standard Quicken Interchange Format
(QIF) files, tracks investments, handles multiple currescand provides a wealth of reports. OFX import
capabilities are also available through a separate plugin.

To installKMyMoney as a package, do:
# pkg_add -r knynoney2
If the package is not available, you can use the Ports Cadlebly doing:

# cd /usr/ports/financel/ knynoney2
# make install clean
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Chapter 7 Desktop Applications

While FreeBSD is popular among ISPs for its performance &adullity, it is quite ready for day-to-day use as a
desktop. With several thousand applications availableaakgges (http://www.FreeBSD.org/applications.html) or
ports (http://www.FreeBSD.org/ports/index.html), yandouild a perfect desktop that suits all your needs.

Here is a quick review of all the desktop applications codénehis chapter:

Application Name Package Name Ports Name

Opera opera www/opera

Firefox firefox www/firefox
Chromium chromium www/chromium
KOffice koffice-kde4 editors/koffice-kde4
AbiWword abiword editors/abiword

The GIMP gimp graphics/gimp
OpenOffice.org openoffice editors/openoffice.org-3
LibreOffice libreoffice editors/libreoffice
Acrobat Reader acroread print/acroread8

gv gV print/gv

Xpdf xpdf graphics/xpdf
GQview gqview graphics/ggview
GnuCash gnucash finance/gnucash
Gnumeric gnumeric math/gnumeric
Abacus abacus deskutils/abacus
KMyMoney kmymoney2 finance/kmymoney2

201



Chapter 8 Multimedia

Edited by Ross Lippert.

8.1 Synopsis

FreeBSD supports a wide variety of sound cards, allowingtganjoy high fidelity output from your computer.

This includes the ability to record and playback audio inMEG Audio Layer 3 (MP3), WAV, and Ogg Vorbis
formats as well as many other formats. The FreeBSD Porte@&uaih also contains applications allowing you to edit
your recorded audio, add sound effects, and control atthiehiB| devices.

With some experimentation, FreeBSD can support playbaeideb files and DVDs. The number of applications to
encode, convert, and playback various video media is manigelil than the number of sound applications. For
example as of this writing, there are no good re-encodingjeadjons in the FreeBSD Ports Collection that could be
used to convert between formats, as there is wiffio/sox . However, the software landscape in this area is
changing rapidly.

This chapter will describe the necessary steps to configauegound card. The configuration and installation of
X11 (Chapter § has already taken care of the hardware issues for your ciaeh though there may be some tweaks
to apply for better playback.

After reading this chapter, you will know:

« How to configure your system so that your sound card is rezeghi
- Methods to test whether your card is working.

- How to troubleshoot your sound setup.

- How to playback and encode MP3s and other audio.

- How video is supported by the X server.

- Some video player/encoder ports which give good results.

- How to playback DVDs,mpg and.avi files.

« How to rip CD and DVD content into files.

- How to configure a TV card.

- How to configure an image scanner.

Before reading this chapter, you should:

- Know how to configure and install a new kern€hapter 9.

Warning: Trying to mount audio CDs with the mount(8) command will result in an error, at least, and a kernel
panic, at worst. These media have specialized encodings which differ from the usual ISO-filesystem.
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8.2 Setting Up the Sound Card

Contributed by Moses Moore. Enhanced by Marc Fonvieille.

8.2.1 Configuring the System

Before you begin, you should know the model of the card yowehtie chip it uses, and whether it is a PCl or ISA
card. FreeBSD supports a wide variety of both PCI and ISA<ateck the supported audio devices list of the
Hardware Notes (http://www.FreeBSD.org/releases/haRivare.html) to see if your card is supported. The
Hardware Notes will also mention which driver supports yoand.

To use your sound device, you will need to load the properagediiver. This may be accomplished in one of two
ways. The easiest way is to simply load a kernel module for gound card with kldload(8) which can either be
done from the command line:

# kl dl oad snd_enulOkl

or by adding the appropriate line to the fiteot/loader.conf like this:

snd_emulOkl load="YES"

These examples are for a Creative SoundBlaster® Live! soardtl Other available loadable sound modules are
listed in/boot/defaults/loader.conf . If you are not sure which driver to use, you may try to load the
snd_driver  module:

# kil dl oad snd_driver
This is a metadriver loading the most common device driveosiee. This speeds up the search for the correct driver.
Itis also possible to load all sound drivers via theot/loader.conf facility.

If you wish to find out the driver selected for your soundcédtdrdoading thesnd_driver  metadriver, you may
check thedev/sndstat file with thecat /dev/sndstat command.

A second method is to statically compile in support for yoaurrsd card in your kernel. The section below provides
the information you need to add support for your hardwargismmanner. For more information about recompiling
your kernel, please sé&ehapter 9

8.2.1.1 Configuring a Custom Kernel with Sound Support

The first thing to do is add the audio framework driver souhtt{4he kernel; for that you will need to add the
following line to the kernel configuration file:

device sound

Next, you have to add the support for your sound card. Thezejou need to know which driver supports the card.
Check the supported audio devices list of the Hardware Notes
(http://www.FreeBSD.org/releases/9.1R/hardware htmldetermine the correct driver for your sound card. For
example, a Creative SoundBlaster Live! sound card is siuppdry the snd_emul0k1(4) driver. To add the support
for this card, use the following:

device snd_emulOkl
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Be sure to read the manual page of the driver for the syntaggoThe explicit syntax for the kernel configuration of
every supported sound driver can also be found inubesrc/sys/confINOTES file.

Non-PnP ISA sound cards may require you to provide the kevitkelinformation on the card settings (IRQ, 1/0
port, etc), as is true of all non-PnP ISA cards. This is doadlwe/boot/device.hints file. During the boot
process, the loader(8) will read this file and pass the ggttio the kernel. For example, an old Creative
SoundBlaster 16 ISA non-PnP card will use the snd_sbc(4¢udin conjunction withsnd_sb16 . For this card the
following lines must be added to the kernel configuration file

device snd_shc
device snd_sb16

and these tdboot/device.hints

hint.sbc.0.at="isa"
hint.sbc.0.port="0x220"
hint.sbc.0.irg="5"
hint.sbc.0.drg="1"
hint.sbc.0.flags="0x15"

In this case, the card uses 220 1/0 port and the IRCS.

The syntax used in thdoot/device.hints file is covered in the sound(4) driver manual page and the alanu
page for the driver in question.

The settings shown above are the defaults. In some casemaypuneed to change the IRQ or the other settings to
match your card. See the snd_sbc(4) manual page for morenafimn about this card.

8.2.2 Testing the Sound Card

After rebooting with the modified kernel, or after loading tlequired module, the sound card should appear in your
system message buffer (dmesg(8)) as something like:

pcm0: <Intel ICH3 (82801CA) > port 0xdc80-0xdcbf,0xd800-0xd8ff irq 5 at device 31.5 on pc i0
pcmO: [GIANT-LOCKED]
pcm0: <Cirrus Logic CS4205 AC97 Codec >

The status of the sound card may be checked viddihwdsndstat  file:

# cat /dev/sndstat

FreeBSD Audio Driver (newpcm)

Installed devices:

pcm0: <Intel ICH3 (82801CA) > at io 0xd800, Oxdc80 irq 5 bufsz 16384
kld snd_ich (1p/2r/Ov channels duplex default)

The output from your system may vary. If pom devices are listed, go back and review what was done edBler.
through your kernel configuration file again and make suretieect device driver was chosen. Common problems
are listed inSection 8.2.2.1

If all goes well, you should now have a functioning sound cérgour CD-ROM or DVD-ROM drive’s audio-out
pins are properly connected to your sound card, you can pilt e @he drive and play it with cdcontrol(1):

% cdcontrol -f /dev/acdO play 1
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Various applications, such asdio/workman can provide a friendlier interface. You may want to install a
application such asudio/mpg123 to listen to MP3 audio files.

Another quick way to test the card is sending datalév/dsp |, like this:

% cat filename > /dev/dsp

wheref i | enane can be any file. This command line should produce some naséiyiming the sound card is
actually working.

Note: The device nodes /dev/dsp = will be created automatically when needed. If they are not used, they do not
exist and will not appear in the output of Is(1).

Sound card mixer levels can be changed via the mixer(8) cardnMore details can be found in the mixer(8)
manual page.

8.2.2.1 Common Problems

Error Solution

sb_dspwr(XX) timed out The I/O port is not set correctly.

bad irg XX The IRQ is set incorrectly. Make sure that the set IRQ
and the sound IRQ are the same.

XXX: gus pcm not attached, out of memory There is not enough available memory to use the device.

XXX: can’t open /dev/dsp! Check withfstat | grep dsp if another application

is holding the device open. Noteworthy troublemakers
areesoundandKDE'’s sound support.

Another issue is that modern graphics cards often come hétin bwn sound driver, for use with HDMI and similar.
This sound device will sometimes be enumerated before tiu@lssoundcard and the soundcard will subsequently
not be used as the default playback device. To check if thieisase, rudmesgand look forpcm. The output looks
something like this:

hdacO: HDA Driver Revision: 20100226 0142
hdacl: HDA Driver Revision: 20100226_0142
hdacO: HDA Codec #0: NVidia (Unknown)
hdacO: HDA Codec #1: NVidia (Unknown)
hdacO: HDA Codec #2: NVidia (Unknown)
hdacO: HDA Codec #3: NVidia (Unknown)

pcm0: <HDA NVidia (Unknown) PCM #0 DisplayPort > at cad 0 nid 1 on hdacO
pcml: <HDA NVidia (Unknown) PCM #0 DisplayPort > at cad 1 nid 1 on hdacO
pcm2: <HDA NVidia (Unknown) PCM #0 DisplayPort > at cad 2 nid 1 on hdacO
pcm3: <HDA NVidia (Unknown) PCM #0 DisplayPort > at cad 3 nid 1 on hdacO

hdacl: HDA Codec #2: Realtek ALC889

pcm4: <HDA Realtek ALC889 PCM #0 Analog > at cad 2 nid 1 on hdacl
pcm5: <HDA Realtek ALC889 PCM #1 Analog > at cad 2 nid 1 on hdacl
pcm6: <HDA Realtek ALC889 PCM #2 Digital > at cad 2 nid 1 on hdacl
pcm7: <HDA Realtek ALC889 PCM #3 Digital > at cad 2 nid 1 on hdacl
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Here the graphics carélyidia ) has been enumerated before the sound ¢edlfek ALC889 ). To use the sound
card as default playback device, chaihgesnd.default_unit to the unit that should be used for playback, enter
the following:

# sysctl hw snd. defaul t _unit=n

Here,n is the number of the sound device to use, in this examp¥ou can make this change permanent by adding
the following line to/etc/sysctl.conf

hw.snd.default_unit= 4

8.2.3 Utilizing Multiple Sound Sources
Contributed by Munish Chopra.

It is often desirable to have multiple sources of sound thagale to play simultaneously, such as wiespundor
artsd do not support sharing of the sound device with a certainicgmn.

FreeBSD lets you do this throughirtual Sound Channelsvhich can be enabled with the sysctl(8) facility. Virtual
channels allow you to multiplex your sound card’s playbagkrixing sound in the kernel.

To set the number of virtual channels, there are three dgisobls which, if you are themot user, can be set like this:

# sysctl dev.pcm 0. pl ay. vchans=4
# sysctl dev.pcm O.rec. vchans=4
# sysctl hw snd. nexaut ovchans=4

The above example allocates four virtual channels, whiehggactical number for everyday use. Both
dev.pcm.0.play.vchans=4 anddev.pcm.0.rec.vchans=4 are the number of virtual channglsmo has for
playback and recording, and are configurable once a dev&béden attachetiw.snd.maxautovchans  is the
number of virtual channels a new audio device is given whenattached using kldload(8). Since tham module
can be loaded independently of the hardware drivevsnd.maxautovchans  can store how many virtual
channels any devices which are attached later will be giRefer to pcm(4) manual page for more information.

Note: You cannot change the number of virtual channels for a device while it is in use. First close any programs
using the device, such as music players or sound daemons.

The correcpcm device will automatically be allocated transparently taagpam that requestdev/dsp0

8.2.4 Setting Default Values for Mixer Channels
Contributed by Josef El-Rayes.

The default values for the different mixer channels are taddd in the sourcecode of the pcm(4) driver. There are
many different applications and daemons that allow you teaees for the mixer that are remembered between
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invocations, but this is not a clean solution. It is posstblset default mixer values at the driver level — this is
accomplished by defining the appropriate valuebdot/device.hints ,e.g.

hint.pcm.0.vol="50"

This will set the volume channel to a default value of 50 wHengcm(4) module is loaded.

8.3 MP3 Audio
Contributed by Chern Lee.

MP3 (MPEG Layer 3 Audio) accomplishes near CD-quality squeaving no reason to let your FreeBSD
workstation fall short of its offerings.

8.3.1 MP3 Players

By far, the most popular X11 MP3 playerXdMS (X Multimedia System)Winamp skins can be used with
XMMS since the GUI is almost identical to that of Nullsoftdéinamp. XMMS also has native plug-in support.

XMMS can be installed from th@ultimedia/xmms  port or package.

XMMS s interface is intuitive, with a playlist, graphic equaizand more. Those familiar witvinamp will find
XMMS simple to use.

Theaudio/mpg123 port is an alternative, command-line MP3 player.

mpgl23can be run by specifying the sound device and the MP3 file ondhemand line. Assuming your audio
device is/dev/dspl.0  and you want to play the MP3 filtoobar - Gr eat est Hi t s. np3 you would enter the
following:

# npgl23 -a /dev/dspl.0 Foobar-GeatestHits.np3

High Performance MPEG 1.0/2.0/2.5 Audio Player for Layer 1, 2 and 3.
Version 0.59r (1999/Jun/15). Written and copyrights by Mic hael Hipp.
Uses code from various people. See 'README’ for more!

THIS SOFTWARE COMES WITH ABSOLUTELY NO WARRANTY! USE AT MUNRRISK!

Playing MPEG stream from Foobar-GreatestHits.mp3 ...
MPEG 1.0 layer Ill, 128 kbit/s, 44100 Hz joint-stereo

8.3.2 Ripping CD Audio Tracks

Before encoding a CD or CD track to MP3, the audio data on therDBt be ripped onto the hard drive. This is done
by copying the raw CDDA (CD Digital Audio) data to WAV files.

Thecdda2wav tool, which is a part of theysutils/cdrtools suite, is used for ripping audio information from
CDs and the information associated with them.
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With the audio CD in the drive, the following command can tseiesd (asoot ) to rip an entire CD into individual
(per track) WAV files:

# cdda2wav -D 0,1,0 -B

cdda2wavwill support ATAPI (IDE) CDROM drives. To rip from an IDE dre; specify the device hame in place of
the SCSI unit numbers. For example, to rip track 7 from an 1BDized

# cdda2wav -D /dev/acd0 -t 7

The-D 0, 1, 0 indicates the SCSI devi&1,0 , which corresponds to the outputafrecord -scanbus

To rip individual tracks, make use of the option as shown:

# cdda2wav -D 0,1,0 -t 7

This example rips track seven of the audio CDROM. To rip a easfgracks, for example, track one to seven, specify
arange:

# cdda2wav -D 0,1,0 -t 1+7

The utility dd(1) can also be used to extract audio tracks B drives, readsection 19.6.50r more information
on that possibility.

8.3.3 Encoding MP3s

Nowadays, the mp3 encoder of choicésime. Lame can be found adudio/lame  in the ports tree.

Using the ripped WAV files, the following command will contetdi 001. wav to audi 001. np3:

# lame -h -b 128 \

--tt "Foo Song Title" \

--ta "FooBar Artist" \

--tl "FooBar Al bum' \

--ty "2001" \

--tc "Ripped and encoded by Foo" \
--tg "Genre" \

audi 001. wav audi 001. mp3

128 kbits seems to be the standard MP3 bitrate in use. Many #&mg higher quality 160, or 192. The higher the
bitrate, the more disk space the resulting MP3 will consulma-the quality will be higher. Theéh option turns on
the “higher quality but a little slower” mode. The optiongb®ing with--t indicate ID3 tags, which usually
contain song information, to be embedded within the MP3 Aildditional encoding options can be found by
consulting thdame man page.

8.3.4 Decoding MP3s

In order to burn an audio CD from MP3s, they must be convededrton-compressed WAV format. BotMMS
andmpg123support the output of MP3 to an uncompressed file format.

Writing to Disk in XMMS :
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LaunchXMMS.

Right-click on the window to bring up théMMS menu.
SelecPreference  underOptions .

Change the Output Plugin to “Disk Writer Plugin”.

Pres<onfigure

Enter (or choose browse) a directory to write the uncosgme files to.

Load the MP3 file intcKMMS as usual, with volume at 100% and EQ settings turned off.

© N o g~ w DN PR

Pres®lay — XMMS will appear as if it is playing the MP3, but no music will be heédt is actually playing
the MP3 to afile.

9. Be sure to set the default Output Plugin back to what it vedisrie in order to listen to MP3s again.

Writing to stdout inmpg123

1. Runmpgl23 -s audio01.np3 > audi 001. pcm

XMMS writes a file in the WAV format, whilenpg123converts the MP3 into raw PCM audio data. Both of these
formats can be used wittdrecord to create audio CDs. You have to use raw PCM with burncd(§pufuse WAV
files, you will notice a small tick sound at the beginning ofle&rack, this sound is the header of the WAV file. You
can simply remove the header of a WAV file with the util®pX (it can be installed from thaudio/sox  port or
package):

% sox -t wav -r 44100 -s -w -c 2 track.wav track.raw

ReadSection 19.6or more information on using a CD burner in FreeBSD.

8.4 Video Playback
Contributed by Ross Lippert.

Video playback is a very new and rapidly developing appiicaarea. Be patient. Not everything is going to work as
smoothly as it did with sound.

Before you begin, you should know the model of the video candlyave and the chip it uses. Whierg supports a
wide variety of video cards, fewer give good playback perfance. To obtain a list of extensions supported by the X
server using your card use the command xdpyinfo(1) while XXlinning.

Itis a good idea to have a short MPEG file which can be treatedest file for evaluating various players and
options. Since some DVD players will look for DVD media/itev/dvd by default, or have this device name
hardcoded in them, you might find it useful to make symbofikdito the proper devices:

# In -sf /dev/acdO /dev/dvd
# In -sf /dev/acdO /dev/rdvd

Note that due to the nature of devfs(5), manually creatéd liike these will not persist if you reboot your system. In
order to create the symbolic links automatically whenewer lpoot your system, add the following lines to
/etc/devfs.conf
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link acd0 dvd
link acdO rdvd

Additionally, DVD decryption, which requires invoking sgial DVD-ROM functions, requires write permission on
the DVD devices.

To enhance the shared memory X11 interface, it is recomnuetheé the values of some sysctl(8) variables should
be increased:

kern.ipc.shmmax=67108864
kern.ipc.shmall=32768

8.4.1 Determining Video Capabilities

There are several possible ways to display video under XtatWill really work is largely hardware dependent.
Each method described below will have varying quality asdifferent hardware. Secondly, the rendering of video
in X11 is a topic receiving a lot of attention lately, and wétach version oKorg, there may be significant
improvement.

A list of common video interfaces:

1. X11: normal X11 output using shared memory.

2. XVideo: an extension to the X11 interface which suppoidg® in any X11 drawable.
3. SDL: the Simple Directmedia Layer.

4. DGA: the Direct Graphics Access.

5. SVGAIib: low level console graphics layer.

8.4.1.1 XVideo

Xorg has an extension calletvideo(aka Xvideo, aka Xv, aka xv) which allows video to be diredigplayed in
drawable objects through a special acceleration. Thissida provides very good quality playback even on low-end
machines.

To check whether the extension is running, wéeafo

% xvi nfo

XVideo is supported for your card if the result looks like:

X-Video Extension version 2.2
screen #0
Adaptor #0: "Savage Streams Engine"
number of ports: 1
port base: 43
operations supported: Putimage
supported visuals:
depth 16, visuallD 0x22
depth 16, visuallD 0x23
number of attributes: 5
"XV_COLORKEY" (range 0 to 16777215)
client settable attribute
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&

client gettable attribute (current value
"XV_BRIGHTNESS" (range -128 to 127)
client settable attribute
client gettable attribute (current value is 0)
"XV_CONTRAST" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128)
"XV_SATURATION" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128)
"XV_HUE" (range -180 to 180)
client settable attribute
client gettable attribute (current value is 0)
maximum Xvimage size: 1024 x 1024
Number of image formats: 7
id: 0x32595559 (YUY2)
guid: 59555932-0000-0010-8000-00aa00389b71
bits per pixel: 16
number of planes: 1
type: YUV (packed)
id: 0x32315659 (YV12)
guid: 59563132-0000-0010-8000-00aa00389b71
bits per pixel: 12
number of planes: 3
type: YUV (planar)
id: 0x30323449 (1420)
guid: 49343230-0000-0010-8000-00aa00389b71
bits per pixel: 12
number of planes: 3
type: YUV (planar)
id: 0x36315652 (RV16)
guid: 52563135-0000-0000-0000-000000000000
bits per pixel: 16
number of planes: 1
type: RGB (packed)
depth: 0
red, green, blue masks: Ox1f, 0x3e0, 0x7c00
id: 0x35315652 (RV15)
guid: 52563136-0000-0000-0000-000000000000
bits per pixel: 16
number of planes: 1
type: RGB (packed)
depth: 0
red, green, blue masks: 0x1f, 0x7e0, 0xf800
id: 0x31313259 (Y211)
guid: 59323131-0000-0010-8000-00aa00389b71
bits per pixel: 6
number of planes: 3
type: YUV (packed)
id: 0x0
guid: 00000000-0000-0000-0000-000000000000
bits per pixel: 0
number of planes: 0

2110)
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type: RGB (packed)
depth: 1
red, green, blue masks: 0x0, 0x0, 0xO

Also note that the formats listed (YUV2, YUV12, etc) are notgent with every implementation of XVideo and
their absence may hinder some players.

If the result looks like:

X-Video Extension version 2.2
screen #0
no adaptors present

Then XVideo is probably not supported for your card.

If XVideo is not supported for your card, this only means thatill be more difficult for your display to meet the
computational demands of rendering video. Depending onvyideo card and processor, though, you might still be
able to have a satisfying experience. You should proballg edoout ways of improving performance in the
advanced readin8ection 8.4.3

8.4.1.2 Simple Directmedia Layer

The Simple Directmedia Layer, SDL, was intended to be a pgttyer between Microsoft Windows, BeOS, and
UNIX, allowing cross-platform applications to be develdpehich made efficient use of sound and graphics. The
SDL layer provides a low-level abstraction to the hardwahétv can sometimes be more efficient than the X11
interface.

The SDL can be found alkevel/sdl12

8.4.1.3 Direct Graphics Access

Direct Graphics Access is an X11 extension which allows g@m to bypass the X server and directly alter the
framebuffer. Because it relies on a low level memory mappingffect this sharing, programs using it must be run as
root .

The DGA extension can be tested and benchmarked by dga(Entgh is running, it changes the colors of the
display whenever a key is pressed. To quit, gse

8.4.2 Ports and Packages Dealing with Video

This section discusses the software available from theB3BePorts Collection which can be used for video
playback. Video playback is a very active area of softwareigment, and the capabilities of various applications
are bound to diverge somewhat from the descriptions gives he

Firstly, it is important to know that many of the video applions which run on FreeBSD were developed as Linux
applications. Many of these applications are still betatigy Some of the problems that you may encounter with
video packages on FreeBSD include:

1. An application cannot playback a file which another agpian produced.

212



Chapter 8 Multimedia

2. An application cannot playback a file which the applicaiiself produced.

3. The same application on two different machines, rebuikach machine for that machine, plays back the same
file differently.

4. A seemingly trivial filter like rescaling of the image si@sults in very bad artifacts from a buggy rescaling
routine.

5. An application frequently dumps core.

6. Documentation is not installed with the port and can baébeither on the web or under the pos/srk
directory.

Many of these applications may also exhibit “Linux-ismshat is, there may be issues resulting from the way some
standard libraries are implemented in the Linux distrisi, or some features of the Linux kernel which have been
assumed by the authors of the applications. These issuest&atvays noticed and worked around by the port
maintainers, which can lead to problems like these:

1. The use ofproc/cpuinfo to detect processor characteristics.
2. A misuse of threads which causes a program to hang uponletompinstead of truly terminating.
3. Software not yet in the FreeBSD Ports Collection whichoisimonly used in conjunction with the application.

So far, these application developers have been coopevédtiv@ort maintainers to minimize the work-arounds
needed for port-ing.

8.4.2.1 MPlayer

MPlayer is a recently developed and rapidly developing video plaliee goals of théMPlayer team are speed and
flexibility on Linux and other Unices. The project was stdrteghen the team founder got fed up with bad playback
performance on then available players. Some would sayhkeairaphical interface has been sacrificed for a
streamlined design. However, once you get used to the cohiimenoptions and the key-stroke controls, it works
very well.

8.4.2.1.1 Building MPlayer

MPlayer resides inmultimedia/mplayer . MPlayer performs a variety of hardware checks during the build
process, resulting in a binary which will not be portablenfrone system to another. Therefore, it is important to
build it from ports and not to use a binary package. Additigna number of options can be specified in theke
command line, as described in thlekefile and at the start of the build:

# cd /usr/ports/nultinedial npl ayer
# nmake
N-O-T-E

Take a careful look into the Makefile in order

to learn how to tune mplayer towards you personal preference s!
For example,

make WITH_GTK1

builds MPlayer with GTK1-GUI support.

If you want to use the GUI, you can either install
/usr/ports/multimedia/mplayer-skins

or download official skin collections from
http://www.mplayerhq.hu/homepage/dload.html
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The default port options should be sufficient for most uddmvever, if you need the XviD codec, you have to
specify thewITH_XVID option in the command line. The default DVD device can alsddimed with the
WITH_DVD_DEVICBption, by defaultdev/acd0  will be used.

As of this writing, theMPlayer port will build its HTML documentation and two executableglayer , and
mencoder , which is a tool for re-encoding video.

The HTML documentation foMPlayer is very informative. If the reader finds the information ode® hardware
and interfaces in this chapter lacking, M®layer documentation is a very thorough supplement. You should
definitely take the time to read tidPlayer documentation if you are looking for information about vadaipport in
UNIX.

8.4.2.1.2 Using MPlayer

Any user ofMPlayer must set up amplayer subdirectory of her home directory. To create this necgssar
subdirectory, you can type the following:

% cd /usr/ports/nultimedia/ npl ayer
% nmeke install-user

The command options fenplayer are listed in the manual page. For even more detail there MIHT
documentation. In this section, we will describe only a fesneon uses.

To play afile, such asestfil e. avi , through one of the various video interfaces set-the option:
% npl ayer -vo xv testfile.avi

% npl ayer -vo sdl testfile.avi

% npl ayer -vo x11 testfile.avi

# nplayer -vo dga testfile.avi

# nplayer -vo ’'sdl:dga’ testfile.avi

It is worth trying all of these options, as their relative feemance depends on many factors and will vary
significantly with hardware.

To play from a DVD, replace theest fil e. avi with dvd:// N -dvd-device DEVI CE whereN is the title number
to play andbevi e is the device node for the DVD-ROM. For example, to play t&fgom/dev/dvd

# nplayer -vo xv dvd://3 -dvd-device /dev/dvd

Note: The default DVD device can be defined during the build of the MPlayer port via the WITH_DVD_DEVICE
option. By default, this device is /dev/acd0 . More details can be found in the port Makefile

To stop, pause, advance and so on, consult the keybindimgsh are output by runningiplayer -h  or read the
manual page.

Additional important options for playback arés -zoom which engages the fullscreen mode aina@medrop
which helps performance.
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In order for the mplayer command line to not become too latgeuser can create a fil@player/config and set
default options there:

VO=XV
fs=yes
zoom=yes

Finally, mplayer can be used to rip a DVD title into.aob file. To dump out the second title from a DVD, type this:

# npl ayer -dunpstream -dunpfile out.vob dvd://2 -dvd-device /dev/dvd

The output fileput.vob , will be MPEG and can be manipulated by the other packagesitled in this section.

8.4.2.1.3 mencoder

Before usingnencoder it is a good idea to familiarize yourself with the optionsrfrehe HTML documentation.
There is a manual page, but it is not very useful without thé/lHTocumentation. There are innumerable ways to
improve quality, lower bitrate, and change formats, andesofithese tricks may make the difference between good
or bad performance. Here are a couple of examples to get ying.geirst a simple copy:

% mencoder input.avi -o0ac coOpy -0OvVC COpy -0 output.avi
Improper combinations of command line options can yielgatfiles that are unplayable even inplayer . Thus,
if you just want to rip to a file, stick to thelumpfile  in mplayer .

To convert nput . avi to the MPEG4 codec with MPEG3 audio encodiagdio/lame  is required):

% mencoder input.avi -oac np3lane -lanmeopts br=192 \
-ovc lavc -lavcopts vcodec=npeg4: vhq -0 output.avi

This has produced output playablefaplayer andxine .

i nput.. avi can be replaced wittivd://1 -dvd-device /dev/dvd and run asoot to re-encode a DVD title
directly. Since you are likely to be dissatisfied with yousuks the first time around, it is recommended you dump
the title to a file and work on the file.

8.4.2.2 The xine Video Player

Thexine video player is a project of wide scope aiming not only at bein all in one video solution, but also in
producing a reusable base library and a modular executdb@wan be extended with plugins. It comes both as a
package and as a ponultimedia/xine

Thexine player is still very rough around the edges, but it is cleaffyto a good start. In practicejne requires
either a fast CPU with a fast video card, or support for thed@d extension. The GUI is usable, but a bit clumsy.

As of this writing, there is no input module shipped wiilne which will play CSS encoded DVDs. There are third
party builds which do have modules for this built in them, babe of these are in the FreeBSD Ports Collection.

Compared taviPlayer, xine does more for the user, but at the same time, takes some ofdteefime-grained
control away from the user. Theéne video player performs best on XVideo interfaces.

By default,xine player will start up in a graphical user interface. The merarsthen be used to open a specific file:
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% xi ne

Alternatively, it may be invoked to play a file immediatelytidut the GUI with the command:

% xine -g -p nynovie. avi

8.4.2.3 The transcode Utilities

The softwardranscodeis not a player, but a suite of tools for re-encoding video aundio files. Withtranscode
one has the ability to merge video files, repair broken filsg)gicommand line tools witktdin/stdout stream
interfaces.

A great number of options can be specified during the builchfiee multimedia/transcode port, we
recommend the following command line to buitdnscode

# make WTH_OPTIM ZED_CFLAGS=yes W TH_LI BA52=yes W TH_LAME=yes W TH OGG=yes \
W TH_MIPEG=yes - DW TH_XVI D=yes

The proposed settings should be sufficient for most users.
To illustratetranscode  capacities, one example to show how to convert a DivX file mBAL MPEG-1 file (PAL

VCD):

% transcode -i input.avi -V --export_prof vcd-pal -o output_vcd
% nmplex -f 1 -0 output_vecd. npg output_vecd. mlv out put _vcd. mpa

The resulting MPEG filegut put _vcd. npg, is ready to be played withPlayer. You could even burn the file on a
CD-R media to create a Video CD, in this case you will need $taithand use bothultimedia/vcdimager and
sysutils/cdrdao programs.

There is a manual page foanscode , but you should also consult the transcode wiki
(http://www.transcoding.org/cgi-bin/transcode) forther information and examples.

8.4.3 Further Reading

The various video software packages for FreeBSD are dewmgjogpidly. It is quite possible that in the near future
many of the problems discussed here will have been resdivélde mean time, those who want to get the very most
out of FreeBSD'’s A/V capabilities will have to cobble togettknowledge from several FAQs and tutorials and use a
few different applications. This section exists to give thader pointers to such additional information.

The MPlayer documentation (http://www.mplayerhq.hu/DE5Gs very technically informative. These documents
should probably be consulted by anyone wishing to obtaimgh level of expertise with UNIX video. ThElPlayer
mailing list is hostile to anyone who has not bothered to teadlocumentation, so if you plan on making bug
reports to them, RTFM.

The xine HOWTO (http://dvd.sourceforge.net/xine-howto/GB/html/howto.html) contains a chapter on
performance improvement which is general to all players.

Finally, there are some other promising applications wiiereader may try:

- Avifile (http://avifile.sourceforge.net/) which is also arpmultimedia/avifile
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« Ogle (http://www.dtek.chalmers.se/groups/dvd/) whiehlso a poriultimedia/ogle
- Xtheater (http://xtheater.sourceforge.net/)

« multimedia/dvdauthor , an open source package for authoring DVD content.

8.5 Setting Up TV Cards

Original contribution by Josef El-Rayes. Enhanced and aeldjpy Marc Fonvieille.

8.5.1 Introduction

TV cards allow you to watch broadcast or cable TV on your compivost of them accept composite video via an
RCA or S-video input and some of these cards come with a FMb rtaddier.

FreeBSD provides support for PCl-based TV cards using akBree Bt848/849/878/879 or a Conexant
CN-878/Fusion 878a Video Capture Chip with the bktr(4) drivvou must also ensure the board comes with a
supported tuner, consult the bktr(4) manual page for afistipported tuners.

8.5.2 Adding the Driver

To use your card, you will need to load the bktr(4) driverstt@n be done by adding the following line to the
/boot/loader.conf file like this:

bktr_load="YES"

Alternatively, you may statically compile the support fhetTV card in your kernel, in that case add the following
lines to your kernel configuration:

device bktr
device iicbus
device iicbb
device smbus

These additional device drivers are necessary because ot components being interconnected via an 12C bus.
Then build and install a new kernel.

Once the support was added to your system, you have to rebaptiyachine. During the boot process, your TV
card should show up, like this:

bktrO:  <BrookTree 848A > mem 0xd7000000-0xd7000fff irq 10 at device 10.0 on pciO
iicbbO: <I2C bit-banging driver > on bti2cO

iicbus0: <Philips 12C bus > on iicbbO master-only

iicbus1: <Philips 12C bus > on iicbhb0 master-only

smbusO: <System Management Bus > on bti2cO

bktrO: Pinnacle/Miro TV, Philips SECAM tuner.

Of course these messages can differ according to your haeditawever you should check if the tuner is correctly
detected; it is still possible to override some of the det@garameters with sysctl(8) MIBs and kernel configuration
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file options. For example, if you want to force the tuner to diphSECAM tuner, you should add the following line
to your kernel configuration file:

options OVERRIDE_TUNER=6
or you can directly use sysctl(8):

# sysctl hw. bt 848.tuner=6

See the bktr(4) manual page and tirs/src/sys/conf/NOTES file for more details on the available options.

8.5.3 Useful Applications

To use your TV card you need to install one of the followinglaggtions:

« multimedia/fxtv provides TV-in-a-window and image/audio/video captuneatalities.
« multimedia/xawtv is also a TV application, with the same feature$sg.

- misc/alevt  decodes and displays Videotext/Teletext.

« audio/xmradio , an application to use the FM radio tuner coming with some &kds.

- audio/wmtune , a handy desktop application for radio tuners.

More applications are available in the FreeBSD Ports Ctdlac

8.5.4 Troubleshooting

If you encounter any problem with your TV card, you shouldathat first if the video capture chip and the tuner are
really supported by the bktr(4) driver and if you used thétigpnfiguration options. For more support and various
guestions about your TV card you may want to contact and wesartthives of the freebsd-multimedia
(http://lists.FreeBSD.org/mailman/listinfo/freebsuiltimedia) mailing list.

8.6 MythTV

MythTV is an open source PVR software project.

Itis well-known in the Linux world as a complex applicatioiitivmany dependencies, and therefore difficult to
install. The FreeBSD ports system simplifies much of the @secbut some components must be set up manually.
This section is intended to help and guide in setting up MythT

8.6.1 Hardware

MythTV is designed to utilise V4L to access video input degisuch as encoders and tuners. At this time, MythTV
works best with USB DVB-S/C/T cards supportedrbyitimedia/webcamd  becausevebcamdprovides a V4L
userland application. Any DVB card supportedwgbcamdshould work with MythTV, but a list of known working
cards can be found here (http://wiki.freebsd.org/Webcamg@at). There are also drivers available for Hauppauge
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cards in the following packagesultimedia/pvr250 andmultimedia/pvrxxx , but they provide a non-standard
driver interface that does not work with versions of MythTkégter than 0.23.

HTPC (http://wiki.freebsd.org/HTPC) contains a list dfalailable DVB drivers.

8.6.2 Dependencies
Being flexible and modular, MythTV allows the user to haveftioatend and backend on different machines.

For the frontendmultimedia/mythtv-frontend is required, as well as an X server, which can be found in
x11/xorg . Ideally, the frontend computer also has a video card thgpeus XvMC and, optionally, a
LIRC-compatible remote.

For the backendnultimedia/mythtv is required, as well as a MySQL™ database, and optionallpartand
storage for recordings. The MySQL package should be autoatfigtinstalled as a dependency when installing
multimedia/mythtv

8.6.3 Setting up MythTV
To install MythTV, use the following steps. First, instalMihTV from the FreeBSD Ports collection:

# cd /usr/ports/multimedial mythtv
# make install

Set up the MythTV database:

# nysqgl -uroot -p < /usr/local/share/ mythtv/database/nt. sql
Configure the backend:

# nythtv-setup

Start the backend:

# echo ' nyt hbackend_enabl e="YES"' >> /etc/rc.conf
# lusr/local/etc/rc.d/ nmythbackend start

8.7 Image Scanners

Written by Marc Fonvieille.

8.7.1 Introduction

In FreeBSD, access to image scanners is provided b§ANE (Scanner Access Now Easy) API available through
the FreeBSD Ports CollectioBANE will also use some FreeBSD device drivers to access to thmschardware.

FreeBSD supports both SCSI and USB scanners. Be sure youresda supported bANE prior to performing
any configurationSANE has a supported devices (http://www.sane-project.ang/sapported-devices.html) list
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that can provide you with information about the support fecanner and its status. On systems prior to
FreeBSD 8.X the uscanner(4) manual page also providesat Esipported USB scanners.

8.7.2 Kernel Configuration

As mentioned above both SCSI and USB interfaces are sughéwteording to your scanner interface, different
device drivers are required.

8.7.2.1 USB Interface

The GENERICkernel by default includes the device drivers needed toaupSB scanners. Should you decide to
use a custom kernel, be sure that the following lines aresptés your kernel configuration file:

device usb
device uhci
device ohci
device ehci

On systems prior to FreeBSD 8.X, the following line is alseahed:

device uscanner

On these versions of FreeBSD, the uscanner(4) device gneeides support for the USB scanners. Since
FreeBSD 8.0, this supportis directly provided by the liq@3tibrary.

After rebooting with the correct kernel, plug in your USB soar. A line showing the detection of your scanner
should appear in the system message buffer (dmesg(8)):

ugen0.2: <EPSON- at usbusO
or on a FreeBSD 7.X system:

uscanner0: EPSON EPSON Scanner, rev 1.10/3.02, addr 2

These messages show that our scanner is using éithwigen0.2  or/dev/uscanner0  as device node
according to the FreeBSD version we run. For this exampl&2@N Perfection® 1650 USB scanner was used.

8.7.2.2 SCSI Interface

If your scanner comes with a SCSI interface, it is importarkrtow which SCSI controller board you will use.
According to the SCSI chipset used, you will have to tune y@unel configuration file. ThéENERICkernel
supports the most common SCSI controllers. Be sure to read@ESfile and add the correct line to your kernel
configuration file. In addition to the SCSI adapter driver) y@ed to have the following lines in your kernel
configuration file:

device scbus
device pass

Once your kernel has been properly compiled and installed syould be able to see the devices in the system
message buffer, when booting:
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pass2 at aicO bus O target 2 lun O
pass2: <AGFA SNAPSCAN 600 1.16- Fixed Scanner SCSI-2 device
pass2: 3.300MB/s transfers

If your scanner was not powered-on at system boot, it ismtisible to manually force the detection by performing
a SCSI bus scan with the camcontrol(8) command:

# canctontrol rescan al

Re-scan of bus 0 was successful
Re-scan of bus 1 was successful
Re-scan of bus 2 was successful
Re-scan of bus 3 was successful

Then the scanner will appear in the SCSI devices list:

# canctontrol devli st

<IBM DDRS-34560 S97B> at scbusO target 5 lun 0 (pass0,da0)
<IBM DDRS-34560 S97B> at scbusO target 6 lun O (passl,dal)
<AGFA SNAPSCAN 600 1.10- at scbusl target 2 lun 0 (pass3)

<PHILIPS CDD3610 CD-R/RW 1.00 > at scbus2 target 0 lun O (pass2,cd0)

More details about SCSI devices are available in the scai{d)camcontrol(8) manual pages.

8.7.3 SANE Configuration

The SANE system is split in two parts: the backendsphics/sane-backends ) and the frontends
(graphics/sane-frontends ). The backends part provides access to the scanner itbel SANE’s supported
devices (http://www.sane-project.org/sane-suppod@dees.html) list specifies which backend will supportyou
image scanner. It is mandatory to determine the correctdratfor your scanner if you want to be able to use your
device. The frontends part provides the graphical scanniegface gscanimage.

The first step is to install thgraphics/sane-backends port or package. Then, use tkane-find-scanner
command to check the scanner detection bySA&IE system:

# sane-find-scanner -q
found SCSI scanner "AGFA SNAPSCAN 600 1.10" at /dev/pass3

The output will show the interface type of the scanner andithece node used to attach the scanner to the system.
The vendor and the product model may not appeatr, it is notitapb

Note: Some USB scanners require you to load a firmware, this is explained in the backend manual page. You
should also read sane-find-scanner(1) and sane(7) manual pages.

Now we have to check if the scanner will be identified by a s@apfrontend. By default, th€ ANE backends
comes with a command line tool called scanimage(1). Thisnsand allows you to list the devices and to perform an
image acquisition from the command line. Theoption is used to list the scanner devices:

# scani mage -L
device ‘snapscan:/dev/pass3’ is a AGFA SNAPSCAN 600 flatbe d scanner
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Or, for example with the USB scanner used in 8eztion 8.7.2.1

# scani mage -L
device ’'epsonZ2:libusb:/dev/usb:/dev/ugen0.2’ is a Epson GT-8200 flatbed scanner

This output comes from a FreeBSD 8.X system, #pgon2:libusb:/dev/usb:/dev/ugen0.2’ item gives us
the backend namejjson2 ) and the device nodedev/ugen0.2 ) used by our scanner.

Note: No output or a message saying that no scanners were identified indicates that scanimage(1) is unable to
identify the scanner. If this happens, you will need to edit the backend configuration file and define the scanner
device used. The /ust/local/etc/sane.d/ directory contains all backend configuration files. This identification
problem does appear with certain USB scanners.

For example, with the USB scanner used in the Section 8.7.2.1, under FreeBSD 8.X the scanner is perfectly
detected and working but under prior versions of FreeBSD (where uscanner(4) driver is used)
sane-find-scanner gives us the following information:

# sane-find-scanner -q
found USB scanner (UNKNOWN vendor and product) at device /de v/uscannerO

The scanner is correctly detected, it uses the USB interface and is attached to the /dev/uscanner0  device node.
We can now check if the scanner is correctly identified:

# scani mage -L

No scanners were identified. If you were expecting somethin g different,
check that the scanner is plugged in, turned on and detected b y the
sane-find-scanner tool (if appropriate). Please read the d ocumentation

which came with this software (README, FAQ, manpages).

Since the scanner is not identified, we will need to edit the /usr/local/etc/sane.d/epson2.conf file. The
scanner model used was the EPSON Perfection 1650, so we know the scanner will use the epson2 backend. Be
sure to read the help comments in the backends configuration files. Line changes are quite simple: comment out
all lines that have the wrong interface for your scanner (in our case, we will comment out all lines starting with the
word scsi - as our scanner uses the USB interface), then add at the end of the file a line specifying the interface
and the device node used. In this case, we add the following line:

usb /dev/uscannerO

Please be sure to read the comments provided in the backend configuration file as well as the backend manual
page for more details and correct syntax to use. We can now verify if the scanner is identified:

# scani mage -L
device ‘epson:/dev/uscannerQ’ is a Epson GT-8200 flatbed s canner

Our USB scanner has been identified. It is not important if the brand and the model do not match the scanner.
The key item to be concerned with is the ‘epson:/dev/uscannerQ’ field, which give us the right backend name
and the right device node.

Once thescanimage -L command is able to see the scanner, the configuration is edelhe device is now
ready to scan.
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While scanimage(1) does allow us to perform an image adgqunidrom the command line, it is preferable to use a
graphical user interface to perform image scann8®INE offers a simple but efficient graphical interface:
xscanimage(graphics/sane-frontends ).

Xsane(graphics/xsane ) is another popular graphical scanning frontend. Thistéod offers advanced features
such as various scanning mode (photocopy, fax, etc.), colwection, batch scans, etc. Both of these applications
are usable as@IMP plugin.

8.7.4 Giving Other Users Access to the Scanner

All previous operations have been done witht privileges. You may however, need other users to have ateess
the scanner. The user will need read and write permissiotietdevice node used by the scanner. As an example,
our USB scanner uses the device nai®/ugen0.2  which is in fact just a symlink to the real device node called
/dev/usb/0.2.0 (a quick look at the contents of thid@ev directory will confirm it). Both, the symlink and the
device node, are owned respectively by #ieel and theoperator groups. Adding the usegme to these groups
will allow him to use the scanner but, for obvious securitgsens, you should think twice before adding a user to
any group, especially theheel group. A better solution would be creating a specific groupfing the USB
devices and make the scanner device accessible to memlbis gifoup.

So we will use, for example, a group callesb. The first step is the creation of this group with the help efplv(8)
command:

# pw groupadd usb

Then we have to make thigeviugen0.2  symlink and theédev/usb/0.2.0 device node accessible to theb
group with the correct write permissior@g0 or 0664 ), because by default only the owner of these fitest( ) can
write to them. All of this is done by adding the following lisi¢o the/etc/devfs.rules file:

[system=5]
add path ugen0.2 mode 0660 group usb
add path usb/0.2.0 mode 0666 group ush

FreeBSD 7.X users will probably need the following lineshwithie correct device nodeev/uscanner0

[system=5]
add path uscanner0 mode 660 group usb

Then add the following téetc/rc.conf and reboot the machine:
devfs_system_ruleset="system"

More information regarding these lines can be found in thésg8) manual page.

Now, one will just have to add users to tib group to allow the access to the scanner:
# pw groupnod usb -mjoe

For more details read the pw(8) manual page.
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Updated and restructured by Jim Mock. Originally contribdty Jake Hamby.

9.1 Synopsis

The kernel is the core of the FreeBSD operating system. éSpansible for managing memory, enforcing security
controls, networking, disk access, and much more. Whileeraad more of FreeBSD becomes dynamically
configurable it is still occasionally necessary to recorégand recompile your kernel.

After reading this chapter, you will know:

- Why you might need to build a custom kernel.

- How to write a kernel configuration file, or alter an existiraniguration file.
- How to use the kernel configuration file to create and buildva kernel.

- How to install the new kernel.

- How to troubleshoot if things go wrong.

All of the commands listed within this chapter by way of exdenghould be executed asot in order to succeed.

9.2 Why Build a Custom Kernel?

Traditionally, FreeBSD has had what is called a “monolitkiernel. This means that the kernel was one large
program, supported a fixed list of devices, and if you wandethiinge the kernel’'s behavior then you had to compile
a new kernel, and then reboot your computer with the new kerne

Today, FreeBSD is rapidly moving to a model where much of gmé&l’s functionality is contained in modules
which can be dynamically loaded and unloaded from the ke elecessary. This allows the kernel to adapt to new
hardware suddenly becoming available (such as PCMCIA céara$aptop), or for new functionality to be brought
into the kernel that was not necessary when the kernel wgmatly compiled. This is known as a modular kernel.

Despite this, it is still necessary to carry out some statim&l configuration. In some cases this is because the
functionality is so tied to the kernel that it can not be magleainically loadable. In others it may simply be because
no one has yet taken the time to write a dynamic loadable karadule for that functionality.

Building a custom kernel is one of the most important ritepagsage for advanced BSD users. This process, while
time consuming, will provide many benefits to your FreeBSBtam. Unlike theSENERICkernel, which must
support a wide range of hardware, a custom kernel only caigaipport fosyour PC's hardware. This has a number
of benefits, such as:

« Faster boot time. Since the kernel will only probe the hardgwau have on your system, the time it takes your
system to boot can decrease dramatically.

- Lower memory usage. A custom kernel often uses less memanythieGENERICkernel by omitting unused
features and device drivers. This is important becausedheekcode remains resident in physical memory at all
times, preventing that memory from being used by applicati&or this reason, a custom kernel is especially
useful on a system with a small amount of RAM.

224



Chapter 9 Configuring the FreeBSD Kernel

- Additional hardware support. A custom kernel allows youdd & support for devices which are not present in
the GENERICKkernel, such as sound cards.

9.3 Finding the System Hardware
Written by Tom Rhodes.

Before venturing into kernel configuration, it would be wisgget an inventory of the machine’s hardware. In cases
where FreeBSD is not the primary operating system, the tovgtist may easily be created by viewing the current
operating system configuration. For example, Microsdtwvice Managernormally contains important information
about installed devices. Thevice Manageris located in the control panel.

Note: Some versions of Microsoft Windows have a System icon which will display a screen where Device
Manager may be accessed.

If another operating system does not exist on the machieregdministrator must find this information out manually.
One method is using the dmesg(8) utility and the man(1) conadsiaViost device drivers on FreeBSD have a manual
page, listing supported hardware, and during the boot pfobad hardware will be listed. For example, the
following lines indicate that thesm driver found a mouse:

psm0: <PS/2 Mouse > irq 12 on atkbdcO
psmO: [GIANT-LOCKED]

psmO: [ITHREAD]

psmO: model Generic PS/2 mouse, device ID 0

This driver will need to be included in the custom kernel cogmfation file or loaded using loader.conf(5).

On occasion, the data frodmesg will only show system messages instead of the boot probaibutpthese
situations, the output may be obtained by viewing/tka@'run/dmesg.boot file.

Another method of finding hardware is by using the pcicondi{8ity which provides more verbose output. For
example:

athO@pci0:3:0:0: class=0x020000 card=0x058a1014 chip=0 x1014168c rev=0x01 hdr=0x00
vendor = 'Atheros Communications Inc.’
device = 'AR5212 Atheros AR5212 802.11abg wireless’
class = network
subclass = ethernet

This bit of output, obtained usingciconf  -lv shows that theth driver located a wireless Ethernet device. Using
man at h will return the ath(4) manual page.

The-k flag, when passed to man(1) can also be used to provide us&fuhiation. From the above, one can issue:
# man -k Atheros
To get a list of manual pages which contain that particulatdwo

ath(4) - Atheros IEEE 802.11 wireless network driver
ath_hal(4) - Atheros Hardware Access Layer (HAL)
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Armed with a hardware inventory list, the process of buiddéncustom kernel should appear less daunting.

9.4 Kernel Drivers, Subsystems, and Modules

Before building a custom kernel, consider the reasons firgdeo. If there is a need for specific hardware support, it
may already exist as a module.

Kernel modules exist in thidoot/kernel directory and may be dynamically loaded into the runningnkéusing
kidload(8). Most, if not all kernel drivers have a specificante and manual page. For example, the last section
noted theath wireless Ethernet driver. This device has the followingmfation in its manual page:

Alternatively, to load the driver as a module at boot time, pl ace the
following line in loader.conf(5):

if _ath_load="YES"

As instructed, adding thié ath_load="YES" line to the/boot/loader.conf file will enable loading this
module dynamically at boot time.

In some cases; however, there is no associated module.sTiigstly true for certain subsystems and very important
drivers, for instance, the fast file system (FFS) is a requigion in the kernel. As is network support (INET).
Unfortunately the only way to tell if a driver is required s¢heck for the module itself.

Warning: It is easy to remove support for a device or option and end up with a broken kernel. For example, if the
ata(4) driver is removed from the kernel configuration file, a system using ATA disk drivers may not boot without
the module added to loader.conf . When in doubt, check for the module and then just leave support in the
kernel.

9.5 Building and Installing a Custom Kernel

Note: It is required to have the full FreeBSD source tree installed to build the kernel.

First, let us take a quick tour of the kernel build directd@l}.directories mentioned will be relative to the main
lust/srclsys directory, which is also accessible through the path nagse . There are a number of
subdirectories here representing different parts of theeiebut the most important for our purposesatreh/conf
where you will edit your custom kernel configuration, aehpile , which is the staging area where your kernel will
be built.ar ch represents one @86 , amd64, ia64 , powerpc , sparc64 , or pc98 (an alternative development
branch of PC hardware, popular in Japan). Everything insidarticular architecture’s directory deals with that
architecture only; the rest of the code is machine indepairmeEle common to all platforms to which FreeBSD
could potentially be ported. Notice the logical organiaatdf the directory structure, with each supported devite, fi
system, and option in its own subdirectory.

The examples in this chapter assume that you are using tBeai88itecture. If your system has a different
architecture you need to change the path names accordingly.
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Note: If the directory /usr/src/ does not exist on your system (or if it is empty), then the sources have not been
installed. The easiest way to install the full source is to use csup(1) as described in Section 25.6. You should also
create a symlink to /usr/src/sys/

# 1n -s /usr/src/sys /sys

Next, change to ther ch/conf directory and copy th&ENERICconfiguration file to the name you want to give your
kernel. For example:

# cd /usr/src/sys/i386/conf
# cp GENERI C MYKERNEL

Traditionally, this name is in all capital letters and, ifuyare maintaining multiple FreeBSD machines with different
hardware, it is a good idea to name it after your machine'stamse. We will call itMyKERNEL for the purpose of this
example.

Tip: Storing your kernel configuration file directly under /usr/src ~ can be a bad idea. If you are experiencing
problems it can be tempting to just delete /usr/src  and start again. After doing this, it usually only takes a few
seconds for you to realize that you have deleted your custom kernel configuration file. Also, do not edit GENERIC
directly, as it may get overwritten the next time you update your source tree, and your kernel modifications will be
lost.

You might want to keep your kernel configuration file elsewhere, and then create a symbolic link to the file in the
i 386 directory.

For example:

# cd /usr/src/sys/i386/conf

# nkdir /root/kernels

# cp CGENERI C /root/kernel s/ MYKERNEL
# In -s /root/kernel s/ MPKERNEL

Now, editMyKERNEL with your favorite text editor. If you are just starting otlie only editor available will probably
bevi, which is too complex to explain here, but is covered well mnybooks in théibliography However,
FreeBSD does offer an easier editor cakkedvhich, if you are a beginner, should be your editor of choieel free
to change the comment lines at the top to reflect your confiigurar the changes you have made to differentiate it
from GENERIC

If you have built a kernel under SunOS or some other BSD ojmgraystem, much of this file will be very familiar
to you. If you are coming from some other operating systenh siscdDOS, on the other hand, tBENERIC
configuration file might seem overwhelming to you, so folltw& tlescriptions in th€onfiguration Filesection
slowly and carefully.

Note: If you sync your source tree with the latest sources of the FreeBSD project, be sure to always check the
file /usr/src/UPDATING  before you perform any update steps. This file describes any important issues or areas
requiring special attention within the updated source code. /usr/src/lUPDATING  always matches your version of
the FreeBSD source, and is therefore more up to date with new information than this handbook.

You must now compile the source code for the kernel.
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Building a Kernel

Note: It is required to have the full FreeBSD source tree installed to build the kernel.

1. Change tothasr/src  directory:

# cd /usr/src
2. Compile the kernel:

# make bui |l dkernel KERNCONF=MYKERNEL
3. Install the new kernel:

# make install kernel KERNCONF=MYKERNEL

Tip: By default, when you build a custom kernel, all kernel modules will be rebuilt as well. If you want to update a
kernel faster or to build only custom modules, you should edit /etc/make.conf before starting to build the kernel:

MODULES_OVERRIDE = linux acpi sound/sound sound/driver/d sl ntfs
This variable sets up a list of modules to build instead of all of them.
WITHOUT_MODULES = linux acpi sound ntfs

This variable sets up a list of top level modules to exclude from the build process. For other variables which you
may find useful in the process of building kernel, refer to make.conf(5) manual page.

The new kernel will be copied to thiboot/kernel directory agboot/kernel/kernel and the old kernel will
be moved tdboot/kernel.old/kernel . Now, shutdown the system and reboot to use your new kefnel. |
something goes wrong, there are sanoeibleshootingnstructions at the end of this chapter that you may find
useful. Be sure to read the section which explains how toveda case your new kerndbes not boot

Note: Other files relating to the boot process, such as the boot loader(8) and configuration are stored in /boot .
Third party or custom modules can be placed in /boot/kernel , although users should be aware that keeping
modules in sync with the compiled kernel is very important. Modules not intended to run with the compiled kernel
may result in instability or incorrectness.

9.6 The Configuration File
Updated by Joel Dahl.

The general format of a configuration file is quite simple.liclwe contains a keyword and one or more arguments.
For simplicity, most lines only contain one argument. Angthfollowing a# is considered a comment and ignored.
The following sections describe each keyword, in the ordey fare listed IlGENERIC For an exhaustive list of
architecture dependent options and devices, sed@T&ile in the same directory as tt&ENERICfile. For
architecture independent options, ge®/src/sys/conf/NOTES
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Aninclude directive is available for use in configuration files. Thikais another configuration file to be logically

included in the current one, making it easy to maintain sefainges relative to an existing file. For example, if you
require aGENERICKkernel with only a small number of additional options or éri, this allows you to maintain only

a delta with respect to GENERIC:

include GENERIC
ident MYKERNEL

options IPFIREWALL

options DUMMYNET

options IPFIREWALL_DEFAULT_TO_ACCEPT
options IPDIVERT

Many administrators will find that this model offers sign#it benefits over the historic writing of configuration files
from scratch: the local configuration file will express ordgél differences from &ENERICkernel and as upgrades
are performed, new features added@®NERICwill be added to the local kernel unless specifically pregdnising
nooptions  or nodevice . The remainder of this chapter addresses the contents pfaatyonfiguration file and

the role various options and devices play.

Note: To build a file which contains all available options, as normally done for testing purposes, run the following
command as root :

# cd /usr/src/sys/i386/conf &% make LI NT

The following is an example of theENERICkernel configuration file with various additional commentsane
needed for clarity. This example should match your copysn'src/sys/ i 386/conf/GENERIC fairly closely.

machine i386

This is the machine architecture. It must be eithrati64, 386 , ia64 , pc98 , powerpc , Of sparc64 .

cpu 1486_CPU
cpu 1586_CPU
cpu 1686_CPU

The above option specifies the type of CPU you have in youesysYou may have multiple instances of the CPU
line (if, for example, you are not sure whether you shoulditg@e CPU or1686_CPU ), but for a custom kernel it is
best to specify only the CPU you have. If you are unsure of @R type, you can check the

Ivar/run/dmesg.boot file to view your boot messages.

ident GENERIC

This is the identification of the kernel. You should changs th whatever you named your kernel, i }/KERNEL if
you have followed the instructions of the previous examplég value you put in thiglent  string will print when
you boot up the kernel, so it is useful to give the new kernéffarént name if you want to keep it separate from
your usual kernel (e.g., you want to build an experimenteh&b.

#To statically compile in device wiring instead of /boot/de vice.hints
#hints "GENERIC.hints" # Default places to look for devices

229



Chapter 9 Configuring the FreeBSD Kernel

The device.hints(5) is used to configure options of the deglitvers. The default location that loader(8) will check at
boot time is/boot/device.hints . Using thehints  option you can compile these hints statically into your leérn
Then there is no need to creatdexice.hints file in /boot .

makeoptions DEBUG=-g # Build kernel with gdb(1) debug symbo Is

The normal build process of FreeBSD includes debuggingiinéion when building the kernel with the option,
which enables debugging information when passed to gcc(1).

options SCHED_ULE # ULE scheduler
The default system scheduler for FreeBSD. Keep this.
options PREEMPTION # Enable kernel thread preemption

Allows threads that are in the kernel to be preempted by higherity threads. It helps with interactivity and allows
interrupt threads to run sooner rather than waiting.

options INET # InterNETworking

Networking support. Leave this in, even if you do not planéaxcbnnected to a network. Most programs require at
least loopback networking (i.e., making network connewiwithin your PC), so this is essentially mandatory.

options INET6 # IPv6 communications protocols

This enables the IPv6 communication protocols.

options FFS # Berkeley Fast Filesystem

This is the basic hard drive file system. Leave it in if you biooin the hard disk.
options SOFTUPDATES # Enable FFS Soft Updates support

This option enables Soft Updates in the kernel, this wilprsgeed up write access on the disks. Even when this
functionality is provided by the kernel, it must be turnedfonspecific disks. Review the output from mount(8) to
see if Soft Updates is enabled for your system disks. If yonatisee thaoft-updates ~ option then you will need
to activate it using the tunefs(8) (for existing file systg¢msnewfs(8) (for new file systems) commands.

options UFS_ACL # Support for access control lists

This option enables kernel support for access control [i#iss relies on the use of extended attributes and UFS2,
and the feature is described in detaiSection 15.11ACLs are enabled by default and should not be disabled in the
kernel if they have been used previously on a file system,iasviti remove the access control lists, changing the
way files are protected in unpredictable ways.

options UFS_DIRHASH # Improve performance on big directori es

This option includes functionality to speed up disk openagion large directories, at the expense of using additional
memory. You would normally keep this for a large server, ¢eliactive workstation, and remove it if you are using
FreeBSD on a smaller system where memory is at a premium akédcess speed is less important, such as a
firewall.

options MD_ROOT # MD is a potential root device
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This option enables support for a memory backed virtual d&gdd as a root device.

options NFSCLIENT # Network Filesystem Client
options NFSSERVER # Network Filesystem Server
options NFS_ROOT # NFS usable as /, requires NFSCLIENT

The network file system. Unless you plan to mount partitisosifa UNIX file server over TCP/IP, you can
comment these out.

options MSDOSFS # MSDOS Filesystem

The MS-DOS file system. Unless you plan to mount a DOS forrdditsed drive partition at boot time, you can
safely comment this out. It will be automatically loaded finst time you mount a DOS partition, as described
above. Also, the excelleeimulators/mtools software allows you to access DOS floppies without having to
mount and unmount them (and does not reqMiBDOSF&t all).

options CD9660 # 1SO 9660 Filesystem

The ISO 9660 file system for CDROMs. Comment it out if you dommte a CDROM drive or only mount data CDs
occasionally (since it will be dynamically loaded the fiigté you mount a data CD). Audio CDs do not need this
file system.

options PROCFS # Process filesystem (requires PSEUDOFS)

The process file system. This is a “pretend” file system maliotéproc  which allows programs like ps(1) to give
you more information on what processes are running. USRGCFSs not required under most circumstances, as
most debugging and monitoring tools have been adapted twitbout PROCFSinstalls will not mount this file
system by default.

options PSEUDOFS # Pseudo-filesystem framework
Kernels making use ?#ROCFSnust also include support f@SEUDOFS
options GEOM_PART_GPT # GUID Partition Tables.

Adds support for GUID Partition Tables (http://en.wikipedrg/wiki/GUID_Partition_Table). GPT provides the
ability to have a large number of partitions per disk, 12&ia $tandard configuration.

options COMPAT_43 # Compatible with BSD 4.3 [KEEP THIS!]
Compatibility with 4.3BSD. Leave this in; some programdadt strangely if you comment this out.
options COMPAT_FREEBSD4  # Compatible with FreeBSD4

This option is required to support applications compiledfter versions of FreeBSD that use older system call
interfaces. It is recommended that this option be used d8&8l systems that may run older applications; platforms
that gained support only in 5.X, such as ia64 and SPARC64pticequire this option.

options COMPAT_FREEBSD5 # Compatible with FreeBSD5

This option is required to support applications compiledoeeBSD 5.X versions that use FreeBSD 5.X system call
interfaces.
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options COMPAT_FREEBSD6 # Compatible with FreeBSD6

This option is required to support applications compiledo#eBSD 6.X versions that use FreeBSD 6.X system call
interfaces.

options COMPAT_FREEBSD7 # Compatible with FreeBSD7

This option is required on FreeBSD 8 and above to supporiajadns compiled on FreeBSD 7.X versions that use
FreeBSD 7.X system call interfaces.

options SCSI_DELAY=5000 # Delay (in ms) before probing SCSI

This causes the kernel to pause for 5 seconds before probomgSCSI device in your system. If you only have IDE
hard drives, you can ignore this, otherwise you can try tceelotlis number, to speed up booting. Of course, if you
do this and FreeBSD has trouble recognizing your SCSI dsyiaai will have to raise it again.

options KTRACE # ktrace(1) support
This enables kernel process tracing, which is useful in ggimg.
options SYSVSHM # SYSV-style shared memory

This option provides for System V shared memory. The mostcomuse of this is the XSHM extension in X,
which many graphics-intensive programs will automaticidke advantage of for extra speed. If you use X, you will
definitely want to include this.

options SYSVMSG # SYSV-style message queues
Support for System V messages. This option only adds a fewredrbytes to the kernel.
options SYSVSEM # SYSV-style semaphores

Support for System V semaphores. Less commonly used bugddly a few hundred bytes to the kernel.

Note: The -p option of the ipcs(1) command will list any processes using each of these System V facilities.

options _KPOSIX_PRIORITY_SCHEDULING # POSIX P1003_1B rea I-time extensions

Real-time extensions added in the 1993 POSIX®. Certainegtfons in the Ports Collection use these (such as
StarOffice).

options KBD_INSTALL_CDEV # install a CDEV entry in /dev
This option is required to allow the creation of keyboardidewodes iridev .
options ADAPTIVE_GIANT # Giant mutex is adaptive.

Giant is the name of a mutual exclusion mechanism (a sleepxntitat protects a large set of kernel resources.
Today, this is an unacceptable performance bottleneckhkiactively being replaced with locks that protect
individual resources. Th&RDAPTIVE_GIANT option causes Giant to be included in the set of mutexes efpt
spun on. That is, when a thread wants to lock the Giant mutebit Is already locked by a thread on another CPU,
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the first thread will keep running and wait for the lock to bleased. Normally, the thread would instead go back to
sleep and wait for its next chance to run. If you are not seaé this in.

Note: Note that on FreeBSD 8.0-RELEASE and later versions, all mutexes are adaptive by default, unless
explicitly set to non-adaptive by compiling with the NO_ADAPTIVE_MUTEXESption. As a result, Giant is adaptive
by default now, and the ADAPTIVE_GIANT option has been removed from the kernel configuration.

device apic # 1/0 APIC

The apic device enables the use of the 1/0 APIC for interrefivdry. The apic device can be used in both UP and
SMP kernels, but is required for SMP kernels. Agidions SMP to include support for multiple processors.

Note: The apic device exists only on the i386 architecture, this configuration line should not be used on other
architectures.

device eisa

Include this if you have an EISA motherboard. This enablés-detection and configuration support for all devices
on the EISA bus.

device pci

Include this if you have a PCI motherboard. This enables-datection of PCI cards and gatewaying from the PCI
to ISA bus.

# Floppy drives
device fdc

This is the floppy drive controller.

# ATA and ATAPI devices
device ata

This driver supports all ATA and ATAPI devices. You only nemtkedevice ata line for the kernel to detect all PCI
ATA/ATAPI devices on modern machines.

device atadisk # ATA disk drives

This is needed along wittlevice ata  for ATA disk drives.

device ataraid # ATA RAID drives

This is needed along wittlevice ata  for ATA RAID drives.

device atapicd # ATAPI CDROM drives

This is needed along wittlevice ata for ATAPI CDROM drives.

device atapifd # ATAPI floppy drives
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This is needed along wittlevice ata  for ATAPI floppy drives.
device atapist # ATAPI tape drives
This is needed along wittlevice ata  for ATAPI tape drives.
options ATA_STATIC_ID # Static device numbering

This makes the controller number static; without this, teeick numbers are dynamically allocated.

# SCSI Controllers

device ahb # EISA AHA1742 family

device ahc # AHA2940 and onboard AIC7xxx devices

options AHC_REG_PRETTY_PRINT # Print register bitfields i n debug
# output. Adds ~128k to driver.

device ahd # AHA39320/29320 and onboard AIC79xx devices

options AHD_REG_PRETTY_PRINT # Print register bitfields i n debug
# output. Adds ~215k to driver.

device amd # AMD 53C974 (Teckram DC-390(T))

device isp # Qlogic family

#device ispfw # Firmware for QLogic HBAs- normally a module

device mpt # LSI-Logic MPT-Fusion

#device ncr # NCR/Symbios Logic

device sym # NCR/Symbios Logic (newer chipsets + those of ‘nc r)

device trm # Tekram DC395U/UW/F DC315U adapters

device adv # Advansys SCSI adapters

device adw # Advansys wide SCSI adapters

device aha # Adaptec 154x SCSI adapters

device aic # Adaptec 15[012]x SCSI adapters, AIC-6[23]60.

device bt # Buslogic/Mylex MultiMaster SCSI adapters

device ncv # NCR 53C500

device nsp # Workbit Ninja SCSI-3

device stg # TMC 18C30/18C50

SCSI controllers. Comment out any you do not have in youresystf you have an IDE only system, you can
remove these altogether. ThReREG_PRETTY_PRINTines are debugging options for their respective drivers.

# SCSI peripherals

device scbus # SCSI bus (required for SCSI)

device ch # SCSI media changers

device da # Direct Access (disks)

device sa # Sequential Access (tape etc)

device cd # CD

device pass # Passthrough device (direct SCSI access)
device ses # SCSI Environmental Services (and SAF-TE)

SCSI peripherals. Again, comment out any you do not havé yau have only IDE hardware, you can remove them
completely.
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Note: The USB umass(4) driver and a few other drivers use the SCSI subsystem even though they are not real

SCSiI devices. Therefore make sure not to remove SCSI support, if any such drivers are included in the kernel
configuration.

# RAID controllers interfaced to the SCSI subsystem

device amr # AMI MegaRAID

device arcmsr # Areca SATA Il RAID

device asr # DPT SmartRAID V, VI and Adaptec SCSI RAID
device ciss # Compaq Smart RAID 5 =«

device dpt # DPT Smartcache lll, IV - See NOTES for options
device hptmv # Highpoint RocketRAID 182x

device hptrr # Highpoint RocketRAID 17xx, 22xx, 23xX, 25xx
device ir # Intel Integrated RAID

device ips # IBM (Adaptec) ServeRAID

device mly # Mylex AcceleRAID/eXtremeRAID

device twa # 3ware 9000 series PATA/SATA RAID

# RAID controllers

device aac # Adaptec FSA RAID

device aacp # SCSI passthrough for aac (requires CAM)
device ida # Compaq Smart RAID

device mfi # LSI MegaRAID SAS

device mix # Mylex DAC960 family

device pst # Promise Supertrak SX6000

device twe # 3ware ATA RAID

Supported RAID controllers. If you do not have any of thesej gan comment them out or remove them.

# atkbdcO controls both the keyboard and the PS/2 mouse
device atkbdc # AT keyboard controller

The keyboard controllem(kbdc ) provides I/O services for the AT keyboard and PS/2 stylafieg devices. This
controller is required by the keyboard drivetkbd ) and the PS/2 pointing device driversm).

device atkbd # AT keyboard

Theatkbd driver, together withatkbdc controller, provides access to the AT 84 keyboard or the ATaeced
keyboard which is connected to the AT keyboard controller.

device psm # PS/2 mouse
Use this device if your mouse plugs into the PS/2 mouse port.
device kbdmux # keyboard multiplexer

Basic support for keyboard multiplexing. If you do not plaruse more than one keyboard on the system, you can
safely remove that line.

device vga # VGA video card driver

The video card driver.
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device splash # Splash screen and screen saver support

Splash screen at start up! Screen savers require this too.

# syscons is the default console driver, resembling an SCO co nsole
device sc

sc is the default console driver and resembles a SCO consaolee &iost full-screen programs access the console
through a terminal database library lik@mcap , it should not matter whether you use thissor, thevT220
compatible console driver. When you log in, set ypERMvariable toscoansi if full-screen programs have trouble
running under this console.

# Enable this for the pcvt (VT220 compatible) console driver

#device vt
#options XSERVER # support for X server on a vt console
#options FAT_CURSOR # start with block cursor

This is a VT220-compatible console driver, backward coripfato VT100/102. It works well on some laptops
which have hardware incompatibilities with . Also set youlTERMvariable tovt100 orvt220 when you log in.
This driver might also prove useful when connecting to adargmber of different machines over the network,
wheretermcap orterminfo  entries for thesc device are often not available +100 should be available on
virtually any platform.

device agp

Include this if you have an AGP card in the system. This wikilgle support for AGP, and AGP GART for boards
which have these features.

# Power management support (see NOTES for more options)
#device apm

Advanced Power Management support. Useful for laptopspadh this is disabled iGENERICby default.

# Add suspend/resume support for the i8254.
device pmtimer

Timer device driver for power management events, such as ARMACPI.

# PCCARD (PCMCIA) support
# PCMCIA and cardbus bridge support

device cbb # cardbus (yenta) bridge
device pccard # PC Card (16-bit) bus
device cardbus # CardBus (32-bit) bus

PCMCIA support. You want this if you are using a laptop.

# Serial (COM) ports
device sio # 8250, 16[45]50 based serial ports

These are the serial ports referred taCasvports in the MS-DOS/Windows world.

Note: If you have an internal modem on COM4and a serial port at COM2 you will have to change the IRQ of the
modem to 2 (for obscure technical reasons, IRQ2 = IRQ 9) in order to access it from FreeBSD. If you have a
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multiport serial card, check the manual page for sio(4) for more information on the proper values to add to your
/boot/device.hints . Some video cards (notably those based on S3 chips) use 10 addresses in the form of
0x*2e8, and since many cheap serial cards do not fully decode the 16-bit 10 address space, they clash with
these cards making the COM4port practically unavailable.

Each serial port is required to have a unique IRQ (unless you are using one of the multiport cards where shared
interrupts are supported), so the default IRQs for COM3and COM4cannot be used.

# Parallel port
device ppc

This is the ISA-bus parallel port interface.

device ppbus # Parallel port bus (required)
Provides support for the parallel port bus.

device Ipt # Printer

Support for parallel port printers.

Note: All three of the above are required to enable parallel printer support.

device plip # TCP/IP over parallel

This is the driver for the parallel network interface.

device ppi # Parallel port interface device
The general-purpose I/0 (“geek port”) + IEEE1284 1/0.
#device vpo # Requires schus and da

This is for an lomega Zip drive. It requirasbus andda support. Best performance is achieved with ports in EPP
1.9 mode.

#device puc

Uncomment this device if you have a “dumb” serial or pardf€ll card that is supported by the puc(4) glue driver.

# PCIl Ethernet NICs.

device de # DEC/Intel DC21x4x (“Tulip”)

device em # Intel PRO/1000 adapter Gigabit Ethernet Card
device ixgh # Intel PRO/10GbE Ethernet Card

device txp # 3Com 3cR990 (“Typhoon”)

device VX # 3Com 3c590, 3c595 (“Vortex”)

Various PCI network card drivers. Comment out or remove drlgese not present in your system.

# PCIl Ethernet NICs that use the common MIl bus controller cod e.
# NOTE: Be sure to keep the 'device miibus’ line in order to use these NICs!
device miibus # MIl bus support
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MIl bus support is required for some PCI 10/100 Ethernet Ni@snely those which use Mll-compliant transceivers
or implement transceiver control interfaces that opefkéedn MIl. Addingdevice miibus  to the kernel config
pulls in support for the generic miibus APl and all of the PHYvdrs, including a generic one for PHY's that are not
specifically handled by an individual driver.

device bce # Broadcom BCM5706/BCM5708 Gigabit Ethernet
device bfe # Broadcom BCM440x 10/100 Ethernet

device bge # Broadcom BCM570xx Gigabit Ethernet

device dc # DEC/Intel 21143 and various workalikes

device fxp # Intel EtherExpress PRO/100B (82557, 82558)
device lge # Level 1 LXT1001 gigabit ethernet

device msk # Marvell/SysKonnect Yukon Il Gigabit Ethernet
device nge # NatSemi DP83820 gigabit ethernet

device nve # nVidia nForce MCP on-board Ethernet Networking
device pcn # AMD Am79C97x PCI 10/100 (precedence over ’Inc’)
device re # RealTek 8139C+/8169/8169S/8110S

device rl # RealTek 8129/8139

device sf # Adaptec AIC-6915 (“Starfire”)

device sis # Silicon Integrated Systems SiS 900/SiS 7016
device sk # SysKonnect SK-984x & SK-982x gigabit Ethernet
device ste # Sundance ST201 (D-Link DFE-550TX)

device stge # Sundance/Tamarack TC9021 gigabit Ethernet
device ti # Alteon Networks Tigon /Il gigabit Ethernet

device tl # Texas Instruments ThunderLAN

device tx # SMC EtherPower Il (83c170 “EPIC")

device vge # VIA VT612x gigabit ethernet

device vr # VIA Rhine, Rhine Il

device wb # Winbond WB89C840F

device x| # 3Com 3c90x (“Boomerang”, “Cyclone”)

Drivers that use the MII bus controller code.

# ISA Ethernet NICs. pccard NICs included.

device cs # Crystal Semiconductor CS89x0 NIC

# 'device ed’ requires ’'device miibus’

device ed # NE[12]000, SMC Ultra, 3c503, DS8390 cards
device ex # Intel EtherExpress Pro/10 and Pro/10+
device ep # Etherlink Il based cards

device fe # Fujitsu MB8696x based cards

device ie # EtherExpress 8/16, 3C507, StarLAN 10 etc.
device Inc # NE2100, NE32-VL Lance Ethernet cards
device sn # SMC’s 9000 series of Ethernet chips

device xe # Xircom pccard Ethernet

# ISA devices that use the old ISA shims

#device le
ISA Ethernet drivers. Selasr/src/sys/ i 386/conf/INOTES for details of which cards are supported by which
driver.

# Wireless NIC cards
device wlan # 802.11 support
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Generic 802.11 support. This line is required for wirelessvorking.

device wlan_wep # 802.11 WEP support
device wlan_ccmp # 802.11 CCMP support
device wlan_tkip # 802.11 TKIP support

Crypto support for 802.11 devices. These lines are needediiintend to use encryption and 802.11i security
protocols.

device an # Aironet 4500/4800 802.11 wireless NICs.
device ath # Atheros pci/cardbus NIC's

device ath_hal # Atheros HAL (Hardware Access Layer)
device ath_rate_sample # SampleRate tx rate control for ath

device awi # BayStack 660 and others

device ral # Ralink Technology RT2500 wireless NICs.
device wi # WaveLAN/Intersil/Symbol 802.11 wireless NICs.
#device wi # Older non 802.11 Wavelan wireless NIC.

Support for various wireless cards.

# Pseudo devices
device  loop # Network loopback

This is the generic loopback device for TCP/IP. If you teloeETP tolocalhost  (akal127.0.0.1 )it will come
back at you through this device. Thismsandatory

device  random # Entropy device

Cryptographically secure random number generator.

device  ether # Ethernet support

ether is only needed if you have an Ethernet card. It includes geighernet protocol code.
device sl # Kernel SLIP

sl is for SLIP support. This has been almost entirely suppthbyePPP, which is easier to set up, better suited for
modem-to-modem connection, and more powerful.

device  ppp # Kernel PPP

This is for kernel PPP support for dial-up connections. €hgrlso a version of PPP implemented as a userland
application that usetsn and offers more flexibility and features such as demandmajali

device  tun # Packet tunnel.
This is used by the userland PPP software. Se@Bfesection of this book for more information.
device  pty # Pseudo-ttys (telnet etc)

This is a “pseudo-terminal” or simulated login port. It ieddy incomingelnet andrlogin  sessionsxterm,
and some other applications suchEasacs

device md # Memory “disks”
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Memory disk pseudo-devices.
device  gif # IPv6 and IPv4 tunneling

This implements IPv6 over IPv4 tunneling, IPv4 over IPv6rieling, IPv4 over IPv4 tunneling, and IPv6 over IPv6
tunneling. Thegif device is “auto-cloning”, and will create device nodes asdwsel.

device  faith # IPv6-to-IPv4 relaying (translation)
This pseudo-device captures packets that are sent to itieedsthem to the IPv4/IPv6 translation daemon.

# The ‘bpf’ device enables the Berkeley Packet Filter.

# Be aware of the administrative consequences of enabling th is!
# Note that 'bpf' is required for DHCP.

device  bpf # Berkeley packet filter

This is the Berkeley Packet Filter. This pseudo-devicenallaetwork interfaces to be placed in promiscuous mode,
capturing every packet on a broadcast network (e.g., arrigje These packets can be captured to disk and or
examined with the tcpdump(1) program.

Note: The bpf(4) device is also used by dhclient(8) to obtain the IP address of the default router (gateway) and
so on. If you use DHCP, leave this uncommented.

# USB support

device uhci # UHCI PCI- >USB interface

device ohci # OHCI PCI- >USB interface

device ehci # EHCI PCI- >USB interface (USB 2.0)
device usb # USB Bus (required)

#device udbp # USB Double Bulk Pipe devices

device ugen # Generic

device uhid # “Human Interface Devices”

device ukbd # Keyboard

device ulpt # Printer

device umass # Disks/Mass storage - Requires scbus and da
device ums # Mouse

device ural # Ralink Technology RT2500USB wireless NICs
device urio # Diamond Rio 500 MP3 player

device uscanner # Scanners

# USB Ethernet, requires mii

device aue # ADMtek USB Ethernet

device axe # ASIX Electronics USB Ethernet

device cdce # Generic USB over Ethernet

device cue # CATC USB Ethernet

device kue # Kawasaki LS| USB Ethernet

device rue # RealTek RTL8150 USB Ethernet

Support for various USB devices.

# FireWire support

device firewire # FireWire bus code
device sbp # SCSI over FireWire (Requires scbus and da)
device fwe # Ethernet over FireWire (non-standard!)
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Support for various Firewire devices.

For more information and additional devices supported leeBSD, seéusr/src/sys/ i 386/conf/NOTES .

9.6.1 Large Memory Configurations (PAE)

Large memory configuration machines require access to rharethe 4 gigabyte limit on User+Kernel Virtual
Address (KVA) space. Due to this limitation, Intel added soip for 36-bit physical address space access in the
Pentium Pro and later line of CPUs.

The Physical Address Extension (PAE) capability of thellRentium Pro and later CPUs allows memory
configurations of up to 64 gigabytes. FreeBSD provides stifpothis capability via theeAEkernel configuration
option, available in all current release versions of Frd@BSue to the limitations of the Intel memory architecture,
no distinction is made for memory above or below 4 gigabyMeEmory allocated above 4 gigabytes is simply added
to the pool of available memory.

To enable PAE support in the kernel, simply add the following to your kernel configuration file:

options PAE

Note: The PAE support in FreeBSD is only available for Intel IA-32 processors. It should also be noted, that the
PAE support in FreeBSD has not received wide testing, and should be considered beta quality compared to other
stable features of FreeBSD.

PAE support in FreeBSD has a few limitations:

- A process is not able to access more than 4 gigabytes of VMespac

- Device drivers that do not use the bus_dma(9) interfacecaillse data corruption in a PAE enabled kernel and are
not recommended for use. For this reasobA&kernel configuration file is provided in FreeBSD which exdad
all drivers not known to work in a PAE enabled kernel.

- Some system tunables determine memory resource usage amthet of available physical memory. Such
tunables can unnecessarily over-allocate due to the laegeary nature of a PAE system. One such example is the
kern.maxvnodes  sysctl, which controls the maximum number of vhodes alloimgtie kernel. It is advised to
adjust this and other such tunables to a reasonable value.

- It might be necessary to increase the kernel virtual adqreg&) space or to reduce the amount of specific kernel
resource that is heavily used (see above) in order to avoil édhaustion. Thé&VA_PAGE%ernel option can be
used for increasing the KVA space.

For performance and stability concerns, it is advised tsatithe tuning(7) manual page. The pae(4) manual page
contains up-to-date information on FreeBSD’s PAE support.

9.7 If Something Goes Wrong

There are four categories of trouble that can occur wheuwlimgjla custom kernel. They are:
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config fails:

If the config(8) command fails when you give it your kernelatgstion, you have probably made a simple error
somewhere. Fortunately, config(8) will print the line numtigt it had trouble with, so that you can quickly
locate the line containing the error. For example, if you see

config: line 17: syntax error

Make sure the keyword is typed correctly by comparing it ®GENERICkernel or another reference.

make fails:

If the make command fails, it usually signals an error in your kerneladiggion which is not severe enough for
config(8) to catch. Again, look over your configuration, afliu still cannot resolve the problem, send mail to
the FreeBSD general questions mailing list (http://IistseBSD.org/mailman/listinfo/freebsd-questions) with
your kernel configuration, and it should be diagnosed quickl

The kernel does not boot:

If your new kernel does not boot, or fails to recognize youwrickes, do not panic! Fortunately, FreeBSD has an
excellent mechanism for recovering from incompatible ké&snSimply choose the kernel you want to boot from
at the FreeBSD boot loader. You can access this when thasystet menu appears. Select the “Escape to a
loader prompt” option, number six. At the prompt, tyet ker nel . ol d, or the name of any other kernel that
will boot properly. When reconfiguring a kernel, it is alwaygood idea to keep a kernel that is known to work
on hand.

After booting with a good kernel you can check over your camfigion file and try to build it again. One
helpful resource is th&var/log/messages file which records, among other things, all of the kernel rages
from every successful boot. Also, the dmesg(8) commandpuiitit the kernel messages from the current boot.

Note: If you are having trouble building a kernel, make sure to keep a GENERIG or some other kernel that is
known to work on hand as a different name that will not get erased on the next build. You cannot rely on
kernel.old because when installing a new kernel, kernel.old is overwritten with the last installed kernel
which may be non-functional. Also, as soon as possible, move the working kernel to the proper

/boot/kernel location or commands such as ps(1) may not work properly. To do this, simply rename the
directory containing the good kernel:

# nmv / boot/kernel /boot/kernel.bad
# nv [/ boot/kernel .good /boot/ker nel

The kernel works, but ps(1) does not work any more:

If you have installed a different version of the kernel frdme bne that the system utilities have been built with,
for example, a -CURRENT kernel on a -RELEASE, many systatustcommands like ps(1) and vmstat(8)
will not work any more. You shouldecompile and install a worlduilt with the same version of the source tree
as your kernel. This is one reason it is not normally a good tdeuse a different version of the kernel from the
rest of the operating system.
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Contributed by Sean Kelly. Restructured and updated by JatkM

10.1 Synopsis

FreeBSD can be used to print with a wide variety of printeafthe oldest impact printer to the latest laser printers,
and everything in between, allowing you to produce highhtpgrinted output from the applications you run.

FreeBSD can also be configured to act as a print server on aretw this capacity FreeBSD can receive print jobs
from a variety of other computers, including other FreeB®puters, Windows and Mac OS hosts. FreeBSD will
ensure that one job at a time is printed, and can keep statwmti which users and machines are doing the most
printing, produce “banner” pages showing whose printoutiisse, and more.

After reading this chapter, you will know:

- How to configure the FreeBSD print spooler.

« How to install print filters, to handle special print jobsfdiently, including converting incoming documents to
print formats that your printers understand.

- How to enable header, or banner pages on your printout.
- How to print with printers connected to other computers.
- How to print with printers connected directly to the network

- How to control printer restrictions, including limitingetsize of print jobs, and preventing certain users from
printing.

- How to keep printer statistics, and account for printer esag
- How to troubleshoot printing problems.

Before reading this chapter, you should:

- Know how to configure and install a new kern€hapter 9.

10.2 Introduction

In order to use printers with FreeBSD you may set them up tdwidth the Berkeley line printer spooling system,
also known as thePD spooling system, or justPD. It is the standard printer control system in FreeBSD. This
chapter introducelsPD and will guide you through its configuration.

If you are already familiar with.PD or another printer spooling system, you may wish to skip ttise Basic Setup

LPD controls everything about a host’s printers. It is respoliesior a number of things:

- It controls access to attached printers and printers atthtthother hosts on the network.
- It enables users to submit files to be printed; these submnissire known a@bs.

- It prevents multiple users from accessing a printer at theesame by maintaining gueuefor each printer.
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. It can printheader pagegalso known a®anneror burstpages) so users can easily find jobs they have printed in a
stack of printouts.

- Ittakes care of communications parameters for printeraected on serial ports.

- It can send jobs over the network ta.BD spooler on another host.

- It can run special filters to format jobs to be printed for @as printer languages or printer capabilities.
- It can account for printer usage.

Through a configuration filgdtc/printcap ), and by providing the special filter programs, you can enéix
LPD system to do all or some subset of the above for a great varigisinter hardware.

10.2.1 Why You Should Use the Spooler

If you are the sole user of your system, you may be wonderingyoln should bother with the spooler when you do
not need access control, header pages, or printer accguWimile it is possible to enable direct access to a printer,
you should use the spooler anyway since:

- LPD prints jobs in the background; you do not have to wait for datae copied to the printer.

« LPD can conveniently run a job to be printed through filters to dag/time headers or convert a special file
format (such as agX DVI file) into a format the printer will understand. You witlot have to do these steps
manually.

- Many free and commercial programs that provide a print featisually expect to talk to the spooler on your
system. By setting up the spooling system, you will morelgasipport other software you may later add or
already have.

10.3 Basic Setup

Warning: As of FreeBSD 8.0, device nodes for serial ports have been renamed from /devittyd N to
/devittyu  N. FreeBSD 7.X users will have to adapt the following documentation according to these changes.

To use printers with thePD spooling system, you will need to set up both your printedhare and th& PD
software. This document describes two levels of setup:

- See sectiodimple Printer Setufo learn how to connect a printer, t&lPD how to communicate with it, and print
plain text files to the printer.

- See sectioMdvanced Printer Setu learn how to print a variety of special file formats, to phieader pages, to
print across a network, to control access to printers, ami forinter accounting.

10.3.1 Simple Printer Setup

This section tells how to configure printer hardware and fAB software to use the printer. It teaches the basics:
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- SectionHardware Setugives some hints on connecting the printer to a port on yooder.
« SectionSoftware Setughows how to set up tHePD spooler configuration file/étc/printcap ).

If you are setting up a printer that uses a network protocattept data to print instead of a computer’s local
interfaces, sePrinters With Networked Data Stream Interfaces

Although this section is called “Simple Printer Setup”sitactually fairly complex. Getting the printer to work with
your computer and thePD spooler is the hardest part. The advanced options like h@ades and accounting are
fairly easy once you get the printer working.

10.3.1.1 Hardware Setup

This section tells about the various ways you can connedhéepto your PC. It talks about the kinds of ports and
cables, and also the kernel configuration you may need tdefaieBSD to speak to the printer.

If you have already connected your printer and have suaggspfinted with it under another operating system, you
can probably skip to sectidBoftware Setup

10.3.1.1.1 Ports and Cables

Printers sold for use on PC’s today generally come with ormaane of the following three interfaces:

« Serialinterfaces, also known as RS-232 or COM ports, use a seniabpgour computer to send data to the
printer. Serial interfaces are common in the computer itvgasd cables are readily available and also easy to
construct. Serial interfaces sometimes need specialsabl® might require you to configure somewhat complex
communications options. Most PC serial ports have a maxitnansmission rate of 115200 bps, which makes
printing large graphic print jobs with them impractical.

- Parallel interfaces use a parallel port on your computer to send dateetprinter. Parallel interfaces are common
in the PC market and are faster than RS-232 serial. Cablesaddy available but more difficult to construct by
hand. There are usually no communications options withligamaterfaces, making their configuration
exceedingly simple.

Parallel interfaces are sometimes known as “Centronidstfieices, named after the connector type on the printer.

- USB interfaces, named for the Universal Serial Bus, can t@ven faster speeds than parallel or RS-232 serial
interfaces. Cables are simple and cheap. USB is superiod®{®32 Serial and to Parallel for printing, but it is not
as well supported under UNIX systems. A way to avoid this feohis to purchase a printer that has both a USB
interface and a Parallel interface, as many printers do.

In general, Parallel interfaces usually offer just one-wagmunication (computer to printer) while serial and USB
gives you two-way. Newer parallel ports (EPP and ECP) antgns can communicate in both directions under
FreeBSD when a IEEE-1284-compliant cable is used.

Two-way communication to the printer over a parallel podéserally done in one of two ways. The first method
uses a custom-built printer driver for FreeBSD that spelagptoprietary language used by the printer. This is
common with inkjet printers and can be used for reporting@viels and other status information. The second
method is used when the printer supports PostScript.

PostScript jobs are actually programs sent to the prirties; heed not produce paper at all and may return results
directly to the computer. PostScript also uses two-way camaoation to tell the computer about problems, such as
errors in the PostScript program or paper jams. Your useysh@appreciative of such information. Furthermore, the
best way to do effective accounting with a PostScript prirggquires two-way communication: you ask the printer

245



Chapter 10 Printing

for its page count (how many pages it has printed in its hifieli, then send the user’s job, then ask again for its page
count. Subtract the two values and you know how much papérdme to the user.

10.3.1.1.2 Parallel Ports

To hook up a printer using a parallel interface, connect thst@nics cable between the printer and the computer.
The instructions that came with the printer, the computelnath should give you complete guidance.

Remember which parallel port you used on the computer. Tstepfarallel port igpc0 to FreeBSD; the second is
ppcl, and so on. The printer device name uses the same schumwigat0  for the printer on the first parallel ports
etc.

10.3.1.1.3 Serial Ports

To hook up a printer using a serial interface, connect thpgarserial cable between the printer and the computer.
The instructions that came with the printer, the computelnath should give you complete guidance.

If you are unsure what the “proper serial cable” is, you mastwid try one of the following alternatives:

- A modenctable connects each pin of the connector on one end of the stibight through to its corresponding
pin of the connector on the other end. This type of cable i lad®wn as a “DTE-to-DCE” cable.

- A null-modentable connects some pins straight through, swaps otherd ¢sea to receive data, for example),
and shorts some internally in each connector hood. Thisdfpable is also known as a “DTE-to-DTE” cable.

- A serial printercable, required for some unusual printers, is like the mdHem cable, but sends some signals to
their counterparts instead of being internally shorted.

You should also set up the communications parameters fqrthter, usually through front-panel controls or DIP
switches on the printer. Choose the highgst (bits per second, sometimbaud ratg that both your computer and
the printer can support. Choose 7 or 8 data bits; none, evenldparity; and 1 or 2 stop bits. Also choose a flow
control protocol: either none, or XON/XOFF (also known as-hiand” or “software”) flow control. Remember these
settings for the software configuration that follows.

10.3.1.2 Software Setup
This section describes the software setup necessary tontimthe LPD spooling system in FreeBSD.

Here is an outline of the steps involved:

1. Configure your kernel, if necessary, for the port you anegifor the printer; sectioKernel Configuratiorells
you what you need to do.

2. Setthe communications mode for the parallel port, if yiuusing a parallel port; section
Setting the Communication Mode for the Parallel Ryves details.

3. Testif the operating system can send data to the prirgetiddChecking Printer Communicatiogé/es some
suggestions on how to do this.

4. SetupLPD for the printer by modifying the filéetc/printcap . You will find out how to do this later in this
chapter.
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10.3.1.2.1 Kernel Configuration

The operating system kernel is compiled to work with a spes#i of devices. The serial or parallel interface for
your printer is a part of that set. Therefore, it might be 1sseey to add support for an additional serial or parallel
port if your kernel is not already configured for one.

To find out if the kernel you are currently using supports @aserterface, type:
# grep sioN /var/run/dmesg. boot
WhereN is the number of the serial port, starting from zero. If yoa eatput similar to the following:

sio2 at port 0x3e8-0x3ef irg 5 on isa
sio2: type 16550A
then the kernel supports the port.

To find out if the kernel supports a parallel interface, type:

# grep ppcN /var/run/dnmesg. boot

WhereN is the number of the parallel port, starting from zero. If w&e output similar to the following:

ppcO:  <Parallel port > at port 0x378-0x37f irg 7 on isa0

ppc0O: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBL E mode
ppcO: FIFO with 16/16/8 bytes threshold

then the kernel supports the port.

You might have to reconfigure your kernel in order for the afiag system to recognize and use the parallel or serial
port you are using for the printer.

To add support for a serial port, see the section on kerndigzoation. To add support for a parallel port, see that
sectionandthe section that follows.

10.3.1.3 Setting the Communication Mode for the Parallel Po  rt

When you are using the parallel interface, you can choos¢h#h&reeBSD should use interrupt-driven or polled
communication with the printer. The generic printer de\dcger (Ipt(4)) on FreeBSD uses the ppbus(4) system,
which controls the port chipset with the ppc(4) driver.

- Theinterrupt-drivenmethod is the default with the GENERIC kernel. With this noeththe operating system uses
an IRQ line to determine when the printer is ready for data.

- Thepolledmethod directs the operating system to repeatedly ask thiepif it is ready for more data. When it
responds ready, the kernel sends more data.

The interrupt-driven method is usually somewhat fasteiuisets up a precious IRQ line. Some newer HP printers are
claimed not to work correctly in interrupt mode, apparedilg to some (not yet exactly understood) timing

problem. These printers need polled mode. You should usehstér one works. Some printers will work in both
modes, but are painfully slow in interrupt mode.

You can set the communications mode in two ways: by configuthie kernel or by using the Iptcontrol(8) program.

To set the communications mode by configuring the kernel:
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1. Edit your kernel configuration file. Look for gapcO entry. If you are setting up the second parallel port, use
ppcl instead. Usgpc2 for the third port, and so on.

- If you want interrupt-driven mode, edit the following line:

hint.ppc.0.irg=" N"
in the/boot/device.hints file and replacé\ with the right IRQ number. The kernel configuration file
must also contain the ppc(4) driver:
device ppc
- If you want polled mode, remove in yolloot/device.hints file, the following line:
hint.ppc.0.irg=" N"

In some cases, this is not enough to put the port in polled rmader FreeBSD. Most of time it comes from
acpi(4) driver, this latter is able to probe and attach devjiand therefore, control the access mode to the
printer port. You should check your acpi(4) configuratioeorect this problem.

2. Save the file. Then configure, build, and install the keitheln reboot. Sekernel configuratiofior more details.

To set the communications mode wjitcontrol(8):

1. Type:

# Iptcontrol -i -d /dev/lptN

to set interrupt-driven mode fagt N.
2. Type:

# Iptcontrol -p -d /dev/IptN

to set polled-mode fapt N.

You could put these commands in ydeic/rc.local file to set the mode each time your system boots. See
Iptcontrol(8) for more information.

10.3.1.4 Checking Printer Communications

Before proceeding to configure the spooling system, youldhaake sure the operating system can successfully
send data to your printer. It is a lot easier to debug primenrmunication and the spooling system separately.

To test the printer, we will send some text to it. For printéis can immediately print characters sent to them, the
program Iptest(1) is perfect: it generates all 96 print&#@®I1l characters in 96 lines.

For a PostScript (or other language-based) printer, wene#ld a more sophisticated test. A small PostScript
program, such as the following, will suffice:

%!PS

100 100 moveto 300 300 lineto stroke

310 310 moveto /Helvetica findfont 12 scalefont setfont
(Is this thing working?) show

showpage

The above PostScript code can be placed into a file and usédas & the examples appearing in the following
sections.
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Note: When this document refers to a printer language, it is assuming a language like PostScript, and not
Hewlett Packard’s PCL. Although PCL has great functionality, you can intermingle plain text with its escape
sequences. PostScript cannot directly print plain text, and that is the kind of printer language for which we must
make special accommodations.

10.3.1.4.1 Checking a Parallel Printer
This section tells you how to check if FreeBSD can commueigath a printer connected to a parallel port.

To test a printer on a parallel port:

1. Becomeoot withsu(l).
2. Send data to the printer.
- If the printer can print plain text, then use Iptest(1). Type
# Iptest > /dev/lptN
WhereN is the number of the parallel port, starting from zero.
- If the printer understands PostScript or other printer leagg, then send a small program to the printer. Type:
# cat > /dev/IptN

Then, line by line, type the progracarefullyas you cannot edit a line once you have prestURNor
ENTER When you have finished entering the program, p@NTROL+Dor whatever your end of file key is.

Alternatively, you can put the program in a file and type:
# cat file > /dev/IptN

Wheref i | e is the name of the file containing the program you want to sertle printer.

You should see something print. Do not worry if the text doeslook right; we will fix such things later.

10.3.1.4.2 Checking a Serial Printer

This section tells you how to check if FreeBSD can commueieath a printer on a serial port.

To test a printer on a serial port:

1. Becomeoot with su(l).
2. Editthe file/etc/remote . Add the following entry:
printer:dv= /dev/ port:br# bps-rate:pa= parity

Whereport is the device entry for the serial pottyi0 , ttyul , etc.),bps-r at e is the bits-per-second rate at
which the printer communicates, apdri t y is the parity required by the printer (eith@ren , odd, none, or
zero ).

Here is a sample entry for a printer connected via a serialtbrthe third serial port at 19200 bps with no parity:

printer:dv= /devittyu2  :br#19200:pa=none
3. Connect to the printer with tip(1). Type:
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# tip printer
If this step does not work, edit the filetc/remote  again and try usinglev/cuaa N instead ofdev/ttyu  N.
4. Send data to the printer.
- If the printer can print plain text, then use Iptest(1). Type
% $I pt est

- If the printer understands PostScript or other printer leagg, then send a small program to the printer. Type
the program, line by lineyery carefullyas backspacing or other editing keys may be significant tptin¢er.
You may also need to type a special end-of-file key for theteriso it knows it received the whole program.
For PostScript printers, preSONTROL+D

Alternatively, you can put the program in a file and type:
% >file

Wheref i | e is the name of the file containing the program. After tip(I)dsethe file, press any required
end-of-file key.

You should see something print. Do not worry if the text doaslook right; we will fix that later.

10.3.1.5 Enabling the Spooler: the /etc/printcap File

At this point, your printer should be hooked up, your kerrmifigured to communicate with it (if necessary), and
you have been able to send some simple data to the printer.Wwoare ready to configuté®D to control access to
your printer.

You configureLPD by editing the file/etc/printcap . TheLPD spooling system reads this file each time the
spooler is used, so updates to the file take immediate effect.

The format of the printcap(5) file is straightforward. Useuyéavorite text editor to make changes to
/etc/printcap . The format is identical to other capability files likesr/share/misc/termcap and
letc/remote . For complete information about the format, see the cgégnt

The simple spooler configuration consists of the followiteps:

1. Pick aname (and a few convenient aliases) for the priatelput them in théetc/printcap file; see the
Naming the Printesection for more information on naming.

2. Turn off header pages (which are on by default) by insgttiesh capability; see the
Suppressing Header Pageesction for more information.

3. Make a spooling directory, and specify its location witk¢d capability; see the
Making the Spooling Directorgection for more information.

4. Setthedev entry to use for the printer, and note it/#tc/printcap with thelp capability; see the
Identifying the Printer Devicéor more information. Also, if the printer is on a serial pa@et up the
communication parameters with the# capability which is discussed in the
Configuring Spooler Communications Parameserstion.

o

Install a plain text input filter; see thilstalling the Text Filtesection for detalils.
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6. Test the setup by printing something with the Ipr(1) comchaMore details are available in tieying It Out
andTroubleshootingections.

Note: Language-based printers, such as PostScript printers, cannot directly print plain text. The simple setup
outlined above and described in the following sections assumes that if you are installing such a printer you will
print only files that the printer can understand.

Users often expect that they can print plain text to any ofittieters installed on your system. Programs that
interface toLPD to do their printing usually make the same assumption. Ifg@uinstalling such a printer and want
to be able to print jobs in the printer languayed print plain text jobs, you are strongly urged to add an adddl
step to the simple setup outlined above: install an autanpédin-text-to-PostScript (or other printer language)
conversion program. The section entitikdcommodating Plain Text Jobs on PostScript Printelfs how to do this.

10.3.1.5.1 Naming the Printer

The first (easy) step is to pick a name for your printer. Itlyedbes not matter whether you choose functional or
whimsical names since you can also provide a number of alfase¢he printer.

At least one of the printers specified in tlec/printcap should have the alidp . This is the default printer’s
name. If users do not have tRRINTERenvironment variable nor specify a printer name on the conthtiae of any
of theLPD commands, thelp will be the default printer they get to use.

Also, it is common practice to make the last alias for a prib&a full description of the printer, including make and
model.

Once you have picked a name and some common aliases, putrthibeidtc/printcap file. The name of the
printer should start in the leftmost column. Separate eab with a vertical bar and put a colon after the last alias.

In the following example, we start with a skeletetc/printcap that defines two printers (a Diablo 630 line
printer and a Panasonic KX-P4455 PostScript laser printer)

#

# letc/printcap for host rose

#

rattan|line|diablo|Ip|Diablo 630 Line Printer:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:

In this example, the first printer is namexdtan  and has as aliaséise , diablo |, Ip , andDiablo 630 Line
Printer . Since it has the alidp , it is also the default printer. The second is narhadboo, and has as aliases,
PS, S, panasonic , andPanasonic KX-P4455 PostScript v51.4

10.3.1.5.2 Suppressing Header Pages

TheLPD spooling system will by default printlaeader pagdor each job. The header page contains the user name
who requested the job, the host from which the job came, anddime of the job, in nice large letters. Unfortunately,
all this extra text gets in the way of debugging the simpleteri setup, so we will suppress header pages.

To suppress header pages, addstheapability to the entry for the printer iltc/printcap . Here is an example
/etc/printcap with sh added:
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#
# letc/printcap for host rose - no header pages anywhere
#
rattan|line|diablo|Ip|Diablo 630 Line Printer:\
:sh:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:

Note how we used the correct format: the first line starts énléfitmost column, and subsequent lines are indented.
Every line in an entry except the last ends in a backslashachar

10.3.1.5.3 Making the Spooling Directory

The next step in the simple spooler setup is to mageawling directorya directory where print jobs reside until
they are printed, and where a number of other spooler sufilesrtive.

Because of the variable nature of spooling directories,guistomary to put these directories untar/spool . It
is not necessary to backup the contents of spooling direstagither. Recreating them is as simple as running
mkdir(1).

Itis also customary to make the directory with a name thatesiical to the name of the printer, as shown below:
# nkdir /var/spool/printer-name

However, if you have a lot of printers on your network, you htigrant to put the spooling directories under a single
directory that you reserve just for printing withPD. We will do this for our two example printerattan  and
bamboo:

# nkdir /var/spool/lpd
# nkdir /var/spool/lpd/rattan
# nkdir /var/spool /I pd/ banboo

Note: If you are concerned about the privacy of jobs that users print, you might want to protect the spooling
directory so it is not publicly accessible. Spooling directories should be owned and be readable, writable, and
searchable by user daemon and group daemon, and no one else. We will do this for our example printers:

chown daenon: daenon /var/spool /1 pd/rattan
chown daenon: daenon /var/spool /| pd/ banboo
chrmod 770 /var/spool /| pd/rattan
chrmod 770 /var/ spool /| pd/ bamboo

H* W B

Finally, you need to telLPD about these directories using tle&/printcap file. You specify the pathname of
the spooling directory with thed capability:

#
# letc/printcap for host rose - added spooling directories
#
rattan|line|diablo|Ip|Diablo 630 Line Printer:\
:sh:sd= /var/spool/lpd/rattan
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bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo

Note that the name of the printer starts in the first columraliudther entries describing the printer should be
indented and each line end escaped with a backslash.

If you do not specify a spooling directory witll, the spooling system will usear/spool/lpd as a default.

10.3.1.5.4 Identifying the Printer Device

In theHardware Setupection, we identified the port and the releviaets directory entry that FreeBSD will use to
communicate with the printer. Now, we t&lPD that information. When the spooling system has a job to pitint
will open the specified device on behalf of the filter progravhith is responsible for passing data to the printer).

List the/dev entry pathname in theetc/printcap file using thelp capability.

In our running example, let us assume tlztan  is on the first parallel port, anshmboo is on a sixth serial port;
here are the additions tetc/printcap

#
# letc/printcap for host rose - identified what devices to us e
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan A\
Ip= /dev/Ipt0

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo A\
Ip= /devittyus

If you do not specify thép capability for a printer in youfetc/printcap file, LPD usegdev/lp  as a default.
/dev/lp  currently does not exist in FreeBSD.

If the printer you are installing is connected to a paraltattpskip to the section entitlethstalling the Text Filter
Otherwise, be sure to follow the instructions in the nextisec

10.3.1.5.5 Configuring Spooler Communication Parameters

For printers on serial portsPD can set up the bps rate, parity, and other serial commuaicptirameters on behalf
of the filter program that sends data to the printer. This i@athgeous since:

- lItlets you try different communication parameters by siyrgditing the/etc/printcap file; you do not have to
recompile the filter program.

- It enables the spooling system to use the same filter proggamdltiple printers which may have different serial
communication settings.

The following/etc/printcap capabilities control serial communication parametersefdevice listed in thip
capability:
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br# bps-rate

Sets the communications speed of the devidepto r at e, wherebps-r at e can be 50, 75, 110, 134, 150, 200,
300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600,5200 bits-per-second.

ms#st ty- node
Sets the options for the terminal device after opening tivicdestty(1) explains the available options.

WhenLPD opens the device specified by tipe capability, it sets the characteristics of the device tséhspecified
with the ms# capability. Of particular interest will be thgarenb , parodd , cs5, cs6, cs7, cs8, cstopb |, crtscts
andixon modes, which are explained in the stty(1) manual page.

Let us add to our example printer on the sixth serial port. Weset the bps rate to 38400. For the mode, we will set
no parity with-parenb , 8-bit characters withsg , no modem control witktlocal  and hardware flow control with
crtscts

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo A\
Ip= /devittyu5  :ms#-parenb cs8 clocal crtscts:

10.3.1.5.6 Installing the Text Filter

We are now ready to tellPD what text filter to use to send jobs to the printetteit filter, also known as amput

filter, is a program thatPD runs when it has a job to print. Whé#®D runs the text filter for a printer, it sets the
filter’s standard input to the job to print, and its standautpat to the printer device specified with tipe capability.
The filter is expected to read the job from standard inpufoperany necessary translation for the printer, and write
the results to standard output, which will get printed. Farennformation on the text filter, see tRéterssection.

For our simple printer setup, the text filter can be a small skept that just executebin/cat  to send the job to

the printer. FreeBSD comes with another filter call@d that handles backspacing and underlining for printers that
might not deal with such character streams well. And, of seyyou can use any other filter program you want. The
filter Ipf is described in detalil in section entitlgaf: a Text Filter

First, let us make the shell scrifutsr/local/libexec/if-simple be a simple text filter. Put the following text
into that file with your favorite text editor:

#!/bin/sh

#

# if-simple - Simple text input filter for Ipd

# Installed in /usr/local/libexec/if-simple

#

# Simply copies stdin to stdout. Ignores all filter argument S.

/bin/cat && exit 0
exit 2

Make the file executable:

# chnod 555 /usr/local/libexec/if-sinple

And then tell LPD to use it by specifying it with the capability in/etc/printcap . We will add it to the two
printers we have so far in the exampdec/printcap
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#

# letc/printcap for host rose - added text filter

#

rattan|line|diablo|Ip|Diablo 630 Line Printer:\
:sh:sd= /var/spool/lpd/rattan A\
Ip= /dev/lpt0  :\
:if= Jusr/local/libexec/if-simple

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo A\
Ip= /devittyu5 :ms#-parenb cs8 clocal crtscts:\
:if= Jusr/local/libexec/if-simple :

Note: A copy of the if-simple script can be found in the /usr/share/examples/printing directory.

10.3.1.5.7 Turn on LPD

Ipd(8) is run fromvetc/rc  , controlled by thépd_enable  variable. This variable defaults tQ If you have not
done so already, add the line:

Ipd_enable="YES"

to /etc/rc.conf , and then either restart your machine, or just run lpd(8).

# | pd

10.3.1.5.8 Trying It Out

You have reached the end of the simpD setup. Unfortunately, congratulations are not quite yeftrder, since
we still have to test the setup and correct any problems.sidhe setup, try printing something. To print with the
LPD system, you use the command Ipr(1), which submits a job fiatipg.

You can combine Ipr(1) with the Iptest(1) program, introeldin sectiorChecking Printer Communications
generate some test text.

To test the simplePD setup:

Type:

# Iptest 20 5 | Ipr -Pprinter-name

Wherepr i nt er - name is a the name of a printer (or an alias) specifietkit/printcap . To test the default

printer, type lpr(1) without anyP argument. Again, if you are testing a printer that expec&t$aript, send a
PostScript program in that language instead of using lfitestou can do so by putting the program in a file and

typinglpr file.

For a PostScript printer, you should get the results of toggam. If you are using Iptest(1), then your results should
look like the following:

"#$%&'() *+,-./01234
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"#$%& () *+-./012345
#$%&'() *+,-./0123456
$%&'() *+,-./01234567
%&() *+,-/012345678

To further test the printer, try downloading larger progsa(fior language-based printers) or running Iptest(1) with
different arguments. For examplptest 80 60  will produce 60 lines of 80 characters each.

If the printer did not work, see thEroubleshootingection.

10.4 Advanced Printer Setup

Warning: As of FreeBSD 8.0, device nodes for serial ports have been renamed from /devittyd N to
/devittyu  N. FreeBSD 7.X users will have to adapt the following documentation according to these changes.

This section describes filters for printing specially fotted files, header pages, printing across networks, and
restricting and accounting for printer usage.

10.4.1 Filters

AlthoughLPD handles network protocols, queuing, access control, dmat aspects of printing, most of theal
work happens in thélters. Filters are programs that communicate with the printerteanttlle its device
dependencies and special requirements. In the simpleepsatup, we installed a plain text filter—an extremely
simple one that should work with most printers (sectiostalling the Text Filter.

However, in order to take advantage of format conversiantg@raccounting, specific printer quirks, and so on, you
should understand how filters work. It will ultimately be tlileer’s responsibility to handle these aspects. And the
bad news is that most of the tinyeuhave to provide filters yourself. The good news is that maeyganerally
available; when they are not, they are usually easy to write.

Also, FreeBSD comes with onkisr/libexec/Ipr/Ipf , that works with many printers that can print plain text.
(It handles backspacing and tabs in the file, and does adogubtit that is about all it does.) There are also several
filters and filter components in the FreeBSD Ports Collection

Here is what you will find in this section:

- SectionHow Filters Work tries to give an overview of a filter’'s role in the printingogess. You should read this
section to get an understanding of what is happening “urdehood” wherLPD uses filters. This knowledge
could help you anticipate and debug problems you might emeoas you install more and more filters for each of
your printers.

- LPD expects every printer to be able to print plain text by defatiis presents a problem for PostScript printers
(or other language-based printers) which cannot directht plain text. Section
Accommodating Plain Text Jobs on PostScript Printelts you what you should do to overcome this problem.
You should read this section if you have a PostScript printer
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- PostScript is a popular output format for many programs. &people even write PostScript code directly.
Unfortunately, PostScript printers are expensive. Se@imulating PostScript on Non PostScript Printeis
how you can further modify a printer’s text filter to acceptigmint PostScript data onr@on PostScripprinter.
You should read this section if you do not have a PostScripteur

« SectionConversion Filtersells about a way you can automate the conversion of sped#itofimats, such as
graphic or typesetting data, into formats your printer cadarstand. After reading this section, you should be able
to set up your printers such that users can tgpe -t to print troff data, otpr -d to print TeX DVI data, orlpr
-v to print raster image data, and so forth. The reading of #ttien is recommended.

- SectionOutput Filterstells all about a not often used featurelé¥D: output filters. Unless you are printing header
pages (sekleader Pagésyou can probably skip that section altogether.

 Sectionlpf: a Text Filterdescribedpf , a fairly complete if simple text filter for line printers (dfaser printers
that act like line printers) that comes with FreeBSD. If yaed a quick way to get printer accounting working for
plain text, or if you have a printer which emits smoke where#gsbackspace characters, you should definitely
consideipf .

Note: A copy of the various scripts described below can be found in the /usr/share/examples/printing
directory.

10.4.1.1 How Filters Work

As mentioned before, a filter is an executable program stéagé PD to handle the device-dependent part of
communicating with the printer.

WhenLPD wants to print a file in a job, it starts a filter program. It s filter's standard input to the file to print,
its standard output to the printer, and its standard errthréarror logging file (specified in the capability in
/etc/printcap , or/deviconsole by default).

Which filter LPD starts and the filter’'s arguments depend on what is listelddretc/printcap file and what
arguments the user specified for the job on the Ipr(1) comrfinadrFor example, if the user typéat -t , LPD
would start the troff filter, listed in thg capability for the destination printer. If the user wantegbtint plain text, it
would start thef filter (this is mostly true: se®utput Filtersfor details).

There are three kinds of filters you can specifyete/printcap

- Thetext filter, confusingly called théput filterin LPD documentation, handles regular text printing. Think of it
as the default filtelLPD expects every printer to be able to print plain text by defaud it is the text filter's job
to make sure backspaces, tabs, or other special charaoteat donfuse the printer. If you are in an environment
where you have to account for printer usage, the text filtestralso account for pages printed, usually by counting
the number of lines printed and comparing that to the numblanes per page the printer supports. The text filter
is started with the following argument list:

filter-name [-c]-wwi dth -l ength -iindent -nlogin -hhost acct-file

where

appears if the job is submitted wihr ~ -I
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wi dt h
is the value from thew (page width) capability specified iatc/printcap , default 132

| ength
is the value from thel (page length) capability, default 66

i ndent

is the amount of the indentation frolpr  -i , default O

| ogin

is the account name of the user printing the file

host

is the host name from which the job was submitted

acct-file

is the name of the accounting file from thie capability.

- A conversion filterconverts a specific file format into one the printer can reaéo paper. For example, ditroff
typesetting data cannot be directly printed, but you catalha conversion filter for ditroff files to convert the
ditroff data into a form the printer can digest and print. t8ecConversion Filtersells all about them. Conversion
filters also need to do accounting, if you need printer actingnConversion filters are started with the following
arguments:

filter-name -X pi xel -wi dt h -y pi xel - hei ght -nlogin -hhost acct-file

wherepi xel - wi dt h is the value from thex capability (default 0) andi xel - hei ght is the value from they
capability (default 0).

« Theoutput filteris used only if there is no text filter, or if header pages abéd. In our experience, output
filters are rarely used. Secti@utput Filtersdescribes them. There are only two arguments to an outpart filt

filter-name -ww dth -llength

which are identical to the text filtersr and-I arguments.

Filters should alsexit with the following exit status:
exit 0
If the filter printed the file successfully.

exit 1

If the filter failed to print the file but wantsPD to try to print the file again.PD will restart a filter if it exits
with this status.
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exit 2
If the filter failed to print the file and does not war®D to try again LPD will throw out the file.

The text filter that comes with the FreeBSD reledssy/libexec/Ipr/Ipf , takes advantage of the page width
and length arguments to determine when to send a form feedl@mto account for printer usage. It uses the login,
host, and accounting file arguments to make the accountinggen

If you are shopping for filters, see if they are LPD-compatiltil they are, they must support the argument lists
described above. If you plan on writing filters for generad,uben have them support the same argument lists and
exit codes.

10.4.1.2 Accommodating Plain Text Jobs on PostScript® Prin ters

If you are the only user of your computer and PostScript (beplanguage-based) printer, and you promise to never
send plain text to your printer and to never use featuresmdwa programs that will want to send plain text to your
printer, then you do not need to worry about this sectionlat al

But, if you would like to send both PostScript and plain tetig to the printer, then you are urged to augment your
printer setup. To do so, we have the text filter detect if thiwiag job is plain text or PostScript. All PostScript jobs
must start witheo! (for other printer languages, see your printer documenniatif those are the first two characters
in the job, we have PostScript, and can pass the rest of thdifjettly. If those are not the first two characters in the
file, then the filter will convert the text into PostScript gorint the result.

How do we do this?

If you have got a serial printer, a great way to do it is to itidpaps . Iprps is a PostScript printer filter which
performs two-way communication with the printer. It updatiee printer’s status file with verbose information from
the printer, so users and administrators can see exactlythinatate of the printer is (such@ser low or paper
jam). But more importantly, it includes a program callesif which detects whether the incoming job is plain text
and callstextps  (another program that comes withps ) to convert it to PostScript. It then uskesps  to send

the job to the printer.

Iprps is part of the FreeBSD Ports Collection (SHge Ports Collection You can install one of the both
print/lprps-a4 andprint/lprps-letter ports according to the paper size used. After installings , just
specify the pathname to tpsif program that is part dprps . If you installediprps  from the Ports Collection,
use the following in the serial PostScript printer’'s entryeitc/printcap

:if= Jusr/local/libexec/psif

Therw capability should be also included in order toll€tD to open the printer in the read-write mode.

If you have a parallel PostScript printer (and thereforencainise two-way communication with the printer, which
lprps  needs), you can use the following shell script as the tegtfilt

#1/bin/sh

psif - Print PostScript or plain text on a PostScript printe r
Script version; NOT the version that comes with Iprps
Installed in /usr/local/libexec/psif

H* OH H HH

IFS="" read -r first_line
first_two_chars='expr "$first_line" : "\(..\)"
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if [ "$first_two_chars" = "%!" ]; then

#
# PostScript job, print it.
#
echo "$first_line" && cat && printf 004" && exit O
exit 2
else
#
# Plain text, convert it, then print it.
#
( echo "$first_line"; cat ) | /usr/local/bin/textps && prin tf "\004" && exit 0
exit 2

fi

In the above scriptextps  is a program we installed separately to convert plain tefdstScript. You can use any
text-to-PostScript program you wish. The FreeBSD Port$e€tibn (se€The Ports Collectionincludes a full
featured text-to-PostScript program calkps that you might want to investigate.

10.4.1.3 Simulating PostScript on Non PostScript Printers

PostScript is thele factostandard for high quality typesetting and printing. Posfids, however, arxpensive
standard. Thankfully, Aladdin Enterprises has a free RogiBwvork-alike calledshostscript that runs with

FreeBSD Ghostscript can read most PostScript files and can render their pagesaatgety of devices, including
many brands of non-PostScript printers. By install@igostscript and using a special text filter for your printer, you
can make your non PostScript printer act like a real PogiSprinter.

Ghostscriptis in the FreeBSD Ports Collection, many versions are avigildhe most commonly used version is
print/ghostscript-gpl

To simulate PostScript, we have the text filter detect if firimiting a PostScript file. If it is not, then the filter will
pass the file directly to the printer; otherwise, it will Ushostscript to first convert the file into a format the printer
will understand.

Here is an example: the following script is a text filter fonddett Packard DeskJet 500 printers. For other printers,
substitute thesDEVICE argument to thgs (Ghostscript) command. (Typgs -h to get a list of devices the
current installation oGhostscript supports.)

#!/bin/sh

#

# ifhp - Print Ghostscript-simulated PostScript on a DeskJe t 500
# Installed in /usr/local/llibexecl/ithp

Treat LF as CR+LF (to avoid the "staircase effect" on HP/PCL
printers):

H H H R

printf "\033&k2G" || exit 2

#

# Read first two characters of the file
#

IFS="" read -r first_line
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first_two_chars='expr "$first_line" : "\(..\)"

if [ "$first_two_chars" = "%!" ]; then
#
# It is PostScript; use Ghostscript to scan-convert and prin t it
#
lusr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \
-sOutputFile=- - && exit 0
else
#
# Plain text or HP/PCL, so just print it directly; print a form feed
# at the end to eject the last page.
#
echo "$first_line" && cat && printf "033&I0H" &&
exit 0
fi
exit 2

Finally, you need to notify.PD of the filter via theif capability:

:if= Jusr/localllibexec/ithp

That is it. You can typdpr plain.text andlpr whatever.ps and both should print successfully.

10.4.1.4 Conversion Filters

After completing the simple setup describedSimple Printer Setuphe first thing you will probably want to do is
install conversion filters for your favorite file formats @iées plain ASCII text).

10.4.1.4.1 Why Install Conversion Filters?

Conversion filters make printing various kinds of files edsyan example, suppose we do a lot of work with the
TeX typesetting system, and we have a PostScript printer.yBirae we generate a DVI file fromgK, we cannot
print it directly until we convert the DVI file into PostSctiprhe command sequence goes like this:

% dvi ps seaweed-anal ysi s. dvi

% | pr seaweed-anal ysi s. ps

By installing a conversion filter for DVI files, we can skip thand conversion step each time by haliRp do it
for us. Now, each time we get a DVI file, we are just one step dway printing it:

% | pr -d seaweed-anal ysis. dvi

We gotLPD to do the DVI file conversion for us by specifying the option. Section
Formatting and Conversion Optiolists the conversion options.

For each of the conversion options you want a printer to stpjmstall aconversion filterand specify its pathname
in /etc/printcap . A conversion filter is like the text filter for the simple ptém setup (see section

Installing the Text Filterexcept that instead of printing plain text, the filter consé¢he file into a format the printer
can understand.
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10.4.1.4.2 Which Conversion Filters Should | Install?

You should install the conversion filters you expect to usgou print a lot of DVI data, then a DVI conversion filter
is in order. If you have got plenty of troff to print out, thenwy probably want a troff filter.

The following table summarizes the filters thdD works with, their capability entries for thetc/printcap
file, and how to invoke them with ther command:

File type /et c/ printcap capability | pr option
cifplot cf -c

DVI df -d

plot of -g

ditroff nf -n

FORTRAN text rf -f

troff tf -f

raster vf -V

plain text if none,-p , or-|

In our example, usintpr  -d means the printer needsifx capability in its entry inetc/printcap

Despite what others might contend, formats like FORTRAN #&&d plot are probably obsolete. At your site, you
can give new meanings to these or any of the formatting ogfiost by installing custom filters. For example,
suppose you would like to directly print Printerleaf filesg$i from the Interleaf desktop publishing program), but
will never print plot files. You could install a Printerleabiaversion filter under thgf capability and then educate
your users thapr -g mean “print Printerleaf files.”

10.4.1.4.3 Installing Conversion Filters

Since conversion filters are programs you install outsidé@base FreeBSD installation, they should probably go
under/usr/local . The directoryust/local/libexec is a popular location, since they are specialized programs
that onlyLPD will run; regular users should not ever need to run them.

To enable a conversion filter, specify its pathname undeapipeopriate capability for the destination printer in
letc/printcap

In our example, we will add the DVI conversion filter to thergrfor the printer nametlamboo. Here is the example
/etc/printcap file again, with the newdf capability for the printebamboo:

#
# letc/printcap for host rose - added df filter for bamboo
#
rattan|line|diablo|Ip|Diablo 630 Line Printer:\
:sh:sd= /var/spool/lpd/rattan A\
Ip= /dev/lpt0  :\
:if= Jusr/localllibexec/if-simple
bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo A\
Ip= /devittyu5  :ms#-parenb cs8 clocal crtscts:rw:\
:if= Jusr/localllibexec/psif A\

:df= Jusr/local/libexec/psdf
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The DVl filter is a shell script namefdsr/local/libexec/psdf . Here is that script:

#!/bin/sh

#

# psdf - DVI to PostScript printer filter
# Installed in /usr/local/libexec/psdf

#

# Invoked by Ipd when user runs lpr -d

#

exec /ust/local/bin/dvips -f | /usr/local/libexec/lprps "$@"

This script runsivips in filter mode (thef argument) on standard input, which is the job to print. Intk&arts the
PostScript printer filtelprps  (see sectio®ccommodating Plain Text Jobs on PostScript Printerth the
argument$.PD passed to this script. Therps  utility will use those arguments to account for the pagestpd.

10.4.1.4.4 More Conversion Filter Examples

There is no fixed set of steps to install conversion filtermy@avorking examples are described in this section. Use
these as guidance to making your own filters. Use them dyéctippropriate.

This example script is a raster (well, GIF file, actually) eersion filter for a Hewlett Packard LaserJet 111-Si printer

#!/bin/sh

#

# hpvf - Convert GIF files into HP/PCL, then print
# Installed in /usr/local/llibexec/hpvf

PATH=/usr/X11R6/bin:$PATH; export PATH

giftopnm | ppmtopgm | pgmtopbm | pbmtolj -resolution 300 \
&& exit 0 \
|| exit 2

It works by converting the GIF file into a portable anymap \@ting that into a portable graymap, converting that
into a portable bitmap, and converting that into Laser@&tAeompatible data.

Here is theetc/printcap file with an entry for a printer using the above filter:
#
# letc/printcap for host orchid
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
Ip= /dev/lpt0  :sh:sd= /var/spool/lpd/teak ‘mx#0:\
:if= Jusr/local/libexec/hpif A\

:vf= Jusr/local/libexec/hpvf

The following script is a conversion filter for troff data frothe groff typesetting system for the PostScript printer
namecdbamboo:

#!/bin/sh

#

# pstf - Convert groff's troff data into PS, then print.
# Installed in /usr/local/llibexec/pstf
#
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exec grops | /usr/localllibexec/lprps "$@"

The above script makes uselpfps again to handle the communication with the printer. If thater were on a
parallel port, we would use this script instead:

#!/bin/sh

#

# pstf - Convert groff's troff data into PS, then print.
# Installed in /usr/local/llibexec/pstf

#

exec grops

That is it. Here is the entry we need to addédt/printcap to enable the filter:
:tf= Jusr/localllibexec/pstf

Here is an example that might make old hands at FORTRAN blugha FORTRAN-text filter for any printer that
can directly print plain text. We will install it for the priarteak :

#!/bin/sh

#

# hprf - FORTRAN text filter for LaserJet 3si:
# Installed in /usr/local/llibexec/hprf

#

printf "\033&k2G" && fpr && printf "\033&I0H" &&
exit 0
exit 2

And we will add this line to théetc/printcap for the printerteak to enable this filter:
:rf= Jusr/local/libexec/hprf

Here is one final, somewhat complex example. We will add a Oiérfio the LaserJet printesak introduced
earlier. First, the easy part: updatifetc/printcap with the location of the DVI filter:

:df= Jusr/local/libexec/hpdf

Now, for the hard part: making the filter. For that, we need d-R/LaserJet/PCL conversion program. The
FreeBSD Ports Collection (sdéne Ports Collectionhas oneprint/dvi2xx . Installing this port gives us the
program we needjvili2p , which converts DVI into LaserJet lIp, LaserJet lll, and &aket 2000 compatible codes.

Thedvili2p  utility makes the filtehpdf quite complex sincevilj2p  cannot read from standard input. It wants
to work with a filename. What is worse, the filename has to endvin so usingdev/fd/0  for standard input is
problematic. We can get around that problem by linking (sglichlly) a temporary file name (one that ends in
.dvi )to/dev/fd/0 ,thereby forcingivili2p  to read from standard input.

The only other fly in the ointment is the fact that we cannot/trsp for the temporary link. Symbolic links are

owned by user and grougn . The filter runs as uselaemon. And the/tmp directory has the sticky bit set. The
filter can create the link, but it will not be able clean up wideme and remove it since the link will belong to a
different user.
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Instead, the filter will make the symbolic link in the currevdrking directory, which is the spooling directory
(specified by thad capability in/etc/printcap ). This is a perfect place for filters to do their work, esplgia
since there is (sometimes) more free disk space in the sypdiiectory than undetmp .

Here, finally, is the filter:

#!/bin/sh

#

# hpdf - Print DVI data on HP/PCL printer
# Installed in /usr/local/llibexec/hpdf

PATH=/usr/local/bin:$PATH; export PATH

#
# Define a function to clean up our temporary files. These exi
# in the current directory, which will be the spooling direct
# for the printer.
#
cleanup() {
rm -f hpdf$$.dvi
}
#
# Define a function to handle fatal errors: print the given me
# and exit 2. Exiting with 2 tells LPD to do not try to reprint th
# job.
#
fatal() {
echo "$@" 1 >&2
cleanup
exit 2
}
#
# If user removes the job, LPD will send SIGINT, so trap SIGINT
# (and a few other signals) to clean up after ourselves.
#

trap cleanup 1 2 15

#

# Make sure we are not colliding with any existing files.
#

cleanup

#

# Link the DVI input file to standard input (the file to print)
#

In -s /dev/fd/0 hpdf$$.dvi || fatal "Cannot symlink /dev/fd

#

# Make LF = CR+LF

#

printf "\033&k2G" || fatal "Cannot initialize printer"

st
ory

ssage

/0"
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Convert and print. Return value from dvilj2p does not seem t 0 be
reliable, so we ignore it.

H* H H R

dvili2p -M1 -gq -e- dfhp$$.dvi

#

# Clean up and exit
#

cleanup

exit 0

10.4.1.4.5 Automated Conversion: an Alternative to Conversion Filters

All these conversion filters accomplish a lot for your prirgtienvironment, but at the cost forcing the user to specify
(on the Ipr(1) command line) which one to use. If your useesrant particularly computer literate, having to specify
a filter option will become annoying. What is worse, thougtthiat an incorrectly specified filter option may run a
filter on the wrong type of file and cause your printer to spetvhoaundreds of sheets of paper.

Rather than install conversion filters at all, you might waariry having the text filter (since it is the default filter)
detect the type of file it has been asked to print and then attoatly run the right conversion filter. Tools such as
file can be of help here. Of course, it will be hard to determinadifferences betweesomefile types—and, of
course, you can still provide conversion filters just fomhe

The FreeBSD Ports Collection has a text filter that perforateraatic conversion callegbsfilter
(print/apsfilter ). It can detect plain text, PostScript, DVI and almost amdkof files, run the proper
conversions, and print.

10.4.1.5 Output Filters

TheLPD spooling system supports one other type of filter that we havget explored: an output filter. An output
filter is intended for printing plain text only, like the tefitter, but with many simplifications. If you are using an
output filter but no text filter, then:

- LPD starts an output filter once for the entire job instead of doceach file in the job.

- LPD does not make any provision to identify the start or the erfilex within the job for the output filter.

- LPD does not pass the user’s login or host to the filter, so it ismiehded to do accounting. In fact, it gets only
two arguments:

filter-name -wwi dt h -l ength

Wherewi dt h is from thepw capability and engt h is from thepl capability for the printer in question.

Do not be seduced by an output filter's simplicity. If you wablike each file in a job to start on a different page an
output filterwill not work. Use a text filter (also known as an input filter); see sedtistalling the Text Filter
Furthermore, an output filter is actualtlyore complein that it has to examine the byte stream being sent to it for
special flag characters and must send signals to itself calfoeiPD.
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However, an output filter inecessaryf you want header pages and need to send escape sequent@sror o
initialization strings to be able to print the header pageit (t is alsofutile if you want to charge header pages to the
requesting user’s account, sindeD does not give any user or host information to the output fjlter

On a single printel.PD allows both an output filter and text or other filters. In suakes| PD will start the output
filter to print the header page (see sectiteader Pagé®nly. LPD then expects the output filter shop itselfby
sending two bytes to the filter: ASCII 031 followed by ASCIIO@hen an output filter sees these two bytes (031,
001), it should stop by sendirg)lGSTOPto itself. WhenLPD'’s done running other filters, it will restart the output
filter by sendingSIGCONTtO it.

If there is an output filter butotext filter andLPD is working on a plain text joh,PD uses the output filter to do
the job. As stated before, the output filter will print each 6f the job in sequence with no intervening form feeds or
other paper advancement, and this is probablywvhat you want. In almost all cases, you need a text filter.

The programpf , which we introduced earlier as a text filter, can also runmesdput filter. If you need a
quick-and-dirty output filter but do not want to write the ytetection and signal sending code Ipfy . You can
also wrappf in a shell script to handle any initialization codes the fimmight require.

10.4.1.6 | pf: a Text Filter

The programiustr/libexec/Ipr/Ipf that comes with FreeBSD binary distribution is a text fili@p(t filter) that
can indent output (job submitted withr  -i ), allow literal characters to pass (job submitted vifith -1 ), adjust
the printing position for backspaces and tabs in the job,aaedunt for pages printed. It can also act like an output
filter.

Thelpf filter is suitable for many printing environments. And altigh it has no capability to send initialization
sequences to a printer, it is easy to write a shell script tthdmeeded initialization and then execipte .

In order forlpf to do page accounting correctly, it needs correct valuesifith for thepw andpl capabilities in the
/etc/printcap file. It uses these values to determine how much text can fitgage and how many pages were in
a user’s job. For more information on printer accounting,Aecounting for Printer Usage

10.4.2 Header Pages

If you havelots of users, all of them using various printers, then you prbpadant to consideheader pageas a
necessary evil.

Header pages, also knownlaanneror burst pagesdentify to whom jobs belong after they are printed. They are
usually printed in large, bold letters, perhaps with detteedorders, so that in a stack of printouts they stand out
from the real documents that comprise users’ jobs. Theyleneders to locate their jobs quickly. The obvious
drawback to a header page is that it is yet one more sheetdbabtbe printed for every job, their ephemeral
usefulness lasting not more than a few minutes, ultimatetifig themselves in a recycling bin or rubbish heap.
(Note that header pages go with each job, not each file in s@the paper waste might not be that bad.)

TheLPD system can provide header pages automatically for youtqurisif your printer can directly print plain
text. If you have a PostScript printer, you will need an exééprogram to generate the header page; see
Header Pages on PostScript Printers
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10.4.2.1 Enabling Header Pages

In the Simple Printer Setupection, we turned off header pages by specifgingmeaning “suppress header”) in the
/etc/printcap file. To enable header pages for a printer, just removestiheapability.

Sounds too easy, right?

You are right. Youmighthave to provide an output filter to send initialization sgsrto the printer. Here is an
example output filter for Hewlett Packard PCL-compatibliaters:

#!/bin/sh
#
# hpof - Output filter for Hewlett Packard PCL-compatible pr inters

# Installed in /usr/local/llibexec/hpof

printf "\033&k2G" || exit 2
exec /ust/libexec/lpr/Ipf

Specify the path to the output filter in thé capability. See th®utput Filterssection for more information.

Here is an exampleetc/printcap file for the printereak that we introduced earlier; we enabled header pages
and added the above output filter:

#
# letc/printcap for host orchid
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
Ip= /dev/lpt0  :sd= /var/spool/lpd/teak ‘mx#0:\
:if= Jusr/localllibexec/hpif A\
:vf= Jusr/local/libexec/hpvf A\
:of= Jusr/local/libexec/hpof

Now, when users print jobs teak , they get a header page with each job. If users want to spewdsiarching for
their printouts, they can suppress header pages by sufgrtitie job withipr  -h ; see theHeader Page Options
section for more Ipr(1) options.

Note: LPD prints a form feed character after the header page. If your printer uses a different character or
sequence of characters to eject a page, specify them with the ff capability in /etc/printcap

10.4.2.2 Controlling Header Pages

By enabling header pagds?D will produce along headera full page of large letters identifying the user, host, and
job. Here is an examplédlly printed the job named “outline” from hosise ):

k I I

k I I

k I I

k k eeee | | y y
k k e e I I y y
k k eeeeee | | y y
kk k e I I y y
k k e e I I y yy
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Job: outline
Date: Sun Sep 17 11:04:58 1995

LPD appends a form feed after this text so the job starts on a nge (ualess you havef (suppress form feeds) in
the destination printer’s entry iletc/printcap ).

If you prefer,LPD can make a&hort headerspecifysb (short banner) in théetc/printcap file. The header page
will look like this:

Date: Sun Sep 17 11:07:51 1995

Also by defaultLPD prints the header page first, then the job. To reverse thetjfsphl (header last) in
letc/printcap
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10.4.2.3 Accounting for Header Pages

UsingLPD'’s built-in header pages enforces a particular paradignmvith®omes to printer accounting: header pages
must befree of charge

Why?

Because the output filter is the only external program thiithaize control when the header page is printed that

could do accounting, and it is not provided with arser or hosinformation or an accounting file, so it has no idea
whom to charge for printer use. It is also not enough to justréase the page count by one” by modifying the text
filter or any of the conversion filters (which do have user aost information) since users can suppress header pages
with Ipr  -h . They could still be charged for header pages they did nat.®Biasically,pr -h will be the preferred
option of environmentally-minded users, but you cannatiodiny incentive to use it.

It is still not enougtto have each of the filters generate their own header pagaeybeing able to charge for
them). If users wanted the option of suppressing the heapgrgwithpr  -h , they will still get them and be
charged for them sindePD does not pass any knowledge of theoption to any of the filters.

So, what are your options?

You can:

- AcceptLPD’s paradigm and make header pages free.

- Install an alternative taPD, such at PRng. SectionAlternatives to the Standard Spootells more about other
spooling software you can substitute fd?D.

« Write asmartoutput filter. Normally, an output filter is not meant to do #Hrigrg more than initialize a printer or
do some simple character conversion. It is suited for hepalges and plain text jobs (when there is no text (input)
filter). But, if there is a text filter for the plain text jobsi@gnLPD will start the output filter only for the header
pages. And the output filter can parse the header page téxtRitagenerates to determine what user and host to
charge for the header page. The only other problem with teithaod is that the output filter still does not know
what accounting file to use (it is not passed the name of th&dite theaf capability), but if you have a
well-known accounting file, you can hard-code that into thipat filter. To facilitate the parsing step, use the
(short header) capability itetc/printcap . Then again, all that might be too much trouble, and useils wil
certainly appreciate the more generous system admirustrdito makes header pages free.

10.4.2.4 Header Pages on PostScript Printers

As described abovéPD can generate a plain text header page suitable for mangmir®f course, PostScript
cannot directly print plain text, so the header page featfitd®D is useless—or mostly so.

One obvious way to get header pages is to have every conndilgio and the text filter generate the header page.
The filters should use the user and host arguments to geresat@ble header page. The drawback of this method is
that users will always get a header page, even if they sublvstyvithipr -h .

Let us explore this method. The following script takes ttasguments (user login name, host name, and job name)
and makes a simple PostScript header page:

#!/bin/sh

#

# make-ps-header - make a PostScript header page on stdout
# Installed in /usr/local/libexec/make-ps-header

#
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These are PostScript units (72 to the inch). Modify for A4 or
whatever size paper you are using:

H* H H R

page_width=612
page_height=792
border=72

#

# Check arguments

#

if [ $# -ne 3 ]; then
echo "Usage: ‘basename $0° <user > <host > <job >" 1>&2
exit 1

fi

#

# Save these, mostly for readability in the PostScript, belo w.
#

user=$1

host=$2

job=%$3

date='date’

#

# Send the PostScript code to stdout.
#

exec cat <<EOF

%!PS

%

% Make sure we do not interfere with user's job that will follo w
%

save

%

% Make a thick, unpleasant border around the edge of the paper
%

$border $border moveto

$page_width $border 2 mul sub 0 rlineto

0 $page_height $border 2 mul sub rlineto

currentscreen 3 -1 roll pop 100 3 1 roll setscreen

$border 2 mul $page_width sub O rlineto closepath

0.8 setgray 10 setlinewidth stroke O setgray

%

% Display user’'s login name, nice and large and prominent

%

/Helvetica-Bold findfont 64 scalefont setfont

$page_width ($user) stringwidth pop sub 2 div $page_height 200 sub moveto
($user) show
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%

% Now show the boring particulars
%

/Helvetica findfont 14 scalefont setfont
ly 200 def

[ (Job:) (Host:) (Date:) ] {

200 y moveto show /y y 18 sub def }
forall

/Helvetica-Bold findfont 14 scalefont setfont
ly 200 def
[ ($job) ($host) ($date) ] {
270 y moveto show /y y 18 sub def
} forall

%

% That is it
%

restore
showpage
EOF

Now, each of the conversion filters and the text filter canttadl script to first generate the header page, and then
print the user’s job. Here is the DVI conversion filter fronrlea in this document, modified to make a header page:

#!/bin/sh
#
# psdf - DVI to PostScript printer filter
# Installed in /usr/local/libexec/psdf
#
# Invoked by Ipd when user runs Ipr -d
#
orig_args="$@"
fail() {
echo "$@" 1 >&2
exit 2
}

while getopts "x:y:n:h:" option; do
case $option in
xly) ;; # Ignore
n) login=$0OPTARG ;;
h) host=$0OPTARG ;;
*) echo "LPD started ‘basename $0° wrong." 1 >&2
exit 2

esac
done

[ "$login" ] || fail "No login name"
[ "$host" ] || fail "No host name"
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( /usr/localllibexec/make-ps-header $login $host "DVI Fi le"
lusr/local/bin/dvips -f ) | eval /usr/local/libexec/lprp s S$orig_args

Notice how the filter has to parse the argument list in ordeletermine the user and host name. The parsing for the
other conversion filters is identical. The text filter takedightly different set of arguments, though (see section
How Filters WorK.

As we have mentioned before, the above scheme, though $ainyle, disables the “suppress header page” option
(the-h option) tolpr . If users wanted to save a tree (or a few pennies, if you cHardeeader pages), they would
not be able to do so, since every filter’'s going to print a hepdge with every job.

To allow users to shut off header pages on a per-job basisyifbineed to use the trick introduced in section
Accounting for Header Pagesrite an output filter that parses the LPD-generated heaaige and produces a
PostScript version. If the user submits the job vfith -h, thenLPD will not generate a header page, and neither
will your output filter. Otherwise, your output filter will eal the text fronLPD and send the appropriate header page
PostScript code to the printer.

If you have a PostScript printer on a serial line, you can madeofiprps , which comes with an output filter,
psof , which does the above. Note thabf does not charge for header pages.

10.4.3 Networked Printing

FreeBSD supports networked printing: sending jobs to rerpahters. Networked printing generally refers to two
different things:

- Accessing a printer attached to a remote host. You instaiiaqp that has a conventional serial or parallel
interface on one host. Then, you setltRD to enable access to the printer from other hosts on the nietwor
SectionPrinters Installed on Remote Hostdls how to do this.

- Accessing a printer attached directly to a network. Thetprihas a network interface in addition to (or in place
of) a more conventional serial or parallel interface. Suphiater might work as follows:

It might understand thePD protocol and can even queue jobs from remote hosts. In thes dzacts just like a
regular host runningPD. Follow the same procedure in sectiBrinters Installed on Remote Hostsset up
such a printer.

It might support a data stream network connection. In thiecgou “attach” the printer to one host on the
network by making that host responsible for spooling jols sending them to the printer. Section
Printers with Networked Data Stream Interfagdges some suggestions on installing such printers.

10.4.3.1 Printers Installed on Remote Hosts

TheLPD spooling system has built-in support for sending jobs t@otiosts also runninigPD (or are compatible
with LPD). This feature enables you to install a printer on one hodtraake it accessible from other hosts. It also
works with printers that have network interfaces that ustérd the.PD protocol.

To enable this kind of remote printing, first install a prinbe one host, therinter host using the simple printer
setup described in t@imple Printer Setupection. Do any advanced setupAdvanced Printer Setujpat you need.
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Make sure to test the printer and see if it works with the feegwfLPD you have enabled. Also ensure that kbeal
hosthas authorization to use théD service in theemote hos{seeRestricting Jobs from Remote Haosts

If you are using a printer with a network interface that is patible withLPD, then theprinter hostin the
discussion below is the printer itself, and frénter nameis the name you configured for the printer. See the
documentation that accompanied your printer and/or primééwork interface.

Tip: If you are using a Hewlett Packard Laserjet then the printer name text will automatically perform the LF to
CRLF conversion for you, so you will not require the hpif ~ script.

Then, on the other hosts you want to have access to the primake an entry in thefetc/printcap files with the
following:

1. Name the entry anything you want. For simplicity, thouwghy probably want to use the same name and aliases
as on the printer host.

2. Leave thap capability blank, explicitly {p=: ).

3. Make a spooling directory and specify its location in ¢decapability.LPD will store jobs here before they get
sent to the printer host.

4. Place the name of the printer host in threcapability.
5. Place the printer name on thanter hostin therp capability.
That is it. You do not need to list conversion filters, pageetisions, or anything else in tletc/printcap file.

Here is an example. The haske has two printershamboo andrattan . We will enable users on the hasthid
to print to those printers. Here is thec/printcap file for orchid (back from sectioEnabling Header Pagest
already had the entry for the printenk ; we have added entries for the two printers on the husst :

#
# letc/printcap for host orchid - added (remote) printers on rose
#
#
# teak is local; it is connected directly to orchid:
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
Ip= /dev/lpt0  :sd= /var/spool/lpd/teak ‘mx#0:\
:if= Jusr/local/libexec/ithp A\
:vf= Jusr/local/libexec/vihp A\
:of= Jusr/localllibexec/ofhp
#
# rattan is connected to rose; send jobs for rattan to rose:
#
rattan|line|diablo|Ip|Diablo 630 Line Printer:\
:Ip=:rm=rose:rp=rattan:sd= Ivar/spool/lpd/rattan
#
# bamboo is connected to rose as well:
#
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bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
Ip=:rm=rose:rp=bamboo:sd= Ivar/spool/lpd/bamboo

Then, we just need to make spooling directories@hid

# nkdir -p /var/spool/lpd/rattan /var/spool /| pd/ banboo
# chnod 770 /var/spool /1 pd/rattan /var/spool /| pd/ banboo
# chown daenon: daenon /var/spool /| pd/rattan /var/spool /| pd/ banboo

Now, users orrchid can print torattan ~ andbamboo. If, for example, a user oorchid typed:

% | pr -P banboo -d sushi-review. dvi

theLPD system ororchid would copy the job to the spooling directaiar/spool/lpd/bamboo and note that
it was a DVI job. As soon as the hasise has room in ithbamboo spooling directory, the twaPDs would transfer
the file torose . The file would wait inrose ’s queue until it was finally printed. It would be convertedrfr DVI to
PostScript (sinceéamboo is a PostScript printer) orose .

10.4.3.2 Printers with Networked Data Stream Interfaces

Often, when you buy a network interface card for a printey gan get two versions: one which emulates a spooler
(the more expensive version), or one which just lets you skata to it as if you were using a serial or parallel port
(the cheaper version). This section tells how to use thepdragersion. For the more expensive one, see the previous
sectionPrinters Installed on Remote Hosts

The format of thédetc/printcap file lets you specify what serial or parallel interface to,us®d (if you are using
a serial interface), what baud rate, whether to use flow obmtelays for tabs, conversion of newlines, and more. But
there is no way to specify a connection to a printer that teti;g on a TCP/IP or other network port.

To send data to a networked printer, you need to develop a cmications program that can be called by the text
and conversion filters. Here is one such example: the sweiptint  takes all data on standard input and sends it to
a network-attached printer. We specify the hostname of timgp as the first argument and the port number to which
to connect as the second argumentdprint . Note that this supports one-way communication only (F&2Bo
printer); many network printers support two-way commutiarg and you might want to take advantage of that (to
get printer status, perform accounting, etc.).

#!/usr/bin/perl

#

# netprint - Text filter for printer attached to network

# Installed in /usr/local/libexec/netprint

#

$#ARGV eq 1 || die "Usage: $0 <printer-hostname > <port-number  >";

$printer_host = $ARGV[0];
$printer_port = $ARGV[1];

require 'sys/socket.ph’;
($ignore, $ignore, $protocol) = getprotobyname(’tcp’);

($ignore, $ignore, $ignore, Signore, $address)
= gethostbyname($printer_host);
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$sockaddr = pack('S n a4 x8, &AF_INET, S$printer_port, $add ress);

socket(PRINTER, &PF_INET, &SOCK_STREAM, $protocol)
|| die "Can't create TCP/IP stream socket: $!";

connect(PRINTER, $sockaddr) || die "Can’t contact $printe r_host: $!";
while ( <STDIN>) { print PRINTER; }
exit 0;

We can then use this script in various filters. Suppose we lizdliado 750-N line printer connected to the network.
The printer accepts data to print on port number 5100. Thertasse of the printer iscrivener . Here is the text
filter for the printer:

#!/bin/sh

#

# diablo-if-net - Text filter for Diablo printer ‘scrivener " listening

# on port 5100. Installed in /usr/local/libexec/diablo-if -net

#

exec /ust/libexec/lpr/lpf "$@" | /usr/localllibexec/net print scrivener 5100

10.4.4 Restricting Printer Usage

This section gives information on restricting printer usagheLPD system lets you control who can access a
printer, both locally or remotely, whether they can printltiple copies, how large their jobs can be, and how large
the printer queues can get.

10.4.4.1 Restricting Multiple Copies

TheLPD system makes it easy for users to print multiple copies ogalflsers can print jobs withr -#5 (for
example) and get five copies of each file in the job. Whethsrigh& good thing is up to you.

If you feel multiple copies cause unnecessary wear and tegoor printers, you can disable the option to Ipr(1)
by adding thesc capability to theetc/printcap file. When users submit jobs with the option, they will see:

Ipr: multiple copies are not allowed

Note that if you have set up access to a printer remotely @et@aPrinters Installed on Remote Hostgou need
thesc capability on the remotetc/printcap files as well, or else users will still be able to submit muéipopy
jobs by using another host.

Here is an example. This is thec/printcap file for the hostose . The printerattan  is quite hearty, so we
will allow multiple copies, but the laser printbamboo is a bit more delicate, so we will disable multiple copies by
adding thesc capability:

#

# letc/printcap for host rose - restrict multiple copies on b amboo
#

rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan A\
dp= /dev/lpto  :\
:if=  Jusr/localllibexec/if-simple
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bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo :sc:\
Ip= /devittyu5  :ms#-parenb cs8 clocal criscts:rw:\
:if= Jusr/local/libexec/psif A\
:df= Jusr/local/libexec/psdf

Now, we also need to add tse capability on the hogirchid s /etc/printcap (and while we are at it, let us
disable multiple copies for the printefak ):

#

# letc/printcap for host orchid - no multiple copies for loca |
# printer teak or remote printer bamboo

teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

Ip= /dev/lpt0  :sd= /var/spool/lpd/teak :mx#0:sc:\
:if= Jusr/local/libexec/ithp A\
:vf= Jusr/local/libexec/vihp A\

:of= Jusr/local/libexec/ofhp

rattan|line|diablo|Ip|Diablo 630 Line Printer:\

:Ip=:rm=rose:rp=rattan:sd= Ivar/spool/lpd/rattan
bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:Ip=:rm=rose:rp=bamboo:sd= Ivar/spool/lpd/bamboo 'sc:

By using thesc capability, we prevent the use Ipf  -#, but that still does not prevent users from running lpr(1)
multiple times, or from submitting the same file multiple &min one job like this:

% | pr forsale.sign forsale.sign forsale.sign forsale.sign forsale.sign

There are many ways to prevent this abuse (including iggatjrwhich you are free to explore.

10.4.4.2 Restricting Access to Printers

You can control who can print to what printers by using the XINfoup mechanism and thg capability in
/etc/printcap . Just place the users you want to have access to a printeeiaacgroup, and then name that
group in therg capability.

If users outside the group (includimgpt ) try to print to the controlled printer then they will be gteé with the
following message:

Ipr: Not a member of the restricted group
As with thesc (suppress multiple copies) capability, you need to spegifgpn remote hosts that also have access to
your printers, if you feel it is appropriate (see sectRninters Installed on Remote Hogts

For example, we will let anyone access the primagtan , but only those in grouprtists ~ can usébamboo. Here
is the familiar/etc/printcap for hostrose :

#

# letc/printcap for host rose - restricted group for bamboo
#

rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan A\
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Ip= /dev/lpt0  :\
:if= Jusr/localllibexec/if-simple

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo :sc:rg=artists:\
Ip= /devittyu5 :ms#-parenb cs8 clocal crtscts:rw:\
:if= Jusr/localllibexec/psif A\
:df= Jusr/local/libexec/psdf

Let us leave the other examptac/printcap file (for the hosbrchid ) alone. Of course, anyone orchid can
print to bamboo. It might be the case that we only allow certain loginsoochid  anyway, and want them to have
access to the printer. Or not.

Note: There can be only one restricted group per printer.

10.4.4.3 Controlling Sizes of Jobs Submitted

If you have many users accessing the printers, you probaagl to put an upper limit on the sizes of the files users
can submit to print. After all, there is only so much free span the filesystem that houses the spooling directories,
and you also need to make sure there is room for the jobs of oiegs.

LPD enables you to limit the maximum byte size a file in a job can lile the mx capability. The units are in
BUFSIZ blocks, which are 1024 bytes. If you put a zero for this calgptihere will be no limit on file size;
however, if nomx capability is specified, then a default limit of 2000 blockfl ve used.

Note: The limit applies to files in a job, and not the total job size.

LPD will not refuse a file that is larger than the limit you placeaprinter. Instead, it will queue as much of the file
up to the limit, which will then get printed. The rest will bésdarded. Whether this is correct behavior is up for
debate.

Let us add limits to our example printergtan andbamboo. Since thosertists ' PostScript files tend to be
large, we will limit them to five megabytes. We will put no lin@in the plain text line printer:

#

# letc/printcap for host rose

#

#

# No limit on job size:

#

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:mx#0:sd= /var/spool/lpd/rattan A\
Ip= /dev/lpt0  :\
:if= Jusr/local/libexec/if-simple

#

# Limit of five megabytes:
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#

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo :sc:rg=artists:mx#5000:\
Ip= /devittyu5 :ms#-parenb cs8 clocal crtscts:rw:\
:if= Jusr/local/libexec/psif A\

:df= Jusr/local/libexec/psdf

Again, the limits apply to the local users only. If you havége access to your printers remotely, remote users will
not get those limits. You will need to specify thex capability in the remotéetc/printcap files as well. See
sectionPrinters Installed on Remote Ho$ts more information on remote printing.

There is another specialized way to limit job sizes from reaminters; see section
Restricting Jobs from Remote Hosts

10.4.4.4 Restricting Jobs from Remote Hosts

TheLPD spooling system provides several ways to restrict pring giomitted from remote hosts:

Host restrictions

You can control from which remote hosts a lot®D accepts requests with the fil&esc/hosts.equiv and
/etc/hosts.Ipd . LPD checks to see if an incoming request is from a host listedtireebne of these files. If
not, LPD refuses the request.

The format of these files is simple: one host name per linee Nt the filgetc/hosts.equiv is also used
by the ruserok(3) protocol, and affects programs like rsaft rcp(1), so be careful.

For example, here is thetc/hosts.Ipd file on the hostose :

orchid

violet

madrigal.fishbaum.de

This meansose will accept requests from the hostshid , violet , andmadrigal.fishbaum.de .If any
other host tries to accessse ’'s LPD, the job will be refused.

Size restrictions

You can control how much free space there needs to remairediie¢lystem where a spooling directory
resides. Make a file calledinfree in the spooling directory for the local printer. Insert irattile a number
representing how many disk blocks (512 bytes) of free sgamethas to be for a remote job to be accepted.

This lets you insure that remote users will not fill your filsm. You can also use it to give a certain priority to
local users: they will be able to queue jobs long after the flisk space has fallen below the amount specified
in theminfree file.

For example, let us addrainfree file for the printerbamboo. We examingetc/printcap to find the
spooling directory for this printer; here iamboo’s entry:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo :sc:rg=artists:mx#5000:\
Ip= /devittyu5  :ms#-parenb cs8 clocal crtscts:rw:mx#5000:\
:if= Jusr/local/libexec/psif A\
:df= Jusr/local/libexec/psdf
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The spooling directory is given in theel capability. We will make three megabytes (which is 6144 dikicks)
the amount of free disk space that must exist on the filesy&ietrPD to accept remote jobs:

# echo 6144 > /var/spool /| pd/ bamboo/ mi nfree

User restrictions

You can control which remote users can print to local pristsr specifying thes capability in
/etc/printcap . Whenrs appears in the entry for a locally-attached print€D will accept jobs from
remote host# the user submitting the job also has an account of the sanreriaghe on the local host.
Otherwise LPD refuses the job.

This capability is particularly useful in an environmentevi there are (for example) different departments
sharing a network, and some users transcend departmentadédes. By giving them accounts on your
systems, they can use your printers from their own depaitihsystems. If you would rather allow them to use
onlyyour printers and not your computer resources, you can gamt'‘token” accounts, with no home
directory and a useless shell likesr/bin/false

10.4.5 Accounting for Printer Usage

So, you need to charge for printouts. And why not? Paper dnddst money. And then there are maintenance
costs—printers are loaded with moving parts and tend tokalean. You have examined your printers, usage
patterns, and maintenance fees and have come up with a gerqgper-foot, per-meter, or per-whatever) cost.
Now, how do you actually start accounting for printouts?

Well, the bad news is thiePD spooling system does not provide much help in this departtresounting is highly
dependent on the kind of printer in use, the formats beinggdi, and/our requirements in charging for printer
usage.

To implement accounting, you have to modify a printer’s fdser (to charge for plain text jobs) and the conversion
filters (to charge for other file formats), to count pages argthe printer for pages printed. You cannot get away
with using the simple output filter, since it cannot do acdon See sectiofilters

Generally, there are two ways to do accounting:

« Periodic accountings the more common way, possibly because it is easier. Wigeisewmneone prints a job, the
filter logs the user, host, and number of pages to an accafiin Every month, semester, year, or whatever time
period you prefer, you collect the accounting files for theaas printers, tally up the pages printed by users, and
charge for usage. Then you truncate all the logging filestistpwith a clean slate for the next period.

- Timely accountings less common, probably because it is more difficult. Thishoe has the filters charge users
for printouts as soon as they use the printers. Like diskapjadhe accounting is immediate. You can prevent users
from printing when their account goes in the red, and migbvjote a way for users to check and adjust their
“print quotas”. But this method requires some database twttack users and their quotas.

TheLPD spooling system supports both methods easily: since yoe: togprovide the filters (well, most of the

time), you also have to provide the accounting code. Bugtiea bright side: you have enormous flexibility in your
accounting methods. For example, you choose whether toars®l or timely accounting. You choose what
information to log: user names, host names, job types, pag&ed, square footage of paper used, how long the job
took to print, and so forth. And you do so by modifying the fift¢o save this information.
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10.4.5.1 Quick and Dirty Printer Accounting

FreeBSD comes with two programs that can get you set up witplsiperiodic accounting right away. They are the
text filterlpf , described in sectiolpf: a Text Filter, and pac(8), a program to gather and total entries fromearint
accounting files.

As mentioned in the section on filterSilters), LPD starts the text and the conversion filters with the name of the
accounting file to use on the filter command line. The filters ese this argument to know where to write an
accounting file entry. The name of this file comes fromaheapability in/etc/printcap , and if not specified as
an absolute path, is relative to the spooling directory.

LPD startslpf with page width and length arguments (from tiveandpl capabilities). Thépf filter uses these
arguments to determine how much paper will be used. Aftadisgrthe file to the printer, it then writes an
accounting entry in the accounting file. The entries look tifis:

2.00 rose:andy
3.00 rose:kelly
3.00 orchid:mary
5.00 orchid:mary
2.00 orchid:zhang

You should use a separate accounting file for each printésf abas no file locking logic built into it, and twipf s
might corrupt each other’s entries if they were to write te same file at the same time. An easy way to insure a
separate accounting file for each printer is to afsecct in /etc/printcap . Then, each accounting file will be in
the spooling directory for a printer, in a file namaett .

When you are ready to charge users for printouts, run the3ppoggram. Just change to the spooling directory for
the printer you want to collect on and typac . You will get a dollar-centric summary like the following:

Login pages/feet  runs price
orchid:kelly 5.00 1 $ 010
orchid:mary 31.00 3 $ 062
orchid:zhang 9.00 1 $ 018
rose:andy 2.00 1 $ 004
rose:kelly 177.00 104 $ 3.54
rose:mary 87.00 32 $ 174
rose:root 26.00 12 $ 0.52
total 337.00 154 $ 6.74

These are the arguments pac(8) expects:

-Pprinter

Whichpri nt er to summarize. This option works only if there is an absolthin theaf capability in
/etc/printcap

Sort the output by cost instead of alphabetically by usereaam

Ignore host name in the accounting files. With this optioeresith on hostalpha is the same usemith on
hostgamma Without, they are different users.
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-p price

Compute charges witpr i ce dollars per page or per foot instead of the price fromgheapability in
/etc/printcap , or two cents (the default). You can speaifyi ce as a floating point number.

Reverse the sort order.

Make an accounting summary file and truncate the accountig fi

nane. ..
Print accounting information for the given usermes only.

In the default summary that pac(8) produces, you see the euafilpages printed by each user from various hosts. If,
at your site, host does not matter (because users can usesthyranpac -m, to produce the following summary:

Login pages/feet  runs price
andy 2.00 1 $ 004
kelly 182.00 105 $ 3.64
mary 11800 35 $ 2.36
root 26.00 12 $ 0.52
zhang 9.00 1 $ 018
total 337.00 154 $ 6.74

To compute the dollar amount due, pac(8) usegptheapability in theletc/printcap file (default of 200, or 2

cents per page). Specify, in hundredths of cents, the paceage or per foot you want to charge for printouts in this
capability. You can override this value when you run pac(Bhhe-p option. The units for thep option are in
dollars, though, not hundredths of cents. For example,

# pac -pl.50

makes each page cost one dollar and fifty cents. You can madddyin the profits by using this option.

Finally, runningpac -s will save the summary information in a summary accountirg fithich is named the same
as the printer’s accounting file, but witum appended to the name. It then truncates the accounting fienWou

run pac(8) again, it rereads the summary file to get startitedd, then adds information from the regular accounting
file.

10.4.5.2 How Can You Count Pages Printed?

In order to perform even remotely accurate accounting, \emdrio be able to determine how much paper a job uses.
This is the essential problem of printer accounting.

For plain text jobs, the problem is not that hard to solve: gount how many lines are in a job and compare it to
how many lines per page your printer supports. Do not foigédlte into account backspaces in the file which
overprintlines, or long logical lines that wrap onto one @rmadditional physical lines.

The text filterlpf  (introduced inpf: a Text Filtel) takes into account these things when it does accountiyguif
are writing a text filter which needs to do accounting, youtmigant to examingf 's source code.
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How do you handle other file formats, though?

Well, for DVI-to-LaserJet or DVI-to-PostScript conversig/ou can have your filter parse the diagnostic output of
dvilj  ordvips and look to see how many pages were converted. You might leed@bb similar things with other
file formats and conversion programs.

But these methods suffer from the fact that the printer mayantually print all those pages. For example, it could
jam, run out of toner, or explode—and the user would stilldetrged.

So, what can you do?

There is only onsureway to doaccurateaccounting. Get a printer that can tell you how much papesasyand
attach it via a serial line or a network connection. NearyalstScript printers support this notion. Other makes and
models do as well (networked Imagen laser printers, for glemModify the filters for these printers to get the page
usage after they print each job and have them log accoumtfogmation based on that valealy. There is no line
counting nor error-prone file examination required.

Of course, you can always be generous and make all printaés f

10.5 Using Printers

This section tells you how to use printers you have set up wigeBSD. Here is an overview of the user-level
commands:

Ipr(1)
Print jobs

Ipa(1)
Check printer queues

[prm(1)
Remove jobs from a printer’s queue

There is also an administrative command, Ipc(8), desciibbéte sectiorAdministering Printersused to control
printers and their queues.

All three of the commands Ipr(1), Iprm(1), and Ipg(1) accapbptionP print er - name to specify on which
printer/queue to operate, as listed in the/printcap file. This enables you to submit, remove, and check on
jobs for various printers. If you do not use tte option, then these commands use the printer specified in the
PRINTERenvironment variable. Finally, if you do not hav@RINTERenvironment variable, these commands
default to the printer nameg .

Hereafter, the terminologyefault printermeans the printer named in tRRINTERenvironment variable, or the
printer namedp when there is N@RINTERenvironment variable.

10.5.1 Printing Jobs
To print files, type:
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% | pr filenane ...

This prints each of the listed files to the default printeydti list no files, Ipr(1) reads data to print from standard
input. For example, this command prints some importanesystles:

% | pr /etc/host.conf /etc/hosts.equiv

To select a specific printer, type:

% | pr -P printer-nane filenane ...

This example prints a long listing of the current directarytie printer namechttan
% ls -1 | lpr -P rattan

Because no files were listed for the Ipr(1) commadmd, read the data to print from standard input, which was the
output of thes -I command.

The Ipr(1) command can also accept a wide variety of optior®htrol formatting, apply file conversions, generate
multiple copies, and so forth. For more information, seesiretionPrinting Options

10.5.2 Checking Jobs

When you print with Ipr(1), the data you wish to print is pugé&her in a package called a “print job”, which is sent
to theLPD spooling system. Each printer has a queue of jobs, and ybwrgdts in that queue along with other jobs
from yourself and from other users. The printer prints thobs in a first-come, first-served order.

To display the queue for the default printer, type Ipq(1). &specific printer, use the option. For example, the
command

% | pq -P banboo
shows the queue for the printer naneanboo. Here is an example of the output of tihg command:

bamboo is ready and printing

Rank  Owner Job Files Total Size
active kelly 9 letc/host.conf, /etc/hosts.equiv. 88 bytes

2nd kelly 10 (standard input) 1635 bytes

3rd mary 11 78519 bytes

This shows three jobs in the queue famboo. The first job, submitted by user kelly, got assigned “job beni 9.
Every job for a printer gets a unique job number. Most of theetiyou can ignore the job number, but you will need
it if you want to cancel the job; see sectiBemoving Job$or details.

Job number nine consists of two files; multiple files givenlomlpr(1) command line are treated as part of a single
job. It is the currently active job (note the woadtive  under the “Rank” column), which means the printer should
be currently printing that job. The second job consists ¢& @@ssed as the standard input to the Ipr(1) command.
The third job came from usenary ; it is a much larger job. The pathname of the file she is trymngrint is too long

to fit, so the Ipg(1) command just shows three dots.

The very first line of the output from Ipg(1) is also usefukalls what the printer is currently doing (or at least what
LPD thinks the printer is doing).

The Ipq(1) command also supporiia option to generate a detailed long listing. Here is an exerofipq -l :
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waiting for bamboo to become ready (offline ?)

kelly: 1st [job 009rose]
letc/host.conf 73 bytes
/etc/hosts.equiv 15 bytes
kelly: 2nd [job 010rose]
(standard input) 1635 bytes
mary: 3rd [job 011rose]
/home/orchid/mary/research/venus/alpha-regio/mappin g 78519 bytes

10.5.3 Removing Jobs

If you change your mind about printing a job, you can remoegi¢t from the queue with the Iprm(1) command.
Often, you can even use Iprm(1) to remove an active job, buesor all of the job might still get printed.

To remove a job from the default printer, first use Ipg(1) talfine job number. Then type:
% | prm j ob- nunber

To remove the job from a specific printer, add tReoption. The following command removes job number 10 from
the queue for the printéramboo:

% | prm -P banmboo 10

The Iprm(1) command has a few shortcuts:

lprm -

Removes all jobs (for the default printer) belonging to you.

[prmuser
Removes all jobs (for the default printer) belongingiter . The superuser can remove other users’ jobs; you
can remove only your own jobs.

[prm

With no job number, user name, omppearing on the command line, Iprm(1) removes the cugrective job
on the default printer, if it belongs to you. The superus@rreanove any active job.

Just use theP option with the above shortcuts to operate on a specificqrinstead of the default. For example, the
following command removes all jobs for the current user mdeue for the printer nameattan

% lprm-Prattan -
Note: If you are working in a networked environment, Iprm(1) will let you remove jobs only from the host from

which the jobs were submitted, even if the same printer is available from other hosts. The following command
sequence demonstrates this:

% lpr -P rattan nyfile

% rlogin orchid
% |l pg -P rattan
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Rank Owner Job Files Total Size
active seeyan 12 49123 bytes
2nd kelly 13 myfile 12 bytes

% |lprm-P rattan 13
rose: Permission denied
% | ogout

% lprm-P rattan 13
dfAO13rose dequeued
cfA013rose dequeued

10.5.4 Beyond Plain Text: Printing Options

The Ipr(1) command supports a number of options that cofdrolatting text, converting graphic and other file
formats, producing multiple copies, handling of the jobd amore. This section describes the options.

10.5.4.1 Formatting and Conversion Options

The following Ipr(1) options control formatting of the filasthe job. Use these options if the job does not contain
plain text or if you want plain text formatted through theIr(tility.

For example, the following command prints a DVI file (from ffgX typesetting system) namedsh- r epor t . dvi
to the printer namebamboo:

% | pr -P banboo -d fish-report.dvi

These options apply to every file in the job, so you cannot is&y) DVI and ditroff files together in a job. Instead,
submit the files as separate jobs, using a different cororegition for each job.

Note: All of these options except -p and -T require conversion filters installed for the destination printer. For
example, the -d option requires the DVI conversion filter. Section Conversion Filters gives details.

-C
Print cifplot files.
-d
Print DVI files.
-f
Print FORTRAN text files.
-9

Print plot data.
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-i nunber

Indent the output byiunber columns; if you omithunber , indent by 8 columns. This option works only with
certain conversion filters.

Note: Do not put any space between the -i and the number.

Print literal text data, including control characters.

-n
Print ditroff (device independent troff) data.
-p
Format plain text with pr(1) before printing. See pr(1) foora information.
-T title
Useti t | e onthe pr(1) header instead of the file name. This option Hastainly when used with the
option.
-t
Print troff data.
-V

Print raster data.

Here is an example: this command prints a nicely formattesioe of the Is(1) manual page on the default printer:

% zcat /usr/share/man/manl/ls.1.gz | troff -t -man | lpr -t

The zcat(1) command uncompresses the source of the Is(1)ah@age and passes it to the troff(1) command,
which formats that source and makes GNU troff output andgsaisso Ipr(1), which submits the job to théD
spooler. Because we used theoption to Ipr(1), the spooler will convert the GNU troff ouwtignto a format the
default printer can understand when it prints the job.

10.5.4.2 Job Handling Options
The following options to Ipr(1) telLPD to handle the job specially:

-#copi es

Produce a number @fopi es of each file in the job instead of just one copy. An administratay disable this
option to reduce printer wear-and-tear and encourage pbpier usage. See section
Restricting Multiple Copies

This example prints three copiesmadr ser . ¢ followed by three copies gfar ser . h to the default printer:
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% | pr -#3 parser.c parser.h

-m
Send mail after completing the print job. With this optidme LPD system will send mail to your account when
it finishes handling your job. In its message, it will tell yibthe job completed successfully or if there was an
error, and (often) what the error was.

-s

Do not copy the files to the spooling directory, but make syiohinks to them instead.

If you are printing a large job, you probably want to use ttpian. It saves space in the spooling directory
(your job might overflow the free space on the filesystem whtggespooling directory resides). It saves time as
well sinceLPD will not have to copy each and every byte of your job to the $ipgalirectory.

There is a drawback, though: sincEBD will refer to the original files directly, you cannot modify temove
them until they have been printed.

Note: If you are printing to a remote printer, LPD will eventually have to copy files from the local host to the
remote host, so the -s option will save space only on the local spooling directory, not the remote. It is still
useful, though.

Remove the files in the job after copying them to the spoolingotbry, or after printing them with the
option. Be careful with this option!

10.5.4.3 Header Page Options

These options to lpr(1) adjust the text that normally appeara job’s header page. If header pages are suppressed
for the destination printer, these options have no effemt. SectioHeader Page®r information about setting up
header pages.

-Ctext

Replace the hostname on the header pagetweith . The hostname is normally the name of the host from
which the job was submitted.

-Jt ext

Replace the job name on the header page wéttt . The job name is normally the name of the first file of the
job, orstdin if you are printing standard input.

Do not print any header page.

Note: At some sites, this option may have no effect due to the way header pages are generated. See
Header Pages for details.
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10.5.5 Administering Printers

As an administrator for your printers, you have had to imssak up, and test them. Using the Ipc(8) command, you
can interact with your printers in yet more ways. With Ip¢{&u can

. Start and stop the printers
- Enable and disable their queues
- Rearrange the order of the jobs in each queue.

First, a note about terminology: if a printerd®ppedit will not print anything in its queue. Users can still suibm
jobs, which will wait in the queue until the printerssartedor the queue is cleared.

If a queue igdisabled no user (excepbot ) can submit jobs for the printer. Agnabledqueue allows jobs to be
submitted. A printer can bstartedfor a disabled queue, in which case it will continue to praitg in the queue until
the queue is empty.

In general, you have to haveot privileges to use the Ipc(8) command. Ordinary users catheskc(8) command
to get printer status and to restart a hung printer only.

Here is a summary of the Ipc(8) commands. Most of the commiak@sapr i nt er - nane argument to tell on which
printer to operate. You can ua# for thepri nt er - name to mean all printers listed ifetc/printcap

abort printer-name

Cancel the current job and stop the printer. Users can shlirst jobs if the queue is enabled.

clean printer-nane

Remove old files from the printer’s spooling directory. Csicaally, the files that make up a job are not
properly removed by PD, particularly if there have been errors during printing doteof administrative
activity. This command finds files that do not belong in theddipg directory and removes them.

disable  printer-name

Disable queuing of new jobs. If the printer is running, itheibntinue to print any jobs remaining in the queue.
The superuserdot ) can always submit jobs, even to a disabled queue.

This command is useful while you are testing a new printeri@rfinstallation: disable the queue and submit
jobs asoot . Other users will not be able to submit jobs until you complgiur testing and re-enable the
gueue with theenable command.

down printer-name nessage
Take a printer down. Equivalent tiisable  followed bystop . Thenessage appears as the printer’s status
whenever a user checks the printer’s queue with Ipg(1) tustaithlpc status

enable printer-name

Enable the queue for a printer. Users can submit jobs butrtheepwill not print anything until it is started.
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help command- name
Print help on the commantbmmand- name. With nocomand- nane, print a summary of the commands
available.

restart printer-nane
Start the printer. Ordinary users can use this command iEsextraordinary circumstance harldD, but they
cannot start a printer stopped with either #f or down commands. Theestart command is equivalent to
abort followed bystart

start  printer-nane

Start the printer. The printer will print jobs in its queue.

stop printer-nane
Stop the printer. The printer will finish the current job anitl wot print anything else in its queue. Even though
the printer is stopped, users can still submit jobs to anledajueue.

topq printer-nane job-or-usernane
Rearrange the queue fpri nt er - name by placing the jobs with the listgdob numbers or the jobs belonging
to user name at the top of the queue. For this command, you cannoaliseas thepri nt er - nane.

up printer-name
Bring a printer up; the opposite of thiewn command. Equivalent tetart ~ followed byenable .

Ipc(8) accepts the above commands on the command line. Iflgaot enter any commands, Ipc(8) enters an
interactive mode, where you can enter commands until yoeidyip , quit , or end-of-file.

10.6 Alternatives to the Standard Spooler

If you have been reading straight through this manual, by ymwhave learned just about everything there is to know
about the_PD spooling system that comes with FreeBSD. You can probalgyemate many of its shortcomings,
which naturally leads to the question: “What other spoosggtems are out there (and work with FreeBSD)?”

LPRnNg

LPRng, which purportedly means “LPR: the Next Generation” is a ptate rewrite of PLP. Patrick Powell and
Justin Mason (the principal maintainer of PLP) collabaddatemakeLPRng. The main site fo. PRng is
http://www.lprng.org/.

CUPS

CUPS the Common UNIX Printing System, provides a portable prgntayer for UNIX-based operating
systems. It has been developed by Easy Software Produatsrtmpe a standard printing solution for all UNIX
vendors and users.

CUPSuses the Internet Printing Protocol (IPP) as the basis foragiag print jobs and queues. The Line
Printer Daemon (LPD), Server Message Block (SMB), and A8b(aka JetDirect) protocols are also
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supported with reduced functionality. CUPS adds netwoirkter browsing and PostScript Printer Description
(PPD) based printing options to support real-world prigitimder UNIX.

The main site foCUPSis http://www.cups.org/.

HPLIP

HPLIP, the HP Linux Imaging and Printing system, is an HP-devalapste of programs that supports
printing, scanning and fax facilities for HP appliancesisi$uite of programs utilizes theUP S printing
system as a backend for some of its printing features.

The main site foHPLIP is http://hplipopensource.com/hplip-web/index.html.

10.7 Troubleshooting

After performing the simple test with Iptest(1), you miglatvie gotten one of the following results instead of the
correct printout:

It worked, after awhile; or, it did not eject a full sheet.

The printer printed the above, but it sat for awhile and dithmg. In fact, you might have needed to press a
PRINT REMAINING or FORM FEED button on the printer to get amgults to appear.

If this is the case, the printer was probably waiting to sekéfe was any more data for your job before it
printed anything. To fix this problem, you can have the teteifisend a FORM FEED character (or whatever is
necessary) to the printer. This is usually sufficient to itaeeprinter immediately print any text remaining in its
internal buffer. It is also useful to make sure each printgalls on a full sheet, so the next job does not start
somewhere on the middle of the last page of the previous job.

The following replacement for the shell scripsr/local/libexec/if-simple prints a form feed after it
sends the job to the printer:
#!/bin/sh

if-simple - Simple text input filter for Ipd
Installed in /usr/local/libexec/if-simple

Simply copies stdin to stdout. Ignores all filter argument S.

#
#
#
#
#
# Writes a form feed character (\f) after printing job.

/bin/cat && printf "\f* && exit 0
exit 2

It produced the “staircase effect.”
You got the following on paper:

"#$%&'()  *+,-./01234
"HE%&'() *-+,-./012345
H$%&'() *+,-./0123456

You have become another victim of teaircase effe¢tcaused by conflicting interpretations of what characters
should indicate a new line. UNIX style operating systemsausigle character: ASCII code 10, the line feed
(LF). MS-DOS, 0S/2®, and others uses a pair of character€IA&de 10and ASCII code 13 (the carriage
return or CR). Many printers use the MS-DOS convention foresenting new-lines.
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When you print with FreeBSD, your text used just the line feldracter. The printer, upon seeing a line feed
character, advanced the paper one line, but maintaine@the korizontal position on the page for the next
character to print. That is what the carriage return is fmmbve the location of the next character to print to the
left edge of the paper.

Here is what FreeBSD wants your printer to do:

Printer received CR Printer prints CR
Printer received LF Printer prints CR + LF

Here are some ways to achieve this:

+ Use the printer’s configuration switches or control panellter its interpretation of these characters. Check
your printer's manual to find out how to do this.

Note: If you boot your system into other operating systems besides FreeBSD, you may have to
reconfigure the printer to use a an interpretation for CR and LF characters that those other operating
systems use. You might prefer one of the other solutions, below.

- Have FreeBSD’s serial line driver automatically converttbFCR+LF. Of course, this works with printers on
serial portonly. To enable this feature, use the# capability and set thenlcr mode in the
letc/printcap file for the printer.

- Send arescape codto the printer to have it temporarily treat LF charactergedéntly. Consult your
printer’'s manual for escape codes that your printer migppstt. When you find the proper escape code,
modify the text filter to send the code first, then send thet poin

Here is an example text filter for printers that understaedtbhwlett-Packard PCL escape codes. This filter
makes the printer treat LF characters as a LF and CR; thendsdée job; then it sends a form feed to eject
the last page of the job. It should work with nearly all HewRackard printers.

#1/bin/sh

hpif - Simple text input filter for Ipd for HP-PCL based prin ters
Installed in /usr/local/libexec/hpif

Simply copies stdin to stdout. Ignores all filter argument S.

#
#
#
#
#
# Tells printer to treat LF as CR+LF. Ejects the page when done

printf "\033&k2G" && cat && printf "\033&I0H" && exit O
exit 2

Here is an exampletc/printcap from a host calledrchid . It has a single printer attached to its first
parallel port, a Hewlett Packard LaserJet 3Si namekl . It is using the above script as its text filter:

#

# letc/printcap for host orchid

#

teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
:lp=/dev/lpt0  :sh:sd= /var/spool/lpd/teak ‘mx#0:\
;if= Jusr/local/libexec/hpif
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It overprinted each line.
The printer never advanced a line. All of the lines of textevprinted on top of each other on one line.

This problem is the “opposite” of the staircase effect, dbsd above, and is much rarer. Somewhere, the LF
characters that FreeBSD uses to end a line are being treate aharacters to return the print location to the
left edge of the paper, but not also down a line.

Use the printer’s configuration switches or control pandritorce the following interpretation of LF and CR

characters:

Printer receives Printer prints
CR CR

LF CR+LF

The printer lost characters.

While printing, the printer did not print a few characters#ch line. The problem might have gotten worse as
the printer ran, losing more and more characters.

The problem is that the printer cannot keep up with the speethieh the computer sends data over a serial line
(this problem should not occur with printers on paralleltpprThere are two ways to overcome the problem:

- If the printer supports XON/XOFF flow control, have FreeBS&2 it by specifying théxon mode in the
ms# capability.

- If the printer supports the Request to Send / Clear to Serdizaie handshake (commonly known as
RTS/CTS), specify thecrtscts  mode in thems# capability. Make sure the cable connecting the printer to
the computer is correctly wired for hardware flow control.

It printed garbage.
The printer printed what appeared to be random garbage gbtiv@ desired text.

This is usually another symptom of incorrect communicagiparameters with a serial printer. Double-check
the bps rate in ther capability, and the parity setting in thes# capability; make sure the printer is using the
same settings as specified in the&/printcap file.

Nothing happened.

If nothing happened, the problem is probably within FreeB8Id not the hardware. Add the log filé ()
capability to the entry for the printer you are debuggindi@/etc/printcap file. For example, here is the
entry forrattan , with thelf capability:

rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan A\
dp= /dev/lpto  :\
:if=  Jusr/localllibexec/if-simple A\

:If= Ivar/log/rattan.log
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Then, try printing again. Check the log file (in our examplay/log/rattan.log ) to see any error
messages that might appear. Based on the messages yoy seeptrect the problem.

If you do not specify & capability,LPD usegdev/console  as a default.
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Restructured and parts updated by Jim Mock. Originally dboted by Brian N. Handy and Rich Murphey.

11.1 Synopsis

FreeBSD provides binary compatibility with several oth@tlX like operating systems, including Linux. At this

point, you may be asking yourself why exactly, does FreeB&&drto be able to run Linux binaries? The answer to
that question is quite simple. Many companies and devedagerelop only for Linux, since it is the latest “hot

thing” in the computing world. That leaves the rest of us B®P users bugging these same companies and
developers to put out native FreeBSD versions of their appins. The problem is, that most of these companies do
not really realize how many people would use their produittéfe were FreeBSD versions too, and most continue to
only develop for Linux. So what is a FreeBSD user to do? Thighiere the Linux binary compatibility of FreeBSD
comes into play.

In a nutshell, the compatibility allows FreeBSD users toabout 90% of all Linux applications without
modification. This includes applications suchStarOffice, the Linux version oNetscapg Adobe Acrobat,
RealPlayer, Oracle, WordPerfect®, Doom, Quake, and more. It is also reported that in some situations, Linux
binaries perform better on FreeBSD than they do under Linux.

There are, however, some Linux-specific operating systaturfes that are not supported under FreeBSD. Linux
binaries will not work on FreeBSD if they overly use i386 sifiecalls, such as enabling virtual 8086 mode.

After reading this chapter, you will know:

- How to enable Linux binary compatibility on your system.

« How to install additional Linux shared libraries.

- How to install Linux applications on your FreeBSD system.
- The implementation details of Linux compatibility in Fre®B.

Before reading this chapter, you should:

« Know how to install additional third-party softwar€ljapter .

11.2 Installation

Linux binary compatibility is not turned on by default. Thaesgest way to enable this functionality is to load the
linux KLD object (“Kernel LoaDable object”). You can load this mdd by typing the following asoot :

# kil dl oad |inux

If you would like Linux compatibility to always be enabletigih you should add the following line to
letc/rc.conf

linux_enable="YES"

The kldstat(8) command can be used to verify that the KLD asléa:
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% Kkl dst at

Id Refs Address Size Name

1 2 0xc0100000 16bdb8 kernel
7 1 0xc24db000 d000 linux.ko

If for some reason you do not want to or cannot load the KLDnty@u may statically link Linux binary
compatibility into the kernel by addingptions COMPAT_LINUX to your kernel configuration file. Then install your
new kernel as described @hapter 9

11.2.1 Installing Linux Runtime Libraries

This can be done one of two ways, either by usinglitex_baseport, or by installing thenmanually

11.2.1.1 Installing Using the linux_base Port

This is by far the easiest method to use when installing théme libraries. It is just like installing any other port
from thePorts Collection

# cd /usr/ports/emul ators/I|inux_base-f10
# make install distclean

Note: On FreeBSD systems prior to FreeBSD 8.0, you will have to use the emulators/linux_base-fc4 port
instead of emulators/linux_base-f10

You should now have working Linux binary compatibility. Seiprograms may complain about incorrect minor
versions of the system libraries. In general, however,dbi&s not seem to be a problem.

Note: There may be multiple versions of the emulators/linux_base port available, corresponding to different
versions of various Linux distributions. You should install the port most closely resembling the requirements of
the Linux applications you would like to install.

11.2.1.2 Installing Libraries Manually

If you do not have the “ports” collection installed, you castall the libraries by hand instead. You will need the
Linux shared libraries that the program depends on and titéwa linker. Also, you will need to create a “shadow
root” directory,/compat/linux  , for Linux libraries on your FreeBSD system. Any shareddiis opened by
Linux programs run under FreeBSD will look in this tree fiiSt, if a Linux program loads, for example,
/lib/libc.so , FreeBSD wiill first try to opeticompat/linux/lib/libc.so , and if that does not exist, it will
then try/lib/libc.so . Shared libraries should be installed in the shadow/tr@epat/linux/lib rather than
the paths that the Linukd.so reports.

Generally, you will need to look for the shared librariestthiaux binaries depend on only the first few times that
you install a Linux program on your FreeBSD system. After aleylyou will have a sufficient set of Linux shared
libraries on your system to be able to run newly imported kibinaries without any extra work.
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11.2.1.3 How to Install Additional Shared Libraries

What if you install thdinux_base  port and your application still complains about missingreddibraries? How
do you know which shared libraries Linux binaries need, ahdne to get them? Basically, there are 2 possibilities
(when following these instructions you will need toteet on your FreeBSD system).

If you have access to a Linux system, see what shared lisrdméeapplication needs, and copy them to your
FreeBSD system. Look at the following example:

Let us assume you used FTP to get the Linux binaf@@dm, and put it on a Linux system you have access to. You

then can check which shared libraries it needs by runiishgdinuxdoom , like so:
% 1 dd |inuxdoom

libXt.so.3 (DLL Jump 3.1) = > [Jusr/X11/lib/libXt.s0.3.1.0

libX11.s0.3 (DLL Jump 3.1) = > [Jusr/X11/lib/libX11.s0.3.1.0

libc.so.4 (DLL Jump 4.5pl26) = > /lib/libc.s0.4.6.29

You would need to get all the files from the last column, andtpem undefcompat/linux  , with the names in the
first column as symbolic links pointing to them. This means geentually have these files on your FreeBSD system:

/compat/linux/usr/X11/lib/libXt.s0.3.1.0

/compat/linux/usr/X11/lib/libXt.s0.3 - > libXt.s0.3.1.0
/compat/linux/usr/X11/lib/libX11.s0.3.1.0
/compat/linux/usr/X11/lib/libX11.s0.3 - > libX11.s0.3.1.0
/compat/linux/lib/libc.s0.4.6.29

/compat/linux/lib/libc.so0.4 - > libc.s0.4.6.29

Note: Note that if you already have a Linux shared library with a matching major revision number to the first
column of the Idd output, you will not need to copy the file named in the last column to your system, the one
you already have should work. It is advisable to copy the shared library anyway if it is a newer version,
though. You can remove the old one, as long as you make the symbolic link point to the new one. So, if you
have these libraries on your system:

/compat/linux/lib/libc.s0.4.6.27
/compat/linux/lib/libc.so.4 - > libc.s0.4.6.27

and you find a new binary that claims to require a later version according to the output of Idd :
libc.so.4 (DLL Jump 4.5pl26) - > libc.s0.4.6.29

If it is only one or two versions out of date in the trailing digit then do not worry about copying
/lib/libc.s0.4.6.29 too, because the program should work fine with the slightly older version. However,
if you like, you can decide to replace the libc.so  anyway, and that should leave you with:

/compat/linux/lib/libc.so0.4.6.29
/compat/linux/lib/libc.so0.4 - > libc.s0.4.6.29

Note: The symbolic link mechanism is only needed for Linux binaries. The FreeBSD runtime linker takes
care of looking for matching major revision numbers itself and you do not need to worry about it.
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11.2.2 Installing Linux ELF Binaries

ELF binaries sometimes require an extra step of “branditig’bu attempt to run an unbranded ELF binary, you will
get an error message like the following:

% ./ ny-1inux-elf-binary
ELF binary type not known
Abort

To help the FreeBSD kernel distinguish between a FreeBSDHih&ry and a Linux binary, use the brandelf(1)
utility.

% brandel f -t Linux my-linux-elf-binary

The GNU toolchain now places the appropriate branding médion into ELF binaries automatically, so this step
should become increasingly unnecessary in the future.

11.2.3 Installing a Random Linux RPM Based Application

FreeBSD has its own package database and it is used to tiguektal (Linux ports as well). So the Linux RPM
database is not used (not supported).

However if you need to install a random Linux RPM-based ayaion it can be achieved by:

# cd /conpat/|inux
# rpnR2cpio -q < /path/to/linux.archive.rpm| cpio -id

Then brandelf installed ELF binaries (not libraries!). Yoill not be able to do a clean uninstall, but it may help you
to do tests.

11.2.4 Configuring the Hostname Resolver

If DNS does not work or you get this message:

resolv+: "bind" is an invalid keyword resolv+:
"hosts" is an invalid keyword

You will need to configure &ompat/linux/etc/host.conf file containing:

order hosts, bind
multi on

The order here specifies thatc/hosts  is searched first and DNS is searched second. When
/compat/linux/etc/host.conf is not installed, Linux applications find FreeBS[ésc/host.conf and
complain about the incompatible FreeBSD syntax. You shrertbvebind if you have not configured a name
server using théetc/resolv.conf file.
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11.3 Installing Mathematica®
Updated for Mathematica 5.X by Boris Hollas.

This document describes the process of installing the Lirrgion ofMathematica 5.X onto a FreeBSD system.

The Linux version oMathematica or Mathematica for Studentscan be ordered directly from Wolfram at
http://www.wolfram.com/.

11.3.1 Running the Mathematica Installer

First, you have to tell FreeBSD thitathematica’s Linux binaries use the Linux ABI. The easiest way to do sis
set the default ELF brand to Linux for all unbranded binawéh the command:

# sysctl kern.fallback_el f_brand=3

This will make FreeBSD assume that unbranded ELF binarieshesLinux ABI and so you should be able to run
the installer straight from the CDROM.

Now, copy the fileMathinstaller to your hard drive:

# nount /cdrom
# cp /cdronf Uni x/ I nstall ers/Linux/Mathlnstaller /localdir/

and in this file, replacébin/sh  in the first line by/compat/linux/bin/sh . This makes sure that the installer is
executed by the Linux version of sh(1). Next, replace aluocnces of.inux) by FreeBSD) with a text editor or
the script below in the next section. This tells lathematica installer, who callsiname -s to determine the
operating system, to treat FreeBSD as a Linux-like opegatystem. Invokingvathinstaller will now install
Mathematica.

11.3.2 Modifying the Mathematica Executables

The shell scripts thaflathematica created during installation have to be modified before youuse them. If you
choseustr/local/bin as the directory to place tidathematica executables in, you will find symlinks in this
directory to files callednath , mathematica , Mathematica , andMathKernel . In each of these, replatéux)

by FreeBSD) with a text editor or the following shell script:

#!/bin/sh
cd /usr/local/bin
for i in math mathematica Mathematica MathKernel

do sed 's/Linux)/FreeBSD)/g’ $i > $i.tmp
sed 's/\/binVsh/\/compatVlinux\VbinVsh/g' $i.tmp > $i
rm $i.tmp
chmod a+x $i
done

11.3.3 Obtaining Your Mathematica Password

When you starMathematica for the first time, you will be asked for a password. If you haw¢yet obtained a
password from Wolfram, run the progranathinfo in the installation directory to obtain your “machine ID"hiE
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machine ID is based solely on the MAC address of your first iEgtecard, so you cannot run your copy of
Mathematica on different machines.

When you register with Wolfram, either by email, phone or, feou will give them the “machine ID” and they will
respond with a corresponding password consisting of grofipembers.

11.3.4 Running the Mathematica Frontend over a Network

Mathematica uses some special fonts to display characters not presanyiaf the standard font sets (integrals,
sums, Greek letters, etc.). The X protocol requires theses o be installocally. This means you will have to copy
these fonts from the CDROM or from a host wittathematica installed to your local machine. These fonts are
normally stored irlcdrom/Unix/Files/SystemFiles/Fonts on the CDROM, or
{usr/local/mathematica/SystemFiles/Fonts on your hard drive. The actual fonts are in the subdirectorie
Typel andX. There are several ways to use them, as described below.

The first way is to copy them into one of the existing font diceies in/usr/X11R6/lib/X11/fonts . This will
require editing théonts.dir file, adding the font names to it, and changing the numbermftfon the first line.
Alternatively, you should also just be able to run mkfontlin the directory you have copied them to.

The second way to do this is to copy the directoriesiso/X11R6/lib/X11/fonts

# cd /usr/ X11R6/1i b/ X11/fonts

# nkdir X

# nkdir MathTypel

# cd /cdron Uni x/ Fil es/ SystenFi | es/ Fonts

# cp X/ * [usr/X11R6/1i b/ X11/fonts/ X

# cp Typell/ = [usr/X11R6/1i b/ X11/fonts/ Mat hTypel
# cd /usr/ X11R6/1i b/ X11/fonts/ X

# nkfontdir

# cd ../ Mat hTypel

# nkfontdir

Now add the new font directories to your font path:

# xset fp+ /usr/X11R6/1ib/ X11/fonts/ X
# xset fp+ /usr/X11R6/1i b/ X11/fonts/ Mat hTypel
# xset fp rehash

If you are using th&Xorg server, you can have these font directories loaded autoatigtby adding them to your
xorg.conf file.

If you do notalready have a directory calléasr/X11R6/lib/X11/fonts/Typel , You can change the name of
theMathTypel directory in the example above Tgpel .

11.4 Installing Maple™
Contributed by Aaron Kaplan. Thanks to Robert Getschmann.

Maple™ is a commercial mathematics program similaMathematica. You must purchase this software from
http://www.maplesoft.com/ and then register there focarise file. To install this software on FreeBSD, please
follow these simple steps.

300



Chapter 11 Linux Binary Compatibility

Execute theéNSTALL shell script from the product distribution. Choose the “Ratf option when prompted by
the installation program. A typical installation diregtanight be/usr/local/maple

If you have not done so, order a license ftaple from Maple Waterloo Software
(http://register.maplesoft.com/) and copy ittsr/local/maple/license/license.dat

Install theFLEXIm license manager by running th¢STALL_LIC install shell script that comes witflaple.
Specify the primary hostname for your machine for the lieesesver.

Patch théusr/local/maple/bin/maple.system.type file with the following:
----- SNip  ----------m--m----
**  maple.system.type.orig Sun Jul 8 16:35:33 2001

--- maple.system.type ~ Sun Jul 8 16:35:51 2001

kkkkkkkkkkkkkkk

wkk Q[T Hxkx

-- 72,78 ----
# the IBM RS/6000 AIX case
MAPLE_BIN="bin.IBM_RISC_UNIX"
+ "FreeBSD"|\
"Linux™)

# the Linux/x86 case
# We have two Linux implementations, one for Red Hat and
----- snip end of patch -----

Please note that after thereeBSD"|\  no other whitespace should be present.

This patch instructMaple to recognize “FreeBSD” as a type of Linux system. Dirémaple  shell script
calls thebin/maple.system.type shell script which in turn callaname -a to find out the operating system
name. Depending on the OS name it will find out which binamasse.

Start the license server.

The following script, installed asisr/local/etc/rc.d/Imgrd.sh is a convenient way to start ugpgrd :
----- snip  ------------

#! [bin/sh

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr /sbin:/usr/bin:/usr/X11R6/bin

PATH=${PATH}:/usr/local/maple/bin:/usr/local/maple/ FLEXIm/UNIX/LINUX

export PATH

LICENSE_FILE=/usr/local/maple/license/license.dat
LOG=/var/log/Imgrd.log

case "$1" in
start)
Imgrd -¢ ${LICENSE_FILE} 2  >> ${LOG} 1 >&2
echo -n " Imgrd"
stop)
Imgrd -¢c ${LICENSE_FILE} -x Imdown 2 >> ${LOG} 1 >&2

12l

echo "Usage: ‘basename $0° {start|stop}" 1 >&2
exit 64
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6. Test-starMaple:

% cd /usr/ | ocal/ mapl e/ bin
% ./ xmapl e

You should be up and running. Make sure to write MaplesofétdHem know you would like a native FreeBSD
version!

11.4.1 Common Pitfalls

- TheFLEXIm license manager can be a difficult tool to work with. Addiddocumentation on the subject can
be found at http://www.globetrotter.com/.

- Imgrd is known to be very picky about the license file and to core difrtigere are any problems. A correct
license file should look like this:

#
# License File for UNIX Installations ("Pointer File")
#
SERVER chillig ANY
#USE_SERVER
VENDOR maplelmg

FEATURE Maple maplelmg 2000.0831 permanent 1 XXXXXXXXXXXX \
PLATFORMS=i86_r ISSUER="Waterloo Maple Inc." \
ISSUED=11-may-2000 NOTICE=" Technische Universitat Wien "
SN=XXXXXXXXX

Note: Serial number and key "X"ed out. chillig is a hostname.

Editing the license file works as long as you do not touch tHeAFURE” line (which is protected by the license
key).

11.5 Installing MATLAB®
Contributed by Dan Pelleg.

This document describes the process of installing the Lirugion of MATLAB® version 6.5 onto a FreeBSD
system. It works quite well, with the exception of theva Virtual Machine™ (seeSection 11.5.8

The Linux version oMATLAB can be ordered directly from The MathWorks at http://wwwtimeorks.com. Make
sure you also get the license file or instructions how to erga¥hile you are there, let them know you would like a
native FreeBSD version of their software.
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11.5.1 Installing MATLAB
To installMATLAB , do the following:

1. Insertthe installation CD and mount it. Becomet , as recommended by the installation script. To start the
installation script type:

# [conpat/|inux/bin/sh /cdroninstall

Tip: The installer is graphical. If you get errors about not being able to open a display, type setenv. HOME
~USER, where USER is the user you did a su(1) as.

2. When asked for thMIATLAB root directory, typel conpat / | i nux/ usr /| ocal / mat | ab.

Tip: For easier typing on the rest of the installation process, type this at your shell prompt: set
MATLAB=/compat/linux/usr/local/matlab

3. Editthe license file as instructed when obtaininght#TLAB license.

Tip: You can prepare this file in advance using your favorite editor, and copy it to SMATLAB/license.dat
before the installer asks you to edit it.

4. Complete the installation process.

At this point yourMATLAB installation is complete. The following steps apply “glue’connect it to your
FreeBSD system.

11.5.2 License Manager Startup

1. Create symlinks for the license manager scripts:

# In -s $MATLAB/ etc/ | mboot /usr/local/etc/| nmboot TMN
# In -s $MATLAB/ etc/| ndown /usr/|ocal/etc/| mdown_TMNV

2. Create a startup file atsr/local/etc/rc.d/flexim.sh . The example below is a modified version of the
distributed$MATLAB/etc/rc.Im.gInx86 . The changes are file locations, and startup of the licenseagea
under Linux emulation.

#!/bin/sh
case "$1" in
start)
if [ -f /usr/local/etc/imboot_ TMW 1]; then
/compat/linux/bin/sh /usr/local/etc/Imboot TMW -u usernanme && echo 'MATLAB_Imgrd’
fi
stop)
if [ -f /usr/local/etc/Imdown_TMW ]; then
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/compat/linux/bin/sh /usr/local/etc/Imdown_TMW > [dev/null 2 >&1
fi

*)
echo "Usage: $0 {start|stop}"
exit 1
esac
exit 0

Important: The file must be made executable:

# chrmod +x /usr/local/etc/rc.d/flexl msh

You must also replace user nane above with the name of a valid user on your system (and not root ).

3. Start the license manager with the command:

# lusr/local/etc/rc.d/flexI msh start

11.5.3 Linking the Java Runtime Environment

Change thdava Runtime Environment (JRE) link to one working under FreeBSD

# cd $MATLAB/ sys/javaljrel gl nx86/
# unlink jre; In-s ./jrel. 1.8 ./jre

11.5.4 Creating a MATLAB Startup Script

1. Place the following startup script iasr/local/bin/matlab

#1/bin/sh
/compat/linux/bin/sh /compat/linux/usr/local/matlab/ bin/matlab "$@"

2. Then type the commartimod +x /usr/local/bin/matlab

Tip: Depending on your version of emulators/linux_base , you may run into errors when running this script. To
avoid that, edit the file /compat/linux/usr/local/matlab/bin/matlab , and change the line that says:
if [ ‘expr "$lscmd" : . *->.+" -ne 0 ]; then

(in version 13.0.1 it is on line 410) to this line:

if test -L $newbase; then
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11.5.5 Creating a MATLAB Shutdown Script
The following is needed to solve a problem with MATLAB not &g correctly.

1. Create a fil&§MATLAB/toolbox/local/finish.m ,and in it put the single line:
I $MATLAB/bin/finish.sh

Note: The $MATLABIs literal.

Tip: In the same directory, you will find the files finishsav.m  and finishdig.m , which let you save your
workspace before quitting. If you use either of them, insert the line above immediately after the save
command.

2. Create a fil&MATLAB/bin/finish.sh , which will contain the following:

#!/compat/linux/bin/sh
(sleep 5; killall -1 matlab_helper) &
exit 0

3. Make the file executable:

# chnod +x $MATLAB/ bi n/ fini sh. sh

11.5.6 Using MATLAB

At this point you are ready to typeatlab and start using it.

11.6 Installing Oracle®

Contributed by Marcel Moolenaar.

11.6.1 Preface

This document describes the process of instalidngcle 8.0.5andOracle 8.0.5.1 Enterprise Editionfor Linux
onto a FreeBSD machine.

11.6.2 Installing the Linux Environment

Make sure you have bottmulators/linux_base anddevel/linux_devtools from the Ports Collection
installed. If you run into difficulties with these ports, ymay have to use the packages or older versions available in
the Ports Collection.

If you want to run the intelligent agent, you will also needristall the Red Hat Tcl package:
tcl-8.0.3-20.i386.rpm . The general command for installing packages with the affRPM port
(archivers/rpm  )is:

305



Chapter 11 Linux Binary Compatibility

# rpm-i --ignoreos --root /conpat/linux --dbpath /var/lib/rpm package

Installation of thepackage should not generate any errors.

11.6.3 Creating the Oracle Environment

Before you can instalDracle, you need to set up a proper environment. This document @dgribes what to do
speciallyto runOracle for Linux on FreeBSD, not what has been described irQhecle installation guide.

11.6.3.1 Kernel Tuning

As described in th©racle installation guide, you need to set the maximum size of sharemory. Do not use
SHMMAXInder FreeBSDSHMMAJXs merely calculated out SHMMAXPGEaNdPGSIZE. Therefore define
SHMMAXPGS\l other options can be used as described in the guide.tanple:

options SHMMAXPGS=10000
options SHMMNI=100
options SHMSEG=10

options SEMMNS=200
options SEMMNI=70

options SEMMSL=61

Set these options to suit your intended us©ddcle.

Also, make sure you have the following options in your kewgifiguration file:

options SYSVSHM #SysV shared memory
options SYSVSEM #SysV semaphores
options SYSVMSG #SysV interprocess communication

11.6.3.2 Oracle Account

Create arracle account just as you would create any other accountofde accountis special only that you
need to give it a Linux shell. Adftompat/linux/bin/bash to /etc/shells and set the shell for theracle
account tdcompat/linux/bin/bash

11.6.3.3 Environment

Besides the norm#&racle variables, such a8RACLE_HOM&NdORACLE_SIDyou must set the following
environment variables:

Variable Value
LD_LIBRARY_PATH $ORACLE_HOME/lib
CLASSPATH $ORACLE_HOME/jdbc/lib/classes111.zip
PATH /compat/linux/bin /compat/linux/sbin
/compat/linux/usr/bin /compat/linux/usr/sbin /bin /sbi n

Jusr/bin /usr/sbin /usr/local/bin $ORACLE_HOME/bin

Itis advised to set all the environment variablespimfile . A complete example is:
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ORACLE_BASE=/oracle; export ORACLE_BASE

ORACLE_HOME-=/oracle; export ORACLE_HOME
LD_LIBRARY_PATH=$0ORACLE_HOME/lib

export LD_LIBRARY_PATH

ORACLE_SID=0ORCL,; export ORACLE_SID

ORACLE_TERM=386x; export ORACLE_TERM
CLASSPATH=$0ORACLE_HOME/jdbcl/lib/classes111.zip

export CLASSPATH

PATH=/compat/linux/bin:/compat/linux/sbin:/compat/I inux/usr/bin
PATH=$PATH:/compat/linux/usr/sbin:/bin:/sbin:/usr/b in:/usr/sbhin
PATH=$PATH:/usr/local/bin:3ORACLE_HOME/bin

export PATH

11.6.4 Installing Oracle

Due to a slight inconsistency in the Linux emulator, you nieecreate a directory nameatacle in /var/tmp
before you start the installer. Let it be owned by thecle user. You should be able to inst&lracle without any
problems. If you have problems, check y@acle distribution and/or configuration first! After you have ial¢d
Oracle, apply the patches described in the next two subsections.

A frequent problem is that the TCP protocol adapter is ndaited right. As a consequence, you cannot start any
TCP listeners. The following actions help solve this profile

cd $ORACLE_HOVE/ network/1ib

make -f ins_network.nk ntcontab.o
cd $ORACLE HOWE/ i b

ar r |libnetwork.a ntcontab.o

cd $ORACLE_HOVE/ network/1ib

make -f ins_network.nk install

HOH KR H K

Do not forget to rumoot.sh  again!

11.6.4.1 Patching root.sh

When installingOracle, some actions, which need to be performedbas , are recorded in a shell script called
root.sh . This script is written in therainst  directory. Apply the following patch teoot.sh |, to have it use to
proper location othown or alternatively run the script under a Linux native shell.

*xx  orainst/root.sh.orig Tue Oct 6 21:57:33 1998
--- orainst/root.sh Mon Dec 28 15:58:53 1998
*kkkkkkkkkkkkkk

wkx 31 37 xkex

# This is the default value for CHOWN

# It will redefined later in this script for those ports
# which have it conditionally defined in ss_install.h
I CHOWN-=/bin/chown

#

# Define variables to be used in this script

--- 31,37 ----

# This is the default value for CHOWN

# It will redefined later in this script for those ports
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# which have it conditionally defined in ss_install.h
I CHOWN-=/usr/sbin/chown

#

# Define variables to be used in this script

When you do not instalDracle from CD, you can patch the source foot.sh . Itis calledrthd.sh  and is located
in theorainst  directory in the source tree.

11.6.4.2 Patching gencintsh

The scriptgencintsh  is used to create a single shared client library. It is useendduilding the demos. Apply the
following patch to comment out the definition BATH

*x  bin/gencintsh.orig Wed Sep 30 07:37:19 1998
--- bin/gencintsh Tue Dec 22 15:36:49 1998

kkkkkkkkkkkkkkk

xkx 32 38 xkxk

#

# Explicit path to ensure that we're using the correct comman ds
#PATH=/usr/bin:/usr/ccs/bin export PATH

I PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin ex port PATH
#

# each product MUST provide a $PRODUCT/admin/shrept.Ist

--- 32,38 ----

#

# Explicit path to ensure that we're using the correct comman ds
#PATH=/usr/bin:/usr/ccs/bin export PATH

I #PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin e xport PATH
#

# each product MUST provide a $PRODUCT/admin/shrept.Ist

11.6.5 Running Oracle

When you have followed the instructions, you should be ableihOracle as if it was run on Linux itself.

11.7 Advanced Topics

If you are curious as to how the Linux binary compatibilitynks, this is the section you want to read. Most of what
follows is based heavily on an email written to FreeBSD chailing list
(http://lists.FreeBSD.org/mailman/listinfo/freebshat) by Terry Lambert#ambert@primenet.com > (Message
ID: <199906020108.SAA07001@usr09.primenet.com >).

11.7.1 How Does It Work?

FreeBSD has an abstraction called an “execution classfoddes is a wedge into the execve(2) system call.
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What happens is that FreeBSD has a list of loaders, insteadiofjle loader with a fallback to th loader for
running any shell interpreters or shell scripts.

Historically, the only loader on the UNIX platform examinthd magic number (generally the first 4 or 8 bytes of the
file) to see if it was a binary known to the system, and if sopkad the binary loader.

If it was not the binary type for the system, the execve(2)redilirned a failure, and the shell attempted to start
executing it as shell commands.

The assumption was a default of “whatever the current séiell i

Later, a hack was made for sh(1) to examine the first two cker@nd if they weran , then it invoked the csh(1)
shell instead (we believe SCO first made this hack).

What FreeBSD does now is go through a list of loaders, withreege#! loader that knows about interpreters as the
characters which follow to the next whitespace next to fafigwed by a fallback tabin/sh

For the Linux ABI support, FreeBSD sees the magic number & &binary (it makes no distinction between
FreeBSD, Solaris, Linux, or any other OS which has an ELF &rtgpge, at this point).

The ELF loader looks for a specializédand, which is a comment section in the ELF image, and which is not
present on SVR4/Solaris ELF binaries.

For Linux binaries to function, they must beandedas typeLinux from brandelf(1):

# brandelf -t Linux file

When this is done, the ELF loader will see ttieux brand on the file.

When the ELF loader sees thimux brand, the loader replaces a pointer inphec  structure. All system calls are
indexed through this pointer (in a traditional UNIX systehis would be theysent[]  structure array, containing
the system calls). In addition, the process is flagged fatiapleandling of the trap vector for the signal trampoline
code, and several other (minor) fix-ups that are handledd\ithux kernel module.

The Linux system call vector contains, among other thingdjst af sysent[]  entries whose addresses reside in the
kernel module.

When a system call is called by the Linux binary, the trap adbeleferences the system call function pointer off the
proc structure, and gets the Linux, not the FreeBSD, system nal @oints.

In addition, the Linux mode dynamicaltgrootslookups; this is, in effect, what thenion option to file system
mounts fottheunionfs file system type!) does. First, an attempt is made to lookafité in the

/compat/linux/ ori gi nal - pat h directory,thenonly if that fails, the lookup is done in theri gi nal - pat h

directory. This makes sure that binaries that require dilvaries can run (e.g., the Linux toolchain can all run under
Linux ABI support). It also means that the Linux binaries ¢@ad and execute FreeBSD binaries, if there are no
corresponding Linux binaries present, and that you cowddeph uname(1) command in tltkempat/linux

directory tree to ensure that the Linux binaries could nibtitey were not running on Linux.

In effect, there is a Linux kernel in the FreeBSD kernel; tagaus underlying functions that implement all of the
services provided by the kernel are identical to both the B8D system call table entries, and the Linux system call
table entries: file system operations, virtual memory otana, signal delivery, System V IPC, etc... The only
difference is that FreeBSD binaries get the FreeRBfi2 functions, and Linux binaries get the Lingiuefunctions
(most older OS’s only had their owgluefunctions: addresses of functions in a static glalyaént[]  structure

array, instead of addresses of functions dereferenceddyffiamically initialized pointer in thproc structure of the
process making the call).
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Which one is the native FreeBSD ABI? It does not matter. Bdlsiche only difference is that (currently; this could
easily be changed in a future release, and probably will te tfis) the FreeBSDluefunctions are statically linked
into the kernel, and the Linugluefunctions can be statically linked, or they can be accesied kernel module.

Yeah, but is this really emulation? No. It is an ABI implemeatidn, not an emulation. There is no emulator (or
simulator, to cut off the next question) involved.

So why is it sometimes called “Linux emulation™? To make itdhto sell FreeBSD! Really, it is because the
historical implementation was done at a time when there waklyrno word other than that to describe what was
going on; saying that FreeBSD ran Linux binaries was not, ifyy@u did not compile the code in or load a module,
and there needed to be a word to describe what was being ledustte “the Linux emulator”.
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lll. System Administration

The remaining chapters of the FreeBSD Handbook cover adicdspf FreeBSD system administration. Each

chapter starts by describing what you will learn as a reguktading the chapter, and also details what you are
expected to know before tackling the material.

These chapters are designed to be read when you need theatimn. You do not have to read them in any
particular order, nor do you need to read all of them beforegan begin using FreeBSD.



Chapter 12 Configuration and Tuning

Written by Chern Lee. Based on a tutorial written by Mike 8niso based on tuning(7) written by Matt Dillon.

12.1 Synopsis

One of the important aspects of FreeBSD is system configurafiorrect system configuration will help prevent
headaches during future upgrades. This chapter will exphaich of the FreeBSD configuration process, including
some of the parameters which can be set to tune a FreeBSDrsyste

After reading this chapter, you will know:

- How to efficiently work with file systems and swap partitions.

- The basics ofc.conf  configuration andusr/local/etc/rc.d startup systems.
- How to configure and test a network card.

- How to configure virtual hosts on your network devices.

- How to use the various configuration files/éntc .

- How to tune FreeBSD usimgysctl variables.

- How to tune disk performance and modify kernel limitations.

Before reading this chapter, you should:

« Understand UNIX and FreeBSD basi&@hapter 4.

- Be familiar with the basics of kernel configuration/compda (Chapter 9.

12.2 Initial Configuration

12.2.1 Partition Layout

12.2.1.1 Base Partitions

When laying out file systems with bsdlabel(8) or sysinsdlliemember that hard drives transfer data faster from the
outer tracks to the inner. Thus smaller and heavier-acddgsesystems should be closer to the outside of the drive,
while larger partitions likéusr should be placed toward the inner parts of the disk. It is algdea to create

partitions in an order similar to: root, swapar , /usr .

The size of thévar partition reflects the intended machine usage. Vae file system is used to hold mailboxes,
log files, and printer spools. Mailboxes and log files can gimwnexpected sizes depending on how many users exist
and how long log files are kept. Most users will rarely needertban about a gigabyte of free disk spacévém .

Note: There are a few times that a lot of disk space is required in /ivaritmp . When new software is installed with
pkg_add(1) the packaging tools extract a temporary copy of the packages under /var/tmp . Large software
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packages, like Firefox , OpenOffice or LibreOffice may be tricky to install if there is not enough disk space
under /vartmp

The/usr partition holds many of the files required to support theaystincluding the ports(7) collection
(recommended) and the source code (optional). Both the pad the sources of the base system are optional at
install time, but we recommend at least 2 gigabytes for thisigon.

When selecting partition sizes, keep the space requirenmentind. Running out of space in one partition while
barely using another can be a hassle.

Note: Some users have found that sysinstall(8)’s Auto-defaults partition sizer will sometimes select smaller
than adequate /var and/ partitions. Partition wisely and generously.

12.2.1.2 Swap Partition

As a rule of thumb, the swap partition should be about dodtdesize of system memory (RAM). For example, if the
machine has 128 megabytes of memory, the swap file shouldbm2gabytes. Systems with less memory may
perform better with more swap. Less than 256 megabytes g &vat recommended and memory expansion
should be considered. The kernel's VM paging algorithmgwamed to perform best when the swap partition is at
least two times the size of main memory. Configuring toadligiivap can lead to inefficiencies in the VM page
scanning code and might create issues later if more memaxded.

On larger systems with multiple SCSI disks (or multiple IDEk$ operating on different controllers), it is
recommend that a swap is configured on each drive (up to foeegjr The swap partitions should be approximately
the same size. The kernel can handle arbitrary sizes bubaltéata structures scale to 4 times the largest swap
partition. Keeping the swap partitions near the same sifiallow the kernel to optimally stripe swap space across
disks. Large swap sizes are fine, even if swap is not used riunight be easier to recover from a runaway program
before being forced to reboot.

12.2.1.3 Why Partition?

Several users think a single large partition will be fine,thete are several reasons why this is a bad idea. First, each
partition has different operational characteristics agpbsating them allows the file system to tune accordingly. Fo
example, the root antdsr partitions are read-mostly, without much writing. Whileoa 6f reading and writing

could occur invar and/var/tmp

By properly partitioning a system, fragmentation introelddn the smaller write heavy partitions will not bleed over
into the mostly-read partitions. Keeping the write-loagadtitions closer to the disk’s edge, will increase 1/0
performance in the partitions where it occurs the most. Ndwenl/O performance in the larger partitions may be
needed, shifting them more toward the edge of the disk willewd to a significant performance improvement over
moving/var to the edge. Finally, there are safety concerns. A smaksa&tarn root partition which is mostly
read-only has a greater chance of surviving a bad crash.
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12.3 Core Configuration

The principal location for system configuration informatie within/etc/rc.conf . This file contains a wide
range of configuration information, principally used atteys startup to configure the system. Its name directly
implies this; it is configuration information for the « files.

An administrator should make entries in theconf  file to override the default settings from
[etc/defaults/rc.conf . The defaults file should not be copied verbatimeto - it contains default values, not
examples. All system-specific changes should be made ircdwaf file itself.

A number of strategies may be applied in clustered apptinatio separate site-wide configuration from
system-specific configuration in order to keep adminisirativerhead down. The recommended approach is to place
system-specific configuration into thec/rc.conf.local file. For example:

« /etc/rc.conf

sshd_enable="YES"
keyrate="fast"
defaultrouter="10.1.1.254"

« /etc/rc.conf.local

hostname="nodel.example.org"
ifconfig_fxp0="inet 10.1.1.1/8"

Therc.conf file can then be distributed to every system ussygc or a similar program, while the
rc.conf.local file remains unique.

Upgrading the system using sysinstall(8hatke world will not overwrite therc.conf  file, so system
configuration information will not be lost.

Tip: The /etc/rc.conf configuration file is parsed by sh(1). This allows system operators to add a certain
amount of logic to this file, which may help to create very complex configuration scenarios. Please see rc.conf(5)
for further information on this topic.

12.4 Application Configuration

Typically, installed applications have their own configioa files, with their own syntax, etc. It is important that
these files be kept separate from the base system, so thah#yelye easily located and managed by the package
management tools.

Typically, these files are installed lnsr/local/etc . In the case where an application has a large number of
configuration files, a subdirectory will be created to holeinth

Normally, when a port or package is installed, sample cordiion files are also installed. These are usually
identified with adefault ~ suffix. If there are no existing configuration files for the bgattion, they will be created
by copying thedefault ~ files.

For example, consider the contents of the directosylocal/etc/apache

-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf
-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf.defaul t
-rw-r--r-- 1 root wheel 9555 May 20 1998 httpd.conf
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-rW-r--r-- root wheel 9555 May 20 1998 httpd.conf.default
-rW-r--r-- root wheel 12205 May 20 1998 magic
-W-r--r-- root wheel 12205 May 20 1998 magic.default

-rW-r--r-- root wheel 2700 May 20 1998 mime.types.default
-W-r--r-- root wheel 7980 May 20 1998 srm.conf

1
1
1
-rw-r--r-- 1 root wheel 2700 May 20 1998 mime.types
1
1
-rw-r--r-- 1 root wheel 7933 May 20 1998 srm.conf.default

The file sizes show that only tlsem.conf file has been changed. A later update of Apache port would not
overwrite this changed file.

12.5 Starting Services
Contributed by Tom Rhodes.

Many users choose to install third party software on FreeB8m the Ports Collection. In many of these situations
it may be necessary to configure the software in a manner wtilthllow it to be started upon system initialization.
Services, such asail/postfix or www/apache22 are just two of the many software packages which may be
started during system initialization. This section expéathe procedures available for starting third party saftwa

In FreeBSD, most included services, such as cron(8), aredtdnrough the system start up scripts. These scripts
may differ depending on FreeBSD or vendor version; howekermost important aspect to consider is that their
start up configuration can be handled through simple staxttipts.

12.5.1 Extended Application Configuration

Now that FreeBSD includes.d , configuration of application startup has become easiédrnaare featureful.
Using the key words discussed in tteed section, applications may now be set to start after certhiarservices for
example DNS; may permit extra flags to be passed threzigtnf  in place of hard coded flags in the start up
script, etc. A basic script may look similar to the following

#!/bin/sh

#

# PROVIDE: utility

# REQUIRE: DAEMON
# KEYWORD: shutdown

. letc/rc.subr

name=utility
rcvar=utility_enable

command="/usr/local/sbin/utility"
load_rc_config $name

DO NOT CHANGE THESE DEFAULT VALUES HERE
SET THEM IN THE /etc/rc.conf FILE

H H H R

utility_enable=${utility_enable-"NO"}
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pidfile=${utility_pidfile-"/var/run/utility.pid"}
run_rc_command "$1"

This script will ensure that the providedility will be started after th®@AEMONSseudo-service. It also provides a
method for setting and tracking the PID, or process ID file.

This application could then have the following line placedeic/rc.conf
utility_enable="YES"

This method also allows for easier manipulation of the comariane arguments, inclusion of the default functions
provided in/etc/rc.subr , compatibility with the rcorder(8) utility and providesrfeasier configuration via the
rc.conf file.

12.5.2 Using Services to Start Services

Other services, such as POP3 server daemons, IMAP, etd kewitarted using inetd(8). This involves installing the
service utility from the Ports Collection with a configuratiline added to théetc/inetd.conf file, or by
uncommenting one of the current configuration lines. Wagkirith inetd and its configuration is described in depth
in theinetdsection.

In some cases it may make more sense to use the cron(8) daestant tsystem services. This approach has a
number of advantages becausan runs these processes as thentab s file owner. This allows regular users to
start and maintain some applications.

Thecron utility provides a unique featur@reboot , which may be used in place of the time specification. This wil
cause the job to be run when cron(8) is started, normallyndwsystem initialization.

12.6 Configuring the cron Utility
Contributed by Tom Rhodes.

One of the most useful utilities in FreeBSD is cron(8). Ehan utility runs in the background and constantly
checks théetc/crontab file. Thecron utility also checks thévar/cron/tabs directory, in search of new
crontab files. Theserontab files store information about specific functions whichn is supposed to perform at
certain times.

Thecron utility uses two different types of configuration files, thesgem crontab and user crontabs. These formats
only differ in the sixth field and later. In the system crontabn will run the command as the user specified in the
sixth field. In a user crontab, all commands run as the userometed the crontab, so the sixth field is the last field;
this is an important security feature. The final field is ale#tye command to run.

Note: User crontabs allow individual users to schedule tasks without the need for root privileges. Commands in
a user’s crontab run with the permissions of the user who owns the crontab.

The root user can have a user crontab just like any other user. The root user crontab is separate from
/etc/crontab (the system crontab). Because the system crontab effectively invokes the specified commands as
root there is usually no need to create a user crontab for root .
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Let us take a look at theetc/crontab file (the system crontab):

# letc/crontab - root's crontab for FreeBSD

#

# $FreeBSD: src/etc/crontab,v 1.32 2002/11/22 16:13:39 to m Exp $

# 0
#

SHELL=/bin/sh
PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin a
HOME-=/varl/log

#

#

#minute hour mday month  wday who command 0O

#

#

*[5 * * * * root lusr/libexec/atrun d

0 Like most FreeBSD configuration files, thecharacter represents a comment. A comment can be placedl in th
file as a reminder of what and why a desired action is perforf@echments cannot be on the same line as a
command or else they will be interpreted as part of the conahythiey must be on a new line. Blank lines are
ignored.

O First, the environment must be defined. The equdlsliaracter is used to define any environment settings, as
with this example where it is used for t8eIELL, PATH andHOMBptions. If the shell line is omittedyon will
use the default, which ish . If the PATHvariable is omitted, no default will be used and file locasiovill need
to be absolute. IHOMHEs omitted,cron will use the invoking users home directory.

O This line defines a total of seven fields. Listed here are thegainute , hour , mday, month , wday, who, and
command These are almost all self explanatarynute is the time in minutes the command will be runour
is similar to theminute option, just in hoursmday stands for day of the monthonth is similar tohour and
minute , as it designates the month. Thiday option stands for day of the week. All these fields must be
numeric values, and follow the twenty-four hour clock. e field is special, and only exists in the
letc/crontab file. This field specifies which user the command should be suitfae last field is the
command to be executed.

0 This last line will define the values discussed above. Ndtee we have a&/5 listing, followed by several

more* characters. Thesecharacters mean “first-last”, and can be interpreteglvasytime. So, judging by this
line, it is apparent that thetrun command is to be invoked bgot every five minutes regardless of what day
or month it is. For more information on tlerun  command, see the atrun(8) manual page.

Commands can have any number of flags passed to them; howeranands which extend to multiple lines
need to be broken with the backslash “\” continuation chiarac

This is the basic setup for evetyontab file, although there is one thing different about this oneldchumber six,
where we specified the username, only exists in the sy&terarontab file. This field should be omitted for
individual usercrontab files.

12.6.1 Installing a Crontab

Important: Do not use the procedure described here to edit and install the system crontab, /etc/crontab . Just
use your favorite editor: the cron utility will notice that the file has changed and immediately begin using the
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updated version. See this FAQ entry
(http://lwww.FreeBSD.org/doc/en_US.1ISO8859-1/books/fag/admin.htmi#ROOT-NOT-FOUND-CRON-ERRORS)
for more information.

To install a freshly written userrontab |, first use your favorite editor to create a file in the propenfat, and then
use thecrontab  utility. The most common usage is:

% crontab crontab-file

In this examplegrontab-file is the filename of arontab that was previously created.
There is also an option to list installecbntab  files: just pass theé option tocrontab and look over the output.

For users who wish to begin their own crontab file from scratgthout the use of a template, thentab -e
option is available. This will invoke the selected editottwan empty file. When the file is saved, it will be
automatically installed by therontab command.

In order to remove a userontab completely, userontab  with the-r option.

12.7 Using rc(8) Under FreeBSD
Contributed by Tom Rhodes.

In 2002 FreeBSD integrated the NetB&d system for system initialization. Users should notice tesfisted in
the/etc/rc.d directory. Many of these files are for basic services whighlmacontrolled with thatart , stop ,
andrestart  options. For instance, sshd(8) can be restarted with th@ifivlg command:

# /letc/rc.d/ sshd restart

This procedure is similar for other services. Of courseyises are usually started automatically at boot time as
specified in rc.conf(5). For example, enabling the Netwoddess Translation daemon at startup is as simple as
adding the following line tdetc/rc.conf

natd_enable="YES"

If a natd_enable="NO" line is already present, then simply changeni@o YES The rc scripts will automatically
load any other dependent services during the next rebodesasibed below.

Since thec.d system is primarily intended to start/stop services aesystartup/shutdown time, the standard

start ,stop andrestart  options will only perform their action if the appropridtec/rc.conf variables are
set. For instance the abowshd restart ~ command will only work ifsshd_enable is set toYESin

letc/rc.conf .Tostart ,stop orrestart a service regardless of the settinggeie/rc.conf , the commands
should be prefixed with “one”. For instance to restattd regardless of the currefstc/rc.conf setting, execute

the following command:

# letc/rc.d/ sshd onerestart

Itis easy to check if a service is enabledért/rc.conf by running the appropriate.d script with the option
rcvar . Thus, an administrator can check thsitd is in fact enabled iretc/rc.conf by running:

# letc/rc.d/ sshd rcvar
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# sshd
$sshd_enable=YES

Note: The second line (# sshd ) is the output from the sshd command, not a root console.

To determine if a service is runningstatus  option is available. For instance to verify thahd is actually started:

# letc/rc.d/ sshd status
sshd is running as pid 433.

In some cases it is also possiblad¢tbad a service. This will attempt to send a signal to an individseaice,
forcing the service to reload its configuration files. In mme$es this means sending the serviséGHUPsignal.
Support for this feature is not included for every service.

Therc.d system is not only used for network services, it also conted to most of the system initialization. For
instance, consider thmfsck file. When this script is executed, it will print out the folling message:

Starting background file system checks in 60 seconds.

Therefore this file is used for background file system cheek#;h are done only during system initialization.

Many system services depend on other services to functageply. For example, NIS and other RPC-based
services may fail to start until after thgcbind  (portmapper) service has started. To resolve this isst@nmation
about dependencies and other meta-data is included in thmeats at the top of each startup script. The rcorder(8)
program is then used to parse these comments during systatization to determine the order in which system
services should be invoked to satisfy the dependencies.

The following words must be included in all startup scrifteey are required by rc.subr(8) to “enable” the startup
script):

- PROVIDE Specifies the services this file provides.

The following words may be included at the top of each stafitapThey are not strictly necessary, but they are
useful as hints to rcorder(8):

« REQUIRE Lists services which are required for this service. This\ill run after the specified services.
- BEFORELists services which depend on this service. This file will beforethe specified services.

By carefully setting these keywords for each startup scaiptadministrator has a very fine-grained level of control
of the startup order of the scripts, without the hassle ofifeuels” like some other UNIX operating systems.

Additional information about thec.d system can be found in the rc(8) and rc.subr(8) manual p#gesi are
interested in writing your owrc.d  scripts or improving the existing ones, you may find thischeti
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/arfile-scripting) also useful.
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12.8 Setting Up Network Interface Cards
Contributed by Marc Fonvieille.

Nowadays we can not think about a computer without thinkingLea a network connection. Adding and configuring
a network card is a common task for any FreeBSD administrator

12.8.1 Locating the Correct Driver

Before you begin, you should know the model of the card yowehtie chip it uses, and whether it is a PCl or ISA
card. FreeBSD supports a wide variety of both PCI and ISAcateck the Hardware Compatibility List for your
release to see if your card is supported.

Once you are sure your card is supported, you need to detethermproper driver for the card.
[usr/src/sys/conf/NOTES and/ustr/src/sys/ ar ch/conf/NOTES  will give you the list of network interface
drivers with some information about the supported chigsatds. If you have doubts about which driver is the
correct one, read the manual page of the driver. The mangalwal give you more information about the supported
hardware and even the possible problems that could occur.

If you own a common card, most of the time you will not have tokdeery hard for a driver. Drivers for common
network cards are present in tB&NERICkernel, so your card should show up during boot, like so:

dcO: <82c169 PNIC 10/100BaseTX > port 0xa000-OxaOff mem 0xd3800000-0xd38
000ff irg 15 at device 11.0 on pciO

miibus0: <MIl bus > on dcO

bmtphy0: <BCM5201 10/100baseTX PHY > PHY 1 on miibusO

bmtphyO: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX , auto

dcO: Ethernet address: 00:a0:cc:da:da:da

dcO: [ITHREAD]

dcl: <82c169 PNIC 10/100BaseTX > port 0x9800-0x98ff mem 0xd3000000-0xd30
000ff irg 11 at device 12.0 on pciO

miibus1: <MIl bus > on dcl

bmtphyl: <BCM5201 10/100baseTX PHY > PHY 1 on miibusl

bmtphyl: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX , auto

dcl: Ethernet address: 00:a0:cc:da:da:db

dcl: [ITHREAD]

In this example, we see that two cards using the dc(4) driveepeesent on the system.

If the driver for your NIC is not present iBENERIG you will need to load the proper driver to use your NIC. This
may be accomplished in one of two ways:

- The easiest way is to simply load a kernel module for your nétward with kldload(8), or automatically at boot
time by adding the appropriate line to the fit@ot/loader.conf . Not all NIC drivers are available as
modules; notable examples of devices for which modules dexist are ISA cards.

- Alternatively, you may statically compile the support fauy card into your kernel. Check
lusr/src/sys/conf/NOTES , lusr/src/sys/ ar ch/conf/NOTES and the manual page of the driver to know
what to add in your kernel configuration file. For more infotima about recompiling your kernel, please see
Chapter 91f your card was detected at boot by your kerr@ENERIQ you do not have to build a new kernel.
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12.8.1.1 Using Windows NDIS Drivers

Unfortunately, there are still many vendors that do not gleschematics for their drivers to the open source
community because they regard such information as tradetse€onsequently, the developers of FreeBSD and
other operating systems are left two choices: develop tiverdrby a long and pain-staking process of reverse
engineering or using the existing driver binaries avaddbl the Microsoft Windows platforms. Most developers,
including those involved with FreeBSD, have taken the tatfproach.

Thanks to the contributions of Bill Paul (wpaul) there istima” support for the Network Driver Interface
Specification (NDIS). The FreeBSD NDISulator (otherwisewn as Project Evil) takes a Windows driver binary
and basically tricks it into thinking it is running on WindewBecause the ndis(4) driver is using a Windows binary,
it only runs on i386 and amd64 systems. PCI, CardBus, PCM@I&-Card), and USB devices are supported.

To use the NDISulator, three things are needed:

1. Kernel sources
2. Windows XP driver binary.§YS extension)
3. Windows XP driver configuration fileINF extension)

Locate the files for your specific card. Generally, they cafobed on the included CDs or at the vendor’s website.
In the following examples, we will us&/32DRIVER.SYSandW32DRIVER.INF.

The driver bit width must match the version of FreeBSD. Fa&dBSD/i386, use a Windows 32-bit driver. For
FreeBSD/amd64, a Windows 64-bit driver is needed.

The next step is to compile the driver binary into a loadaklekl module. Asoot , use ndisgen(8):

# ndi sgen /path/to/ WB2DRI VER. | NF / pat h/t o/ WB2DRI VER. SYS

ndisgen(8) is interactive and prompts for any extra infdramat requires. A new kernel module is written in the
current directory. Use kldload(8) to load the new module:

# ki dl oad ./VB2DRI VER SYS. ko

In addition to the generated kernel module, you must loaddiseko andif_ndis.ko modules. This should be
automatically done when you load any module that dependsliz4). If you want to load them manually, use the
following commands:

# kl dl oad ndis
# kldload if_ndis

The first command loads the NDIS miniport driver wrapper,dbeond loads the actual network interface.

Now, check dmesg(8) to see if there were any errors loadiradl.went well, you should get output resembling the
following:

ndisO:  <Wireless-G PCl Adapter > mem 0xf4100000-0xf4101fff irq 3 at device 8.0 on pcil
ndisO: NDIS API version: 5.0

ndisO: Ethernet address: Oa:bl:2c:d3:4e:f5

ndisO: 11b rates: 1Mbps 2Mbps 5.5Mbps 11Mbps

ndisO: 11g rates: 6Mbps 9Mbps 12Mbps 18Mbps 36Mbps 48Mbps 54 Mbps

From here you can treat tinglisO device like any other network interface (e dg0).
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You can configure the system to load the NDIS modules at boet ith the same way as with any other module.
First, copy the generated modug32DRIVER_SYS ko, to the/boot/modules  directory. Then, add the following
line to/boot/loader.conf

W32DRIVER_SYS_load="YES"

12.8.2 Configuring the Network Card

Once the right driver is loaded for the network card, the cegeds to be configured. As with many other things, the
network card may have been configured at installation timgyisinstall

To display the configuration for the network interfaces onryystem, enter the following command:

% ifconfig
dcO: flags=8843 <UP,BROADCAST,RUNNING,SIMPLEX,MULTICAS® metric 0 mtu 1500
options=80008 <VLAN_MTU,LINKSTATE>
ether 00:a0:cc:da:da:da
inet 192.168.1.3 netmask Oxffffff00 broadcast 192.168.1. 255
media: Ethernet autoselect (100baseTX <full-duplex >)
status: active
dcl: flags=8802 <UP,BROADCAST,RUNNING,SIMPLEX,MULTICAS® metric 0 mtu 1500
options=80008 <VLAN_MTU,LINKSTATE>
ether 00:a0:cc:da:da:db
inet 10.0.0.1 netmask Oxffffff00 broadcast 10.0.0.255
media: Ethernet 10baseT/UTP
status: no carrier
plip0: flags=8810 <POINTOPOINT,SIMPLEX,MULTICAST> metric 0 mtu 1500
100: flags=8049 <UP,LOOPBACK,RUNNING,MULTICAST® metric 0 mtu 16384
options=3 <RXCSUM,TXCSUM
inet6 fe80::1%Ilo0 prefixlen 64 scopeid 0x4
ineté ::1 prefixlen 128
inet 127.0.0.1 netmask 0xff000000
nd6 options=3 <PERFORMNUD,ACCEPT_RTABV

In this example, the following devices were displayed:

+ dc0: The first Ethernet interface

+ dcl: The second Ethernet interface

- plip0 : The parallel port interface (if a parallel port is presentioe machine)
« 100 : The loopback device

FreeBSD uses the driver name followed by the order in whightbe card is detected at the kernel boot to name the
network card. For exampkés2 would be the third network card on the system using the sth{gr.

In this example, thelcO device is up and running. The key indicators are:

1.UPmeans that the card is configured and ready.

2. The card has an Internétét ) address (in this casi92.168.1.3 ).
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3. It has a valid subnet masketmask ; 0xffffff00 is the same a855.255.255.0 ).
4. It has a valid broadcast address (in this case,168.1.255 ).
5. The MAC address of the cardtler ) is 00:a0:cc:da:da:da

6. The physical media selection is on autoselection moweié: Ethernet autoselect (100baseTX
<full-duplex >) ). We see thatic1 was configured to run withObaseT/UTP media. For more information
on available media types for a driver, please refer to itsuabpage.

7. The status of the linksatus ) is active , i.e., the carrier is detected. Fdrl, we seestatus: no carrier
This is normal when an Ethernet cable is not plugged into #nd.c

If the ifconfig(8) output had shown something similar to:

dcO: flags=8843 <BROADCAST,SIMPLEX,MULTICAS® metric 0 mtu 1500
options=80008 <VLAN_MTU,LINKSTATE>
ether 00:a0:cc:da:da:da
media: Ethernet autoselect (100baseTX <full-duplex >)
status: active

it would indicate the card has not been configured.

To configure your card, you needabt privileges. The network card configuration can be done frioencommand
line with ifconfig(8) but you would have to do it after each oebof the system. The filetc/rc.conf is where to
add the network card’s configuration.

Open/etc/rc.conf in your favorite editor. You need to add a line for each nekngard present on the system, for
example in our case, we added these lines:

ifconfig_dcO="inet 192.168.1.3 netmask 255.255.255.0"
ifconfig_dcl="inet 10.0.0.1 netmask 255.255.255.0 media 10baseT/UTP"

You have to replacdc0, dc1, and so on, with the correct device for your cards, and theesdds with the proper
ones. You should read the card driver and ifconfig(8) managép for more details about the allowed options and
also rc.conf(5) manual page for more information on theayof /etc/rc.conf

If you configured the network during installation, some $raout the network card(s) may be already present.
Double checletc/rc.conf before adding any lines.

You will also have to edit the filéetc/hosts ~ to add the names and the IP addresses of various machines of th
LAN, if they are not already there. For more information gleaefer to hosts(5) and to
/usr/share/examples/etc/hosts

Note: If access to the Internet is planned with the machine, you also have to manually set up the default gateway
and the nameserver:

# echo 'defaul trouter="your_default_router"’ >> /etc/rc.conf
# echo 'naneserver your_DNS server’ >> /etc/resolv.conf
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12.8.3 Testing and Troubleshooting

Once you have made the necessary changlesciinc.conf , you should reboot your system. This will allow the
change(s) to the interface(s) to be applied, and verifytthabsystem restarts without any configuration errors.
Alternatively you can just relaunch the networking system:

# letc/rc.d/netif restart

Note: If a default gateway has been set in /etc/rc.conf , use also this command:

# /etc/rc.d/routing restart

Once the networking system has been relaunched, you slestlthe network interfaces.

12.8.3.1 Testing the Ethernet Card

To verify that an Ethernet card is configured correctly, yauénto try two things. First, ping the interface itself, and
then ping another machine on the LAN.

First test the local interface:

% ping -c5 192.168.1.3

PING 192.168.1.3 (192.168.1.3): 56 data bytes

64 bytes from 192.168.1.3: icmp_seq=0 ttI=64 time=0.082 ms
64 bytes from 192.168.1.3: icmp_seq=1 ttI=64 time=0.074 ms
64 bytes from 192.168.1.3: icmp_seq=2 ttI=64 time=0.076 ms
64 bytes from 192.168.1.3: icmp_seq=3 ttI=64 time=0.108 ms
64 bytes from 192.168.1.3: icmp_seq=4 ttI=64 time=0.076 ms

192.168.1.3 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.074/0.083/0.108/0.01 3 ms

Now we have to ping another machine on the LAN:

% ping -c5 192.168.1.2

PING 192.168.1.2 (192.168.1.2): 56 data bytes

64 bytes from 192.168.1.2: icmp_seq=0 ttI=64 time=0.726 ms
64 bytes from 192.168.1.2: icmp_seqg=1 ttI=64 time=0.766 ms
64 bytes from 192.168.1.2: icmp_seq=2 ttI=64 time=0.700 ms
64 bytes from 192.168.1.2: icmp_seq=3 ttI=64 time=0.747 ms
64 bytes from 192.168.1.2: icmp_seq=4 ttI=64 time=0.704 ms

192.168.1.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.700/0.729/0.766/0.02 5 ms

You could also use the machine name insteatbaf168.1.2  if you have set up théetc/hosts  file.
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12.8.3.2 Troubleshooting

Troubleshooting hardware and software configurationsisyd a pain, and a pain which can be alleviated by
checking the simple things first. Is your network cable pkdj;n? Have you properly configured the network
services? Did you configure the firewall correctly? Is thalgayu are using supported by FreeBSD? Always check
the hardware notes before sending off a bug report. Updatevwarsion of FreeBSD to the latest STABLE version.
Check the mailing list archives, or perhaps search therieter

If the card works, yet performance is poor, it would be wottlile/to read over the tuning(7) manual page. You can
also check the network configuration as incorrect netwottknggs can cause slow connections.

Some users experience one or tevice timeout  messages, which is normal for some cards. If they continue, o
are bothersome, you may wish to be sure the device is not ctimdliwith another device. Double check the cable
connections. Perhaps you may just need to get another card.

At times, users see a fematchdog timeout  errors. The first thing to do here is to check your networkeabl
Many cards require a PCI slot which supports Bus Masterimgs@ne old motherboards, only one PCI slot allows it
(usually slot 0). Check the network card and the motherbdacdmentation to determine if that may be the problem.

No route to host messages occur if the system is unable to route a packet tiethi@ation host. This can
happen if no default route is specified, or if a cable is ungaey Check the output ektstat -rn and make sure
there is a valid route to the host you are trying to reach.dfehs not, read on t@hapter 32

ping: sendto: Permission denied error messages are often caused by a misconfigured firefugflv| is
enabled in the kernel but no rules have been defined, therethaltpolicy is to deny all traffic, even ping requests!
Read on tcChapter 3¥or more information.

Sometimes performance of the card is poor, or below averagleese cases it is best to set the media selection mode
fromautoselect  to the correct media selection. While this usually worksmfast hardware, it may not resolve
this issue for everyone. Again, check all the network sg#tjmnd read over the tuning(7) manual page.

12.9 Virtual Hosts

A very common use of FreeBSD is virtual site hosting, where sgrver appears to the network as many servers.
This is achieved by assigning multiple network addressessiagle interface.

A given network interface has one “real” address, and mag lay number of “alias” addresses. These aliases are
normally added by placing alias entries/étc/rc.conf

An alias entry for the interfacip0 looks like:

ifconfig_fxp0_aliasO="inet XXX.XXX.XXX.XXX netmask Xxx XXX XXX XXX

Note that alias entries must start withas0 and proceed upwards in order, (for examph#iasl , _alias2 , and
so on). The configuration process will stop at the first mgsinmber.

The calculation of alias netmasks is important, but fortalyequite simple. For a given interface, there must be one
address which correctly represents the network’s netnfaskother addresses which fall within this network must
have a netmask of alls (expressed as eith#$5.255.255.255  or Oxffffffff ).

For example, consider the case wherefiipe interface is connected to two networks, ttee1.1.0  network with
a netmask 0£55.255.255.0 and the202.0.75.16  network with a netmask @f55.255.255.240 . We want the
system to appear ab.1.1.1  through10.1.1.5 and at202.0.75.17 through202.0.75.20 . As noted above,
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only the first address in a given network range (in this ca8@,1.1 and202.0.75.17 ) should have a real
netmask; all the rest.0.1.1.2  through10.1.1.5 and202.0.75.18 through202.0.75.20 ) must be configured
with a netmask 0£55.255.255.255

The following/etc/rc.conf entries configure the adapter correctly for this arrangemen

ifconfig_fxp0="inet 10.1.1.1 netmask 255.255.255.0"

ifconfig_fxp0_aliasO="inet 10.1.1.2 netmask 255.255.25 5.255"
ifconfig_fxp0_alias1="inet 10.1.1.3 netmask 255.255.25 5.255"
ifconfig_fxp0_alias2="inet 10.1.1.4 netmask 255.255.25 5.255"
ifconfig_fxp0_alias3="inet 10.1.1.5 netmask 255.255.25 5.255"
ifconfig_fxp0_alias4="inet 202.0.75.17 netmask 255.255 .255.240"
ifconfig_fxp0_alias5="inet 202.0.75.18 netmask 255.255 .255.255"
ifconfig_fxp0_alias6="inet 202.0.75.19 netmask 255.255 .255.255"
ifconfig_fxp0_alias7="inet 202.0.75.20 netmask 255.255 .255.255"

12.10 Configuring the system logger syslogd
Contributed by Niclas Zeising.

System logging is an important aspect of system adminisiralt is used both to detect hardware and software
issues and errors in the system. It also plays a very impindéin security auditing and incident response. System
daemons without a controlling terminal also usually logpmfiation to a system logging facility or other log file.

This section will describe how to configure and use the Fr&eBgtem logger, syslogd(8), as well as discuss log
rotation and log management using newsyslog(8). Focudbwitin setting up and usirgslogd on a local
machine. For more advanced setups using a separate logbeSgction 30.11

12.10.1 Using syslogd

In the default FreeBSD configuration syslogd(8) is startdubat. This is controlled by the variable
syslogd_enable in /etc/rc.conf . There are numerous application arguments that affectehavior of
syslogd(8). To change them, ussslogd_flags  in /etc/rc.conf . Refer to syslogd(8) for more information on
the arguments, and rc.conf(®ection 12.3andSection 12.For more information abouttc/rc.conf and the
rc(8) subsystem.

12.10.2 Configuring syslogd

The configuration file, by defaulétc/syslog.conf , controls what syslogd(8) does with the log entries once the
are received. There are several parameters to control titdihg of incoming events, of which the most basic are
facility andlevel The facility describes which subsystem generated theagessuch as the kernel or a daemon, and
the level describes the severity of the event that occufifleid. makes it possible to log the message to different log
files, or discard it, depending on the facility and levelslaiso possible to take action depending on the application
that sent the message, and in the case of remote logginghalbmstname of the machine generating the logging
event.

Configuring syslogd(8) is quite straight forward. The coufagion file contains one line per action, and the syntax
for each line is a selector field followed by an action fielde Blyntax of the selector fieldisaci I i ty. | evel which
will match log messages frofraci | i ty at levell evel or higher. Itis also possible to add an optional comparison
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flag before the level to specify more precisely what is logd#édltiple selector fields can be used for the same
action, and are separated with a semicolonUsing* will match everything. The action field denotes where to send
the log message, such as a file or a remote log host. As an exgmepé is the defaudyslog.conf ~ from FreeBSD:

# $FreeBSD$

#
# Spaces ARE valid field separators in this file. However,

# other *nix-like systems still insist on using tabs as field

# separators. If you are sharing this file between systems, y ou
# may want to use only tabs as field separators here.

# Consult the syslog.conf(5) manpage.

*

.err;kern.warning;auth.notice;mail.crit /dev/console O
* .notice;authpriv.none;kern.debug;lpr.info;mail.crit :news.err Ivar/log/messages
security.  * Ivar/log/security
auth.info;authpriv.info Ivar/log/auth.log
mail.info /var/log/maillog O
Ipr.info /var/log/lpd-errs
ftp.info Ivar/log/xferlog
cron. * /var/log/cron
*.=debug /var/log/debug.log ad
*.emerg *

# uncomment this to log all writes to /dev/console to /var/lo g/console.log
#console.info /var/log/console.log

# uncomment this to enable logging of all log messages to /var /log/all.log
# touch /var/log/all.log and chmod it to mode 600 before it wi Il work
e ox /var/log/all.log

# uncomment this to enable logging to a remote loghost named | oghost
H#x x @loghost

# uncomment these if you’re running inn

# news.crit Ivar/log/news/news.crit

# news.err /var/log/news/news.err

# news.notice /var/log/news/news.naotice
'ppp U

* % Ivar/log/ppp.log

I *

0 Match all messages with a level @fr or higher, as well akern.warning , auth.notice  andmail.crit
and send these log messages to the con&igde/onsole ).

Match all messages from theail facility at levelinfo or above, and log the message#to/log/maillog

This line uses a comparison flagto only match messages at ledebug , and log them in
Ivar/log/debug.log

0 Hereis an example usage opegram specificationThis will make the rules following only be valid for the
program in the program specification. In this case this limethe following makes all messages frppp, but
no other programs, end up ivar/log/ppp.log

This example shows that there are plenty of levels and stdisgs The levels are, in order from most to least critical:
emerg, alert ,crit ,err ,warning ,notice ,info anddebug .

The facilities are, in no particular ordeth , authpriv , console , cron , daemon, ftp , kern , lpr , mail , mark,
news, security , syslog ,user ,uucp andlocal0 throughlocal7 .Be aware that other operating systems might
have different facilities.
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With this knowledge it is easy to add a new lingda/syslog.conf
daemons on levelotice and higher tgvar/log/daemon.log

to log everything from the different
. Just add the following:

daemon.notice /var/log/daemon.log

For more information about the different levels and faieiif refer to syslog(3) and syslogd(8). For more infornmatio
aboutsyslog.conf , its syntax, and more advanced usage examples, see sgsiff§)andSection 30.11

12.10.3 Log management and rotation with newsyslog

Log files tend to grow quickly and accumulate steadily. Theds to the files being full of less immediately useful
information, as well as filling up the hard drive. To mitig#tés, log management comes into play. In FreeBSD,
newsyslog(8) is the tool used to manage log files. This pragsaused to periodically rotate and compress log files,
as well as optionally create missing log files and signal ot when log files are moved. The log files do not
necessarily have to come from syslog; newsyslog(8) workis ary logs written from any program. It is important to
note thahewsyslog is normally run from cron(8) and is not a system daemon. Irdéfault configuration it is run
every hour.

12.10.3.1 Configuring newsyslog

To know what actions to take, newsyslog(8) reads its corditm file, by defaultetc/newsyslog.conf . This
configuration file contains one line for each file that newsgé8) manages. Each line states the file owner,
permissions, and when to rotate that file, as well as optittexgd that affect the log rotation (such as compression)
and programs to signal when the log is rotated. As an exarhete,is the default configuration in FreeBSD:

# configuration file for newsyslog

# $FreeBSD$

#

# Entries which do not specify the ’/pid_file’ field will cau se the

# syslogd process to be signalled when that log file is rotate d. This

# action is only appropriate for log files which are written t o by the

# syslogd process (ie, files listed in /etc/syslog.conf). | f there

# is no process which needs to be signalled when a given log fil e is

# rotated, then the entry for that file should include the 'N’ flag.

#

# The ’flags’ field is one or more of the letters: BCDGJINUXZ or a’-.

#

# Note: some sites will want to select more restrictive prote ctions than the
# defaults. In particular, it may be desirable to switch many of the 644
# entries to 640 or 600. For example, some sites will consider the

# contents of maillog, messages, and Ipd-errs to be confiden tial. In the

# future, these defaults may change to more conservative one S.

#

# logfilename [owner:group] mode count size when flags [/pi d_file] [sig_num]
/var/log/all.log 600 7 * @T00 J
/var/log/amd.log 644 7 100 J
/var/log/auth.log 600 7 100 @0101T JC
/var/log/console.log 600 5 100 J
Ivar/log/cron 600 3 100 JC
/var/log/daily.log 640 7 * @T00 JN
Ivar/log/debug.log 600 7 100 JC
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/var/log/init.log 644 3 100 * J
Ivar/log/kerberos.log 600 7 100 * J
Ivar/log/lpd-errs 644 7 100 * JC
/var/log/maillog 640 7 * @T00 JC
Ivar/log/messages 644 5 100 @0101T JC
Ivar/log/monthly.log 640 12 * $M1DO JN
Ivar/log/pflog 600 3 100 * JB Ivar/run/pflogd.pid
/var/log/ppp.log root:network 640 3 100 * JC
Ivar/log/security 600 10 100 * JC
Ivar/log/sendmail.st 640 10 * 168 B
/var/log/utx.log 644 3 * @01T05 B
Ivar/log/weekly.log 640 5 1 $W6D0 JIN
/var/log/xferlog 600 7 100 * JC

Each line starts with the name of the file to be rotated, optigriollowrd by an owner and group for both rotated
and newly created files. The next fietdode is the mode of the files armbunt denotes how many rotated log files
should be kept. Theize andwhen fields tellnewsyslog when to rotate the file. A log file is rotated when either its
size is larger than theize field, or when the time in th@hen filed has passed. means that this field is ignored.
Thef | ags field gives newsyslog(8) further instructions, such as hmaampress the rotated file, or to create the log
file if it is missing. The last two fields are optional, and spethe PID-file of a process and a signal number to send
to that process with when the file is rotated. For more infdiomeon all fields, valid flags and how to specify the
rotation time, refer to newsyslog.conf(5). Remember tieatsyslog is run fromcron and can not rotate files more
often than it is run from cron(8).

12.11 Configuration Files

12.11.1/ et c Layout

There are a number of directories in which configurationrimiation is kept. These include:

letc Generic system configuration information; data here isesys$pecific.

letc/defaults Default versions of system configuration files.

letc/mail Extra sendmail(8) configuration, other MTA configuratiordil

letc/ppp Configuration for both user- and kernel-ppp programs.

letc/namedb Default location for named(8) data. Normatigmed.conf and zone files
are stored here.

lusr/localletc Configuration files for installed applications. May contper-application
subdirectories.

lusr/local/etc/rc.d Start/stop scripts for installed applications.

Ivar/db Automatically generated system-specific database file$, asithe package

database, the locate database, and so on
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12.11.2 Hostnames
12.11.2.1/etc/ resol v. conf

letc/resolv.conf dictates how FreeBSD'’s resolver accesses the Internet Ddv@ene System (DNS).

The most common entries tesolv.conf are:

nameserver The IP address of a name server the resolver should quergeriers are
queried in the order listed with a maximum of three.

search Search list for hostname lookup. This is normally determibg the domain
of the local hostname.

domain The local domain name.

A typical resolv.conf

search example.com
nameserver 147.11.1.11
nameserver 147.11.100.30

Note: Only one of the search and domain options should be used.

If you are using DHCP, dhclient(8) usually rewritesolv.conf ~ with information received from the DHCP server.

12.11.2.2 / et c/ host s

letc/hosts  is a simple text database reminiscent of the old Internetotks in conjunction with DNS and NIS
providing name to IP address mappings. Local computersemiad via a LAN can be placed in here for simplistic
naming purposes instead of setting up a named(8) serveitiéwally, /etc/hosts  can be used to provide a local
record of Internet names, reducing the need to query extgfoacommonly accessed names.

# $FreeBSD$

#

#

# Host Database

#

# This file should contain the addresses and aliases for loca | hosts that
# share this file. Replace 'my.domain’ below with the domain name of your
# machine.

#

# In the presence of the domain name service or NIS, this file m ay

# not be consulted at all; see /etc/nsswitch.conf for the res olution order.
#

#

w1 localhost localhost.my.domain

127.0.0.1 localhost localhost.my.domain

#

# Imaginary network.

#10.0.0.2 myname.my.domain myname
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#10.0.0.3 myfriend.my.domain myfriend

According to RFC 1918, you can use the following IP networks for
private nets which will never be connected to the Internet:

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

In case you want to be able to connect to the Internet, you nee d
real official assigned numbers. Do not try to invent your ow n network
numbers but instead get one from your network provider (if a ny) or
from your regional registry (ARIN, APNIC, LACNIC, RIPE NCC , or AfriNIC.)

HOHH K HHHEHHHH R

/etc/hosts  takes on the simple format of:

[Internet address] [official hostname] [aliasl] [alias2]

For example:

10.0.0.1 myRealHostname.example.com myRealHostname foo barl foobar2

Consult hosts(5) for more information.

12.11.3 sysct . conf

sysctl.conf looks much likerc.conf . Values are set in @ariable=value form. The specified values are set
after the system goes into multi-user mode. Not all varishle settable in this mode.

To turn off logging of fatal signal exits and prevent usemirseeing processes started from other users, the
following tunables can be set &ysctl.conf

# Do not log fatal signal exits (e.g., sig 11)
kern.logsigexit=0

# Prevent users from seeing information about processes tha t
# are being run under another UID.
security.bsd.see_other_uids=0

12.12 Tuning with sysctl(8)

sysctl(8) is an interface that allows you to make changestmaing FreeBSD system. This includes many advanced
options of the TCP/IP stack and virtual memory system thatdramatically improve performance for an
experienced system administrator. Over five hundred sygégiables can be read and set using sysctl(8).

At its core, sysctl(8) serves two functions: to read and taifyasystem settings.

To view all readable variables:
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% sysctl -a

To read a particular variable, for examptern.maxproc

% sysct| kern. naxproc
kern.maxproc: 1044

To set a particular variable, use the intuitivar i abl e=val ue syntax:

# sysctl kern. maxfil es=5000
kern.maxfiles: 2088 - > 5000

Settings of sysctl variables are usually either stringsjioers, or booleans (a boolean beinfpr yes or & for no).

If you want to set automatically some variables each timartaehine boots, add them to thec/sysctl.conf
file. For more information see the sysctl.conf(5) manualkpagd theSection 12.11.3

12.12.1 sysctl(8) Read-only
Contributed by Tom Rhodes.

In some cases it may be desirable to modify read-only syatilues. While this is sometimes unavoidable, it can
only be done on (re)boot.

For instance on some laptop models the cardbus(4) devitaatiprobe memory ranges, and fail with errors which
look similar to:

cbb0: Could not map register memory
device_probe_and_attach: cbb0 attach returned 12

Cases like the one above usually require the modificationmwiesdefault sysctl(8) settings which are set read only.

To overcome these situations a user can put sysctl(8) “OiD#ieir local/boot/loader.conf . Default settings
are located in théboot/defaults/loader.conf file.
Fixing the problem mentioned above would require a userttbvé@ci.allow_unsupported_io_range=1 in

the aforementioned file. Now cardbus(4) will work properly.

12.13 Tuning Disks

12.13.1 Sysctl Variables

12.13.1.1 vf s. vmi odi r enabl e

Thevfs.vmiodirenable sysctl variable may be set to either 0 (off) or 1 (on); it is 1d@fault. This variable
controls how directories are cached by the system. Mosttires are small, using just a single fragment (typically
1 K) in the file system and less (typically 512 bytes) in thefdauéache. With this variable turned off (to 0), the
buffer cache will only cache a fixed number of directoriese¥gou have a huge amount of memory. When turned
on (to 1), this sysctl allows the buffer cache to use the VMeR@gche to cache the directories, making all the
memory available for caching directories. However, theimum in-core memory used to cache a directory is the
physical page size (typically 4 K) rather than 512 bytes. @é®mmend keeping this option on if you are running
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any services which manipulate large numbers of files. Suctices can include web caches, large mail systems, and
news systems. Keeping this option on will generally not cedperformance even with the wasted memory but you
should experiment to find out.

12.13.1.2 vfs.wite_behind

Thevfs.write_behind sysctl variable defaults tb (on). This tells the file system to issue media writes as full
clusters are collected, which typically occurs when wgtiarge sequential files. The idea is to avoid saturating the
buffer cache with dirty buffers when it would not benefit I/@rformance. However, this may stall processes and
under certain circumstances you may wish to turn it off.

12.13.1.3 vf s. hi runni ngspace

Thevfs.hirunningspace sysctl variable determines how much outstanding write /&y tme queued to disk
controllers system-wide at any given instance. The defawulually sufficient but on machines with lots of disks you
may want to bump it up to four or fivemegabytesNote that setting too high a value (exceeding the buffeheac

write threshold) can lead to extremely bad clustering petémce. Do not set this value arbitrarily high! Higher
write values may add latency to reads occurring at the same ti

There are various other buffer-cache and VM page cachedesyisctls. We do not recommend modifying these
values, the VM system does an extremely good job of autoalbtiining itself.

12.13.1.4 vm swap_i dl e_enabl ed

Thevm.swap_idle_enabled sysctl variable is useful in large multi-user systems wlyexehave lots of users
entering and leaving the system and lots of idle processeh §/stems tend to generate a great deal of continuous
pressure on free memory reserves. Turning this feature dtwaeeking the swapout hysteresis (in idle seconds) via
vm.swap_idle_threshold1 andvm.swap_idle_threshold2 allows you to depress the priority of memory
pages associated with idle processes more quickly therottmeah pageout algorithm. This gives a helping hand to
the pageout daemon. Do not turn this option on unless youihdsztause the tradeoff you are making is essentially
pre-page memory sooner rather than later; thus eating m@ie and disk bandwidth. In a small system this option
will have a determinable effect but in a large system thalresaaly doing moderate paging this option allows the VM
system to stage whole processes into and out of memory easily

12.13.1.5 hw. at a. we

FreeBSD 4.3 flirted with turning off IDE write caching. Thisduced write bandwidth to IDE disks but was
considered necessary due to serious data consistency isstoeluced by hard drive vendors. The problem is that
IDE drives lie about when a write completes. With IDE writelking turned on, IDE hard drives not only write data
to disk out of order, but will sometimes delay writing somedis indefinitely when under heavy disk loads. A crash
or power failure may cause serious file system corruptioseBED’s default was changed to be safe. Unfortunately,
the result was such a huge performance loss that we changedcaching back to on by default after the release.
You should check the default on your system by observingwthata.wc sysctl variable. If IDE write caching is
turned off, you can turn it back on by setting the kernel \@gdack to 1. This must be done from the boot loader at
boot time. Attempting to do it after the kernel boots will leavo effect.

For more information, please see ata(4).
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12.13.1.6 SCSI _DELAY (ker n. cam scsi _del ay)

TheSCSI_DELAY kernel config may be used to reduce system boot times. Thaltesae fairly high and can be
responsible fol5 seconds of delay in the boot process. Reducingst$econds usually works (especially with
modern drives). Thkern.cam.scsi_delay boot time tunable should be used. The tunable, and kernébcon
option accept values in terms wiillisecondsandnot seconds

12.13.2 Soft Updates

The tunefs(8) program can be used to fine-tune a file systeis pfbgram has many different options, but for now
we are only concerned with toggling Soft Updates on and dffctvis done by:

# tunefs -n enable /filesystem
# tunefs -n disable /filesystem

A filesystem cannot be modified with tunefs(8) while it is mtath A good time to enable Soft Updates is before
any partitions have been mounted, in single-user mode.

Soft Updates drastically improves meta-data performamedly file creation and deletion, through the use of a
memory cache. We recommend to use Soft Updates on all of yfewwytems. There are two downsides to Soft
Updates that you should be aware of: First, Soft Updatesagiiees filesystem consistency in the case of a crash but
could very easily be several seconds (even a minute!) belpddting the physical disk. If your system crashes you
may lose more work than otherwise. Secondly, Soft Updatleysi¢he freeing of filesystem blocks. If you have a
filesystem (such as the root filesystem) which is almost p@iforming a major update, suchraske

installworld , can cause the filesystem to run out of space and the updati to f

12.13.2.1 More Details About Soft Updates

There are two traditional approaches to writing a file systemta-data back to disk. (Meta-data updates are updates
to non-content data like inodes or directories.)

Historically, the default behavior was to write out metdedapdates synchronously. If a directory had been changed,
the system waited until the change was actually written $&.dihe file data buffers (file contents) were passed
through the buffer cache and backed up to disk later on asgnohsly. The advantage of this implementation is that
it operates safely. If there is a failure during an update ntieta-data are always in a consistent state. A file is either
created completely or not at all. If the data blocks of a filkmidt find their way out of the buffer cache onto the disk
by the time of the crash, fsck(8) is able to recognize thisrapdir the filesystem by setting the file length to 0.
Additionally, the implementation is clear and simple. Th&advantage is that meta-data changes are slowmAn

-r , for instance, touches all the files in a directory sequéntiaut each directory change (deletion of a file) will be
written synchronously to the disk. This includes updatabéodirectory itself, to the inode table, and possibly to
indirect blocks allocated by the file. Similar considerag@pply for unrolling large hierarchies( -x ).

The second case is asynchronous meta-data updates. Tegisfault for Linux/ext2fs anshount -o async for

*BSD ufs. All meta-data updates are simply being passeditittdhe buffer cache too, that is, they will be

intermixed with the updates of the file content data. The athge of this implementation is there is no need to wait
until each meta-data update has been written to disk, spathtions which cause huge amounts of meta-data
updates work much faster than in the synchronous case. thisimplementation is still clear and simple, so there is
a low risk for bugs creeping into the code. The disadvantatfeat there is no guarantee at all for a consistent state of
the filesystem. If there is a failure during an operation th@tated large amounts of meta-data (like a power failure,
or someone pressing the reset button), the filesystem wilfban an unpredictable state. There is no opportunity to
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examine the state of the filesystem when the system comesairg #te data blocks of a file could already have been
written to the disk while the updates of the inode table orabsociated directory were not. It is actually impossible
to implement &sck which is able to clean up the resulting chaos (because tresgaxy information is not available
on the disk). If the filesystem has been damaged beyond répaionly choice is to use newfs(8) on it and restore it
from backup.

The usual solution for this problem was to impleméinty region logging which is also referred to gsurnaling,
although that term is not used consistently and is occakbyoaaplied to other forms of transaction logging as well.
Meta-data updates are still written synchronously, buy artb a small region of the disk. Later on they will be

moved to their proper location. Because the logging areaisall, contiguous region on the disk, there are no long
distances for the disk heads to move, even during heavy tigpesaso these operations are quicker than synchronous
updates. Additionally the complexity of the implementatis fairly limited, so the risk of bugs being presentis low.

A disadvantage is that all meta-data are written twice (émizethe logging region and once to the proper location)

so for normal work, a performance “pessimization” mighuteOn the other hand, in case of a crash, all pending
meta-data operations can be quickly either rolled-baclooraeted from the logging area after the system comes up
again, resulting in a fast filesystem startup.

Kirk McKusick, the developer of Berkeley FFS, solved thislplem with Soft Updates: all pending meta-data
updates are kept in memory and written out to disk in a soegdance (“ordered meta-data updates”). This has the
effect that, in case of heavy meta-data operations, latateg to an item “catch” the earlier ones if the earlier ones
are still in memory and have not already been written to digkall operations on, say, a directory are generally
performed in memory before the update is written to disk ¢t blocks are sorted according to their position so
that they will not be on the disk ahead of their meta-datahéfsystem crashes, this causes an implicit “log rewind”:
all operations which did not find their way to the disk appesaif ¢hey had never happened. A consistent filesystem
state is maintained that appears to be the one of 30 to 60deeanlier. The algorithm used guarantees that all
resources in use are marked as such in their appropriataefmstrblocks and inodes. After a crash, the only resource
allocation error that occurs is that resources are markéasasl” which are actually “free”. fsck(8) recognizes this
situation, and frees the resources that are no longer ussdadfe to ignore the dirty state of the filesystem after a
crash by forcibly mounting it witlnount -f . In order to free resources that may be unused, fsck(8) riedzsrun

at a later time. This is the idea behind theckground fsckat system startup time, onlysmapshobf the filesystem

is recorded. Thésck can be run later on. All file systems can then be mounted “disty the system startup
proceeds in multiuser mode. Then, backgrofsekl s will be scheduled for all file systems where this is requited
free resources that may be unused. (File systems that dse@&aft Updates still need the usual foregrofsakl
though.)

The advantage is that meta-data operations are nearlytasfasynchronous updates (i.e., faster than legging,

which has to write the meta-data twice). The disadvantagetha complexity of the code (implying a higher risk for
bugs in an area that is highly sensitive regarding loss afda&), and a higher memory consumption. Additionally
there are some idiosyncrasies one has to get used to. Aftash, ¢the state of the filesystem appears to be somewhat
“older”. In situations where the standard synchronous agg would have caused some zero-length files to remain
after thefsck , these files do not exist at all with a Soft Updates filesystemahse neither the meta-data nor the file
contents have ever been written to disk. Disk space is neaseld until the updates have been written to disk, which
may take place some time after runnimg This may cause problems when installing large amountstafalaa
filesystem that does not have enough free space to hold dilékewice.
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12.14 Tuning Kernel Limits

12.14.1 File/Process Limits

12.14.1.1 kern. naxfil es

kern.maxfiles can be raised or lowered based upon your system requireniéngs/ariable indicates the
maximum number of file descriptors on your system. When tealfiscriptor table is fulfjle: table is full
will show up repeatedly in the system message buffer, whichbe viewed with themesg command.

Each open file, socket, or fifo uses one file descriptor. A kage production server may easily require many
thousands of file descriptors, depending on the kind and euwitservices running concurrently.

In older FreeBSD releases, the default valukesfi.maxfiles is derived from thenaxusers option in your

kernel configuration filekern.maxfiles grows proportionally to the value afaxusers . When compiling a

custom kernel, it is a good idea to set this kernel configanatiption according to the uses of your system. From this
number, the kernel is given most of its pre-defined limitseficthough a production machine may not actually have
256 users connected at once, the resources needed may lae ®iraihigh-scale web server.

The variablekern.maxusers  is automatically sized at boot based on the amount of mema@ilable in the system,
and may be determined at run-time by inspecting the valuleeoféad-onlkern.maxusers  sysctl. Some sites will
require larger or smaller values kdrn.maxusers and may set it as a loader tunable; values of 64, 128, and 256 ar
not uncommon. We do not recommend going above 256 unlessgeianhuge number of file descriptors; many of
the tunable values set to their defaultskeyn.maxusers ~ may be individually overridden at boot-time or run-time

in /boot/loader.conf (see the loader.conf(5) manual page or/twet/defaults/loader.conf file for some
hints) or as described elsewhere in this document.

In older releases, the system will auto-tunaxusers for you if you explicitly set it to0 *. When setting this option,
you will want to seimaxusers to at least 4, especially if you are using the X Window Systemompiling software.
The reason is that the most important table sehbyusers is the maximum number of processes, which is setto

+ 16 * maxusers , SO if you seimaxusers to 1, then you can only have 36 simultaneous processesdingthe

18 or so that the system starts up at boot time and the 15 onswijlgprobably create when you start the X Window
System. Even a simple task like reading a manual page witlgpenine processes to filter, decompress, and view it.
Settingmaxusers to 64 will allow you to have up to 1044 simultaneous processbgh should be enough for
nearly all uses. If, however, you see the dreaded proc tabllerfor when trying to start another program, or are
running a server with a large number of simultaneous usiesfh.FreeBSD.org ), you can always increase the
number and rebuild.

Note: maxusers does not limit the number of users which can log into your machine. It simply sets various table
sizes to reasonable values considering the maximum number of users you will likely have on your system and
how many processes each of them will be running.

12.14.1.2 kern. i pc. sonaxconn

Thekern.ipc.somaxconn sysctl variable limits the size of the listen queue for atioggnew TCP connections.
The default value 0f28 is typically too low for robust handling of new connectionsa heavily loaded web server
environment. For such environments, it is recommendedd@ase this value to024 or higher. The service daemon
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may itself limit the listen queue size (e.g., sendmail(8)Apache) but will often have a directive in its configuration
file to adjust the queue size. Large listen queues also ddex lpah of avoiding Denial of Service (DoS) attacks.

12.14.2 Network Limits

TheNMBCLUSTERKernel configuration option dictates the amount of netwotlulig available to the system. A
heavily-trafficked server with a low number of Mbufs will liier FreeBSD's ability. Each cluster represents
approximately 2 K of memory, so a value of 1024 represents@aimges of kernel memory reserved for network
buffers. A simple calculation can be done to figure out howyreae needed. If you have a web server which maxes
out at 1000 simultaneous connections, and each connectisad 6 K receive and 16 K send buffer, you need
approximately 32 MB worth of network buffers to cover the vglover. A good rule of thumb is to multiply by 2, so
2x32MB /2 KB =64 MB / 2 kB = 32768. We recommend values betwe@®64and 32768 for machines with
greater amounts of memory. Under no circumstances shouldpecify an arbitrarily high value for this parameter
as it could lead to a boot time crash. Theoption to netstat(1) may be used to observe network cluser u

kern.ipc.nmbclusters loader tunable should be used to tune this at boot time. Adbr@ersions of FreeBSD
will require you to use th&IMBCLUSTERKernel config(8) option.

For busy servers that make extensive use of the sendfilegf®raycall, it may be necessary to increase the number of
sendfile(2) buffers via thRSFBUFernel configuration option or by setting its valugtioot/loader.conf (see
loader(8) for details). A common indicator that this paréeneeeds to be adjusted is when processes are seen in the
sfoufa  state. The sysctl variabkern.ipc.nsfbufs is a read-only glimpse at the kernel configured variables Thi
parameter nominally scales wikkrn.maxusers , however it may be necessary to tune accordingly.

Important: Even though a socket has been marked as non-blocking, calling sendfile(2) on the non-blocking
socket may result in the sendfile(2) call blocking until enough struct sf_buf 's are made available.

12.14.2.1 net.inet.ip.portrange. *

Thenet.inet.ip.portrange. * sysctl variables control the port number ranges autonipticaund to TCP and
UDP sockets. There are three ranges: a low range, a defagk rand a high range. Most network programs use the
default range which is controlled by tihet.inet.ip.portrange.first and

net.inet.ip.portrange.last , Which default to 1024 and 5000, respectively. Bound porges are used for
outgoing connections, and it is possible to run the systenoiooorts under certain circumstances. This most
commonly occurs when you are running a heavily loaded wekypiithe port range is not an issue when running
servers which handle mainly incoming connections, suchresmmal web server, or has a limited number of
outgoing connections, such as a mail relay. For situatidmsgyou may run yourself out of ports, it is
recommended to increaset.inet.ip.portrange.last modestly. A value 00000, 20000 or 30000 may be
reasonable. You should also consider firewall effects wiamging the port range. Some firewalls may block large
ranges of ports (usually low-numbered ports) and expetesysto use higher ranges of ports for outgoing
connections — for this reason it is not recommendedribaihet.ip.portrange.first be lowered.

12.14.2.2 TCP Bandwidth Delay Product

The TCP Bandwidth Delay Product Limiting is similar to TCBfas in NetBSD. It can be enabled by setting
net.inet.tcp.inflight.enable sysctl variable td.. The system will attempt to calculate the bandwidth delay
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product for each connection and limit the amount of data gdé¢a the network to just the amount required to
maintain optimum throughput.

This feature is useful if you are serving data over modemgakit Ethernet, or even high speed WAN links (or any
other link with a high bandwidth delay product), especi#llyou are also using window scaling or have configured a
large send window. If you enable this option, you should &lssure to seatet.inet.tcp.inflight.debug to0
(disable debugging), and for production use settieignet.tcp.inflight.min to at leas6144 may be
beneficial. However, note that setting high minimums magai¥ely disable bandwidth limiting depending on the
link. The limiting feature reduces the amount of data byjlimiintermediate route and switch packet queues as well
as reduces the amount of data built up in the local host'sfate queue. With fewer packets queued up, interactive
connections, especially over slow modems, will also be théperate with loweRound Trip TimesHowever, note
that this feature only effects data transmission (uplogdserver side). It has no effect on data reception
(downloading).

Adjustingnet.inet.tcp.inflight.stab is notrecommended. This parameter defaults to 20, representing 2
maximal packets added to the bandwidth delay product wintideulation. The additional window is required to
stabilize the algorithm and improve responsiveness togihgrconditions, but it can also result in higher ping times
over slow links (though still much lower than you would gethvaiut the inflight algorithm). In such cases, you may
wish to try reducing this parameter to 15, 10, or 5; and may la#ve to reduceet.inet.tcp.inflight.min

(for example, to 3500) to get the desired effect. Reduciegetparameters should be done as a last resort only.

12.14.3 Virtual Memory

12.14.3.1 ker n. maxvnodes

A vnode is the internal representation of a file or direct&wyincreasing the number of vnodes available to the
operating system cuts down on disk 1/0. Normally this is Haddby the operating system and does not need to be
changed. In some cases where disk 1/O is a bottleneck angdtensis running out of vnodes, this setting will need
to be increased. The amount of inactive and free RAM will nieelge taken into account.

To see the current number of vnodes in use:

# sysctl vfs.nunvnodes
vfs.numvnodes: 91349

To see the maximum vnodes:

# sysctl kern.naxvnodes
kern.maxvnodes: 100000

If the current vnode usage is near the maximum, incredgingmaxvnodes by a value of 1,000 is probably a
good idea. Keep an eye on the numbevfsfnumvnodes . If it climbs up to the maximum again,

kern.maxvnodes  will need to be increased further. A shift in your memory wsag reported by top(1) should be
visible. More memory should be active.
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12.15 Adding Swap Space

No matter how well you plan, sometimes a system does not ryowasxpect. If you find you need more swap space,
it is simple enough to add. You have three ways to increasp space: adding a new hard drive, enabling swap over
NFS, and creating a swap file on an existing partition.

For information on how to encrypt swap space, what optionghiig task exist and why it should be done, please
refer toSection 19.1°6f the Handbook.

12.15.1 Swap on a New or Existing Hard Drive

Adding a new hard drive for swap gives better performance #uling a partition on an existing drive. Setting up
partitions and hard drives is explained3ection 19.3Section 12.2liscusses partition layouts and swap partition
size considerations.

Use swapon(8) to add a swap partition to the system. For eleamp
# swapon /dev/adalslb
Warning: It is possible to use any partition not currently mounted, even if it already contains data. Using

swapon(8) on a partition that contains data will overwrite and destroy that data. Make sure that the partition to be
added as swap is really the intended partition before running swapon(8).

To automatically add this swap partition on boot, add anyeiotfetc/fstab for the partition:

/ dev/ adalslb none swap sw 0 0

See fstab(5) for an explanation of the entrietein/fstab

12.15.2 Swapping over NFS

Swapping over NFS is only recommended if you do not have d hara disk to swap to; NFS swapping will be
limited by the available network bandwidth and puts an aaidé burden on the NFS server.

12.15.3 Swapfiles

You can create a file of a specified size to use as a swap filerlexample here we will use a 64MB file called
fusr/swapO . You can use any name you want, of course.

Example 12-1. Creating a Swapfile on FreeBSD

1. TheGENERICkernel already includes the memory disk driver (md(4)) reslifor this operation. When

building a custom kernel, make sure to include the following in your custom configuration file:
device md

For information on building your own kernel, please refeCtoapter 9

2. Create a swapfilgusr/swap0 ):
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# dd if=/dev/zero of =/usr/swap0 bs=1024k count =64

3. Set proper permissions ofagr/swap0 ):
# chnod 0600 /usr/swapO

4. Enable the swap file ifetc/rc.conf
swapfile="/usr/swap0" # Set to name of swapfile if aux swapf ile desired.

5. Reboot the machine or to enable the swap file immediatgleg, t
# ndconfig -a -t vnode -f /usr/swap0 -u O && swapon /dev/nd0

12.16 Power and Resource Management
Written by Hiten Pandya and Tom Rhodes.

It is important to utilize hardware resources in an efficimainner. Before ACPI was introduced, it was difficult and
inflexible for operating systems to manage the power usagé¢hammmal properties of a system. The hardware was
managed by the BIOS and thus the user had less control ambilitysghto the power management settings. Some
limited configurability was available viadvanced Power Management (ARMpwer and resource management is
one of the key components of a modern operating system. Bongle, you may want an operating system to
monitor system limits (and possibly alert you) in case ygustesm temperature increased unexpectedly.

In this section of the FreeBSD Handbook, we will provide coetgnsive information about ACPI. References will
be provided for further reading at the end.

12.16.1 What Is ACPI?

Advanced Configuration and Power Interface (ACPI) is a stathdritten by an alliance of vendors to provide a
standard interface for hardware resources and power maregéhence the name). Itis a key elemer®Djperating
System-directed configuration and Power Managemiant it provides more control and flexibility to the openat
system (OS). Modern systems “stretched” the limits of theesut Plug and Play interfaces prior to the introduction
of ACPI. ACPI is the direct successor to APM (Advanced Powanilgement).

12.16.2 Shortcomings of Advanced Power Management (APM)

The Advanced Power Management (APfdgility controls the power usage of a system based on itgigciThe
APM BIOS is supplied by the (system) vendor and it is speaifithe hardware platform. An APM driver in the OS
mediates access to tAd>M Software Interfacgavhich allows management of power levels. APM should séllised
for systems manufactured at or before the year 2000.

There are four major problems in APM. Firstly, power managetis done by the (vendor-specific) BIOS, and the
OS does not have any knowledge of it. One example of this, &wthe user sets idle-time values for a hard drive in
the APM BIOS, that when exceeded, it (BIOS) would spin dowanhhrd drive, without the consent of the OS.
Secondly, the APM logic is embedded in the BIOS, and it opsratitside the scope of the OS. This means users can
only fix problems in their APM BIOS by flashing a new one into R@M; which is a very dangerous procedure

with the potential to leave the system in an unrecoverahte tit fails. Thirdly, APM is a vendor-specific

technology, which means that there is a lot of parity (dwgtian of efforts) and bugs found in one vendor’s BIOS,
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may not be solved in others. Last but not the least, the APM3Bdit@ not have enough room to implement a
sophisticated power policy, or one that can adapt very welé purpose of the machine.

Plug and Play BIOS (PNPBIOS)as unreliable in many situations. PNPBIOS is 16-bit teébgy so the OS has to
use 16-bit emulation in order to “interface” with PNPBIOSthads.

The FreeBSD APM driver is documented in the apm(4) manuat pag

12.16.3 Configuring ACPI

Theacpi.ko driver is loaded by default at start up by the loader(8) amikhnot be compiled into the kernel. The
reasoning behind this is that modules are easier to work sétif switching to anothexcpi.ko  without doing a
kernel rebuild. This has the advantage of making testingeeasother reason is that starting ACPI after a system
has been brought up often doesn’t work well. If you are exgraing problems, you can disable ACPI altogether.
This driver should not and can not be unloaded because ttensysis uses it for various hardware interactions.
ACPI can be disabled by settimint.acpi.0.disabled="1" in /boot/loader.conf or at the loader(8)
prompt.

Note: ACPI and APM cannot coexist and should be used separately. The last one to load will terminate if the
driver notices the other running.

ACPI can be used to put the system into a sleep mode with ati¢8)othe-s flag, and a-5 option. Most users
will only need1 or 3 (suspend to RAM). Optios will do a soft-off which is the same action as:

# halt -p

Other options are available via sysctl(8). Check out thé(drpnd acpiconf(8) manual pages for more information.

12.17 Using and Debugging FreeBSD ACPI
Written by Nate Lawson. With contributions from Peter Szhathd Tom Rhodes.

ACPI is a fundamentally new way of discovering devices, ngamapower usage, and providing standardized access
to various hardware previously managed by the BIOS. Predsdseing made toward ACPI working on all systems,
but bugs in some motherboardsCP|l Machine LanguagéAML) bytecode, incompleteness in FreeBSD’s kernel
subsystems, and bugs in the Intel ACPI-CA interpreter ooietto appear.

This document is intended to help you assist the FreeBSD A@Gitainers in identifying the root cause of
problems you observe and debugging and developing a sol(tianks for reading this and we hope we can solve
your system'’s problems.

12.17.1 Submitting Debugging Information

Note: Before submitting a problem, be sure you are running the latest BIOS version and, if available, embedded
controller firmware version.
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For those of you that want to submit a problem right away, ggesend the following information to
freebsd-acpi@FreeBSD.org (mailto:freebsd-acpi@FréeBs):

- Description of the buggy behavior, including system typé arodel and anything that causes the bug to appear.
Also, please note as accurately as possible when the bug begarring if it is new for you.

- The dmesg(8) output afteéoot -v , including any error messages generated by you exerciseug.
« The dmesg(8) output frotmot -v with ACPI disabled, if disabling it helps fix the problem.
- Output fromsysctl hw.acpi . This is also a good way of figuring out what features youresystffers.

« URL where yourACPI Source LanguagéSL) can be found. Dmotsend the ASL directly to the list as it can be
very large. Generate a copy of your ASL by running this comenan

# acpidunp -dt > nane-system asl
(Substitute your login name farane and manufacturer/model fey st em Examplenjl-FooCo6000.asl )

Most of the developers watch the FreeBSD-CURRENT mailisig li
(http://lists.FreeBSD.org/mailman/listinfo/freebsdrrent) but please submit problems to freebsd-acpi
(http://lists.FreeBSD.org/mailman/listinfo/freebadpi) to be sure it is seen. Please be patient, all of us have
full-time jobs elsewhere. If your bug is not immediately apgnt, we will probably ask you to submit a PR via
send-pr(1). When entering a PR, please include the sameriafion as requested above. This will help us track the
problem and resolve it. Do not send a PR without emailingtfsdeacpi
(http://lists.FreeBSD.org/mailman/listinfo/freebadpi) first as we use PRs as reminders of existing problenis, no
reporting mechanism. It is likely that your problem has besported by someone before.

12.17.2 Background

ACPI is present in all modern computers that conform to tB& i86), ia64 (Itanium), and amd64 (AMD)
architectures. The full standard has many features inetu@PU performance management, power planes control,
thermal zones, various battery systems, embedded camgadind bus enumeration. Most systems implement less
than the full standard. For instance, a desktop systemlysrdy implements the bus enumeration parts while a
laptop might have cooling and battery management suppevelisLaptops also have suspend and resume, with
their own associated complexity.

An ACPI-compliant system has various components. The Bl@Schipset vendors provide various fixed tables
(e.g., FADT) in memory that specify things like the APIC magédd for SMP), config registers, and simple
configuration values. Additionally, a table of bytecodee(@lifferentiated System Description Tald&DT) is
provided that specifies a tree-like name space of devicemaititods.

The ACPI driver must parse the fixed tables, implement ampnéger for the bytecode, and modify device drivers
and the kernel to accept information from the ACPI subsysteanFreeBSD, Intel has provided an interpreter
(ACPI-CA) that is shared with Linux and NetBSD. The path te A&CPI-CA source code is
src/sys/contrib/dev/acpica . The glue code that allows ACPI-CA to work on FreeBSD is in
src/sys/dev/acpica/Osd . Finally, drivers that implement various ACPI devices arerfd in

src/sys/dev/acpica
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12.17.3 Common Problems

For ACPI to work correctly, all the parts have to work corhgdtlere are some common problems, in order of
frequency of appearance, and some possible workaroundesr fi

12.17.3.1 Mouse Issues

In some cases, resuming from a suspend operation will cheseduse to fail. A known work around is to add
hint.psm.0.flags="0x3000" to the/boot/loader.conf file. If this does not work then please consider
sending a bug report as described above.

12.17.3.2 Suspend/Resume

ACPI has three suspend to RAM (STR) state,S3, and one suspend to disk staBT D), calledS4. S5 is “soft off”
and is the normal state your system is in when plugged in bypowered upS4 can actually be implemented two
separate ways4BIOS is a BIOS-assisted suspend to diSkOS is implemented entirely by the operating system.

Start by checkingysctl hw.acpi for the suspend-related items. Here are the results for@kphd:

hw.acpi.supported_sleep_state: S3 S4 S5
hw.acpi.s4bios: 0

This means that we can usepiconf -s  to testS3, S40S, andss. If s4bios was one1), we would haves4BIOS
support instead a4 OS.

When testing suspend/resume, start V@ithif supported. This state is most likely to work since it doesrequire
much driver support. No one has implemeng2dout if you have it, it is similar t&s1. The next thing to try iS3.

This is the deepest STR state and requires a lot of driverastigpproperly reinitialize your hardware. If you have
problems resuming, feel free to email the freebsd-acgpists.FreeBSD.org/mailman/listinfo/freebsd-gdisit

but do not expect the problem to be resolved since there ate&drivers/hardware that need more testing and work.

A common problem with suspend/resume is that many deviverdrdo not save, restore, or reinitialize their
firmware, registers, or device memory properly. As a firgrafit at debugging the problem, try:

# sysctl debug. boot ver bose=1
# sysctl debug. acpi . suspend_bounce=1
# acpiconf -s 3

This test emulates suspend/resume cycle of all devicerdrivighout actually going int®3 state. In some cases, you
can easily catch problems with this method (e.g., losingiiane state, device watchdog time out, and retrying
forever). Note that the system will not really eng state, which means devices may not lose power, and many will
work fine even if suspend/resume methods are totally missinigke realS3 state.

Harder cases require additional hardware, i.e., seriglqadnie for serial console or Firewire port/cable for dqdis
and kernel debugging skills.

To help isolate the problem, remove as many drivers from keumel as possible. If it works, you can narrow down
which driver is the problem by loading drivers until it fadgain. Typically binary drivers likavidia.ko , X11
display drivers, and USB will have the most problems whiledEhet interfaces usually work fine. If you can
properly load/unload the drivers, you can automate thisuiging the appropriate commands/éntc/rc.suspend

and/etc/rc.resume . There is a commented-out example for unloading and loaalthgver. Try setting
hw.acpi.reset_video to zero () if your display is messed up after resume. Try setting lomgehorter values
for hw.acpi.sleep_delay to see if that helps.
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Another thing to try is load a recent Linux distribution wiiCPI support and test their suspend/resume support on
the same hardware. If it works on Linux, it is likely a FreeB8idver problem and narrowing down which driver
causes the problems will help us fix the problem. Note thaABBIl maintainers do not usually maintain other
drivers (e.g., sound, ATA, etc.) so any work done on trackiogin a driver problem should probably eventually be
posted to the freebsd-current (http://lists.FreeBSDagman/listinfo/freebsd-current) list and mailed te triver
maintainer. If you are feeling adventurous, go ahead amtimi&ing some debugging printf(3)s in a problematic
driver to track down where in its resume function it hangs.

Finally, try disabling ACPI and enabling APM instead. If pead/resume works with APM, you may be better off
sticking with APM, especially on older hardware (pre-2Q00jook vendors a while to get ACPI support correct and
older hardware is more likely to have BIOS problems with ACPI

12.17.3.3 System Hangs (Temporary or Permanent)

Most system hangs are a result of lost interrupts or an upéstorm. Chipsets have a lot of problems based on how
the BIOS configures interrupts before boot, correctnessefPPIC (MADT) table, and routing of thBystem
Control Interrupt(SCI).

Interrupt storms can be distinguished from lost interrigytshecking the output ofmstat -i  and looking at the
line that hasacpi0 . If the counter is increasing at more than a couple per seganchave an interrupt storm. If the
system appears hung, try breaking to DOBIRL +ALT +ESC on console) and typshow interrupts

Your best hope when dealing with interrupt problems is tadisabling APIC support with
hint.apic.0.disabled="1" in loader.conf

12.17.3.4 Panics

Panics are relatively rare for ACPI and are the top prioatipe fixed. The first step is to isolate the steps to
reproduce the panic (if possible) and get a backtrace. Wdhe advice for enablingptions DDB and setting up a
serial console (se®ection 27.6.5)30r setting up a dump(8) partition. You can get a backtrad2MB with tr . If
you have to handwrite the backtrace, be sure to at least gétest five (5) and top five (5) lines in the trace.

Then, try to isolate the problem by booting with ACPI disablé that works, you can isolate the ACPI subsystem by
using various values afebug.acpi.disable . See the acpi(4) manual page for some examples.

12.17.3.5 System Powers Up After Suspend or Shutdown

First, try settinghw.acpi.disable_on_poweroff="0" in loader.conf(5). This keeps ACPI from disabling various
events during the shutdown process. Some systems needalinsset tal (the default) for the same reason. This
usually fixes the problem of a system powering up spontargatier a suspend or poweroff.

12.17.3.6 Other Problems

If you have other problems with ACPI (working with a dockirtgtion, devices not detected, etc.), please email a
description to the mailing list as well; however, some ofth&sues may be related to unfinished parts of the ACPI
subsystem so they might take a while to be implemented. ®leapatient and prepared to test patches we may send
you.
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12.17.4 ASL, acpi dunp, and IASL

The most common problem is the BIOS vendors providing irexrfor outright buggy!) bytecode. This is usually
manifested by kernel console messages like this:

ACPI-1287: + Error: Method execution failed [\\_SB_.PCI0.LPCO.FIGD._ STA] \
(Node 0xc3f6d160), AE_NOT_FOUND

Often, you can resolve these problems by updating your BtOBet latest revision. Most console messages are
harmless but if you have other problems like battery statisvorking, they are a good place to start looking for
problems in the AML. The bytecode, known as AML, is compileahfi a source language called ASL. The AML is
found in the table known as the DSDT. To get a copy of your ASde, acpidump(8). You should use both the
(show contents of the fixed tables) ad(disassemble AML to ASL) options. See the

Submitting Debugging Informatiosection for an example syntax.

The simplest first check you can do is to recompile your ASLhteak for errors. Warnings can usually be ignored
but errors are bugs that will usually prevent ACPI from warckcorrectly. To recompile your ASL, issue the
following command:

# iasl your.asl

12.17.5 Fixing Your ASL

In the long run, our goal is for almost everyone to have ACPikwathout any user intervention. At this point,
however, we are still developing workarounds for commorntakiss made by the BIOS vendors. The Microsoft
interpreter écpi.sys andacpiec.sys ) does not strictly check for adherence to the standard,farsrhany BIOS
vendors who only test ACPI under Windows never fix their ASle lépe to continue to identify and document
exactly what non-standard behavior is allowed by Micrdsafterpreter and replicate it so FreeBSD can work
without forcing users to fix the ASL. As a workaround and tgohes identify behavior, you can fix the ASL
manually. If this works for you, please send a diff(1) of theé and new ASL so we can possibly work around the
buggy behavior in ACPI-CA and thus make your fix unnecessary.

Here is a list of common error messages, their cause, anddfimthem:

12.17.5.1 _OS Dependencies

Some AML assumes the world consists of various Windows @essiYou can tell FreeBSD to claim it is any OS to
see if this fixes problems you may have. An easy way to ovethidas to sehw.acpi.osname="Windows 2001"
in /boot/loader.conf or other similar strings you find in the ASL.

12.17.5.2 Missing Return Statements

Some methods do not explicitly return a value as the stan@apdres. While ACPI-CA does not handle this,
FreeBSD has a workaround that allows it to return the valysiaitly. You can also add explicit Return statements
where required if you know what value should be returnedofodiasl to compile the ASL, use thé flag.

12.17.5.3 Overriding the Default AML

After you customizeyour.asl , you will want to compile it, run:
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# iasl your.asl

You can add thef flag to force creation of the AML, even if there are errors dgrcompilation. Remember that
some errors (e.g., missing Return statements) are autattativorked around by the interpreter.

DSDT.aml is the default output filename feasl . You can load this instead of your BIOS’s buggy copy (which is
still present in flash memory) by editirigoot/loader.conf as follows:

acpi_dsdt_load="YES"
acpi_dsdt_name="/boot/DSDT.aml"

Be sure to copy youbSDT.aml to the/boot directory.

12.17.6 Getting Debugging Output from ACPI

The ACPI driver has a very flexible debugging facility. Italls you to specify a set of subsystems as well as the
level of verbosity. The subsystems you wish to debug areifspeas “layers” and are broken down into ACPI-CA
components (ACPI_ALL_COMPONENTS) and ACPI hardware supf&CP|_ALL DRIVERS). The verbosity of
debugging output is specified as the “level” and ranges fr&@PA LV _ERROR (just report errors) to
ACPI_LV_VERBOSE (everything). The “level” is a bitmask saultiple options can be set at once, separated by
spaces. In practice, you will want to use a serial consoleddte output if it is so long it flushes the console
message buffer. A full list of the individual layers and Isvis found in the acpi(4) manual page.

Debugging output is not enabled by default. To enable it,quidns ACPI_DEBUG to your kernel configuration
file if ACPI is compiled into the kernel. You can adetPI_DEBUG=1t0 your/etc/make.conf to enable it
globally. If it is a module, you can recompile just yaapi.ko module as follows:

# cd /sys/ nmodul es/ acpi / acpi
&& make cl ean &&
nake ACPI _DEBUG=1

Installacpi.ko in /boot/kernel and add your desired level and layeitdader.conf . This example enables
debug messages for all ACPI-CA components and all ACPI hareldrivers (CPU, LID, etc.). It will only output
error messages, the least verbose level.

debug.acpi.layer="ACPI_ALL_COMPONENTS ACPI_ALL_DRIVE RS"
debug.acpi.level="ACPI_LV_ERROR"

If the information you want is triggered by a specific evematy(s suspend and then resume), you can leave out
changes tdoader.conf ~ and instead ussysctl to specify the layer and level after booting and preparingryo
system for the specific event. Thgsctl s are named the same as the tunablésaiter.conf

12.17.7 References

More information about ACPI may be found in the following &ions:

« The FreeBSD ACPI mailing list (http://lists.FreeBSD.anglilman/listinfo/freebsd-acpi)
- The ACPI Mailing List Archives http://lists.freebsd.opipermail/freebsd-acpi/
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« The old ACPI Mailing List Archives http://home.jp.FreeBSiBg/mail-list/acpi-jp/
« The ACPI 2.0 Specification http://acpi.info/spec.htm
- FreeBSD Manual pages: acpi(4), acpi_thermal(4), acpid8jmasl(8), acpidb(8)

DSDT debugging resource (http://www.cpglinux.com/aepwto.html#fix_broken_dsdt). (Uses Compaqg as an
example but generally useful.)

Notes

1. The auto-tuning algorithm setsaxusers equal to the amount of memory in the system, with a minimum2of 3
and a maximum of 384.
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Chapter 13 The FreeBSD Booting Process

13.1 Synopsis

The process of starting a computer and loading the opersyistgm is referred to as “the bootstrap process”, or
simply “booting”. FreeBSD’s boot process provides a gres @f flexibility in customizing what happens when you
start the system, allowing you to select from different @tieg systems installed on the same computer, or even
different versions of the same operating system or instéiégnel.

This chapter details the configuration options you can sgtham to customize the FreeBSD boot process. This
includes everything that happens until the FreeBSD keragttarted, probed for devices, and started init(8). If you
are not quite sure when this happens, it occurs when theaéxt changes from bright white to grey.

After reading this chapter, you will know:

- What the components of the FreeBSD bootstrap system ardyanthey interact.
« The options you can give to the components in the FreeBSDstraptto control the boot process.

« The basics of device.hints(5).

x86 Only: This chapter only describes the boot process for FreeBSD running on Intel x86 systems.

13.2 The Booting Problem

Turning on a computer and starting the operating systemspamséteresting dilemma. By definition, the computer
does not know how to do anything until the operating systestaged. This includes running programs from the
disk. So if the computer can not run a program from the diskaevit the operating system, and the operating system
programs are on the disk, how is the operating system sfarted

This problem parallels one in the bodke Adventures of Baron Munchaus@rcharacter had fallen part way down
a manhole, and pulled himself out by grabbing his bootstrapg lifting. In the early days of computing the term
bootstrapwas applied to the mechanism used to load the operatingsystieich has become shortened to
“booting”.

On x86 hardware the Basic Input/Output System (BIOS) isarsible for loading the operating system. To do this,
the BIOS looks on the hard disk for the Master Boot Record (IY{B#ich must be located on a specific place on the
disk. The BIOS has enough knowledge to load and run the MB&aasumes that the MBR can then carry out the
rest of the tasks involved in loading the operating systemasiply with the help of the BIOS.

The code within the MBR is usually referred to ab@t managerespecially when it interacts with the user. In this
case the boot manager usually has more code in therficdt of the disk or within some OS’s file system. (A boot
manager is sometimes also calledaot loader but FreeBSD uses that term for a later stage of booting.iRRop
boot managers includ®otO (akaBoot Easy, the standard FreeBSD boot managémyb, GAG, andLILO . (Only
bootOfits within the MBR.)
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If you have only one operating system installed on your dikks a standard PC MBR will suffice. This MBR
searches for the first bootable (aka active) slice on the dist then runs the code on that slice to load the remainder
of the operating system. The MBR installed by fdisk(8), bfadé, is such an MBR. It is based @doot/mbr

If you have installed multiple operating systems on youkslithen you can install a different boot manager, one that
can display a list of different operating systems, and algau to choose the one to boot from. Two of these are
discussed in the next subsection.

The remainder of the FreeBSD bootstrap system is dividedtimee stages. The first stage is run by the MBR,

which knows just enough to get the computer into a specifte stad run the second stage. The second stage can do
a little bit more, before running the third stage. The thiabe finishes the task of loading the operating system. The

work is split into these three stages because the PC stanplarimits on the size of the programs that can be run at

stages one and two. Chaining the tasks together allows Bie¢8provide a more flexible loader.

The kernel is then started and it begins to probe for devindsratialize them for use. Once the kernel boot process
is finished, the kernel passes control to the user procdg’)invhich then makes sure the disks are in a usable state.
init(8) then starts the user-level resource configuratibicivmounts file systems, sets up network cards to
communicate on the network, and generally starts all thegeges that usually are run on a FreeBSD system at
startup.

13.3 The Boot Manager and Boot Stages

13.3.1 The Boot Manager

The code in the MBR or boot manager is sometimes referredstage zermf the boot process. This subsection
discusses two of the boot managers previously mentidreatO andLILO .

The boot0 Boot Manager:The MBR installed by FreeBSD'’s installer or bootOcfg(8),d®fault, is based on
/boot/boot0 . (ThebootO program is very simple, since the program in the MBR can osly46 bytes long
because of the slice table adbxb5AA identifier at the end of the MBR.) If you have installedotO and multiple
operating systems on your hard disks, then you will see dajigimilar to this one at boot time:

Example 13-1.boot 0 Screenshot

F1 DOS

F2 FreeBSD
F3 Linux
F4 ?2?

F5 Drive 1

Default: F2

Other operating systems, in particular Windows, have beemvk to overwrite an existing MBR with their own. If
this happens to you, or you want to replace your existing MBR the FreeBSD MBR then use the following
command:

# fdisk -B -b /boot/bootQ device
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wheredevi ce is the device that you boot from, sucha® for the first IDE disk,ad2 for the first IDE disk on a
second IDE controlleda0 for the first SCSI disk, and so on. Or, if you want a custom camégon of the MBR,
use boot0cfg(8).

The LILO Boot Manager: To install this boot manager so it will also boot FreeBSD ftart Linux and add the
following to your existingetc/lilo.conf configuration file:

other=/dev/hdXY
table=/dev/hdX
loader=/boot/chain.b
label=FreeBSD

In the above, specify FreeBSD’s primary partition and dtigang Linux specifiers, replacingwith the Linux drive
letter andY with the Linux primary partition number. If you are using aSi@rive, you will need to change

/ dev/ hd to read something similar todev/ sd. Theloader=/boot/chain.b line can be omitted if you have
both operating systems on the same drive. Now/stim/lilo -v to commit your new changes to the system;
this should be verified by checking its screen messages.

13.3.2 Stage One, / boot / boot 1, and Stage Two, / boot/ boot 2

Conceptually the first and second stages are part of the sagem, on the same area of the disk. Because of space
constraints they have been split into two, but you would giastall them together. They are copied from the
combined filelboot/boot by the installer obsdlabel(see below).

They are located outside file systems, in the first track obtha slice, starting with the first sector. This is where
bootQ or any other boot manager, expects to find a program to ruchaill continue the boot process. The number
of sectors used is easily determined from the sizaft/boot

bootl is very simple, since it can only be 512 bytes in size, and lenjost enough about the FreeB®Bdlabe]
which stores information about the slice, to find and exebobe? .

boot2 is slightly more sophisticated, and understands the FrBeB&system enough to find files on it, and can
provide a simple interface to choose the kernel or loadeauo r

Since thdoaderis much more sophisticated, and provides a nice easy-tbamteconfigurationhoot2 usually runs
it, but previously it was tasked to run the kernel directly.

Example 13-2.boot 2 Screenshot

>> FreeBSD/i386 BOOT

Default: 0:ad(0,a)/boot/loader

boot:

If you ever need to replace the installesbtl andboot2 use bsdlabel(8):

# bsdl abel -B diskslice

wheredi sksl i ce is the disk and slice you boot from, suchaa®s1 for the first slice on the first IDE disk.

Dangerously Dedicated Mode: If you use just the disk name, such as ado, in the bsdlabel(8) command you will
create a dangerously dedicated disk, without slices. This is almost certainly not what you want to do, so make
sure you double check the bsdlabel(8) command before you press Return .
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13.3.3 Stage Three, / boot /| oader
The loader is the final stage of the three-stage bootstrajisdacated on the file system, usually/bsot/loader

The loader is intended as a user-friendly method for cordiiom, using an easy-to-use built-in command set,
backed up by a more powerful interpreter, with a more comptermand set.

13.3.3.1 Loader Program Flow

During initialization, the loader will probe for a consoledifor disks, and figure out what disk it is booting from. It
will set variables accordingly, and an interpreter is st@here user commands can be passed from a script or
interactively.

The loader will then reatboot/loader.rc , which by default reads ifiboot/defaults/loader.conf which
sets reasonable defaults for variables and réads/loader.conf for local changes to those variables.
loader.rc  then acts on these variables, loading whichever module&enme! are selected.

Finally, by default, the loader issues a 10 second wait fgresses, and boots the kernel if it is not interrupted. If
interrupted, the user is presented with a prompt which wstdeds the easy-to-use command set, where the user may
adjust variables, unload all modules, load modules, andfihally boot or reboot.

13.3.3.2 Loader Built-In Commands

These are the most commonly used loader commands. For aetendcussion of all available commands, please
see loader(8).

autobooseconds
Proceeds to boot the kernel if not interrupted within theetgspan given, in seconds. It displays a countdown,
and the default time span is 10 seconds.

boot [ opt i ons] [ker nel nane]
Immediately proceeds to boot the kernel, with the givenangj if any, and with the kernel name given, if it is.
Providing a kernel name on the command-line is only appleafier anunloadcommand has been issued,
otherwise the previously-loaded kernel will be used.

boot-conf
Goes through the same automatic configuration of modulesdb@s variables as what happens at boot. This
only makes sense if you useload first, and change some variables, most comme&aiiel

help [t opi c]

Shows help messages read frtowot/loader.help . If the topic given isndex , then the list of available
topics is given.
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includefi |l enane ...
Processes the file with the given filename. The file is readhd jaterpreted line by line. An error immediately
stops the include command.

load [t type]fil enanme
Loads the kernel, kernel module, or file of the type givenhwlie filename given. Any arguments after filename
are passed to the file.

Is [-1 ][pat h]
Displays a listing of files in the given path, or the root diog, if the path is not specified. if is specified,
file sizes will be shown too.

Isdev fv ]
Lists all of the devices from which it may be possible to loagdules. If-v is specified, more details are
printed.

Ismod fv ]

Displays loaded modules. ¥ is specified, more details are shown.

morefi | enane

Displays the files specified, with a pause at edlES displayed.

reboot

Immediately reboots the system.
setvari abl e
setvari abl e=val ue

Sets the loader’s environment variables.

unload

Removes all loaded modules.

13.3.3.3 Loader Examples

Here are some practical examples of loader usage:

« To boot your usual kernel, but in single-user mode:
boot -s
+ To unload your usual kernel and modules, and then load justgid (or another) kernel:

unl oad
| oad kernel.old

You can use&ernel. GENERIC to refer to the generic kernel that comes on the install diskernel.old  to
refer to your previously installed kernel (when you havernaplgd or configured your own kernel, for example).

352



Chapter 13 The FreeBSD Booting Process

Note: Use the following to load your usual modules with another kernel:

unl oad
set kernel ="kernel .ol d"
boot - conf

- To load a kernel configuration script (an automated scriptiwbdoes the things you would normally do in the
kernel boot-time configurator):

load -t userconfig_script /boot/kernel.conf

13.3.3.4 Boot Time Splash Screens
Contributed by Joseph J. Barbish.

The splash screen creates a more visually appealing basrscompared to the original boot messages. This screen
will be displayed until a console login prompt or an X dispragnager offers a login prompt.

There are two basic environments available in FreeBSD. Téigidithe default legacy virtual console command line
environment. After the system finishes booting, a consa@lprompt is presented. The second environmentis the
X11 Desktop graphical environment. Aftd.1 and one of the graphicdesktop environmentsuch assNOME,
KDE, or XFceare installed, the X11 desktop can be launched by usingtéie command.

Some users prefer the X11 graphical login screen over tdéitraal text based login prompt. Display managers like
XDM for Xorg, gdm for GNOME, andkdm for KDE (and any other from the Ports Collection) provide a graghica
login screen in place of the console login prompt. After acessful login, they present the user with a graphical
desktop.

In the command line environment, the splash screen woulgldidhe boot probe messages and task startup
messages before displaying the login prompt. In X11 enwremt, the users would get a visually clearer system start
up experience resembling something closer to what a (Miétdgindows or non-unix type system) user would
experience.

13.3.3.4.1 Splash Screen Function

The splash screen function supports 256-color bitmapy), ZSoft PCX (pcx ), or TheDraw (bin ) files. In
addition, the splash image files must have a resolution ob32200 pixels or less to work on standard VGA
adapters.

To use larger images, up to the maximum resolution of 102488ypixels, activate the VESA support included in
FreeBSD. This can be enabled by loading the VESA module dwystem boot, or adding\éESAkernel
configuration option and building a custom kernel (&&apter 9. The VESA support gives users the ability to
display a splash screen image that fills the whole displagescr

While the splash screen is being displayed during the bggiincess, it can be turned off any time by hitting any
key on the keyboard.

The splash screen also defaults to being a screen savel@afsK11. After a time period of non-use the screen will
change to the splash screen and cycle through steps of clggntgnsity of the image, from bright to a very dark
and over again. This default splash screen (screen saveayioe could be overridden by addingaver= line to

Jetc/rc.conf . Optionsaver= has several built-in screen savers to choose from, theigtultan be found in the
splash(4) manual page. The default screen saver is callagp"wNote that thesaver= option specified in
[etc/rc.conf only applies to virtual consoles. It has no effect on X11 digpnanagers.
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A few boot loader messages, including the boot options madwadimed wait count down prompt are displayed at
boot time, even when the splash screen is enabled.

Sample splash screen files can be downloaded from the gatlétyp://artwork.freebsdgr.org
(http://artwork.freebsdgr.org/node/3/). By installitige sysutils/bsd-splash-changer port, splash images can
be chosen from a collection randomly at each boot.

13.3.3.4.2 Enabling the Splash Screen Function

The splash screerbfmp, .pcx , or.bin ) file has to be placed on the root partition, for example irvitloet
directory.

For default boot display resolution (256-color, 320 by 20&[s, or less), editboot/loader.conf , SO it contains
the following:

splash_bmp_load="YES"
bitmap_load="YES"
bitmap_name=" / boot/ spl ash. bnp"

For larger video resolutions up to the maximum of 1024 by 7i&8lp, edit/boot/loader.conf , SO it contains the
following:

vesa_load="YES"
splash_bmp_load="YES"
bitmap_load="YES"

bitmap_name=" / boot/ spl ash. bnp"

The above assumes thalbot / spl ash. bnp is used for splash screen. When a PCX file is desired, use ltbeiiog
statements, plus thesa_load="YES" line depending on the resolution.

splash_pcx_load="YES"
bitmap_load="YES"
bitmap_name=" / boot/ spl ash. pcx"

In version 8.3 another option is to use ascii art in TheDrattpfy/en.wikipedia.org/wiki/TheDraw) format.

splash_txt="YES"
bitmap_load="YES"
bitmap_name=" / boot/ spl ash. bi n"

The file name is not restricted to “splash” as shown in the alsxample. It can be anything as long as it is one of
the above types such ay ash_640x400.bmp Or bl uewave.pcx .

Some other interestingader.conf ~ options:

beastie_disable="YES"

This will stop the boot options menu from being displayed,the timed wait count down prompt will still be
present. Even with the display of the boot options menu deshtentering an option selection at the timed wait
count down prompt will enact the corresponding boot option.
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loader_logo="beastie"

This will replace the default words “FreeBSD”, which arepdég/ed to the right of the boot options menu with
the colored beastie logo like releases in the past had.

For more information, please see the splash(4), loadd(®pand vga(4) manual pages.

13.4 Kernel Interaction During Boot

Once the kernel is loaded by eitHeader(as usual) oboot2(bypassing the loader), it examines its boot flags, if any,
and adjusts its behavior as necessary.

13.4.1 Kernel Boot Flags

Here are the more common boot flags:

-a
during kernel initialization, ask for the device to mountias root file system.
-C
boot from CDROM.
-C
run UserConfig, the boot-time kernel configurator
-S
boot into single-user mode
-V

be more verbose during kernel startup

Note: There are other boot flags, read boot(8) for more information on them.

13.5 Device Hints
Contributed by Tom Rhodes.

During initial system startup, the boot loader(8) will rehad device.hints(5) file. This file stores kernel boot
information known as variables, sometimes referred to asité hints”. These “device hints” are used by device
drivers for device configuration.
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Device hints may also be specified at tBéage 3 boot loadgarompt. Variables can be added usieg , removed
with unset , and viewed with thehow commands. Variables set in tfmot/device.hints file can be
overridden here also. Device hints entered at the boot faaéenot permanent and will be forgotten on the next
reboot.

Once the system is booted, the kenv(1) command can be usedioall of the variables.

The syntax for théboot/device.hints file is one variable per line, using the standard hash “#" asment
markers. Lines are constructed as follows:

hint.driver.unit.keyword="val ue"
The syntax for the Stage 3 boot loader is:

set hint.driver.unit.keyword=val ue

driver is the device driver namanit is the device driver unit number, akdyword is the hint keyword. The
keyword may consist of the following options:

- at : specifies the bus which the device is attached to.

- port : specifies the start address of the 1/0 to be used.

- irq : specifies the interrupt request number to be used.

. drq : specifies the DMA channel number.

- maddr: specifies the physical memory address occupied by theealevic
- flags :sets various flag bits for the device.

+ disabled :if settol the device is disabled.

Device drivers may accept (or require) more hints not listex, viewing their manual page is recommended. For
more information, consult the device.hints(5), kenv(@ader.conf(5), and loader(8) manual pages.

13.6 Init: Process Control Initialization

Once the kernel has finished booting, it passes control tageeprocess init(8), which is locatedstin/init ,or
the program path specified in tivét_path ~ variable inloader .

13.6.1 Automatic Reboot Sequence

The automatic reboot sequence makes sure that the file sysieitable on the system are consistent. If they are
not, and fsck(8) cannot fix the inconsistencies, init(8)pdrthe system intsingle-user mod#éor the system
administrator to take care of the problems directly.

13.6.2 Single-User Mode

This mode can be reached through sheomatic reboot sequenae by the user booting with the option or
setting theboot_single  variable inloader .

It can also be reached by calling shutdown(8) without theoglr ) or halt ¢h ) options, frommulti-user mode
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If the systenctonsole is set toinsecure in/etc/ttys  , then the system prompts for thet password before
initiating single-user mode.

Example 13-3. An Insecure Console ietc/ttys

# name getty type status comments

#

# If console is marked "insecure", then init will ask for the r oot password
# when going to single-user mode.

console none unknown off insecure

Note: Aninsecure console means that you consider your physical security to the console to be insecure, and
want to make sure only someone who knows the root password may use single-user mode, and it does not
mean that you want to run your console insecurely. Thus, if you want security, choose insecure , not secure .

13.6.3 Multi-User Mode

If init(8) finds your file systems to be in order, or once therdsss finished irsingle-user modehe system enters
multi-user mode, in which it starts the resource configoratif the system.

13.6.3.1 Resource Configuration (rc)

The resource configuration system reads in configuraticedtsffrom/etc/defaults/rc.conf ,and
system-specific details froratc/rc.conf , and then proceeds to mount the system file systems mentioned
letc/fstab  , start up networking services, start up miscellaneougsystaemons, and finally runs the startup
scripts of locally installed packages.

The rc(8) manual page is a good reference to the resourceaaeaiion system, as is examining the scripts
themselves.

13.7 Shutdown Sequence

Upon controlled shutdown, via shutdown(8), init(8) wiltexhpt to run the scripktc/rc.shutdown , and then
proceed to send all processes TERMsignal, and subsequently théLL signal to any that do not terminate timely.

To power down a FreeBSD machine on architectures and systextnsupport power management, use the command
shutdown -p now to turn the power off immediately. To just reboot a FreeBSBtey, just usehutdown -r

now. You need to beoot or a member obperator group to run shutdown(8). The halt(8) and reboot(8)
commands can also be used, please refer to their manual gadés shutdown(8)’s one for more information.

Note: Power management requires acpi(4) support in the kernel or loaded as module for.

357



Chapter 14 Users and Basic Account
Management

Contributed by Neil Blakey-Milner.

14.1 Synopsis

FreeBSD allows multiple users to use the computer at the same Obviously, only one of those users can be
sitting in front of the screen and keyboard at any one fineit any number of users can log in through the network
to get their work done. To use the system every user must meaeaunt.

After reading this chapter, you will know:

- The differences between the various user accounts on a EEzsepstem.

« How to add user accounts.

- How to remove user accounts.

- How to change account details, such as the user’s full nanpreferred shell.

- How to set limits on a per-account basis, to control the resesusuch as memory and CPU time that accounts and
groups of accounts are allowed to access.

« How to use groups to make account management easier.

Before reading this chapter, you should:

- Understand the basics of UNIX and FreeBSIhépter 4.

14.2 Introduction

All access to the system is achieved via accounts, and alegees are run by users, so user and account
management are of integral importance on FreeBSD systems.

Every account on a FreeBSD system has certain informatsocated with it to identify the account.

User name

The user name as it would be typed atlisgin:  prompt. User names must be unique across the computer;
you may not have two users with the same user name. There aralzenof rules for creating valid user names,
documented in passwd(5); you would typically use user nghesconsist of eight or fewer all lower case
characters.

Password

Each account has a password associated with it. The passvayrte blank, in which case no password will be
required to access the system. This is normally a very bad &lery account should have a password.
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User ID (UID)

The UID is a number, traditionally from 0 to 65535ised to uniquely identify the user to the system. Inteynalll
FreeBSD uses the UID to identify users—any FreeBSD commidgnadllow you to specify a user name will
convert it to the UID before working with it. This means thatycan have several accounts with different user
names but the same UID. As far as FreeBSD is concerned theserds are one user. It is unlikely you will
ever need to do this.

Group ID (GID)

The GID is a number, traditionally from 0 to 6553&sed to uniquely identify the primary group that the user
belongs to. Groups are a mechanism for controlling accesstiurces based on a user’s GID rather than their
UID. This can significantly reduce the size of some configarefiles. A user may also be in more than one

group.
Login class
Login classes are an extension to the group mechanism thatipradditional flexibility when tailoring the
system to different users.
Password change time

By default FreeBSD does not force users to change their madswperiodically. You can enforce this on a
per-user basis, forcing some or all of your users to changeplasswords after a certain amount of time has
elapsed.

Account expiry time

By default FreeBSD does not expire accounts. If you are icrgaccounts that you know have a limited
lifespan, for example, in a school where you have accounthéostudents, then you can specify when the
account expires. After the expiry time has elapsed the adaannot be used to log in to the system, although
the account’s directories and files will remain.

User’s full name
The user name uniquely identifies the account to FreeBSDjdmg not necessarily reflect the user’s real name.
This information 